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Abstract

FANETS, or Flying Ad-Hoc Networks, are wireless communication networks
comprising autonomous UAVs collaborating to fulfill various missions. FANETSs
are susceptible to numerous security threats. In light of this, the thesis focuses on
addressing security and data privacy concerns, specifically emphasizing insider
attack detection, considering drones’ unique behavior and characteristics. While
numerous techniques exist to address these issues, this research delves into
two main areas. First, leveraging fuzzy logic, we introduce FUBA, a robust
drone behavior analytics system, to enhance trust management in FANETS.
Additionally, we provide a comprehensive survey of existing techniques
in this domain. Second, we propose FLID, an intelligent Intrusion Detection
System (IDS) tailored for FANETSs, which integrates deep learning and federated
learning to detect and prevent network attacks effectively. Moreover, we enhance
FLID by employing reinforcement learning for drone-client selection, thereby
strengthening network security and data privacy. Our findings demonstrate that
insider attack detection can be achieved without compromising data privacy,
offering tangible benefits across domains such as surveillance and disaster

management.

keywords:  Deep learning, FANET, federated learning, IDS, privacy,

reinforcement learning, security, trust management, UAV.
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Résumé

Les FANETS, ou réseaux ad hoc volants, sont des réseaux de communication
sans fil constitués de drones autonomes collaborant pour remplir diverses
missions. Les FANETSs sont sensibles & de nombreuses menaces de sécurité.
A la lumitre de cela, la thése se concentre sur la résolution des problémes de
sécurité et de confidentialité des données, en mettant spécifiquement 'accent
sur la détection des attaques internes, en tenant compte du comportement
et des caractéristiques uniques des drones. Bien qu’il existe de nombreuses
techniques pour résoudre ces problémes, cette recherche se concentre sur deux
domaines principaux. Tout d’abord, en tirant parti de la logique floue, nous
introduisons FUBA, un systéme robuste d’analyse du comportement des drones,
pour améliorer la gestion de la confiance dans les FANETs. En outre, nous
fournissons une étude complete des techniques existantes dans ce domaine.
Deuxiemement, nous proposons FLID, un systeéme intelligent de détection
d’intrusion (IDS) adapté aux FANETS, qui integre 'apprentissage profond et
Iapprentissage fédéré pour détecter et prévenir efficacement les attaques réseau.
De plus, nous améliorons le FLID en utilisant I’apprentissage par renforcement
pour la sélection du drone-client en renforcant ainsi la sécurité du réseau et
la confidentialité des données. Nos résultats démontrent que la détection
d’attaques internes peut étre réalisée sans compromettre la confidentialité
des données, offrant des avantages tangibles dans des domaines tels que la

surveillance et la gestion des catastrophes.

mots-clés: Apprentissage profond, FANET, apprentissage fédéré,
systeme de détection d’intrusion, confidentialité, sécurité, apprentissage par

renforcement, gestion de la confiance, véhicule aérien sans pilote.
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General Introduction

1 Introduction

The burst of Artificial intelligence (AI) marked a significant turning point in
our relationship with technology, leading to profound changes in our societies
and daily lives. Al is a rapidly evolving field focusing on developing intelligent
systems capable of simulating human intelligence. Omne of the key drivers
of this transformation is the development of robotics, such as autonomous
vehicles and drones, which has opened up a new era of personal technology and
connectivity. Over the past few decades, drone technology developments have
revolutionized industries, enhanced data collection capabilities, and provided
innovative solutions in various sectors as drone technology continues to evolve
and play a significant role in areas such as logistics, infrastructure maintenance,
environmental monitoring, and public safety, contributing to increased efficiency,
improved security, and expanded applications. A drone ad hoc network,
Unmanned Aerial Vehicle (UAV) ad hoc network, or generally Flying Ad Hoc
network (FANET) refers to a wireless communication network consisting of
autonomous drones that establish a temporary network infrastructure in the
air. These drones work together collectively, collaborate, and cooperate to
accomplish several missions in various fields such as agriculture,environmental

monitoring,surveillance,delivery services and rescue operations.
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Compared to traditional networks with fixed infrastructure, FANETs are
dynamic and self-organizing networks where drones act as communication nodes

and data relays.

With the increasing popularity and adoption of drones in various industries,
the vulnerability of FANETSs to cyberattacks has become a significant concern.
However, ensuring secure and reliable communication in FANET is very

important and remains problematic.

2 Problem Statement and Motivation

Since 2007, there has been a notable surge in cyberattacks targeting drones,
posing significant risks with potentially catastrophic consequences ranging from
data breaches and service disruptions to even physical harm or loss of lives and
assets. This underscores the urgent need to fortify FANETs against internal
and external threats. The fluid nature of drone participation presents a prime
opportunity for malicious actors to compromise drones, assuming false identities
and perpetrating insider attacks. These insiders exploit their privileged access
to execute illicit activities, including inserting malicious hardware or software
into the drone, compromising its functionality, or allowing unauthorized control.
On the other hand, data privacy is paramount in FANET. Indeed, drones
can gather sensitive information from the environment through various sensors
and technologies. Equipped with cameras, they capture visual data revealing
layouts of buildings and critical infrastructure. Additionally, drones with GPS
can collect precise geolocation data, potentially exposing sensitive locations or
tracking movements. They can also record audio data, intercept wireless signals,
and analyze biometric information. Therefore, Curious actors and hackers can

extract sensitive information and disrupt network privacy.
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Consequently, cryptographic methods, securing communication protocols,
and certificate revocation are promising strategies for protecting FANETSs from
potential attacks. However, the existing solutions have their main limitations

which can obstruct their effectiveness in addressing specific challenges.

Moreover, the severity of attacks is amplified in FANETSs due to their unique
characteristics. The mobility of drones, the dynamic nature of the network, and
the limited computational capabilities of the drones make it challenging to detect
and respond to attacks effectively. Consequently, ensuring the security and
data privacy within FANETSs remains a paramount challenge in cybersecurity,
warranting focused attention and innovative strategies. For this purpose,
we have employed robust approaches for detecting insiders within FANETS,
including trust management, intrusion detection systems (IDSs), and machine

learning-based solutions.

3 Thesis Contributions and Outlines

In light of these challenges, this thesis presents three contributions focused

on security and data privacy within FANETS.

o The first contribution offers a mechanism to evaluate the behavior of a drone
using Fuzzy logic that relies on direct and indirect information and offers
a more robust and adaptive approach to drone assessment. Unlike prior
models, the proposed approach enhances network trustworthiness even in

bad weather conditions and under poor signal strength.
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« The second contribution offers an IDS-based on federated learning (FL),
this mechanism detects the three frequent attacks: blackhole, flooding,
and selective forwarding.The innovative approach allows drones within
the network to engage in localized model training on their data while
safeguarding sensitive information privacy and harnessing each drone’s
unique capabilities. It achieves efficient and effective IDS without

compromising network performance.

o The third contribution combines FL and reinforcement learning (RL) to
improve the second contribution. Fusing FL and RL algorithms aims to
meet the network’s security requirements, encompassing privacy protection,

effectiveness, robustness, and context awareness.

Thi thesis is divided into two parts:a LITERATURE REVIEW section and
SCIENTIFIC CONTRIBUTIONS section.

The LITERATURE REVIEW section is structured as follows:

o Chapter 1 provides essential background information on FANETS.
It outlines FANET architecture, characteristics, design considerations,
applications, communication models, and routing protocols. Then, it
summarizes the different security challenges in FANETs and discusses

existing countermeasures.

o Chapter 2 describes the concept of trust management in FANET. It
provides a detailed review of related works and a novel classification for
trust management techniques. Finally, it offers a comparative analysis of

selected trust management schemes.
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The SCIENTIFIC CONTRIBUTIONS is structured as follows:

o Chapter 3 provides the first contribution to FANET security by addressing
the limitations of existing trust management mechanisms and leveraging

fuzzy logic-based drone behavior analytics for trust management.

o Chapter 4 introduces the second contribution, which is a novel FL. model

tailored explicitly for IDS within FANETSs.

o Chapter 5 presents the third contribution while proposing an RL-based
drone client selection for efficient FL-based IDS within FANETS.

In the conclusion, we offer a comprehensive thesis summary, delve into the

security issue, and explore the insights that will guide future research endeavors.
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“Threat s a mirror of security gaps. Cyber-threat is
mainly a reflection of our weaknesses. An accurate vision

of digital and behavioral gaps is crucial for a consistent
cyber-resilience”

— Stephane Nappo
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1 Introduction

In the dynamic realm of aerial technology, the convergence of ad hoc networking and
unmanned aerial vehicles has ushered in a new era of possibilities and challenges. As we
begin our exploration of the complex domain of flying ad hoc networks, this chapter
seeks to illuminate the critical security dimensions within this fascinating domain.
From soaring possibilities to inherent challenges, exploring security issues in FANETS
is a compelling quest that demands attention. In this chapter, we provide essential
background information on FANETs. In Section 2, we outline FANET architecture,
characteristics, design considerations, applications, communication models, and
routing protocols. In Section 3, we summarize the different security challenges in
FANETs. In Section 4, we discuss existing countermeasures in FANET, and finally, we

conclude the chapter in Section 5.

2 FANET: An Overview

FANET is a flying ad-hoc network that consists of a group of unmanned aerial
vehicles (UAVs) or drones that communicate with each other wirelessly. FANET is a
subclass of a mobile ad-hoc network (MANET) where drones autonomously establish
and maintain a dynamic, decentralized network. Still, it has unique characteristics
and challenges, such as high mobility, long-range, apparent line-of-sight propagation,
and environment resilience [1]. FANET enables cooperative and self-organizing
behavior among drones, facilitating communication, data sharing, and coordination
in scenarios where traditional infrastructure-based communication may be impractical
or unavailable [2]. A FANET requires highly accurate localization data and collision
avoidance mechanisms; it can also interact with other networks, such as vehicular
ad-hoc networks (VANETS), to provide more information and services to the users.

Figure 1 represents the relation between FANET and the other network types.

2.1 FANET Architecture

In FANET, drones can fly autonomously and operate remotely without carrying
any human personnel. These drones collaborate in real time, forming an ad-hoc
communication network without relying on fixed infrastructure links as shown in

Figure 2.
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Wireless Ad hoc
/ Network
Ship Ad hoc
Network(SANET)

Figure 1: The relation between FANET and other network types.

FANET architecture can be classified into two main categories based on the
arrangement and interaction of drones: Single-drone systems and Multi-drone
systems. Another classification that classifies FANET architecture into centralized

and decentralized FANET Architecture.

2.1.1 Single-Drone Systems

In this architecture, a standalone drone operates independently without direct
communication or coordination with other drones [3]. The communication may rely on
links to fixed infrastructure or other external sources. This form is less dynamic and

lacks the collaborative capabilities associated with multi-drone systems.

2.1.2 Multi-Drone Systems

Multi-drone systems involve the collaboration and communication between multiple
drones operating in the same airspace. These drones interact with each other to share

information, coordinate tasks, and enhance overall system capabilities [4].
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2.1.3 Centralized Architecture

A centralized FANET architecture is a type of network design for FANETSs that
consists of multiple drones and a ground control station (GCS) [5]. In this architecture,
the GCS acts as the central server and the only controller of the network, while all the
drones are directly connected to it. Therefore, any data communication between any
two drones is carried out via the GCS. This architecture simplifies network management

and control but also introduces a single point of failure and a high dependency on the

GCS.

2.1.4 Decentralized Architecture

A decentralized FANET architecture is a network topology that does not rely
on a central server or controller to manage the communication and coordination of
FANETs [6]. FANETs are composed of drones that can dynamically form a network
without any pre-existing infrastructure. A decentralized FANET architecture has
several advantages over a centralized one, such as scalability, robustness, flexibility, and

self-organization. However, it poses challenges like routing, synchronization, security,
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Figure 2: FANET architecture.
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2.2

FANET Characteristics

FANET exhibits several characteristics that distinguish it as a specialized drone

network:

1.

Ad-Hoc Networking: FANET relies on ad-hoc networking principles, where
drones dynamically form and maintain the communication network without
needing a fixed infrastructure. The network is self-organizing, allowing drones

to connect and disconnect as required.

. Decentralization: FANET operates decentralized, with no central control.

Each drone in the network can make independent decisions, contributing to the

flexibility and adaptability of the overall system.

. Dynamic Network Topology: The topology of the FANET is highly dynamic

and constantly changing as drones move within the airspace. This dynamic nature

allows the network to adapt to environmental changes and mission requirements.

. Collaborative Communication: Drones in a FANET actively communicate

and collaborate; they share information, coordinate actions, and may collectively
work towards achieving mission objectives. FANET communication is illustrated

in Figure 3.

. Scalability: FANET is designed to be scalable to accommodate varying numbers

of drones. The network should be able to handle the addition or removal of drones
without significant disruption, making it suitable for diverse applications ranging

from small-scale operations to larger missions.

. Real-Time Communication: FANET requires real-time communication

capabilities to support rapid decision-making, coordination, and timely exchange
of information among drones. Low-latency communication is essential for ensuring

the responsiveness of the network.

. Network Lifetime: The duration in which FANET can operate without running

out of energy or losing connectivity is critical. Maximizing network lifetime is
essential for prolonged and reliable mission execution, especially in applications

with extended operational duration.

11
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Figure 3: FANET communication.

2.3 FANET Design Considerations

When delving into the design of FANETS, several critical considerations must be
taken into account to ensure their effective operation, reliability, and security. The key

design considerations are described as follows:

1. Autonomous Drones: Drones in a FANET are capable of autonomous flight and
operation. They can navigate, communicate, and make decisions independently,

contributing to the agility and responsiveness of the network.

2. Drone Density: The number of drones in a given area influences network
connectivity and interference. High drone density can enhance collaboration and

data sharing but may also lead to increased interference and resource contention.

3. Drone Mobility: Drones’ speed and direction impact the network topology’s
dynamic nature. Rapid drone position changes require adaptive routing protocols

and dynamic network management to maintain effective communication.

4. Communication Range: Antenna type, power, and frequency band factors
determine the maximum distance between two drones that can communicate.
Communication range affects network connectivity and the efficiency of data

exchange among drones.

5. Radio Propagation Model: The mathematical model describing how radio signals
propagate in the air depends on environmental factors such as weather, terrain,

and obstacles.

12



Chapter I:Security Issues in Flying Ad hoc Networks Concepts and Challenges

6. Localization: The ability of drones to determine their position and orientation is

essential for navigation, coordination, and data fusion.

7. Power Consumption: The amount of energy drones consume for flying and

communication directly impacts the network’s lifetime and reliability.

8. Frequency Band: The choice of the frequency band for communication affects

data rate, interference, and regulatory considerations.

9. Cost-Efficiency: The trade-off between the performance and cost of drones and

their communication systems is a crucial consideration.

10. Versatility: The ability of drones to adapt to different scenarios and tasks adds
versatility to FANETs. Versatile drones can be employed in various applications,

making the network suitable for multiple missions.

2.4 FANET Applications

A FANET can be used for various applications, such as military surveillance, disaster

management, environmental monitoring, and traffic control [7].

2.4.1 Disaster Management

FANET can be used for various applications in disaster management, such as data
collection and rescue operations. For example, FANET can be deployed to monitor a
wildfire scenario where mobile sensors on the ground are investigating the devastated
area. The drones can collect the fire identification data from the sensors and send it
to the base station, where it can be processed and analyzed to localize the fire and

provide rescuing services to the firefighters trapped inside the fire [8].
2.4.2 Communication Infrastructure and Connectivity

Drones contribute to network maintenance by inspecting telecommunication towers,
antennas, and critical components with equipped cameras and sensors, swiftly
identifying issues, and facilitating proactive maintenance. Drones are instrumental
in installing and deploying communication equipment, particularly in challenging
or hazardous locations. They also serve as valuable signal strength and coverage
analysis tools, flying over specific areas to assess signal quality and optimize network
performance. Drones with communication relay capabilities act as flying base stations,

offering temporary connectivity during events or emergencies|5].

13
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2.4.3 Border Surveillance and Security

Drones with high-resolution cameras and sensors can conduct aerial surveillance
over vast and challenging terrains, providing real-time intelligence on border activities.
This capability aids border control agencies in detecting and tracking potential threats,
including illegal border crossings, smuggling activities, or unauthorized intrusions.
Moreover, drones are particularly effective in areas with difficult accessibility, such
as rugged terrain or dense vegetation, where traditional surveillance methods may
be limited [9]. Drones with thermal imaging and night vision capabilities enhance
surveillance during low-light conditions. This is crucial for continuous monitoring, as

illegal activities often occur under the cover of darkness.

2.4.4 Smart Agriculture

Drones play a vital role in smart agriculture by offering diverse applications to
enhance efficiency and sustainability. Drones equipped with high-resolution cameras
and sensors provide detailed aerial imagery for crop monitoring, enabling farmers to
assess plant health, detect diseases, and optimize resource use. They contribute to
precision agriculture by mapping fields and facilitating targeted fertilizers, pesticides,
and irrigation applications. Drones automate tasks like planting, seeding, and crop
spraying, promoting uniform growth and minimizing environmental impact [10]. These
drones also assist in livestock monitoring, water management, and post-harvest

assessments.

2.4.5 Healthcare

Drones have emerged as valuable tools in the healthcare sector, offering
innovative solutions to enhance medical services, improve logistics, and provide timely
interventions. In various applications, drones contribute to healthcare by overcoming
geographical barriers, reducing delivery times, and enabling swift responses.

One notable application is transporting medical supplies, such as vaccines, blood
samples, and medications. Furthermore, drones facilitate rapid and reliable delivery
to remote or hard-to-reach areas, especially during emergencies or in regions with
inadequate infrastructure. In addition, drones equipped with defibrillators can
deliver life-saving devices to individuals experiencing cardiac arrest before traditional

emergency services arrive [11].
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2.5 FANETs Communication Models and Standards

A critical challenge within FANETs involves the development of a robust
communication model to ensure dependable data transmission among drones and
between drones and GCS. Addressing this challenge requires consideration of various
communication models and standards tailored to the unique dynamics of FANETs.
Among the potential approaches are the utilization of renowned protocols such as
Ad hoc On-Demand Distance Vector (AODV) and Dynamic Source Routing (DSR)
for routing, adherence to IEEE 802.11 standards for wireless communication, and the
integration of specialized protocols like MAVLink and UAVCAN designed explicitly for

unmanned aerial systems.

2.5.1 IEEE 802.11

IEEE 802.11 refers to standards for implementing wireless local area networking
(WLAN) communication. Commonly known as WiFi, these standards are developed
by the Institute of Electrical and Electronics Engineers (IEEE). It encompasses various
amendments and extensions, such as 802.11a, 802.11b, 802.11g, 802.11n, 802.11ac, and
more, each introducing improvements in data rates, modulation schemes, frequency

bands, and other features [12].

2.5.2 MAVLink Protocol

MAVLink, or Micro Air Vehicle Link, is a lightweight communication protocol
for unmanned systems like drones and robotics. It is an open-source framework for
exchanging information between drones and their GCSs. The protocol is characterized
by its efficiency, relying on packet-based communication to exchange data related to
vehicle state, sensor information, and command inputs. MAVLink’s extensibility allows
developers to define custom messages, ensuring adaptability to diverse unmanned
systems and their specific requirements. With a focus on compatibility and platform
independence, MAVLink is widely implemented in open-source autopilots, fostering
a standardized and interoperable communication environment for drones and their

operators [13]. Figure 4 illustrates the MAVLink frame Vs. IEEE 802.11 frame.

15



Chapter I:Security Issues in Flying Ad hoc Networks Concepts and Challenges
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Figure 4: MAVLink frame Vs IEEE802.11 frame.

2.6 FANET Routing Protocols

Routing in FANET is critical due to the dynamic and mobile nature of drones
and the changing network topologies. Various routing protocols have been adapted or
designed to address the challenges specific to FANETS, these protocols are summarized

as follows :

2.6.1 Ad Hoc On-Demand Distance Vector (AODV)

AODV is a reactive routing protocol commonly used in MANETs. It establishes
routes between drones only when necessary, making it suitable for FANETs where
network topology changes frequently [14]. AODV is designed to be scalable and

adaptive to dynamic conditions.

2.6.2 Dynamic Source Routing (DSR)

DSR is another reactive protocol that allows drones to dynamically discover and
maintain routes in the network [15]. It is well suited for FANETS due to its ability to

adapt to rapidly changing topologies and rely on route caching for improved efficiency.

2.6.3 Optimized Link State Routing (OLSR)

OLSR is a proactive routing protocol that proactively maintains a routing table
for all drones in the network [16]. It is designed to minimize control overhead and is
suitable for drones with frequent and predictable movement, making it applicable to

some FANET scenarios.
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2.6.4 Adaptive DSDV (A-DSDV)

A-DSDV is an extension of the Destination-Sequenced Distance Vector (DSDV)
routing protocol [14]. It adapts the traditional DSDV algorithm better to suit the
mobility patterns of drones in FANETS, providing a more dynamic approach to route

maintenance.

2.6.5 Zone Routing Protocol (ZRP)

ZRP is a hybrid routing protocol that combines the advantages of both proactive
and reactive approaches. It divides the network into zones, employing proactive routing
within zones and reactive routing between zones [15]. ZRP aims to strike a balance

between adaptability and control overhead.

2.6.6 Prophet Routing Protocol

Prophet is a delay-tolerant routing protocol designed for networks with intermittent
connectivity, making it suitable for FANETs. It utilizes historical encounter
information to predict future contacts between drones, optimizing data forwarding

strategies in scenarios with unpredictable connectivity [14].

2.6.7 Cluster-Based Routing

FANETs often leverage cluster-based routing approaches, where drones are
grouped into clusters, and each set has a cluster head responsible for inter-cluster
communication[16]. This helps in managing network scalability and improving routing

efficiency.

2.6.8 Geographical Routing

Routing based on geographical information is relevant in FANETSs where the location
of dromes is crucial. Geographical routing protocols use location information to make
routing decisions, which can be advantageous in scenarios where drones must navigate

specific geographic regions [15].
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3 Security in FANETS, a General Overview

The security of FANETS is critical, considering the potential implications for safety
and efficiency. FANETS, being decentralized and dynamic, present unique challenges in
ensuring robust communication and safeguarding against malicious activities. In this
section, we provide an overview of security requirements, types of attackers, potential

attacks, and countermeasures essential for ensuring the safe and effective operation of
FANETS.

3.1 Security Requirements in FANET

Exploring the security requirements within FANETSs is a crucial area of research.
It involves identifying specific security prerequisites that must be taken into account

during the design and implementation of security measures for FANETSs.

Confidentiality: is an essential aspect of FANET security, as it ensures that the
data exchanged among the drones is protected from unauthorized access or disclosure.
Confidentiality can be achieved by using encryption techniques, such as symmetric or
asymmetric cryptography [17].

Confidentiality can also be enhanced by using authentication mechanisms, such as
digital signatures or certificates, to verify the identity and integrity of the sender and

receiver drones.

Integrity: is an essential aspect of FANET, as it ensures that the data exchanged
among the drones is authentic, accurate, and consistent. Integrity can be achieved
by using cryptographic techniques, such as digital signatures, message authentication
codes, and hash functions, to verify the source and content of the messages. Integrity is
essential for FANET, enabling the drones to coordinate actions, avoid collisions, share

information, and perform collaborative tasks.

Availability : is a crucial aspect of FANET, ensuring that the network remains
operational and accessible as needed. This is particularly vital for the seamless
communication and operation of drones and ground stations, where uninterrupted
connectivity is essential. Guaranteeing high Availability in FANET contributes to
the network’s reliability, supporting the continuous functioning of aerial and ground

components.
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Authenticity : revolves around verifying the identity of communication
participants, ensuring that they are genuinely who they claim to be. The principle of
authenticity plays a crucial role in preventing unauthorized entities from participating
in the network [18]. Verifying the legitimacy of messages exchanged within the FANET
ensures a secure and trustworthy communication environment, mitigating the risk of
malicious entities infiltrating the network and contributing to the system’s overall

integrity.

Privacy and Anonymity: involves ensuring that sensitive information, such as
the identities of drone operators or locations, is shielded from unauthorized access or
disclosure [19]. Privacy protection in FANET aims to establish a secure environment
where users can operate drones or communicate without the risk of their own data being
compromised. This includes employing encryption techniques, secure communication
protocols, and anonymity features to mitigate potential privacy threats and uphold the

privacy rights of individuals participating in FANET activities.

Traceability: is essential for tracking and understanding the flow of data,
communications, and activities within FANET. Traceability mechanisms help identify
the source and destination of data packets, track communication paths, and monitor
the actions of network nodes. This capability is valuable for security purposes, enabling

the detection of anomalies, unauthorized access, or potential security breaches within
the FANET.

3.2 Adversary Types in FANET

Various types of adversaries can pose security threats. Understanding these
adversary types is crucial for designing effective security measures. Some common

adversary types in FANET are defined as follows:

3.2.1 Actively (Active or Passive)

Active Attacker: An active attacker in FANET possesses the capability to alter,
remove, or generate new messages actively. This involves direct interference with the

network’s communication to affect its performance.

Passive Attacker: A passive attacker, on the other hand, engages in
eavesdropping, merely listening to the exchanged communications without directly

harming the network[20].
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3.2.2 Behaviourally (Malicious or Rational)

Malicious Attacker: A malicious attacker in FANET aims to execute destructive
attacks that can cause damage to the network. Their primary objective is to disrupt

or compromise the network’s functionality through various methods.

Rational Attacker: A rational attacker, in contrast, seeks personal benefit from
the attack. Their actions are more predictable than malicious attackers, as specific

personal goals or gains drive them [21].

3.2.3 Locationally (Insider or Outsider)

Insider Attacker: An insider attacker in FANET is an authenticated network
member who can perform severe attacks [22]. Due to their authorized status, they

pose a significant threat to the network.

Outsider Attacker: An outsider attacker does not have direct participation
privileges in the network. Their limited capabilities make them less dangerous than

insider attackers with authenticated access.

3.2.4 Proprietarily (Global or Local)

Global Adversary: A global adversary in FANET controls a large area of radio
stations deployed across the network. They can easily detect mobile entities within the

covered area, enabling them to exert a significant influence.

Local Adversary: A local adversary controls fewer network entities than a global
one, limiting their power to a smaller covered area [23]. Their capabilities are restricted

compared to a global adversary.

3.2.5 Movably (Static or Dynamic)

Static Adversary: A static adversary’s eavesdropping stations are fixed in specific

network locations. They may have limitations regarding coverage and flexibility.

Dynamic Adversary: A dynamic adversary’s eavesdropping stations are mobile
and can move across the observed map. Their strength depends on the mechanisms

and algorithms used, allowing them to adapt to changing network conditions [24].
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3.2.6 Occasionally (Permanent or Temporal)

Permanent Observer: A permanent observer in FANET is more dangerous as
they continuously gather data and eavesdrop on communications occurring at all times.

Their consistent monitoring seriously threatens the network’s security [20].

Temporal Observer: A temporal observer selectively eavesdrops at specific
periods based on their interests, intentions, and benefits. Their monitoring activities

are intermittent, making them less pervasive than permanent observers.

3.3 Potential Attacks in FANETSs

Potential Attacks in FANETSs encompass a wide array of security risks ranging
from physical layer vulnerabilities to sophisticated cyber threats, necessitating a

comprehensive understanding and mitigation strategy:.

1. Malicious Hardware/Software Attack: A malicious hardware/software
attack in FANET involves deliberately introducing compromised elements, such
as drones or ground stations, intending to undermine the network’s security and
functionality. This attack may include tampering with firmware or software,
injecting malware, or exploiting vulnerabilities to gain unauthorized control
or access [25]. The impact ranges from compromising data integrity and
unauthorized access to disrupting communication and navigation within the

network.

2. Wormhole Attack: In this attack, the malicious drone, known as the wormhole,
establishes a high-speed, covert communication link between two distant points
in the network, creating a shortcut for data transmission [26]. As a result, the
attacker can replay or selectively forward packets, potentially misleading the
network and compromising its integrity. Wormhole attacks are also known as

Selective Forwarding attacks.

3. Grayhole Attack: In a Grayhole attack, a malicious drone selectively drops
or modifies data packets passing through it, behaving as a semi-cooperative
participant. The grayhole attacker may selectively drop packets based on specific
criteria, such as packet content, source, destination, or data types. This makes
it challenging to detect the attack since not all packets are discarded, and the

attack does not exhibit a complete denial of service [27].
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. Blackhole Attack: In this type of security threat, a rogue drone, termed the
blackhole, deceitfully attracts incoming network traffic by advertising itself as
having the most efficient route to the destination. However, instead of forwarding
the packets to their intended recipients, the blackhole drone selectively drops or

absorbs them, leading to a denial of service for legitimate drones [28].

. Sinkhole Attack:A Sinkhole attack is a cybersecurity threat in which an attacker
redirects legitimate network traffic to a compromised drone, the sinkhole. This
malicious drone captures and potentially manipulates the diverted traffic for
unauthorized purposes [28]. The attacker may use the sinkhole to eavesdrop on
sensitive information, launch further attacks, or disrupt communication within

the network.

. Sybil Attack:A Sybil attack is a security threat in which a malicious actor
impersonates multiple fake identities or drones within a network to manipulate
or disrupt its regular operation. In FANETSs, a Sybil attack can be particularly
damaging as the attacker gains disproportionate influence or control over the

network by having a more significant presence than their actual share [29].

. Bad-mouthing Attack:A Bad-mouthing attack is a type of security threat
in which a participant within a network maliciously spreads negative or false
information about other drones or entities in the network. The attacker aims
to undermine the reputation of specific drones by disseminating misleading or

harmful data, which can lead to a loss of trust among network participants [30].

. Flooding Attack: A Flooding attack is a type of cybersecurity threat where an
attacker inundates a network, system, or service with an overwhelming volume
of traffic, causing it to become unavailable or significantly slowing down its
performance. The attack exploits the network’s resources, such as bandwidth or
processing capacity, by sending excessive requests or data packets [31]. Flooding
the target system can lead to a denial of service (DoS) or distributed denial of

service (DDoS) scenario.

. On-Off Attack: In this attack, a malicious drone in the network alternates
between periods of regular activity and prolonged periods of inactivity or sleep,
consuming minimal power during active phases [32]. The goal is to deceive the
network’s energy management mechanisms, making it challenging for the network

to accurately predict and manage the energy consumption of the malicious drone.
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10.

11.

12.

13.

14.

Packet Injection Attack: A Packet Injection attack is a cybersecurity threat
where an attacker introduces unauthorized packets into a network, aiming to
disrupt communication, manipulate data, or compromise the integrity of the
targeted system. By sending malicious packets into the network infrastructure,
the attacker can exploit vulnerabilities, potentially leading to data corruption,

unauthorized access, or denial of service [33].

Jamming Attack: A jamming attack deliberately disrupts communication
systems by emitting interference on the same frequencies as transmitting signals.
Typically involving signal jammers, these attacks overwhelm and drown out
legitimate signals, leading to the loss of connectivity or functionality in targeted
devices [34]. Jamming attacks can impact a wide range of systems, from wireless

networks and radio communications to GPS signals and radar systems.

GPS Spoofing Attack: GPS spoofing is a cyber-attack where the GPS signals
received by a device are manipulated to deceive it about its actual location. In
this attack, the attacker generates fake GPS signals that appear authentic to
the targeted device. By broadcasting these counterfeit signals, the attacker can
trick navigation systems, such as GPS-enabled drones, into believing they are in
a different location. This can lead to malicious activities like misguiding drones,

redirecting shipping routes, or disrupting location-based service [35].

GPS Jamming Attack: A GPS jamming attack is a deliberate interference with
GPS signals to disrupt or block the reception of accurate location information by
GPS-enabled devices. In this attack, the perpetrator employs signal jammers that
emit radio frequency interference on the same frequencies used by GPS satellites.
The interference overwhelms and drowns out legitimate GPS signals, causing

navigation devices to lose accurate positioning information [36].

Man in the Middle Attack: A Man-in-the-Middle (MitM) attack is a
cyber threat where an unauthorized third party intercepts and potentially alters
communication between two parties without their knowledge. The attacker
positions themselves between the communicating entities, secretly eavesdropping
on or manipulating the exchanged data [25]. This attack can occur in various
communication channels, including WiFi networks, MANET, VANET, and
FANET.
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15.

16.

17.

18.

(ADS-B) Attack: An ADS-B (Automatic Dependent Surveillance-Broadcast)
attack refers to the manipulation or interference with the information transmitted
by aircraft through the ADS-B system. ADS-B is a real-time surveillance
technology used in aviation to track aircraft. An attack on ADS-B can
involve broadcasting false position, altitude, or identification information, leading
to potential risks such as unauthorized access to airspace, collision risks, or
misinformation for air traffic control systems. By compromising the integrity
of ADS-B data, attackers can create deceptive scenarios that threaten aviation

safety [37].

Sniffing Attack: A sniffing attack, also known as packet sniffing or network
sniffing, is a form of cyber attack where an unauthorized entity intercepts and
monitors network traffic to capture sensitive information. Attackers can extract
usernames, passwords, or other confidential data by analyzing data packets as
they traverse a network [38]. Sniffing attacks often exploit unsecured or poorly

configured networks, making them vulnerable to eavesdropping.

Denial of Service (DoS) Attack: A Denial of Service (DoS) attack is a
malicious attempt to disrupt the normal functioning of a computer system,
network, or service by overwhelming it with a flood of illegitimate requests
or traffic. The primary goal of a DoS attack is to make the targeted system
unavailable to users, causing a temporary or prolonged disruption of services [39].
Attackers may use various methods, such as flooding the network with traffic,
exploiting vulnerabilities, or exhausting system resources. Distributed Denial of
Service (DDoS) attacks involve multiple sources, making them more challenging

to mitigate.

Energy Drain Attack: An Energy Drain attack is a type of cyber threat aimed
at depleting the energy resources of a targeted system or device. In the context of
FANETS, attackers may employ techniques to utilize energy resources inefficiently,
leading to accelerated battery depletion inefficiently [40]. This attack can have
significant consequences, especially when energy-efficient operation is critical for

the device’s functionality or longevity.
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4 Countermeasures

Various existing countermeasures and ongoing research efforts in network security

to mitigate the previous attacks in FANETS exist.

4.1 Authentication and Authorization

Authentication and authorization are crucial concepts in information security that
work together to control access to resources and ensure data confidentiality, integrity,
and availability. Authentication involves verifying the identity of drones or processes
attempting to access a network. This process typically requires presenting credentials,
such as passwords and cryptographic keys, verified against stored records to confirm
the drone’s identity [41]. Once authenticated, authorization determines the access
privileges granted to the authenticated entity. Authorization specifies what actions or
resources a drone can access based on its identity, role, or other attributes. Access
control mechanisms, such as access control list (ACL) or role-based access control
(RBAC), are commonly used to enforce authorization policies and manage permissions.
Authentication and authorization mechanisms are critical in implementing security

policies and protecting sensitive information from unauthorized access or misuse.

4.2 Encryption and Cryptography

Encryption and cryptography are fundamental to modern cybersecurity, protecting
sensitive information and communications from unauthorized access and tampering.
Encryption involves transforming plaintext data into ciphertext using algorithms
and keys, rendering it unreadable without the corresponding decryption key
42]. Cryptography encompasses various techniques and principles to secure
data transmission and storage, including cryptographic algorithms, protocols, and
cryptographic key management. It is vital in ensuring confidentiality, integrity,
and authenticity across various applications, such as secure communication, digital
signatures, and data protection within FANETs. Encryption and cryptography are
indispensable tools in safeguarding digital assets and privacy FANETSs.
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4.3 Certificate Revocation

Certificate revocation is used in critical infrastructure (PKI) systems to invalidate
digital certificates before expiration. This process becomes necessary when a certificate
must be revoked for various reasons, such as a compromise of the private key, a
change in the certificate holder’s status, or errors in the certificate issuance process
[43]. Certificate revocation is essential for maintaining the integrity and security of
PKI-based systems because it prevents using compromised or unauthorized certificates
for malicious purposes. There are several methods for certificate revocation, including
certificate revocation list (CRL) and online certificate status protocol (OCSP), which
allow relying on parties to check the validity status of certificates issued by a certificate
authority (CA) in real time. Revoked certificates are added to CRLs or flagged as such
in OCSP responses, enabling relying parties to identify and reject no longer trusted
certificates. Effective certificate revocation mechanisms are critical for ensuring the

trustworthiness and reliability of digital certificates within FANETS.

4.4 Intrusion Detection Systems (IDSs)

Intrusion Detection Systems are specialized security mechanisms designed to
monitor and analyze the network traffic and behavior within the FANET environment.
These systems aim to detect unauthorized, malicious, or abnormal activities that may
indicate potential security breaches or intrusions [44]. In a FANET context, IDS
typically function by examining various parameters such as communication patterns,
drone behavior, packet content, and network anomalies. They may utilize both

signature-based and anomaly-based detection techniques:

4.4.1 Signature-based Detection

It relies on a database of known attack patterns or signatures. It compares incoming

network traffic against these signatures to identify matches indicative of known attacks.

4.4.2 Anomaly-based Detection

It establishes a baseline of normal network behavior. It then flags deviations from
this baseline as potential intrusions or threats. This method is beneficial for detecting

novel or previously unseen attacks.

IDS in FANETs must address several challenges unique to the dynamic and

decentralized nature of aerial ad-hoc networks.
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These challenges include drone mobility, limited resources, varying network conditions,

and potential communication disruptions.

4.5 Machine Learning and Al-based Solutions

Leveraging machine learning(ML) and AI techniques is crucial for detecting
and responding to real-time network attacks. ML and Al-based solutions present
promising avenues for bolstering security in FANETs. These advanced technologies
can detect anomalies, analyze drone behavior, and predict potential attacks by
leveraging historical data and real-time observations. By employing adaptive defense
mechanisms and optimizing resource allocation, these systems can enhance the
network’s resilience against evolving threats while minimizing performance impact.
Integrating these approaches into FANETs allows for proactive threat mitigation,
distributed decision-making, and continuous improvement of security measures in

dynamic aerial environments [45].

4.6 Trust Management

Trust management is vital in enhancing security and attack detection in FANETS.
Trust management mechanisms help evaluate the reliability and trustworthiness of
drones or devices. By assessing factors such as drone behavior, communication
patterns, and reputation, trust management systems enable FANETSs to make informed

decisions regarding data transmission, routing, and collaboration [22].

Regarding attack detection, trust management can be leveraged to identify and
mitigate malicious activities within the network. Drones with high trust levels are
more likely to be considered reliable sources of information. In contrast, those with
low trust levels may be closely monitored or excluded from critical network operations.
Trust-based anomaly detection techniques can also detect deviations from normal

behavior, flagging suspicious drones or activities that may indicate potential attacks.

Furthermore, trust management facilitates collaborative defense mechanisms in
FANETs, where drones can share information and collectively respond to security
threats. By establishing trust relationships and fostering cooperation among drones,
FANETS can enhance their resilience against attacks, including jamming, spoofing, and

drone misbehavior.
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4.7 Deception Technologies

Deception technologies play a crucial role in enhancing the security and resilience
of networked systems against cyber threats. Deception technologies within FANETS
encompass a range of strategies and tools aimed at misleading adversaries and detecting
malicious activities. These technologies strategically deploy decoys [46], honeypots
[47], and honeytokens [48] within the network, creating a complex web of false targets
and information. By enticing attackers to engage with these deceptive elements,
security teams can gain valuable insights into their tactics, techniques, and objectives.
Furthermore, deception technologies in FANETS help to divert attackers’ attention
away from critical assets and infrastructure, buying precious time for defenders to
respond effectively. Integrating advanced analytics and ML algorithms, these deception
mechanisms continuously adapt to evolving threats, ensuring proactive threat detection
and response. Ultimately, in the dynamic and unpredictable environments of FANETS,
deception technologies serve as essential components in the arsenal of defensive
measures, bolstering the overall cybersecurity posture and safeguarding mission-critical

operations.

These countermeasures represent just a subset of the extensive research efforts

underway in cybersecurity to defend against FANET attacks.

5 Conclusion

This chapter has delved into the intricate world of Flying Ad-Hoc Networks,
elucidating their architecture, characteristics, design considerations, applications,
communication models, and routing protocols. Following this, we provided a
comprehensive overview of the myriad security challenges inherent in FANETS,
highlighting the potential attacks and the importance of addressing these issues for
the seamless operation of such networks. In response to these challenges, we explored
existing countermeasures employed in FANETs, showcasing the ongoing efforts to
fortify their security posture. It becomes evident that while FANETSs hold immense
promise for various applications, their viability and effectiveness hinge upon robust
security frameworks. In the next chapter, we will delve deeper into one of the existing

countermeasures: trust management.
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Chapter 1I:
Trust Management in FANETs: A State
of Art and Taxonomic Study

“Trust is the antidote that overcomes fear, and fear is
the greatest inhibitor to a relationship that welcomes and
nurtures new ideas.”

— John Pepper
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1 Introduction

Cryptographic methods, securing communication protocols, and certificate
revocation are promising strategies that protect FANET from potential attacks.
However, drones are vulnerable to cyber-attacks from malicious actors who can exploit
their weaknesses, such as poor encryption, outdated firmware, or weak authentication.
They can also take control of a drone and use it for various attacks, such as gray
hole attacks, Sybil attacks, denial-of-service, or physical damage [49]. For instance,
a hijacked drone can tamper with the communication between other drones and
the ground station or collide with a critical infrastructure or a populated area.
Hence, it is crucial to secure the drones from cyber-attacks and ensure their safe and
reliable operation in a network environment. Trust management is one of the pivotal
techniques in fortifying the reliability, integrity, privacy, security, and performance
of Flying Ad-Hoc Networks (FANETSs). This is achieved by systematically assessing
the trustworthiness of network nodes and strategically choosing optimal partners
for collaboration. The primary objective of trust management is to tackle the
challenge of determining how entities within the network, including drones, can engage
with a heightened level of confidence in the dependability and intentions of other

entities [50]. The key contributions made in this chapter can be summarized as follows:

o Comprehensive Overview of State-of-the-Art Trust Management Techniques: We
extensively examine the latest trust management techniques in Flying Ad-Hoc
Networks (FANETS). This overview spans the initial proposal of integrating trust
in FANETS to the present, providing a comprehensive understanding of the field’s

evolution.

o Innovative Classification of Trust Management Techniques: We introduce a
pioneering classification system for trust management techniques in FANETs.
This classification is based on distinct criteria such as design objectives,
architecture, and performance. The identified categories include reasoning
models, machine learning-based models, and blockchain-based schemes. This
classification aims to clarify the nature and mechanisms of these techniques,

which are particularly beneficial for new researchers entering the field.
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o Comparative Analysis of Trust Management Techniques: We thoroughly
compare and analyze the presented trust management techniques using various
criteria. These include trust properties such as availability, integrity, context
awareness, and computational overhead. Trust requirements such as effectiveness,

robustness, and privacy protection.

It is crucial to highlight that this research is pioneering in the network security domain,
filling a void in the existing literature. It complements and adds depth to other
significant research endeavors, such as those presented in [51] and [52]. These previous
works have offered valuable insights and guidance on trust management techniques
tailored to diverse network environments. By contributing novel perspectives and
insights, our research aims to enhance the collective understanding of trust management
within the broader context of network studies. The remainder of this chapter is
structured as follows: Section 2 introduces the concept of trust and its significance
in network communication. Section 3 outlines the extended related works. Section 4
presents a novel classification of trust management techniques proposed for FANETS.
In Section 5, we offer a comparative analysis of these techniques. Finally, Section 6
concludes the chapter by summarizing key insights and emphasizing the importance of

robust trust management solutions.

2 Trust Management: A Crucial Security Aspect in FANET

This section presents the fundamental aspects of trust management in FANET.

2.1 Notion of Trust

Trust management is a concept that refers to the process of establishing,
maintaining, and evaluating the trustworthiness of entities in a network [49]. Trust
management can be applied to various domains, such as e-commerce, social networks,
peer-to-peer systems, cloud computing, and cybersecurity. It involves defining trust
policies, metrics, and mechanisms that specify how trust is established, measured, and
updated among the entities. It also involves designing and implementing trust models,
architectures, and protocols that enable the entities to communicate and cooperate

securely and efficiently based on their trust levels.
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2.2 Direct and Indirect Trust

Trust can be established in two ways: direct and indirect. Direct trust is based on
the first-hand experience or observation of an entity’s actions, while indirect trust is
based on the recommendations or opinions of other trusted entities [53]. For example,
in FANET, direct trust can be established by evaluating the behavior of neighboring
drones. In contrast, indirect trust can be demonstrated by collecting feedback from

other drones interacting with the target drone.

2.3 Trust Management Process

Trust management in FANETs entails numerous interrelated procedures for
assessing and managing the trustworthiness of drones in the network. Figure 5
illustrates the six-step trust management process for FANETs: Information gathering,

trust computation, trust aggregation, trust propagation, and decision making.

2.3.1 Information Gathering

The information-gathering step in trust management is collecting and analyzing
data about the trustworthiness of different entities in FANET [54]. This step involves
identifying the information used in trust evaluation, such as drone behavior, drone
performance, and feedback from other drones. During the information-gathering phase,
drone locations, speed, communication patterns, message delivery rates, transmission
delay, drone energy, and other parameters are monitored. However, the information
gathered can be used to evaluate the drone’s reliability and competence to update the

trust values accordingly.

2.3.2 Trust Computation

Trust computation is a crucial step in trust management; it involves applying
mathematical models and algorithms to quantify the trustworthiness of a drone
based on its behavior, reputation recommendations, or other factors. Several trust
computation methods have been used, such as Fuzzy Logic, Dempster Shafer, Bayesian
Inference, Policy-based Method, etc. Trust calculation may rely on historical data,
encompassing factors like prior interactions, instances of successful collaboration, and

the sustained consistency of behavior throughout time [55].
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2.3.3 Trust Aggregation

Trust aggregation plays a crucial role in trust management within FANETSs, mainly
when dealing with multiple trust information sources. Trust aggregation aims to
combine direct and indirect trust values from different sources into a single trust value
that represents the overall trustworthiness of a target entity [56]. Trust aggregation
can be performed using various methods, such as arithmetic mean, weighted mean,
geometric mean, probabilistic methods, etc. The choice of the aggregation method
depends on the characteristics of the trust model, the trust sources, and the application

domain.

2.3.4 Trust Propagation

Once trust relationships are established, trust values can be propagated or
transferred from one drone to another. This propagation can occur through various
mechanisms, such as recommendations or direct experiences [21]. The idea is that
if drone A trusts drone B and drone B trusts drone C, then there is a propagation
of trust from A to C. Trust propagation often involves transitive trust relationships;
for example, if A trusts B and B trusts C, then A may also somewhat trust C. The
trust propagation degree depends on the rules, algorithms, or models used in the trust
management system. Trust propagation is dynamic and may change over time based on
the evolving relationships and interactions within FANET. New information, feedback,

or events can influence the trust values and network.

2.3.5 Decision Making

The decision-making process is an important step that should be able to adapt
dynamically to new information and updates [57]. Moreover, predefined trust
policies and rules guide trust decisions and help to establish criteria for trust,
specifying thresholds, conditions, or standards that drones must meet to be considered
trustworthy. Once a decision is made, trust management systems may enforce it by
regulating access to resources, granting permissions, or facilitating interactions based

on the assessed trustworthiness of the involved drones.
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2.3.6 Adaptive Updating

Adaptive updating is the last step in the process, where the trust values of different
drones are updated based on the feedback from previous interactions. Consequently,
the system continuously monitors and analyzes recent actions to update the trust
results. Subsequently, the trust management system adapts trust assessments to
the specific context or scenario, allowing for more nuanced and situation-aware
decision-making. Moreover, the system monitors the performance of trust decisions
and adjusts thresholds based on the changing dynamics of the network, ensuring that

the trust management process remains effective.

3 Extended Related Work

Various trust evaluation methods for insider attack detection, including reasoning

and machine learning models, are available.

3.1 Reasoning Models based Trust Management Schemes

Reasoning evaluation models are used for trust evaluation in FANETS, including,
but not limited to, Fuzzy Logic, Bayesian Inference, Game Theory, and Policy-based

Methods.

Singh et al.[56] suggested a Fuzzy Logic for trust evaluation in FANET to deal
with the behavioral unpredictability of drones. They used a multicriteria Fuzzy
classification approach to classify nodes based on their behavior and performance in
complicated environments. To distinguish between selfish and malevolent drones, they
evaluated the trust value of each node using quality of service and social parameters
(recommendation). However, the establishment of rules and the determination of

membership functions could be challenging.

Bayesian Inference has been proposed by Barka et al. [58] in FANET; the model
calculates probability to represent trust value. They integrate a blockchain-based
solution to ensure the security and trust between drones and GCS. However, it confuses

probability’s randomness with subjectivity and trust uncertainty.
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Zhang and Zhu [59] presented a Game Theory to defend against civil GPS signal
spoofing for civilian drones. They offer a signaling game framework in which the GPS
receiver may strategically discern the actual position when the attacker tries to deceive
it with a forged and purposely designed signal. However, it is challenging to create

game rules.

A critical application of drones involves simultaneous coordination with another
ad hoc network operating on the ground, termed cooperative ad hoc networking.
Sharma et al. introduce an ambient network framework designed to coordinate between
ground-based and FANET; these networks engage in extensive data sharing, utilizing a
Fuzzy Cognitive Map. The framework proposes a fault-tolerant and robust connectivity
strategy, incorporating neural, Fuzzy, and genetic modules. The neural and decision
system for guiding the aerial network is formed using a quaternion Kalman filter and

its variant.

To counter a coordinated GPS-spoofing attack in FANETSs, Bada et al.[35] provide
a Policy-based distributed detection system. They determine the trust levels based on
the burglary scene and the drones’ locations during the attack using absolute power
and carrier-to-noise density ratio. The trust model, which utilizes a Beta and Weibull
distribution, is implemented to reduce the propagation of bad-mouthing attacks and

categorize different signals.

Berka et al. [60] suggested an energy-efficient method for FANET that is
reputation-aware. Their technique calculated trustworthiness by considering the
number of legal and illegal drone interactions required to create trust with little energy

and indirect trust values.

In [61], Berka et al. introduced UNION, a second model to distinguish between
permitted and harmful drone activity. They offer a new context-aware, trust-based
method to reduce produced error ratios while maintaining the appropriate security
standards. Their approach builds inter-drone trust while estimating the present context
regarding drone energy, movement pattern, and enqueued packets, ensuring complete

context awareness in the overall honesty judgment.

Barka et al. [62] suggested FNDN (Flying Named Data Networking) as a
communication architecture to prevent man-in-the-middle attacks. This design is built
on the integration of trust mechanisms. When propagating data, their model system

employs a trust management method to handle the network attack risk.
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Bhargava et al. introduced a Kalman trust estimator (KATE) in [63]. KATE
assesses drone misbehavior by integrating direct and indirect trust values. Kate
investigates how previous trust values maintained on the Internet of Drones (IoDs)

affect present trust levels.

Carlos et al. in [64] proposed UAVouch, a method for detecting and finding UAVs
in a group. UAVouch employs a movement plausibility check and a public-key-based
authentication method to detect intruders who stray from the group’s expected path.
Previous works apply reasoning models that lack intelligent and dynamic support for

trust management, impacting factor selection and rule formulation.

3.2 Machine Learning-Based Trust Management Schemes

Previous models deal with several serious problems, including a lack of crucial
evaluation data, the requirement for big data processing, the need for trust expression,
and the expectation of automation. machine learning has been used in trust evaluation

to solve these issues intelligently and automatically.

For example, SUN et al.[65] used supervised ML algorithms such as Linear
Regression(LiR) and Kmeans for FANET to detect malicious drones. They proposed
a Malicious Drones Detection Algorithm (MDA) based on supervised learning and

clustering algorithms.

For a suitable drone selection, Khan et al.[66] employed the Support Vector Machine
(SVM) algorithm for a reputation-based auction mechanism to simulate the interaction
between outsourcing-interested business agents; they treated the trust evaluation

problem as a classification problem.

Greco et al.[34] proposed a drone network jamming detection framework. It is built
on a distributed method using supervised ML, namely Multi-layer Perceptron(MLP)
and Decision Tree(DT). Their approach computes the characteristics of various preset
metrics, such as throughput, and RSSI, which change during a jamming attack and
may thus be utilized to identify it, given a reference data packet trace set. However, the
crucial step is choosing the appropriate features and algorithms, and acquiring labeled

datasets is also essential.
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Khaista et al. al.[44] introduced a research investigation centered on an in-depth
examination of IDSs employing ML. The study leverages the UNSW-NB 15 dataset to
implement the cognitive lightweight logistic Regression (LoR)technique. Utilizing ML,
the research endeavors to construct an Internet of Things (IoT)based drone network
capable of detecting potential security intrusions. When a queuing and data traffic
model is employed in this IoT-based drone network to implement DT, Random Forest

(RF), XGBoost, AdaBoost, Bagging, and LoR.

Donpiti et al.[29] provided a method for detecting Sybil attacks using FANETs-based
IoFT that uses the physical layer properties of the radio signals picked up by two ground
nodes from the drones. A supervised ML technique is used, and various classifiers from

the Weka workbench platform are tested. The experiment used the received signal

strength difference (RSSD) and the time difference of arrival (TDoA).

Shrikant et al.[67] offered a method to find the network’s adverse drones. The
approach uses linear regression to determine a drone’s reputation or trust value in the
network. Then, based on Logistic Regression classification, the drone is classified as

benign or malicious using the previously discovered trust value.

Some researchers have also proposed using deep learning(DL) for trust evaluation.
For example, Rabie et al.[68] presented a real-time data analytics system based on DL
for examining threats in FANET intrusion detection. The foundational framework of
this system relies on Recurrent Neural Networks (RNN). Detecting anomalies involves
collecting and utilizing data analytics to scrutinize network data. Within each FANET,
an agent is assigned the responsibility of gathering data, with the expectation that the
agent will document real-time data from the FANET.

Escorcia et al. [69] employed the Sea Turtle Foraging technique with Hybrid
DL-based Intrusion Detection (STFA-HDLID) to detect and classify intrusions in the
IOD environment. The initial step involves data pre-processing, specifically using
min-max normalization to standardize incoming data. Furthermore, the Sea Turtle
Foraging Algorithm (STFA) is the foundation for the feature selection process. A Deep
Belief Network (DBN) is used with the Sparrow Search Optimization (SSO) method

for classification.
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To the best of our knowledge, there has been little research on applying federated
learning to improve ML efficiency in FANET scenarios. However, for instance, Kanchan
et al.[70] provided a federated technique based on group signatures that improves drone
identity protection and greatly minimizes overheads by removing the requirement for

crucial information sharing between drones.

Similarly, based on Federated Reinforcement Learning(FRL), Mowla Nishat et
al.[36] designed a dynamic and innovative protective system to thwart jammer attacks.
Their solution involved the design of an adaptable defense mechanism utilizing a
model-free Q-learning process. An on-device federated jamming detection system
oversees this process, and its adaptability is further enhanced by incorporating an

adaptive exploration-exploitation epsilon-greedy strategy.

Yazdinejad et al. [71] proposed a FL for drone authentication paradigm for IoT
networks. In the suggested model, drone authentication is done using a Deep Neural
Network (DNN) architecture, and local drone optimization using stochastic gradient

descent (SGD) is implemented.

For drone-assisted MEC Servers, Wang et al.[72] suggested SFAC, a secure FL
system. They provide a blockchain-based collaborative learning architecture for drones
that enables safe local model update sharing and contribution verification without

needing a central curator.

Based on the methods analyzed in the previous paragraphs, it is evident that the ML
schemes have significant limitations. While reinforcement learning offers a promising
solution due to its dynamic model adjustment through environment interaction and
support for context awareness, FL ensures privacy preservation and conserves drone
energy. However, DL can analyze large volumes of network traffic and identify patterns

and anomalies that indicate malicious activity.
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4 Classification of Trust Management Techniques for FANET

In wireless sensor networks, the researchers [73] categorized trust management
techniques into centralized and distributed trust schemes. Conversely, in vehicular
ad hoc networks, they [74] classified these techniques into three distinct categories: (a)
entity-based, (b) data-based, and (c) combined. An alternative classification emerged
in the context of the Internet of Vehicles(IoVs) [52], which sorted trust techniques into
two overarching categories: those leveraging artificial intelligence-enabled methods and

those incorporating emerging technologies.

In the social IoT, the authors [75] introduced various techniques such as Weighted
Sum, Belief Theory, Bayesian Inference, Fuzzy Logic, and Regression Analysis.
Presenting a pioneering effort in securing FANETS, this section proposes a novel
classification of trust management techniques explicitly tailored for FANETs. It is
crucial to highlight that this research represents the first work in this domain. As
depicted in Figure 6, the proposed classification divides trust management techniques
into three main categories: Reasoning models, Machine Learning (ML) models, and

Blockchain-based schemes.

4.1 Reasoning Models Based Trust Management Schemes

In FANET, reasoning models play a crucial role in trust management, enabling the
analysis and decision-making processes concerning drone behavior and interactions.
These strategies are instrumental in evaluating whether a drone can be deemed
trustworthy, relying on available information and predefined criteria. Some typical

reasoning models for trust management in FANET include:

4.1.1 Policy-based Method

The Policy-based Method is an approach where trust decisions are made based
on predefined policies distributed across the network. This method involves the
establishment of a set of rules, guidelines, or procedures that dictate the conditions
in which trust is granted or denied to drones within the FANET|[35].

In a Policy-based distributed trust model, each drone in the network adheres to these
predefined policies when interacting with others. These policies could encompass
various criteria, such as communication behavior, reliability, past performance, or

adherence to security protocols.
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4.1.2 Fuzzy Cognitive Map

A Fuzzy Cognitive Map is a graphical representation of the causal relationships
between concepts in a complex system. It can be used to model the trustworthiness
of drones in a network based on their interactions and feedback. A fuzzy Cognitive
Map can capture the uncertainty and provide a way to reason and learn from data. A
Fuzzy Cognitive Map can also be used to simulate the behavior of the network under

different scenarios and to evaluate the impact of interventions or policies|76].

The basic idea behind a Fuzzy Cognitive Map is to represent a system as a network
of interconnected concepts, where the relationships between concepts are characterized

by weights that indicate the strength and nature of the connections.

These connections can be positive, negative, or neutral, reflecting the influence one

concept has on another.

4.1.3 Game Theory

Game Theory is a mathematical framework that models interactions and
decision-making among rational entities and players in strategic situations with
conflicting or cooperative objectives. Game Theory can be applied to network security
problems, where the agents are the attackers and the network’s defenders, and their
goals are to maximize their utility or payoff. Game Theory can help to analyze the
optimal strategies for both sides, predict the outcomes of their interactions, and design
mechanisms that can improve the security and efficiency of the network. Game Theory
can also measure the network’s security level by quantifying the agents’ incentives
and costs. Different game models can capture various aspects of network security
problems, such as cooperative games, non-cooperative games, static games, dynamic

games, complete information games, incomplete information games, etc. [77].

4.1.4 Information Entropy Model

Information Entropy is a concept that measures the uncertainty or unpredictability
of a random variable [78]. It can quantify the trustworthiness of a drone based on its
behavior and reputation. In this method, trust is treated as information entities possess
about each other in a networked environment. This information could include historical

action, recommendations from different entities, or any other factors influencing trust.
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4.1.5 Fuzzy Logic

Fuzzy Logic is a form of logic that deals with uncertainty and imprecision. It allows
for the representation and manipulation of vague concepts and linguistic terms, such

"o

as "high," "low," "good," "bad," etc. In trust management, Fuzzy Logic can be used to
model and evaluate the trustworthiness of drones based on multiple criteria, such as
reliability, capability, reputation, feedback, etc. One way to apply Fuzzy Logic in trust
evaluation is to use Fuzzy rules to define the relationship between the input criteria
and the output trust level. Fuzzy rules express the degree of implication between Fuzzy
sets, which are collections of elements with a membership function ranging from 0 to
1. This process consists of four steps: fuzzification, rule evaluation, aggregation, and

defuzzification [55].

4.1.6 Bayesian Inference

Bayesian Inference is a statistical method that utilizes Bayes’ theorem to update
probabilities based on new evidence or information. In the context of trust management
for FANETs, Bayesian Inference is applied to model and update beliefs about
the trustworthiness of drones within a network. It provides a formal framework
for incorporating new evidence and adjusting trust assessments dynamically and
probabilistically [79]. Bayes’ theorem is used to update the prior beliefs based on the
likelihood of the observed evidence. The likelihood function represents the probability

of observing the evidence given a specific trustworthiness hypothesis.

4.2 Machine Learning-based Trust Management Schemes

ML-based trust management in FANET is a research topic that seeks to employ
ML techniques to assess, estimate, and improve drone trustworthiness. FANET uses
two types of ML approaches for trust management: centralized learning and federated

learning. Each can be characterized as supervised, reinforcement, or deep learning.

4.2.1 Centralized ML

Centralized ML for trust management in FANET involves using a central authority
or GCS to handle trust-related considerations in a network. This approach entails
collecting data on drones’ trustworthiness, extracting relevant features, and developing

a centralized ML model trained on historical data to predict trust levels.
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The model’s predictions can be integrated into decision-making processes within
the system, influencing how entities are prioritized or filtered. Continuous learning
mechanisms and feedback loops ensure the model evolves based on new data and user

feedback[80].

4.2.2 Federated ML

Federated ML for trust management in FANET is an approach that addresses
trust-related considerations in a decentralized manner. In this framework, trust
models are built collaboratively across multiple drones without centralizing data. Each
drone maintains its local trust evaluation model based on neighbor interactions and
experiences [36]. Federated ML can be applied to trust management as follows: First,
drones individually collect and process data related to the trustworthiness of their
neighbors, such as user ratings, transaction history, and behavior patterns. Second,
using ML algorithms, local trust models are built on each drone, considering features
like past behavior, interactions, and other relevant factors[70]. Thirdly, these local
models remain on the drones, and model updates are performed locally. Periodically,
drones share model updates or aggregated information with a central server or among
each other. Finally, the central server collaboratively aggregates and integrates these

model updates, creating a global federated trust model.

4.2.3 Supervised ML

Supervised ML for trust management in FANET involves training a model using
labeled data to predict the trustworthiness of drones or make decisions based on
trust-related features. The process begins with collecting a dataset that includes
labeled examples of trust-related instances, such as user interactions or transaction
histories. Relevant features are extracted, and an ML algorithm is chosen for model
training, such as LiR[65], SVM [66], and LoR [29]. The model then learns patterns and
relationships between features and trust labels, evaluated on separate validation and
test sets. Once trained, the model is integrated into the trust management system,
which predicts new entities’ trustworthiness or informs decision-making processes.

Continuous learning mechanisms ensure the model adapts to changes over time.
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4.2.4 Reinforcement Learning Methods

Reinforcement learning(RL) methods for trust management in FANET involve
training agents (GCSs) to make decisions in a dynamic environment (drones) by
interacting with it and receiving feedback based on the consequences of their actions.
Trust-related features and historical data form the state space in this context, while
actions such as establishing connections or adjusting trust levels comprise the action
space.

The RL model is trained using algorithms like Q-learning or SARSA when a
policy is learned to maximize cumulative expected rewards associated with trust
outcomes. These strategies for exploration and exploitation enable the agent to
adapt trust dynamics, and continuous policy evaluation ensures alignment with current

trust-related goals.[81].

4.2.5 Deep Learning Methods

Deep learning for trust management involves employing neural networks with
multiple layers to model and understand intricate patterns within trust-related data.
By representing data such as drone interactions and transaction histories, deep
learning architectures like Deep Belief Network(DBN) [69], RNN [68], or Convolutional
Neural Network(CNN)[82] can automatically learn complex features and dependencies.
Supervised DL techniques are applied when labeled data is abundant, enabling the
model to predict trust levels or make decisions based on learned patterns. Unsupervised
DL methods such as Generative Adversarial Networks (GAN)[83] can capture latent

representations in cases with limited labeled data.

4.3 Blockchain-based Trust Management Schemes

Blockchain is a decentralized ledger that records transactions among multiple parties
in a verifiable and immutable way [84]. Blockchain-based trust management schemes in
FANET can be classified into on-chain and off-chain. On-chain schemes store the trust
information on the blockchain, while off-chain schemes use external sources or platforms
to store and update the trust information. Both methods have advantages and
disadvantages, depending on the application scenario, the network environment, and
the system requirements. Some challenges and open issues that need to be addressed
in blockchain-based trust management schemes are scalability, interoperability, and

standardization [85].
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4.4 Hybrid Models

A unique strategy for trust management in FANETs mixes ML models with
blockchain [81] or reasoning models with blockchain [58]. Based on previous
interactions, ML models may be used to learn drone behavior and reputation. In
comparison, blockchain can validate and record drone transactions and trust values in
a distributed ledger. The hybrid approach can combine the benefits of both strategies

while overcoming their limitations.

| Trust management techniques _l
Reasoning Models Machine Learning Models Blockchain

Policy-based Methoj Centralized Federated
learning learning

Fuzzy Cognitive Mapj |

Game Theory j Superv'lsed Remforc&_ament Deep learning
learning learning
v Information Entropy LoR Q-Learning RNN
] B SVM SARSA DBN
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~ LiR MLP
‘ Bayesian Inference DT

Figure 6: A novel classification of trust management techniques for FANETSs.

45



Chapter II:Trust Management in FANETs: A State of Art and Taxonomic Study

5 Comparative Study

This section examines the trust management methods for FANETs discussed in
the preceding Sections. These strategies are evaluated across various dimensions,
including first-trust properties such as availability, integrity, context awareness, and
computational overhead. Second, trust requirements such as effectiveness, robustness,
and privacy protection are considered. The summarized findings of this comparison

are presented in Table 1 and Table 2.

5.1 Trust Properties

A set of trust management properties are defined as follows:

5.1.1 Availability

refers to the assurance that a system or resource is accessible and operational
when needed. Specifically, in trust management scenarios, availability focuses on
ensuring that trustworthy services, resources, or entities are consistently accessible
and operational. Trust management systems aim to establish and maintain trust

relationships among entities in a network or system.

5.1.2 Integrity

Integrity, which refers to the assurance that information or data remains unaltered
and trustworthy throughout its lifecycle, from creation to transmission and storage,
is particularly crucial. This involves verifying that the messages exchanged
between entities have not been modified during transmission, preventing unauthorized

alterations.

5.1.3 Context Awareness

Context awareness in a trust management model refers to the system’s ability
to consider the specific circumstances, environment, and conditions in which trust
evaluations are made. In the context of trust management, especially in dynamic
systems like FANETS, context awareness plays a crucial role in ensuring that trust

assessments are relevant and adaptive to the changing nature of the network [86].
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5.1.4 Computational Overhead

a metric indicates how practical a specific approach is. The algorithm runs quicker
when the computing overhead is low, suggesting its outstanding efficiency [87]. The
computational overhead of a trust evaluation method’s applied algorithms might
indicate its efficiency. It denotes the amount of computing resources (e.g., CPU,

memory, battery) used by FANET protocols and algorithms.

5.2 Comparison

Each suggested trust management scheme has its unique characteristics. To better
comprehend them, a set of measurements is required. Based on our observations, we
give a comparative table (Table 1) of the different strategies with different metrics, such
as availability, integrity, context awareness, and computational overhead. We conclude

the following;:

e Reasoning models have low computational overhead, suitable for
resource-constrained FANET nodes. However, they cannot adapt well to

the changing environmental contexts in dynamic FANET topologies.

o« ML methods Provide better context awareness and integrity than reasoning
methods. However, DL methods like RNN have high context modeling power and
computational costs. Moreover, RL and other ML. methods offer a good trade-off
between capabilities and efficiency. FL. and FRL are particularly suitable as they

can distribute training across FANET nodes.

e Blockchain methods Provide a distributed trust framework, but consensus
mechanisms have a high overhead. It may not scale well for large dynamic
networks like FANETs with constantly changing nodes. Moreover, it lacks

sophisticated context-aware modeling compared to advanced ML techniques.

In terms of capabilities for trust management in dynamic FANET environments: ML
methods like RL and FL perform best by learning from contexts and distributing
training. They can accurately model complex trust relationships and dynamics
within FANETs. Reasoning model techniques are too simplistic, while blockchain
has significant scalability issues. Considering FANET constraints, ML techniques
like federated reinforcement learning provide a good balance between capabilities,

distributed learning abilities, and lower computation overhead than other alternatives.
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Table 1: Comparison of existing techniques in FANETs in terms of trust properties

Context Computat-

Techniques Availab- Integrity Awareness Overhead
o0 E Policy-based Method [35] v X X Low
£ Fuzzy Cognitive Map[76] v/ X X Low
g g Game Theory [59] v b'e b'e Low
§ S Information Entropy [78] v/ X v Low
e = Fuzzy Logic [55] v X X Low
Bayesian inf [58] v X X Low
9 2 DL (RNN) [68] v v X High
28 RL[8I] v v v Medium
£ § ML (LiR) [65] v v X Medium
= = ML(LoR) [29] v v X Medium
FRL [36] v v v Low
FL [70] v v v Low
._;'4) o Blockchain [84] v v X High
S '8 Blockchain [85] v v X High
=i

5.3 Trust Requirements

A set of trust requirements is defined as follows:

5.3.1 Effectiveness

In the context of trust management, effectiveness involves the system’s ability to
achieve its intended objectives and deliver expected services to users and applications.
It encompasses various performance indicators, including but not limited to accuracy,
precision,recall, and F-score,in Table 2 these metrics are abbreviated respectively as (
Acc, Pre, Rec, F1s) which collectively measure the accuracy and reliability of trust

evaluations within the system[87].

5.3.2 Robustness

A robust trust management model performs well even in the presence of noisy
or incomplete information, outliers, or adversarial attacks; robustness represents the
resilience and stability of a trust evaluation system in the face of uncertainties,

adversarial activities, or changing conditions|88].
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5.3.3 Privacy Protection

The data used for schemes-based trust management includes private information.
Privacy protection refers to the measures and mechanisms implemented to safeguard

the sensitive information of entities involved in a system or network[89].

Table 2: Comparative analysis of trust requirements in existing FANET Techniques

Techniques Effectiveness Robustness Privacy
S & T =& (Attack types) Protection
< A~ oA
g policy-based method [35] x x x x None X
op & Fuzzy cognitive map[76) v x x x None X
£ Game theory [59] x x x x GPS spoofing X
g g Information entropy [78] x x x x Emergent behavior  x
§ O  Fuzzy Logic [55] v x x x Selfishness X
e = Bayesian inf [58] x x x x Fakereports v
DL (RNN) [68] v v v v Intrusion detection = x
o ¥ RL [81] X x x x None v
E é ML (LIR) [65] v~ x x x Drop, Data replay X
£ 3§ ML(LR) [29] v x x x Sybil attack X
= = FRL [36] v x x x Jamming attack v
FL [70] x x x x DOS MIM v
% o Blockchain [84] x x x x GNSS signal attacks v/
S '8 Blockchain [85] X X x x Malicious drone v
[salir}

5.4 Discussion

Table 2 represents a comparative analysis of different existing techniques for trust

management in FANETs. Some key points about what the table is analyzing:

o Effectiveness measures how well the technique achieves its objectives in terms
of accuracy, precision, and recall. =~ Many machine learning and reasoning
model-based techniques performed well, while game theory, fuzzy logic, and

policy-based methods were less effective.

» Robustness refers to how well the technique withstands various attack types.
Most techniques did not address attacks like GPS spoofing, emergent behavior,
selfishness, fake reports, etc. Reinforcement learning, federated learning, and
blockchain-based approaches provided better robustness against jamming, DOS,

MIM, GNSS attacks, and malicious drones.
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o Privacy protection indicates if the technique protects user privacy. Reasoning
models, game theory, information entropy, and fuzzy logic-based methods did
not provide privacy. Bayesian inference, federated learning, and blockchain
approaches specifically addressed privacy through mechanisms like anonymity or

encrypted communication.

In summary, machine learning (intense learning using RNN) and federated
reinforcement learning techniques showed the best overall performance in effectiveness,
robustness, and privacy protection. Blockchain-based distributed ledger approaches
also demonstrated strong robustness and privacy, albeit with some limitations in
effectiveness. Traditional techniques like fuzzy logic and game theory had loads. Future
research can integrate privacy-preserving machine learning and blockchain to develop

highly effective, robust, private trust management solutions for FANETs.

6 Conclusion

This chapter describes the concept of trust management in FANET, provides a
detailed review of related works, and offers a comparative analysis of selected trust
management schemes. In This chapter, we provide a classification system for trust
management techniques. We thoroughly compare and analyze the presented trust
management techniques using various criteria. These include trust properties such
as availability, integrity, context awareness, and computational overhead. Trust
requirements such as effectiveness, robustness, and privacy protection. We believe that
this chapter will be helpful as a reference for researchers and practitioners interested in
FANET trust management. As we conclude this literature review section, we seamlessly
transition to the second part of our thesis which is the Scientific Contributions
section. This segment encapsulates three distinct contributions from our research,
specifically addressing the critical aspect of insider attack detection within FANET.
These contributions represent our unique and valuable additions to the existing body
of knowledge, demonstrating the practical implications of our work in enhancing the

security and reliability of FANETs.
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Chapter 111:
FUBA: A Fuzzy-based UAV Behavior

Analytics for Trust Management in
FANET:S

“You may be deceived if you trust too much, but you
will live in torment if you don’t trust enough.”
— Frank Crane
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1 Introduction

This chapter represents our first contribution to the field of FANET security.
FANET is a network of unmanned aerial vehicles(UAV) or drones that work together to
complete critical missions. However, various cyberattacks against drones have evolved,
and their impact can be harmful, resulting in divesting consequences. As a result, it
is critical to secure FANETSs against both internal and external threats. In FANETS,
drones can leave and rejoin the network at any moment, allowing attackers to hack a
drone and mimic a valid one, resulting in insider attacks. Insiders utilize their privileged
access to carry out illegal activities. Thus, they are undetected by external network
security mechanisms (firewall and cryptographic technologies) [90].

As a result, guaranteeing secure and trustworthy communications in FANETS is vital
and remains a concern. In the following, we present FUBA, a novel fuzzy-based
drone behavior analytics system for trust management in FANETs. FUBA assesses
drone trustworthiness using fuzzy logic methods, considering energy levels, weather
conditions, signal strength, packet delivery ratios, and transmission delays.

The proposed model has various advantages, including more excellent performance in
outdoor flying ad hoc networks, accurate characterization of drone behavior, subjective
evaluation of drone activity, and the capacity to make confident judgments about
network information sharing. The remainder of this chapter is organized as follows:
In Section 2, we explain the motivation. In Section 3, we discuss the network
architecture. Section 4 describes the suggested fuzzy-based drone behavior analytics
for trust management in FANETs (FUBA). Section 5 describes the full implementation
of FUBA. Section 6 discusses the effects of RSSI and humidity on trust outcomes. In
Section 7, we provide and analyze the experimental findings. Section 8 describes the
practical elements and limits of FUBA. Finally, Section 9 summarizes the chapter and

suggests potential future directions.
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2 Motivation

Trust management is a powerful and effective strategy for preventing unexpected
drone behavior and detecting malicious ones. It can increase the robustness and
reliability of typical security approaches by ensuring that only trustworthy drones
participate in network missions.  However, trust is based on observation and
recommendation, and several models have been developed for FANET to assess node
trust, although they may result in uncertainty. Fuzzy logic is a widely used approach
for describing and processing uncertain data, such as drone behaviors.

Few similar research employs the Received Signal Strength Indicator (RSSI) as an
essential metric for trust evaluation, which performs better in indoor networks.
However, in outdoor networks, the RSSI might be impacted by humidity, affecting
trust results. Furthermore, the drone might be identified as uncooperative owing to
unintentional misbehavior caused by low signal strength. The main challenge in this
domain is designing an efficient analytical trust model for evaluating and understanding
drone behavior in FANET under poor signal (RSSI) and bad weather conditions.
Without this approach, there is no practical technique for distinguishing between
legal and malicious drone activity in FANETs. While numerous trust models have
been recently suggested, none have specifically addressed the influence of unfavorable
weather conditions on the trust management process within FANET. The proposed
work aims to address this gap using the fuzzy logic method to ascertain drone trust
based on various parameters, such as energy (battery level), weather (humidity), signal

strength (RSSI), Packet Delivery Ratio (PDR), and Transmission Delay (TD).

3 Network Architecture

FANET comprises three essential elements: drones, ground control stations (GCS),
and communication links. Two types of communication exist within the system:
drone-to-drone (D2D) and drone-to-infrastructure (D2I). In FANET, drones can join
or leave the network anytime, but this adaptability also exposes the network to
potential vulnerabilities. In such scenarios, a hacker could compromise a regular drone,
transforming it into a malicious one [30]. The intruder then integrates into the network
as a seemingly legitimate drone, posing a threat by potentially deleting or corrupting
messages or tarnishing the reputation of trustworthy drones. This form of attack,

termed an insider attack, poses a significant security risk to FANET.
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Figure 7 illustrates the network model of FANET operating under the assumption

of an insider attack.
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Figure 7: FANET model during an insider attack.

4 The Proposed FUBA Model

As seen in Figure 8. The suggested FUBA model has four steps: information

gathering, trust score calculation, trust aggregation, and decision-making.

4.1 Information Gathering

In the proposed model, each drone gathers behavioral data from neighboring drones,
encompassing both software and hardware performance over time. Unlike Singh et al’s
approach [91], which utilized a fuzzy logic method with four parameters, our model
introduces an expanded set of five parameters: signal strength, drone energy levels,
packet delivery ratio, transmission delay, and humidity. Figure 9 illustrates the specific

parameters collected by each drone.
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Figure 9: The collected parameters in FANET.

4.1.1 Received Signal Strength Indicator (RSSI)

The drone can gauge the received signal power of its neighboring drone at a specific
location and time. This measurement, expressed as the received signal strength

indicator , is denoted in dBm, typically as a negative value [92].
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The typical RSSI is more substantial than -50 dBm for optimal signal power,
reaching values like -30 dBm. Signal power considered excellent or acceptable falls
within the range of -50 to -70 dBm (e.g., -60 dBm). Conversely, signal power categorized
as poor is characterized by an RSSI less than -70 dBm, exemplified by values like -90
dBm [56].

4.1.2 Node’s Energy (Battery Level)

The energy level of a node stands out as a pivotal factor in drone operations. Hence,
ensuring effective power management is crucial, encompassing practices such as wireless
drone charging, solar drone charging, and integrating artificial intelligence technology

[93]. These measures are imperative for the seamless continuity of applications [94].

The drone is deemed mission-ready when its battery level surpasses 50%. However,
its ability to collaborate with neighboring drones becomes compromised when the
energy level falls within 20% to 50%. If the battery level drops below 20%, there

is a risk of the drone significantly impacting the overall network mission [56].

4.1.3 Packet Delivery Ratio (PDR)

The packet delivery ratio is correctly received packets to the total number of packets
transmitted by the sender [95], as expressed in Equation (1).

" .
o ReceivedP,

PDR = 1
R o SentP; (1)

Here, ReceivedP; represents the number of correctly received packets, and SentP;
denotes the number of packets transmitted by the sender. By findings from [56], it
has been demonstrated that if the ratio of effectively sent packets is below 40%, the
packet delivery ratio is low. The PDR is classified as a medium when this ratio falls
within the range of 40% to 70%. Conversely, if the ratio surpasses 75%, the PDR is
considered high.
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4.1.4 Transmission Delay (TD)

TD denotes the duration for the drone sender to transmit packets across the link.
The formula for TD is expressed as follows:
L

D=4 2)

Where L represents the length of the data packet, and R is the transmission rate
measured in bits per second. The assessment of the transmission delay is categorized
as small if its value falls below 0.61 ms, medium if the weight ranges between 0.96 ms

and 1.47 ms, and significant if the value surpasses 1.47 ms, as outlined in [56].

4.1.5 Weather Condition

The drone is equipped with various sensors, such as rain sensors, wind direction
sensors, wind speed sensors, air temperature sensors, and humidity sensors,
continuously measuring and recording information about the current environmental
conditions [96]. Any alterations in the weather conditions are promptly communicated

to the ground control station.

When weather changes significantly affect one of the parameters utilized in
the assessment, distinguishing between legitimate and malicious drone activities or
discerning intentional from unintentional drone behavior becomes challenging. To
tackle this challenge, humidity is an input parameter in the proposed Fuzzy Logic
system. In this specific context, the authors have conducted an extensive investigation
as outlined in reference [97], utilizing an empirical setup based on IEEE 802.11b/g. The
experimentation involves two external radio connections of varying lengths, maintaining
continuous data transfer. Surprisingly, the findings reveal that the shorter-distance
link is more susceptible to adverse weather conditions, contrary to initial expectations.
This susceptibility is attributed to the modulation strategy employed in that specific
scenario. The conclusion drawn is that inclement weather can alter the propagation of

the drone radio signal.

To assess the influence of temperature and humidity on RSSI values, the authors
in [98] conducted measurements at a constant distance of 25 m under varying weather
conditions during both summer and winter. The results indicate that temperature
has a relatively minor impact on RSSI compared to humidity. Despite similar

temperatures, RSSI values can vary significantly.
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Notably, humidity substantially influences RSSI, with an observed decrease in
RSSI values as humidity increases. This, in turn, directly impacts the path loss
exponent. The overall conclusion is that humidity significantly impacts RSSI more

than temperature.

4.2 Trust Score Calculation

After gathering essential data, each drone utilizes a fuzzy logic approach to compute
the trust score of its neighbors. The system incorporates diverse input parameters such
as RSSI, packet delivery ratio, transmission delay, energy, and humidity. Triangular
and trapezoidal membership functions are employed for these input parameters to
optimize performance. Following this, fuzzy rules are applied in the inference engine
phase to yield a conclusive numerical value. This value serves as a direct assessment of
trust for the neighboring node. Figure 10 illustrates the proposed trust management

model configuration based on fuzzy logic.

Packet Delivery Signal Power Transmission
Ratio Delay

l
[ pomtinin |

Fuzzy Rules  [—| Inference Engine

Humidity — “ Energy

————

Deffuzification

Figure 10: Structure of Fuzzy system.

4.3 Trust Aggregation

During this phase, the parameters o and [ are established to consolidate the direct
and indirect trust values. Typically, a FANET exhibits lower drone density and shorter
link durations between communicating nodes. The values assigned to a and 3 are
derived from these characteristics and are instrumental in determining the requisite

trust value. Table 3 outlines the values of & and (8 corresponding to the trust state:
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Table 3: Weight parameters

Direct trust | « B | Final Trust

Bad/Good 1 | 0 | Final Trust(i) = Direct trust(i)

Medium 0.5 | 0.5 | Final Trust(i) =0.5 Direct trust(i) +0.5 Indirect
trust(i)j

a) If the output characteristic value (trust) is categorized as either "Bad" or "Good,"
the confidence factors are set to a = 1 and § = 0. This signifies that Finaltrust(i) is

equivalent to Directtrust(i).

b) In the case of an output characteristic value being "Medium," the node solicits
recommendations (indirect trust) from its neighboring nodes. Consequently, the final
trust computation integrates direct and indirect trust values, as Figure 11 illustrates.

The calculation for indirect trust is expressed as follows:

1 n
IndirectTrust(i) = — Y DirectTrust(i); (3)
n =
Jj=1

Where n denotes the total number of drones in the network, (i) represents the

index of the trustee drone, and (j) signifies the index of the trustor drone.
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& y Node A . e,
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.‘Q' / \ Q,
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Trustor Node | » Node X
Request/Indirect Trust

Final trust=a(Direct trust)+p(Indirect Trust)

Figure 11: Trust aggregation.
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4.4 Decision Making

The primary objective of the decision-making process is to address the following

inquiries:
1. Is it secure to exchange information within the network?
2. Are the nodes inclined towards cooperation or not?

After scrutinizing a node’s behavior and considering climate changes, the trustor
node evaluates the trust score of its neighbors using a Fuzzy Logic-based trust
management system. Subsequently, a decision module based on thresholds determines
whether to cooperate with the node involved in the given operation. Specifically, the
trust score of each node is compared to a threshold value to ascertain if the node is

trustworthy or potentially malicious, as outlined below:

if Final trust > 30% then Trust node
if Final trust < 30% then Malicious node

5 Implementation Details of the FUBA Model

Fuzzy logic is a computational approach that handles uncertain information by
allowing for degrees of truth rather than rigid binary values. This section uses
MATLAB to evaluate the proposed FUBA model. The fuzzy logic used to evaluate node

behavior comprises three steps: fuzzification, inference engine, and defuzzification.

5.1 Step 1: Fuzzification

This step generates a membership function to determine how the numerical data
correspond to a linguistic variable, using triangular and trapezoidal functions presented
in Figures 12 and 13. Typically, a triangular membership function is defined using three

parameters, namely, a, b, and ¢, as follows:

0 r<a
z—a <r<b
flaabey=q0e “=0= (4)
— b<z<c
0 c<ux
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Triangular Membership Function
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Figure 12: Triangular membership function.

The expression given in equation (4) can be written in a simple form using min and

max functions as follows:

F(z,a,b,c) = max (min (2:2) : (Z:i) ,O) (5)

Trapezoidal Membership Function

1.0 1

0.8 1

o
o

Membership Value
o
F=
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(a) (b) X-axis (c) (d)

Figure 13: Trapezoidal membership function.
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Figure 14: Membership functions of the different parameters.

Figure 14(a) illustrates the membership functions of Energy: A triangular
membership function for the linguistic variable Medium is defined by the triangle
(x, 0.2, 0.35, 0.5). The trapezoidal membership function for the linguistic variable
High is determined by the trapezoid (z, 0.5, 0.85, 1, d).

As shown in Figure 14(a), the fuzzy variables of the energy are VeryLow, Medium,

and High and are analyzed from 0 to 1.

Figurel4(b) shows the fuzzy variables for the packet delivery ratio, which are Low,
Medium, and High, analyzed from 0 to 1.

Figurel4(c) shows that the fuzzy variables of the signal power are Poor, Good, and

Excellent. They are analyzed from -100 to -10 dBm.
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Figure 14(d) shows the fuzzy variables of the transmission delay: Small, Medium,

and Large. They are analyzed from 0.6 to 2.4 ms.

In Figure 14(e), the fuzzy variables of humidity (Low, Medium, and Large) are

analysed from 0 to 1.

Figure 14(f) illustrates the output trust fuzzy variables that are Bad, Medium, and
Good and are analyzed from 0 to 100.

5.2 Step 2: The Inference Engine

In this step, all the rules need to be defined in the proposed fuzzy logic model and

then explain those that reflect realistic situations:

The first rule illustrates the worst-case scenario. In contrast, the second rule
represents the best case. The third rule requires the system to consider the
node trustworthy due to its low battery, implying that unintentional misbehavior is

considered.

Rules 4 through 7 state that if all variables have low values except for one that has

a positive value. Then, the node is considered untrustworthy with a wrong trust value.

Rule 8 requires the system to consider the node trustworthy because it has a weak
RSSI due to the high humidity. This implies that the system takes into account
unfavorable weather conditions. Table 4 illustrates the rules when humidity is low,

while Table 5 shows the rules when humidity is high.

Table 4: Fuzzy rules with low humidity

R RSSI PDR | Energy | TD Output

1 poor Low | Very Large | Bad
Low

2 | Excellent | High | High Small | Good

3 | Excellent | High | Very Small | Good
Low

4 | Excellent | Low | Very Large | Bad
Low

5 poor Large | Very Large | Bad
Low

6 poor Low | High Large | Bad

7 poor Low | Very Small | Bad
Low
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Table 5: Fuzzy rules with high humidity

R RSSI PDR | Energy | TD Output

1 poor Low | Very Large | Bad
Low

2 | Excellent | High | High Small | Good

3 | Excellent | High | Very Small | Good
Low

4 | Excellent | Low | Very Large | Bad
Low

5 poor Large | Very Large | Bad
Low

6 poor Low | High Large | Bad

7 poor Low | Very Small | Bad
Low

8 poor High | High Small | Good

5.3 Step 3: Defuzzification

Defuzzification is the pivotal stage within the fuzzy logic process, where the crisp
output is derived from the fuzzy inference engine’s fuzzy output. This involves
translating the fuzzy set or linguistic term (Bad, Medium, and Good) into a single,
definite value that can be understood and utilized for drone behavior evaluation.
Various methods, such as center of gravity, bisector, and maxima, can be employed
for defuzzification to convert the fuzzy output into a clear and actionable result [99].
In the proposed model, the centroid method (COG) is considered the most widely used
technique and is depicted in Figure 15.

This method involves determining the center of gravity of the obtained polygon:

Yl =af(z)xx
Y EIC)

where f(z) represents the aggregation of the membership functions while a and b

CG (7)

represent the bounds of the obtained polygon.

This method calculates the output by determining the abscissa of the centroid
located beneath the curve’s surface. The selection of the defuzzification method exerts
a significant impact on the final result of the fuzzy logic model. The center of gravity
method is more flexible, considering the entire fuzzy output (trust) to calculate the
trust result. The functions that determine the membership of the input and output
parameters must be adjusted for each iteration of the fuzzy rule base [100]. The cut-off

method is depicted in Figure 16.
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Figure 16: The cut-off method

6 Impact of RSSI and Humidity on Trust Result

MATLAB programs serve as the tools for assessing the performance of the proposed
FUBA model. The fuzzy logic application is employed to analyze and comprehend node

behavior in the presence of adverse weather conditions and weak signal strength (RSSI).

6.1 Impact of RSSI on Trust Result

The bar chart depicted in Figure 17 illustrates the trust outcomes for eight nodes
in the network under varying levels of RSSI while adjusting other parameters (TD,
Energy, PDR) to yield distinct trust values: high, medium, and low. Notably, the
trust value exhibited a decline from 87% to 50% in nodes 1 and 3, while nodes 4, 6,

and 7 experienced a decrease from 52% to 12%.
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Conversely, nodes 2, 5, and 8 maintained a consistent trust level.So the proportion

of trust notably increases when the RSSI is optimal.

This observation suggests that signal power (RSSI) is pivotal in evaluating drone
performance within FANET. While several explanations may account for these results,
it is crucial to emphasize the significant impact of signal power on trust values,
especially in high humidity conditions. Consequently, it is advisable to eliminate the

drone from the network to enhance network security.
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Figure 17: The impact of RSSI on trust result.

6.2 Impact of Humidity on Trust Result

Figure 18 provides a visualization of the trust outcomes for a network comprising
16 drones under varying humidity levels while adjusting other parameters (TD, Energy,
PDR, RSSI) to generate high, medium, and low trust values. Node nine witnessed a
decline in trust from 87.6% to 50.6%, while node 12 experienced a decrease from 51.2%

to 12.6%. Conversely, the trust values for the remaining nodes remained constant.

A key observation derived from Figure 18 is the significant impact of humidity
on trust outcomes within FANET. This underscores the necessity of incorporating

considerations for climate change when designing a trust management system in

FANET.
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Figure 18: The impact of humidity on trust results.

7 Experimental Result and Discussion
In this section, we describe the simulation setup and the simulation results.

7.1 Simulation Setup

The effectiveness of the newly introduced FUBA system is evaluated through

simulations conducted within the following communication frameworks:

e OMNeT++: This simulation library and framework, constructed using C++,
is tailored for developing and testing intricate communication networks. Known
for its extensibility, modularity, and component-based structure, OMNeT++ is

widely embraced by researchers and engineers in the field [101].

o INET Framework: Integrated with OMNeT++-, the INET Framework enriches
the simulation environment with a diverse array of network models and protocols,

enhancing the realism of communication scenarios [102].

« AVENS (Aerial Vehicle Network Simulator):Specifically designed for
virtual experiments assessing the network coverage and interconnectivity of
drones, AVENS integrates the XPlane Flight Simulator and the OMNeT++

network simulator [103].

o XPlane Flight Simulator: Contributes to simulation authenticity by enabling

the modeling of real-world flight dynamics and interactions among drones [104].
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The simulated network employs the IEEE 802.11 communication protocol for
wireless drone interactions within 2500 m x 2500 m, replicating real-world operational
conditions. The simulation duration is set to 3000 seconds, ensuring a comprehensive
evaluation of network behavior and performance over an extended period. The
simulations are conducted on a 64-bit PC running Windows 10, providing ample
computational resources for precise and reliable results. Table 6 summarizes the

simulation parameters utilized in the experiments.

The simulation scenario emulates a drone communication network with the
FUBA system, starting with ten drones and a ground control station. Drones
collaboratively share a wireless communication medium within the AVENS simulation
framework. During the simulation, drones exchange messages and gather critical
network parameters, including transmission delay, RSSI, packet delivery ratio, and
node energy. The number of drones is incrementally increased from 10 to 200 to assess

scalability and performance.

OMNeT++ records end-to-end delay across the network, allowing for a
comprehensive understanding of the proposed method’s behavior under varying drone

parameters.

7.2 Simulation Results

To evaluate the effectiveness of FUBA, established models such as FNDN [62] and
UNION [61] are used as benchmarks, providing a baseline for comparison based on their
inherent characteristics. The simulations specifically focus on two critical parameters:
false positive rate and end-to-end delay. The false positive rate quantifies instances
where the system incorrectly identifies trustworthy nodes as untrustworthy [105]. In
the simulation experiments, examples of false positives occur when the FUBA system
erroneously categorizes a drone as a regular node despite not meeting the criteria for

such classification.

Additionally, the analysis includes the end-to-end delay, which represents the time
taken for data to travel from the source drone to the destination drone in the network
[106]. In the context of the simulations, the end-to-end delay is measured as the time
it takes for a message or packet to be transmitted from one drone (source) to another
drone or ground control station (destination). This metric is crucial for evaluating

real-time communication performance.
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Table 6: Simulation parameters.

Simulation tools

OMNET++,Avens, Xplanel0

Simulation area

2500 m x 2500 m

Node counts 10-200
Ping-transmission interval 10s

Ping-sleep period 10s

UDP-transmission interval 10ms

UDP-packet size 1000B

UDP application type name UdP video stream SVR
UDP application video size 10MIB

MAC address assignment auto

Ip process delay 10us

Mac Queue size 14

WLAN data rate 2MIB
Transmission frequency 2400HZ

Physical Tx Power 100mW

Power generation 100MW

Simple energy storage 0.05J

Energy generator sleep interval | Exponential(10s)

Mobility model
Ground control station mobility

Random way-point

Stationary mobility

Mobility update rate 2s
Wireless standard IEEE 802.11
Simulation time 3000s

64bit windows10

Operating platform

The FNDN [62] is a recent monitor-based communication architecture that utilizes
both direct and indirect trusts for Flying Named Data Networking. While assessing
node behavior through these trust mechanisms, the UNION [61] model considers drone
energy, mobility patterns, and enqueued packets. Both models incorporate direct and
indirect trust to evaluate node behavior. A critical step in assessing the effectiveness
and practicality of FUBA is to compare its proposed trust model with these two existing

models.

Based on Figure 19, it is evident that the proposed FUBA model significantly
diminishes the average end-to-end delay of data packets, particularly when compared
to the UNION model in scenarios with high drone density. Specifically, with 50 drones,
the FUBA model reduces delay exceeding 1.4 seconds, a contrast to the performance of
the UNION model. In scenarios with a more prominent drone population of 100, the
improvement is approximately 1.1 seconds. Notably, as the number of nodes surpasses
150, the mean end-to-end delay for both FNDN and the proposed solution becomes

nearly identical.

70



Chapter III:A Fuzzy-based UAV Behavior Analytics for Trust Management in FANETs

The figure distinctly illustrates that the proposed FUBA model consistently exhibits

the lowest end-to-end delay among the three models.

Figure 20 illustrates the false positive ratio for FUBA, FNDN, and UNION as a
function of drone density. The false positive is determined by computing the trusted
node using the FUZZY logic application if a node (i) is not compromised. The
graph curves demonstrate a steady increase in calculated false positives for FNDN and
UNION. However, it is noteworthy that no instances of false positives were generated
at the inception of the simulation experiments. Consequently, the proposed solution
exhibits a lower error ratio when comparing the proposed FUBA model with FNDN
and UNION.

End To End Delay(s)
2.42

2178 A— —A— FNDN

o \‘\A\‘\\\ —a— UNION
1.694

1.452
1.21 \
0.968
0.726 \
0.484 \\ \\\‘\‘—‘

0.242 — %

ry A
x Ly =

—— FUBA

»
[ 2

7T r— I I 1
AR § & & 5

%

T
23
&
%

Figure 19: The average end-to-end delay versus the number of nodes.
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Figure 20: Number of false positives compared to FNDN and UNION.

8 Practical Aspects and Limitations of FUBA

The FUBA system introduces an innovative strategy for improving trust
management in FANETSs by integrating humidity as a novel parameter. This section
delves into assessing the FUBA model’s adaptability and scalability across diverse
scenarios while acknowledging and examining the model’s constraints and real-world

applicability.
8.1 FUBA Generalizability and Applicability

FUBA demonstrates its versatility by being applicable under diverse weather
conditions, as it dynamically adjusts its operational parameters to the surrounding
environment. This includes incorporating fuzzy variables for humidity which is Low,
Medium, and Large. This adaptive capability ensures that FUBA’s trust assessment

remains pertinent and practical across various environmental circumstances.

Moreover, integrating environmental parameters into trust management can
be extended to various domains, including agricultural robotics, environmental
monitoring, border surveillance, and disaster response. Conversely, the principles of
behavior analysis, integrating environmental parameters, can serve as inspiration for a
range of autonomous systems tackling complex external conditions. Examples include

wildlife monitoring, pollution detection, and habitat preservation.

72



Chapter III:A Fuzzy-based UAV Behavior Analytics for Trust Management in FANETs

Lastly, ethical considerations about environmental data collection and the broader
societal implications of incorporating natural parameters, such as airspace congestion

and urban environments, into autonomous systems must be carefully addressed.

8.2 FUBA Scalability

To address the scalability of FUBA, each drone within the network assesses the
reliability of its neighboring drones and transmits this information to the ground control
station for decision-making support. This strategy effectively limits the spread of trust
data and evenly distributes the computational workload, allowing for implementing a
scalable FUBA system. Consequently, the demonstrated scalability of the proposed

FUBA model is evident in its capability to handle an expanding number of drones.

8.3 FUBA Practicality and Feasibility

Employing FUBA in real-world applications shows potential in tackling the growing
security issues linked to drone threats. Fuzzy logic emerges as a valuable asset for
recognizing and dealing with nefarious drones that might be utilized for activities such
as unauthorized surveillance, smuggling, or even acts of terrorism. Subsequently, we
investigate putting the FUBA model into action and examine its tangible consequences

in identifying malicious drones.

e The suggested FUBA system can detect irregularities in drone behavior by
comparing the observed actions of a detected drone with predefined models of
standard drone behavior. Should the drone’s movements significantly deviate
from the anticipated norm, the system is designed to trigger an alert and activate

appropriate response measures.

o« FUBA can integrate contextual information into its decision-making process,
including local regulations, flight restrictions, and historical data. This enhances
the system’s capability to make more precise judgments regarding the legitimacy
of a drone’s presence. This feature ensures that drones engaged in harmless
activities, such as those operated by hobbyists or for commercial purposes, are

not erroneously identified as malicious.

o The FUBA model can continuously learn from newly acquired data, allowing it to
adjust its rules and inference mechanisms dynamically. This adaptability enables
FUBA to stay attuned to the evolving tactics employed by malicious drones over

time.
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o The FUBA system can seamlessly integrate with established aviation and
security infrastructure, including air traffic control systems, airport security, and
critical infrastructure protection. This integration enhances airspace security by
leveraging the existing frameworks and contributing to a more comprehensive

security infrastructure.

o FUBA can offer real-time monitoring and reporting of drone activities, assisting
security personnel in making prompt and informed decisions to address potential

threats effectively.

8.4 FUBA Practical Limitations

While FUBA exhibits effective trust management in FANETs during adverse

weather conditions, the proposed approach does have several primary limitations:

o As the quantity of rules and fuzzy sets expands to model an extensive problem
space, the complexity of fuzzy rule bases can intensify, posing challenges in terms
of management. This complexity significantly impacts aspects such as debugging,

updating, and interpretability.

o The efficacy of fuzzy systems is contingent on the quality of the input features they
receive. In security, crucial features may be absent or contain noise, constraining
detection capabilities. Additionally, when deploying a complete system, it is
essential to integrate security considerations related to trust data exchange to

ensure a comprehensive and secure implementation.
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9 Conclusion

Trust management proves to be a practical approach to identifying insider threats.
The key challenge lies in formulating a conceptual and analytical trust model tailored
for FANET, capable of assessing and comprehending the behavior of nodes. In this
chapter, we introduced FUBA, a Fuzzy-based drone behavior analytics system for trust
management that relies on direct and indirect information. Unlike prior models, our
proposed approach enhances network trustworthiness even in bad weather conditions
and under poor RSSI. Notably, FUBA demonstrates efficacy in distinguishing between
legitimate and malicious drone actions. Rigorous implementation and testing of the
system were conducted through extensive simulation experiments using OMNeT++,
Xplane, and Avens frameworks. Simulation results reveal the superiority of our model
in comparison to existing ones, particularly in terms of average end-to-end delay
and false positive ratio. Future endeavors could benefit from incorporating machine
learning and blockchain technology to augment FUBA’s capabilities. Leveraging ML
for automated tuning of fuzzy logic rules and membership functions holds the potential
for enhancing performance across diverse operating environments. Additionally,
integrating blockchain-based distributed ledgers could secure the sharing of trust data
and provide resilience against compromised nodes. As these technologies continue to
evolve, their integration promises to create more resilient, secure, and efficient FANETS,

thereby shaping the future of aerial communication and navigation.

In the next chapter, more advanced algorithms, such as deep learning and
reinforcement learning, will be explored to detect insiders in FANET. Furthermore,
the introduction of federated learning offers an exciting opportunity, particularly in

scenarios where data privacy is of utmost importance.
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Chapter 1V:
Federated Learning-based Intrusion
Detection in FANETS

“If you spend more on coffee than I'T security, you will

be hacked.”
— Richard Clarke
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1 Introduction

The security of FANETs is crucial, mainly due to their deployment in
critical and intelligent environments. FANETSs, with their dynamic topology and

resource-constrained drones, pose unique security challenges [53].

Jamming, flooding, selective forwarding, blackholes, wormholes, and Sybil attacks
are some of the most typical attacks against FANETs, and they may all inflict
considerable damage. However, developing a secure and reliable FANET is essential for
the efficient functioning of intelligent environments. Various security mechanisms and
protocols can be employed to mitigate these threats, such as encryption, authentication,
intrusion detection systems , and secure routing protocols. On the other hand,
techniques like trust management and deception systems can help identify and isolate
malicious drones. As shown in Chapter 1, IDS plays a pivotal role in ensuring the
safety of FANETS. It can be broadly categorized into two main types: signature-based
and anomaly-based intrusion detection[107]. However, developing reliable, robust, and
flexible IDS that support real-time, secure, and cost-effective data delivery has driven

the advancement of more sophisticated ML and artificial intelligence technologies.

This chapter represents our second contribution in the field of network security; we

proposed federated learning-based intrusion detection in FANETs(FLID).

This chapter provides a detailed overview of the network model, outlining its
components and functionalities. Subsequently, we delve into the threat model, our
proposed federated learning model-based intrusion detection (FLID) is presented,
showcasing its mechanisms for detecting intrusions. We then focus on attack mitigation
strategies, discussing approaches to thwarting potential threats to the system’s
integrity. Model preparation is addressed, highlighting the steps taken to prepare
the model for experimentation and evaluation. We then discuss experimental results
and comparisons. Finally, we conclude and offer reflections on the findings presented

in this chapter.
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2 Motivation

A predetermined collection of known malicious attack patterns is utilized in
signature-based IDS. When encountering any of these identified patterns, the IDS
detects an attack. On the other hand, anomaly-based IDS operates by pinpointing
deviations from typical behavior to uncover malicious activities. = Nonetheless,
these traditional approaches encounter difficulties in swiftly expanding mobile
communications networks, especially in more extensive networks where scaling and
asynchrony present challenges. Researchers suggest employing machine learning for
sophisticated and precise anomaly-based detection methods to tackle these issues. ML
can enhance the self-learning capabilities of these systems and foster the development
of more intelligent and adaptive security solutions for detecting attacks within FANET
[108].  However, many ML and DL-based IDS tailored for FANET fall short in
addressing critical data privacy concerns. This deficiency stems from using data, often
containing sensitive information about interconnected drones, during model training
phases. Consequently, safeguarding data privacy is paramount during the development

of intrusion detection systems in this context [70].

Federated Learning has emerged as a novel ML approach. FL offers a promising
avenue to mitigate privacy risks while fostering the creation of more resilient and precise
IDS solutions for FANETSs. By leveraging FL, data remains decentralized, allowing for

collaborative model training without compromising the confidentiality of drone data.

A series of challenges demand attention to fortify FANET environments against
diverse attacks and enhance the detection of intruders. Motivated by these challenges,

the present chapter puts the subsequent contributions:

 Initially, we engineer three distinct deep neural network architectures namely,
Multilayer Perceptron (MLP), Recurrent Neural Network with Long Short-Term
Memory (RNN+LSTM), and Convolutional Neural Network (CNN) tailored
explicitly for anomaly-based intrusion detection within FANET environments.
Our models demonstrate proficiency in identifying three primary attack types:

Flooding attacks, blackhole attacks, and selective forwarding attacks.
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o Subsequently, we introduce a Federated Deep Learning approach for intrusion
detection, empowering drones to undertake localized training on their respective
datasets. This strategy upholds data privacy while harnessing individual drone

capabilities effectively.

o Lastly, we conduct a comparative analysis among the three Federated Deep
Learning models MLP, RNN+LSTM, and CNN to ascertain the most optimal

choice for FANET environments.

3 Background

In this section, we define federated learning, the loss function, the three known types

of deep neural networks, and finally, we define machine learning metrics.

3.1 Federated Learning

Federated Learning is an ML technique that allows multiple devices to train a
shared ML model collaboratively without directly sharing their raw data [109]. Each
instrument holds its local dataset, and instead of sending the data to a central server, it
only sends updates or gradients computed from the local data. These updates are then
aggregated by a central server in the network to create a global model representing
all participating devices’ collective knowledge. The main advantage of FL is privacy
preservation, which is achieved by keeping the data locally on the devices. FL also offers
computational efficiency by leveraging the processing power of the devices themselves,

thereby reducing communication overhead and saving bandwidth.

3.2 Loss Function

A loss function, in the context of ML measures how well a model’s predictions match
the true values or labels of the training data. It quantifies the difference between the
model’s predicted output and target values. The loss function is crucial in training the
model using decentralized data from multiple clients or devices in federated learning.
The goal is to find a model that performs well across all clients while preserving the
privacy of individual data. The loss function’s specific choice depends on the learning

task’s nature and the desired objective [110].
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3.3 Deep Neural Network Types for Anomaly Detection

The anomaly detection in our proposed is performed using different DL models,
such as MLP, RNN, and CNN. These deep neural network types are artificial neural

networks that have multiple layers between the input and output layers.

3.3.1 MLP(Multilayer Perceptron)

Multilayer Perceptron is a type of artificial neural network that consists of multiple
layers of neurons connected by weighted links. MLP can learn nonlinear functions and

perform classification or regression tasks [111].
The layers are typically categorized into three types:

Input Layer: This layer receives input data and passes it to the next layer without
applying any transformations. The number of neurons in the input layer corresponds

to the number of features in the input data.

Hidden Layers: These are intermediate layers between the input and output
layers. Each neuron in a hidden layer computes a weighted sum of the inputs from the
previous layer and applies an activation function to produce an output. The number of
hidden layers and the number of neurons in each hidden layer are hyperparameters
that can be adjusted based on the complexity of the problem and the available

computational resources.

Output Layer: This layer produces the final output of the network. The number
of neurons in the output layer depends on the nature of the task. For example, in a
binary classification problem, there may be one neuron in the output layer to produce
a single output indicating the probability of belonging to one of the classes. In a
multi-class classification problem, there may be multiple neurons in the output layer,

each corresponding to a different class.

Figure 21 describes the MLP architecture.

3.3.2 CNN (Convolutional Neural Network)

Convolutional Neural Network is a type of artificial neural network that uses
convolutional layers to extract features from images or other types of data. CNN
can perform anomaly detection, image recognition, or segmentation [113]. The key

components and concepts of CNNs are described as follows:
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Input Layer

Input Data— ~—— Qutput

Output layer

Hidden Layers

Figure 21: Multilayer Perceptron [112].

Convolutional Layers: The fundamental building blocks of CNNs are
convolutional layers. Each layer consists of a set of learnable filters (also called kernels)
that are convolved with the input data to produce feature maps. These filters detect
various features such as edges, textures, and shapes at different spatial locations in the

input image.

Activation Function: After the convolution operation, an activation function is
applied element-wise to the feature maps to introduce nonlinearity into the network.
Common activation functions used in CNNs include ReLLU (Rectified Linear Unit),

sigmoid, and tanh.

Pooling Layers: Pooling layers are used to downsample the feature maps and
reduce their spatial dimensions, which helps to make the learned features more invariant
to small translations and distortions in the input data. Max pooling and average
pooling are two common types of pooling operations used in CNNs. Fully Connected
Layers: In addition to convolutional and pooling layers, CNNs often include one or
more fully connected layers at the end of the network. These layers take the high-level
features learned by the convolutional layers and transform them into predictions or
classifications. Fully connected layers are similar to those found in traditional neural

networks.
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Training: CNNs are typically trained using the backpropagation algorithm along
with an optimization technique such as stochastic gradient descent (SGD) or its
variants. During training, the network learns to adjust the weights of the filters and

the parameters of the fully connected layers to minimize a predefined loss function.

Figure 22 describes the CNN basic model.
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Figure 22: Convolutional Neural Network [114].

3.3.3 RNN (Recurrent Neural Network)

Recurrent Neural Network is type of artificial neural network that has feedback
loops that allow it to process sequential data such as text or speech. RNNs can perform

anomaly detection, machine translation, or speech recognition tasks [115].
Key components and concepts of recurrent neural networks include:

Recurrent Connections: RNNs contain recurrent connections that allow
information to persist over time by feeding the output of a neuron back into its input.
This recurrent structure enables RNNs to process sequences of arbitrary length and

capture temporal dependencies in the data.

Hidden State: At each time step, an RNN computes an output based on the
current input and the previous hidden state. The hidden state serves as the memory
of the network, encoding information about previous inputs in the sequence. The
hidden state is updated recursively at each time step, allowing the network to retain

information over multiple time steps.
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Training: RNNs are trained using backpropagation through time (BPTT), a
variant of the backpropagation algorithm adapted for sequential data. During training,
the network’s parameters (weights and biases) are adjusted to minimize a loss function

that measures the discrepancy between the predicted outputs and the ground truth.

Figure 23 describes the RNN basic model.
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Figure 23: Recurrent Neural Network [116].

3.3.4 LSTM (Long Short-Term Memory)

is a variant of RNN that can handle long-term dependencies and avoid the problem

of vanishing gradients.

Memory Cells: LSTM networks contain special memory cells that can store
information over long periods of time. These memory cells have an internal state
that can be updated over time based on the input data and the network’s previous

state.

Gates: LSTMs use a set of gates to control the flow of information into and out
of the memory cells. These gates include the forget gate, input gate, and output gate,

each of which regulates different aspects of the memory cell’s behavior.

Forget Gate: Controls which information from the previous state should be

discarded or forgotten.

Input Gate: Determines which new information from the current input should be

stored in the memory cell.
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Output Gate: Regulates the information that is output from the memory cell to

the rest of the network.

Forget, Input, and Output Gates are implemented using sigmoid activation
functions, which produce values between 0 and 1. The forget gate decides which
information from the previous cell state should be retained (1) or forgotten (0). The
input gate controls the flow of new information into the cell state, while the output

gate regulates the flow of information from the cell state to the output.

Cell State: The internal state of an LSTM memory cell, also known as the cell
state, serves as a conveyor belt that carries information across time steps. The cell
state can be modified by the forget gate, input gate, and various activation functions

to retain relevant information and discard irrelevant information over time.

Figure 24 describes the LSTM cell components.
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Figure 24: Long Short-Term Memory [114].

3.4 Machine Learning Metrics

Machine learning metrics are quantitative measures used to evaluate the
performance of ML models. The most commonly used ML metrics are described as

follows:

3.4.1 Accuracy

Accuracy represents the proportion of correctly classified instances among the total
instances in a dataset. It is a measure of the overall correctness of the model. Accuracy

is commonly used to evaluate the performance of classification models.
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Number of Correctly Classified Instances

Accuracy =
Y Total Number of Instances

3.4.2 Precision

Precision measures the proportion of correctly predicted positive cases (true
positives) out of all instances predicted as positive (both true positives and false

positives). Precision is necessary when the cost of false positives is high.

Precisi True Positives ()
recision =
True Positives + False Positives

3.4.3 Recall

(also known as Sensitivity or True Positive Rate) Recall measures the proportion of
correctly predicted positive cases (true positives) out of all actual positive cases (true
positives and false negatives).Recall is essential when it is crucial to capture all positive

instances.

True Positives
Recall = 10
eea True Positives + False Negatives (10)

3.4.4 F1 Score

The F1 score is the harmonic mean of precision and recall. It balances precision and
recall, giving equal weight to both metrics. The F1 score is instrumental when seeking

a balance between precision and recall.

Precision x Recall
F1 =2 11
Seore . Precision + Recall (11)
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4 Network Model

The network model used in our proposition is shown in Figure 25 and contains the

following components:

4.1 Mission Area

The mission area of drones varies depending on the target domain. Drones
may carry cameras to survey vast areas and other sensors to detect anomalies,
while some transport payloads. Their findings are compiled into unified situational
maps in real-time, allowing for precise targeting of rescue efforts during disasters.
Infrastructure inspection missions that previously took days can be completed in hours
by a drone swarm meticulously scanning for defects from multiple vantage points.
Drones also enhance security operations through dynamic distributed surveillance of
borders/facilities. Commercial applications involving deliveries will also be scaled up

using drone networks with self-organizing traffic management.

4.2 Drone Layer

In an intelligent environment, sensor devices are randomly located on the ground,
and multiple drones fly in the sky to provide wireless services for them using frequency
division multiple access (FDMA)[117]. These drones are deployed in large numbers
and distributed throughout the mission to provide complete coverage of the entire area,
which is used to collect real-time data about the environment. Drones are specifically
utilized to aggregate sensor data and transmit them to the ground control station.
These devices act as a bridge between the sensors and the MEC servers and ensure

that the data are transmitted reliably and securely.

4.3 MEC Servers Layer(Control Layer)

The control layer is crucial in managing and coordinating various aspects of drone
operations. It is represented by the ground control station, the critical equipment,
and the management center in FANET, which includes hardware and software
components and facilitates human control of drones. The GCS includes Multi-access
Edge Computing (MEC) servers. MEC systems are advantageous regarding data
access, synchronization, storage, processing sensor data in real-time, and improving

decision-making, navigation, and mission planning [118].
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4.4 Cloud Layer

Cloud computing plays a vital role in FANET applications. It allows the accessible
collection and management of large amounts of data from MEC servers. These data can
be accessed live from any location, allowing live monitoring and end-to-end connectivity
among all stakeholders involved [119]. Cloud computing also provides services, such as
field maps, cloud storage, and others, that enhance the efficiency and productivity of
FANET applications. Final management services use these cloud computing services

to obtain all the necessary information to make final decisions.

FANET Architecture
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Figure 25: FANET architecture.

5 Threat Model

In our contribution, we assume that the drones have been compromised and hacked,

enabling them to launch the following attacks.

5.1 Flooding Attacks

As shown in Figure 26, in this attack, a rogue drone inundates a network, system,
or service with an overwhelming traffic volume, causing it to become unavailable or
significantly slowing down its performance. The attack exploits the network’s resources,

such as bandwidth or processing capacity, by sending excessive requests [31].
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Send Packets

Send Packets

Figure 26: Flooding attacks.

5.2 Blackhole Attacks

As shown in Figure 27, in this attack, a malicious drone, termed the blackhole,
deceitfully attracts incoming network traffic by advertising itself as having the most
efficient route to the destination. However, instead of forwarding the packets to their
intended recipients, the blackhole drone selectively drops or absorbs them, leading to

a denial of service for legitimate drones [28].

Send Packets

Drop all packets received
from other drones

Send Packets

Figure 27: Blackhole attacks.
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5.3 Selective Forwarding Attacks

As shown in Figure 28, in this attack, the malicious drone, known as the wormhole,
establishes a high-speed, covert communication link between two distant points in the
network, creating a shortcut for data transmission [26]. As a result, the attacker
can replay or selectively forward packets, potentially misleading the network and
compromising its integrity. Selective Forwarding attacks are also known as Wormhole

attacks.

Send Packets

Send Packets

Figure 28: Selective Forwarding attacks.

5.4 Assumptions
Our assumptions are as follows:

o We presume the existence of a charging station (CH) within the mission area,

utilized by drones for battery recharging purposes.

e MEC servers are considered uncompromised and trustworthy, serving as FL

aggregators for network security in the FANET system.

e No malicious sensors are present; the sensor devices lack resilience. While
sensor devices may initially possess vulnerabilities upon release by manufacturers,
they are assumed to remain uncontaminated and uninfected during their initial
deployment. Furthermore, these sensors cannot withstand or recover from adverse

conditions.
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o FL systems incorporate privacy-preserving techniques, such as Secure Multiparty
Computation(SMC), which securely transmits ML parameters from drones to
MEC servers.

6 The Proposed FL-based Intrusion Detection (FLID)

Figure 29 illustrates our federated deep learning (FLID) model for intrusion
detection within FANET environments. This approach effectively categorizes network
traffic into four classes: standard, selective forwarding, blackhole, and flooding attacks.
FL is a decentralized ML technique facilitating collaborative model training across

multiple devices without raw data exchange.

Our methodology incorporates three neural network architectures tailored for
anomaly detection: MLP, RNN+4+LSTM and CNN.

We evaluate our method on a publicly available dataset that contains realistic
network scenarios with different types of attacks. The proposed FL-based intrusion
detection (FLID) has six primary phases: Global Model Initialization, Model Generic
Request, Model Response, Local Training and Analysis, Model Aggregation, Refined
Model and Parameter Update.
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Figure 29: FL-based IDS for FANETSs.
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6.1 Global Model Initialization

The process begins by initializing the model on the server. Initialization involves
setting up the model parameters before training or learning occurs. Two common
approaches to initializing the model parameters are random and initialization from
a previously saved checkpoint. In our case, we utilize random initialization. Random
initialization involves assigning random values to the model’s parameters. This ensures
that each training round in FL begins with a different set of initial parameter values.
This prevents biases that could be introduced if the same initial parameters were used

consistently.

6.2 Model Generic Request

The drone k requests the MEC server to participate in the FL task. The request
typically includes the drone’s ID, the data it can contribute to the task, and the model

architecture and hyperparameters.

6.3 Model Response

The MEC server responds to the drone’s request by returning the initial model
parameters for training. Along with the initial model parameters, the answer may
include additional instructions. These instructions can specify the number of local
training iterations the drone should perform and the portion of data (denoted as py)

that should be used for training.

6.4 Local Training and Analysis

Every individual drone indexed as k undergoes training of the local model utilizing
its specific local dataset denoted as pj, subsequently adjusting the model parameters
by the outcomes of this local training phase. The resultant parameter updates are then
transmitted to the MEC server, which undergoes aggregation to construct a refreshed

global model.

The dataset is divided into B batches for each local epoch, with each drone randomly
opting for a subset b of these batches for training. This deliberate selection process

injects variability and diversity into the training process.

The drone adjusts the local weights denoted as w based on the training data within

the chosen batches using the following formula:
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w=w —nA (w;b) (12)

For each mini-batch b ,A (w;b) represents the change in the weight w. The learning
rate (1) is a hyperparameter that controls the size of the weight updates. nA (wj;b)
is subtracted from the w to compute the new weight for the local model. This means
that the new weight w is obtained by subtracting the product of the learning rate ()
and the change in the weights A (w;b) from the current weight w. Finally, the drone
securely transmits the updated model to the MEC server utilizing Secure Multiparty

Computation, safeguarding the privacy of its local data.

6.5 MEC Server Model Aggregation and Execution

The MEC server consolidates the model updates it receives from the drones,
generating a revised global model. Subsequently, this updated global model is
disseminated back to the drones, serving as their initial reference point for the

subsequent round of local training.

After each iteration m, drone k updates w¥, +1- Leveraging the federated averaging
technique, the MEC server computes a weighted average of the local updates received
from individual drones. As w¥ ,, arrives at the MEC server, local drone updates are

integrated to refine the global model in the following manner:

k
pk
wfnﬂ = Z 7w7§1+1 (13)
k=1 P

W1 is the global weight after m rounds over all the p data points.

The loss function of drone k on the local portion dataset pj is defined as follows:

Li(w) = plk > f(w) (14)
Where

filw) = f(xi, ys, w)

fi(w) is a loss function of prediction for input z; to an expected output y; with
weight vectors w. Based on the above formulation, the following is how the global loss

function minimization is derived:

92



Chapter IV: Federated Learning-based Intrusion Detection in FANETs

MinL(w zk: (15)

&
p
Where £ is the Number of participants drones in the current learning round and

Ly (w) is the local objective function of the kth drone.

6.6 Refined the Model and Drone Parameter Update

Following the aggregation process (step 5), we acquire a model trained on the data
contributed by all participating drones. Nevertheless, it is imperative to recognize that
this model undergoes only a brief training period. It is essential to continually iterate
through this process to attain a fully trained model capable of performing optimally

across all drone data.

At this step, the drone can download the global weight W, signifying the model
parameters derived from the aggregation. This global weight is valuable during the

drone’s local training procedure.

By leveraging the globally ratified update, which encapsulates the collective
knowledge gleaned from all drones, individual local drones can augment their learning

capabilities. The details of our FL algorithm are explained in Algorithm 1.

Algorithm 1 Federated learning algorithm based IDS
MEC Server:

Models parameter < values
Model aggregation and execution
ForEach drone-client,

Wit1(k) < Drone — client(k, w)
W1 (k) = i, ppkwﬁzﬂ
Refined the model

Function Drone(k,w)

Local training and analysis

Split px into b batch of size B
ForEach Local-epoch

Forbatch b

w=w —nA (w;b)

return w

End Function
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7 Attack Mitigation

After training and deploying the FL model, the MEC servers can classify incoming
traffic into predefined categories, which include selective forwarding, blackhole attacks,
and flooding attacks. These incidents may trigger alarms or alerts indicating a security
threat and automatic blocklisting. Our system is built to respond rapidly and take

practical actions to prevent or address security breaches.

7.1 Selective Forwarding Attack Mitigation

For traffic classified as a selective forwarding attack, mitigation strategies may

include:

Packet Filtering: Identify and filter out malicious packets or those exhibiting

selective forwarding behavior.

Dynamic Routing: Modify routing paths dynamically to bypass compromised

drones.

Authentication and Authorization:Strengthen  authentication  and

authorization mechanisms to prevent unauthorized access to the network.

7.2 Blackhole Attack Mitigation
When traffic is identified as a blackhole attack, mitigation measures can involve:

Route Reconfiguration: Adjust network routing to avoid or isolate malicious

drones.

Rate Limiting: Restrict traffic to the malicious drone to minimize its impact.

7.3 Flooding Attack Mitigation
In the case of flooding attacks, mitigation steps may include:

Traffic Shaping: Implement traffic shaping to limit the rate of incoming traffic to

prevent network congestion.

Access Control Lists: Configure ACLs to filter and block traffic from known

malicious drones.
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8 Model Preparation

This section describes the dataset used for our proposed FL-based intrusion

detection. We also detail the data preprocessing and discuss overfitting mitigation.

8.1 Dataset Description

To the best of our knowledge, there is no dedicated dataset specifically tailored to
drone attack scenarios. Consequently, several datasets are commonly used in drone
network research, including the RF dataset [120], the CICIDS2017 dataset [121], and
the UNSW-NB15 dataset [115]. Additionally, our model incorporates data from the
WSN-BFSF dataset [122], chosen for its recent introduction in 2023, adding a novel
dimension to our analysis. Moreover, our drones have diverse sensors to augment our

data collection and analysis efforts.

The WSN-BFSF dataset serves a specific purpose in IDS within wireless sensor
networks, encompassing three primary routing attack types: flooding, blackhole, and
selective forwarding. These attack scenarios are pivotal for evaluating the efficacy of our
proposed model. Our experimental setup utilizes the WSN-BFSF dataset, comprising
312106 instances, each delineated by 16 distinct features.

8.2 Data Preprocessing

Data preprocessing is an essential step in preparing data for model training. It
involves cleaning, transforming, and organizing the data to ensure it is in a suitable
format for further processing. First, to handle the categorical feature ’Class,” we
employed label encoding. Second, we normalized skewed data using the Standard
Scaler, which is necessary for DL methods. The Standard Scaler is typically used to
perform feature scaling by transforming the data with a mean (average) of 0 and a
standard deviation of 1. Third, we computed the correlation coefficient between each
feature and the target variable to measure the strength and direction of the linear
relationship between them. The parts were then sorted based on their correlation
coefficients with the target variable, considering positive and negative values. Finally,
we selected the top-ranked features based on the correlation coefficients. If two or more
elements were strongly correlated, one might need to be removed to avoid redundancy

and improve model interpretability. The feature’s importance is depicted in Figure 30.
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Features Importances
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Figure 30: Features importance.

8.3 Overfiting Mitigation

To mitigate the overfitting, we utilized two methods in our model: stratified K-Fold
cross-validation and Early stopping. These methods are briefly explained below:
- Stratified K-Fold cross-validation is a method that splits the data into K folds in our
model (k=5), where each fold contains approximately the same proportion of classes
as the original data. Then, one fold is used as the validation set and the rest as the
training set.
- Early stopping is a method that monitors the validation loss during the training
process and stops the training when the loss stops decreasing or increases. In our
model (Patience=3, monitor=val loss ). This prevents the model from overfitting to

the training data and losing its ability to generalize to new data.

9 Experimental Setup

The experimentation was conducted utilizing a Jupyter Notebook environment on an
HP Notebook powered by an Intel Core i7 10th generation processor and 8 GB of RAM.
Python served as the primary programming language for implementation, while our
model was realized through established libraries. Specifically, numerical computations
were handled using Numpy, data manipulation with pandas, ML functionalities with
sci-kit-learn, and the training and testing of the FL model were facilitated by Keras

and TensorFlow libraries.
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The FL process encompassed 20 rounds (R) of communication among drones. At
each local node, a batch size of 32 (B) and four local epochs was employed for training,

with a local learning rate (LR) set at 0.001 to regulate the pace of parameter updates.

Before model training, the dataset underwent preprocessing, resulting in 312106
instances, each characterized by eight features. The dataset was then partitioned into
80% for training and 20% for testing, with four distinct classes: Normal, Flooding
attack, Blackhole attack, and Selective Forwarding attack.

10 Experimental Results

This section outlines the optimal federated deep neural network model for anomaly
detection. We then delve into the performance evaluation of our proposed approach.
10.1 The Optimal Federated Deep Neural Network Model for Anomaly

Detection

10.1.1 Flooding Attack

Figure 31 shows that the best model is RNN+LSTM with federated training. It
achieves a perfect precision, recall, and F1 score of 0.99. CNN and MLP are also
good models, with F1 scores of 0.97 and 0.98, respectively. But RNN performs slightly
better.

10.1.2 Blackhole Attack

Figure 32 shows that the best model is RNN+LSTM with federated training. It has
the highest precision of 0.99, recall of 0.96, and F'1 score of 0.98 MLP has the next-best
performance, with an F1 score of 0.85. CNN performs poorly on this attack, with an

F'1 score of only 0.54.

10.1.3 Selective Forwarding Attack

As shown in Figure 33, the RNN+LSTM and MLP have comparable performance
with F'1 scores of 0.96 and 0.93, respectively. RNN+LSTM has a slightly higher recall
of 0.96 compared to MLP’s 0.91. CNN performs the worst for this attack, with an F1
score of only 0.65.

In summary, for all three attacks, RNN+LSTM with federated training consistently
shows the best overall performance in achieving high precision, recall, and F1 scores.

CNN seems to be the weaker model. MLP is a close second-best model after
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RNN+LSTM. So, based on this analysis, RNN+LSTM would be recommended as

the best model for detecting these cyber attacks.
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Figure 31: Models performance for Flooding attacks.
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Figure 33: Models performance for Selective Forwarding attacks.

10.2 Performance Evaluation of FLID

The analysis of different models under Federated Learning (FL) based on Table 7

reveals distinctive performance patterns:

The RNN+LSTM model consistently displayed robust performance improvements
with each additional communication round on the WSN-BFSF dataset. Its accuracy
exhibited a steady upward trend, surpassing 99% after 25 rounds. This trend suggests
that RNN+LSTM excels in learning representations from federated distributed data

sequentially.

In contrast, while Federated MLP initially showed significant accuracy
improvements between rounds 1-5, its progress slowed down after ten rounds, stabilizing
around 98%. This suggests the MLP architecture might have quickly reached its

learning limit from the decentralized data.

Federated CNN began with the lowest accuracy among the models and gradually
improved with more communication rounds, but it plateaued below 97%. This indicates
that the CNN architecture’s capability to extract meaningful features across devices is

comparatively constrained compared to RNNs and MLPs in a federated learning setup.
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Table 7: FL performance

Accuracy Federated |Federated |Federated
RNN+LSTM MLP CNN
Accuracy in First Round 94.23 % 94.03% 93.75%
Accuracy after 5 rounds 95.12 % 95.71% 94.87%
Accuracy after 10 rounds 96.79 % 96.24% 95.64%
Accuracy after 15 rounds 98.23 % 97.06% 95.79%
Accuracy after 20 rounds 99.13 % 97.81% 95.84%
Accuracy after 25 rounds 99.38 % 98.41% 96.45%

11 Performance Comparison

This section outlines the classification accuracies of three distinct types of deep
neural networks (MLP, RNN+LSTM, and CNN) in FL and centralized learning. Next,
we present the comparative results of ROC curves and AUC Values in centralized and

federated learning.

11.1 Performance Assessment: ROC Curves and AUC Values Comparison
in Centralized and Federated Learning

ROC curve: stands for "Receiver Operating Characteristic curve." It’s a graphical

plot that illustrates the diagnostic ability of a multiclassifier system as its discrimination

threshold is varied. The curve is created by plotting the true positive rate (sensitivity)

against the false positive rate (1-specificity) at various threshold settings.

AUC: stands for Area Under the Curve It’s a scalar value that quantifies the overall
performance of a multiclassification model based on its ROC curve. AUC ranges from
0 to 1, where a higher value indicates better discrimination ability of the model. An
AUC of 0.5 suggests no discrimination, meaning the model performs as well as random

chance, while an AUC of 1 suggests perfect discrimination.

Figure 41 illustrates notable distinctions between the ROC curves and the

corresponding AUC values of centralized and federated MLP, RNN+LSTM, and CNN.
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11.1.1 MLP

In the case of centralized MLP, it exhibits high AUC values for flooding (AUC
= 99%), selective forwarding(AUC=95%), and blackhole (AUC = 90%, signifying
its capability to classify these traffic types accurately. However, it demonstrates
relatively lower AUC values for normal traffic (AUC = 82%), indicating some
challenges distinguishing these types of attacks. Conversely, federated MLP showcases
improvements in AUC values across all traffic categories. It excels particularly in
flooding (AUC = 99%) and attains perfect classification in the case of normal traffic
(AUC =97%). Federated MLP also maintains high AUC values for selective forwarding
(AUC = 95%) and blackhole (AUC = 91%). These findings underscore federated MLP
superiority in classifying various attack types, notably in scenarios involving flooding,

selective forwarding, and blackhole attacks.

11.1.2 RNN-+LSTM

The case of the centralized RNN+LSTM model demonstrates high AUC values
across several traffic categories. Notably, it achieves AUC values of 99% for flooding,
96% for selective forwarding, and 97% for blackhole attacks, indicating strong
performance in identifying these types of attacks. However, the model exhibits
relatively lower AUC values for normal traffic, with an AUC of 86%. Conversely, the
federated RNN+LSTM model showcases notable improvements in AUC values across
all traffic categories. It mainly achieves perfect classification in flooding attacks with an
AUC of 100% and near-perfect classification in normal traffic with an AUC of 99%. The
federated RNN+LSTM model also maintains high AUC values for selective forwarding
(AUC = 99%) and blackhole attacks (AUC = 98%). These results underscore the
superiority of the federated RNN+LSTM approach in accurately classifying flooding,

selective forwarding, and blackhole attacks.
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11.1.3 CNN

The centralized CNN model showcases exceptional performance in identifying
flooding attacks, achieving a perfect AUC of 100%. However, regarding selective
forwarding attacks, the model demonstrates slightly lower performance, with an AUC
of 89%. This suggests the model may face challenges distinguishing selective forwarding
attacks from normal network behavior. Furthermore, for blackhole attacks, the AUC
drops to 74%, indicating a notable performance decrease. Similarly, the model struggles
to distinguish normal traffic, as evidenced by the AUC of 65%. Conversely, while
federated CNN demonstrates substantial improvements in AUC values across several
traffic categories, it’s important to note that its performance varies across different
attack types. Notably, the model identifies flooding attacks with an outstanding AUC
of 99%; surprisingly, the AUC for normal traffic is 90%, indicating strong performance
in distinguishing normal network behavior. However, regarding selective forwarding
and blackhole attacks, the model’s performance diminishes, with AUC values of 78%
and 71%, respectively. The findings still highlight the superiority of the federated

approach in classifying flooding attacks.
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12 Conclusion

Integrating FANET technology with intelligent sensors and devices has led to several
innovative applications. However, this convergence has exposed FANETs to many
potential security threats, jeopardizing the network’s integrity and reliability. Over the
past few years, a surge of interest has been observed in leveraging ML-based intrusion
detection for FANETSs, and one up-and-coming solution is FL. In this chapter, we
introduce a novel FL. model tailored explicitly for intrusion detection within FANETS,
named FLID. Our innovative approach allows drones within the network to engage
in localized model training on their data while safeguarding sensitive information
privacy and harnessing each drone’s unique capabilities. In practical terms, our FLID
model exhibits the ability to effectively identify and thwart three distinct network
attack types, including flooding, blackhole, and selective forwarding attacks. In our
experiments, we analyzed the efficacy of various deep neural network architectures for
our intrusion detection system: multilayer perceptron, convolutional neural networks ,
and recurrent neural networks with long-short-term memory. In particular, the RNN
+ LSTM model demonstrated exceptional performance, achieving the highest accuracy
and outstanding precision, recall, and F1 score. Based on the RNN+LSTM model, the
upcoming chapter will explore additional advancements in FL by integrating another
ML algorithm and leveraging its unique capabilities to enhance model performance and

adaptability in distributed environments.
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Chapter V:

Reinforcement Learning-based Drone
Client Selection for Efficient Federated
Learning-based IDS in FANETS

“Digital freedom stops where that of users begins.
Nowadays, digital evolution must no longer be offered
to customers in a trade-off between privacy and security.
Privacy is not for sale; it’s a valuable asset to protect.”

— Stephane Nappo
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1 Introduction

Intrusion Detection Systems emerge as a promising solution in FANET security,
enabling monitoring of network traffic and identifying suspicious activities or potential
attacks.  Leveraging ML-based-IDS technology in FANETs enhances situational
awareness and allows proactive defense measures against emerging threats. The
dynamic topology and resource limitations inherent in FANETSs necessitate adaptive
and efficient IDS frameworks tailored to the unique challenges of these networks.
Robust IDS deployment empowers FANET operators to swiftly respond to security

incidents, safeguard critical assets, and ensure uninterrupted operation.

FL offers a promising approach to enhance IDS capabilities within FANETs by
enabling collaborative learning among distributed drones while preserving data privacy.
Unlike traditional centralized IDS, where all data is collected and analyzed in a central
repository, FL allows individual drones to train local models using their data and share
only model updates with a central server or among neighboring drones. Improving
FL-based IDS solutions in FANETs is paramount for several reasons. The inherent
dynamism of FANETSs, combined with drones’ varying computational capabilities,
poses notable challenges in optimizing the FL process. Consequently, selecting the
most appropriate drone for each FL operation is critical. This chapter presents a
comprehensive solution to enhance the model proposed in Chapter IV. It leverages
FL’s benefits for IDS while integrating RL’s context awareness. The primary focus
will be addressing communication and resource-constrained issues within the dynamic
FANET environment. The rest of this chapter is organized as follows: Section 2
presents the motivation behind the research. Section 3 provides the background
of the proposition. Section 4 outlines the network model and IDS requirements.
Following that, Section 5 introduces the proposed model. Section 6 describes the
experimental setup, while Section 7 presents the experimental results. Section 8

conducts a performance comparison. Finally, Section 9 concludes the chapter.
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2 Motivation

When applying ML for network intrusion detection, it is crucial to select
appropriate features and algorithms and effectively combine them to achieve optimal
performance. FL is a promising solution for IDS in FANETSs, and diverse schemes
have been introduced for the Internet of Things (IoT) [123]-[124] and vehicular ad
hoc networks (VANETS) [109]-[125]. However, implementing FL in dynamic and
resource-constrained FANETSs introduces notable challenges. Two primary obstacles

emerge in the context of FL for IDS within FANETSs.

Firstly, communication challenges arise due to the high mobility and dynamic
topology of participating drones, potentially causing transmission issues between the
server and drones during FL. parameter exchange. Consequently, the precise positioning

of each drone becomes crucial for selecting suitable participants in the FL process.

Secondly, drones’ resource-constrained natures present a significant problem. Drones
exhibit heterogeneous capabilities, including varying levels of computing power,
constrained by limited battery and storage capacity that may fluctuate over time. This
heterogeneity necessitates an intelligent selection mechanism to determine which drones

are most suitable for participation, leading to challenges in model synchronization.

Motivated by these challenges, we aim to address the issues of communication and

resource constraints. The contributions outlined in this chapter are as follows:

e Our proposal introduces a novel FL approach for IDS within FANETSs, utilizing
a fusion of FL and reinforcement learning algorithms. This combination aims to
meet the security requirements of the FANET environment, encompassing aspects

such as privacy protection, effectiveness, robustness, and context awareness.

« We advocate using the Q-learning algorithm to tackle the drone-client selection
challenge. This framework empowers MEC servers to learn from drone behavior,
enabling them to make informed decisions regarding drone-client selections based

on location, power capacity, and storage availability.

e We employ the Epsilon Greedy policy, which balances exploration and
exploitation. This policy enables MEC servers to make informed decisions when
selecting suitable drones for the FL process, thus enhancing the efficiency and

effectiveness of the overall system.
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3 Background

In this Section, we will discuss the background of our proposed system. Firstly,
we will provide an overview of the RL paradigm. Next, we will introduce the Markov
Decision Process (MDP) and describe the Q-learning algorithm. Lastly, we will explore
the epsilon greedy policy.

3.1 Reinforcement Learning

Reinforcement Learning (RL) is one of the most pivotal algorithms that significantly
contribute to the advancement of artificial intelligence. RL is considered one of the
three fundamental ML paradigms, where an intelligent agent learns to interact with a
given environment to maximize a cumulative reward [126]. The agent utilizes the
MDP to explore the environment by taking action and receiving feedback in the
form of rewards. The agent then uses this feedback to update behavior and enhance
decision-making. Reinforcement learning encompasses four key components: policy,

reward function, value function, and environmental model.

3.2 Markov Decision Process

Markov Decision Process is a mathematical framework used to model
decision-making problems and aid the agent in probabilistically controlling the process.
MDPs are characterized by states, actions, transition probabilities, and rewards. The
state space is denoted by S and represents a finite set of possible conditions. The action
space is denoted by A and represents a finite set of potential actions. The transition
probability from the current state S to the next state S’ after taking action A is
represented by P. The immediate reward the environment provides for taking action
denotes a.Generally, an MDP is defined by the tuple (S, A, P, R), which captures these

four parameters [127].

As shown in Figure 36, the agent observes its current state S; in the environment
at each time step before taking action A;. The environment rewards the agent R;; the
next state is S;y1. The main goal of the agent is to select a policy 7 that maximizes

the accumulated rewards from the environment described by :
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Figure 35: Markov Decision Process [128].
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t=0
where § € [0, 1] is the discount factor. When the state transition probabilities are

known in advance, a Bellman equation known as the Q-function is created utilizing
the discounted reward to determine the following action A;. The Q-function is

characterized by:

Q (St Ar) = Q (S, Ar) + a (Rygr + ymaz, (Q (Si11,a) — Q (Si, Ar))) (17)
Where « is the learning rate.

3.3 Q-Learning Algorithm

Q-learning is an RL algorithm that teaches agents how to make decisions in an
environment to maximize cumulative rewards. It is beneficial when the agent has
limited environmental knowledge and must learn through trial and error [129]. It
achieves this by iteratively updating an action-value function, known as the Q-function,
based on observed rewards and state transitions. One critical advantage of Q-learning
is its ability to learn from exploratory actions outside the current policy, allowing for
greater exploration of the environment. This feature is handy when the agent needs
to gather more information about the environment to make better decisions. Another
advantage of Q-learning is its model-free nature, which does not require an accurate
environmental model. By iteratively updating the Q-function, Q-learning lets the agent
gradually improve its action-selection policy and converge to the optimal policy 7* that

maximizes long-term cumulative rewards.
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3.4 Epsilon Greedy Policy

In RL, the epsilon-greedy policy is commonly used to balance exploration and
exploitation. The policy determines whether the agent should select the action with
the highest expected reward (exploitation) or explore new actions that may lead to
higher rewards in the long run. This policy is commonly employed in the Q-learning
algorithm and other similar algorithms [130]. Figure 37 explains how Epsilon Greedy

Policy works.

Epsilon Greedy Algorithm

€ = Probability of Exploration

Figure 36: Epsilon greedy policy [131].

4 System Model

In this Section, we outline the network model and IDS requirements.

4.1 Network Model

The network model is represented in Figure 38 and contains the following

components:

4.1.1 FANET Infrastructure

The FANET consists of a fleet of drones equipped with sensors and communication
modules. Drones operate decentralized, forming an ad hoc network to communicate
with each other and with ground stations. They can process data locally and perform

basic intrusion detection tasks onboard.
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4.1.2 Multi Access Edge Computing (MEC) Servers

MEC servers are strategically positioned within the FANET coverage area, typically
at the fixed ground station. These servers are equipped with powerful computational
resources and storage capacity. MEC servers act as aggregation points for data collected
by drones, providing additional processing capabilities for more advanced intrusion

detection algorithms.

MEC Servers ‘ Drone

A&
UAV to GCS Link ' g
E& = f * -
=

Figure 37: Network model.

4.2 IDS Requirements

A set of IDS requirements is defined as follows:

4.2.1 Effectiveness

In the context of IDS for FANETS, effectiveness involves the system’s ability to
achieve its intended objectives and deliver expected services to users and applications.
It encompasses various performance indicators, including but not limited to recall,

precision, accuracy, and Fl-score [87].

4.2.2 Robustness

A robust IDS performs well even in the presence of noisy or incomplete information,
outliers, or adversarial attacks; robustness represents the resilience and stability of an

IDS in the face of uncertainties, adversarial activities, or changing conditions[88].
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4.2.3 Privacy Protection

The data used for schemes-based IDS include private information. Privacy
protection refers to the measures and mechanisms implemented to safeguard the

sensitive information of drones involved in FANETSs.
4.2.4 Context Awareness

Context awareness in IDS refers to the system’s ability to consider the specific
circumstances, environment, and conditions in which IDS are made, especially in

dynamic systems like FANETSs.

5 Proposed Model

Our scheme focuses on applying FL for IDS in FANET. However, drones have
heterogeneous capabilities and a dynamic topology, and selecting the appropriate drone
for model training poses challenges. As a result, we employ an RL approach to select the
drones that will participate intelligently in the FL process. This selection phase ensures
optimal resource allocation and participation of drones with desirable characteristics.
As shown in Figure 39, the proposed model contains three main steps: RL-based- drone
client selection, local training for anomaly detection, and finally, federated averaging

and decision-making.
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5.1 RL based-Drone Client Selection

In our proposal, the MEC server(Agent) utilizes the Markov Decision Process to
explore the environment by taking action and receiving feedback as rewards. The
MEC servers are regarded as multiple agents responsible for observing the drones and
aiming to maximize the cumulative expected reward. The MDP, denoted as S, A,
P, and r, can be described as follows: S represents the state space, A represents the
action space, P represents the state transition probability and r represents the reward

function.

5.1.1 State Space

The state space represents all possible states that the drone can be in. The state
space, denoted as S, consists of all possible combinations of power capacity, storage

availability, and location values that the drone can occupy at the time ¢.

5.1.1.1 Power Capacity

The drone £ has a restricted rechargeable battery to store energy. Positive integers
are used to represent stored energy where Emax is an acronym for the drone’s battery’s
maximum capacity, and the drone battery level at the start of the time slot is shown

by the variable Ej(t) where
Ey (t) ={0,E1, ..., Epas t (18)

5.1.1.2 Storage Availability

We divide the storage availability into discrete levels, such as low, medium, and
high. Positive integers are used to represent storage availability where Mmax is an
acronym for the drone’s memory card maximum availability, and the drone memory

space at the ¢ time slot is shown by the variableMy(t) where
My (t) ={0, M1, ..., Moz } (19)

5.1.1.3 Location

Represent the location for drone k at time slot ¢ as discrete regions or grid cells

identified by
Or (t) = {@k, yr, 2} (20)
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Figure 40 shows that The mission area is divided into n + 1 identical subareas, and

the MEC servers are located in the area xy. Where
X € {xo, 1,29, ...0n} (21)
From the geographical coordinates x,y, and z, we can specify which subarea the

drone is located. The state at any given time can be a combination of the devices’

power capacity, storage availability, and location.
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Figure 39: Subareas.

5.1.2 Action Space

At t time slot, each MEC server selects the action according to the observed state
Sk(t). Ay ={at, arq1, ...} is a sequence of actions from ¢ to oco.
Drone-client Selection: Choose a drone from the available options based on their
characteristics for FL participation.
Task Allocation: Allocate computational tasks to the selected drone. The action

space consists of selecting a drone and deciding how to allocate tasks for the FL process.
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5.1.3 State Transition Probability

Given the selected drone and assigned tasks, the transition probabilities indicate
the likelihood of transitioning to different states based on the drone’s power capacity,
storage availability, and location. Drone going from state s; to state s;;1 during one
transition step is denoted by p (S;11|St, a¢). In our scenario, we assume that the drone
moves at a constant speed. As shown in Figure 41, the drone has three options at each
time slot: traveling from one subarea to another, moving within the same subarea, or

exiting the entire mission region.

Sl1{location=x1
Energy=45%
Memory=50%}

S2{location=x2
Energy=40%
Memory=459}

P(sz| s4.0y(1.,2))

Plsel 51,f1y(1.4)

S3{location=x3
Energy=35%

S4{location=x4 Memory=40%:}

Energy=42%
Memory=509%}

Figure 40: States of drone.

5.1.4 Reward Function

In our model, the reward function captures the desired properties of the selected
drones. The received reward, R, = {Si, a, 5,11} after transitioning from state s; to
state s;11 due to action a;. The reward function can assign positive rewards for high

power capacity, storage availability, and proximity to the agent’s location. For example:
The positive reward for high power capacity and storage availability.
Negative reward for low power capacity and storage availability.
Negative reward for devices located far away from the agent’s current location.

The rewards can be scaled or weighted to reflect the relative importance of each
property.
By integrating the defined state space, action space, transition probabilities, and reward
function, we can construct an MDP. The agent can then utilize RL algorithms to learn

an optimal policy 7* that maximizes the expected cumulative rewards over time.

Figure 42 illustrates how all MEC servers (agents) continuously update their policies
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through iterative interactions with the network environment. This allows for the
selection of drones based on factors such as power capacity, storage availability, and

location.

Reward(R,)

Action(A;)

S) — n— A

Flying Ad hoc Network

MEC server(agent) (environment)
T State (St) ‘

Figure 41: Reinforcement learning-based drone-client selection.

In Figure 42, we employ the Q-learning with epsilon greedy policy to solve MDP.

5.1.5 Q-learning Algorithm for Solving MDP Based on Power Capacity, Storage
Availability, and Location
In our model, we employ Q-learning for managing large-scale decision-making as

follows:

5.1.5.1 Initialize Q-Table

The MEC server creates a Q-table to store the action values for each state-action
pair of drone k at a specific location and time. The dimensions of the Q-table will

depend on the discretized state and action spaces.

5.1.5.2 Initialize Hyperparameters

a, 7, € represent the hyperparameters of the Q-learning algorithm used in our scheme
where:
Learning Rate («): Determines the weight given to the new information when updating
the Q-values [132].
Discount Factor (y): Controls the importance of future rewards compared to immediate
rewards where v € (0, 1)[126].
Exploration Rate (€): The epsilon greedy controls the trade-off between exploration

and exploitation [133] used in model-free RL.
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5.1.5.3 Training Loop

In our model, the MEC server (agent) initializes the drone’s current state. The agent
then enters a loop until convergence or a predetermined number of episodes is reached.
Within each episode, the agent selects an action using an epsilon-greedy policy, which
involves generating a random number between 0 and 1.

If the generated random number is less than epsilon, a random action is selected for
exploration. Otherwise, the action with the highest Q-value for the current state is
chosen for exploitation, considering the current state and the Q-table that stores the
estimated Q-values for state-action pairs.

After choosing an action, the MEC server performs it on the environment and observes
the next state, the reward received, and whether the episode is terminated. This
information is crucial for updating the Q-value of the current state-action pair. The
Q-value update is performed using the Bellman equation[134] depicted in (23). That
combines the immediate reward with the maximum Q-value of the following state,

discounted by a factor that accounts for the importance of future rewards.

Q (St Ai) = Q (St, Ar) + a (Rigr + ymaz, (Q (Sir1,a) — Q (St, Ar))) (23)

By iteratively performing these steps, the agent learns and refines its Q-values over
time, continuously improving its decision-making process. The convergence of the
algorithm occurs when the Q-values stabilize, indicating that the agent has learned an

optimal policy 7* for the given task.

5.1.5.4 Inference

Given a trained Q-table, actions are chosen based on the highest Q-value for the
current state using a greedy policy. The Q-learning algorithm iterates for a given
number of iterations. In each iteration, the agent selects an action (drone-client
selection) based on the epsilon-greedy policy, simulates the environment to obtain
the reward and next state, and updates the Q-table accordingly. The reward function
determines the reward based on the properties of other conditions, such as power
capacity, storage availability, and location. This Q-learning algorithm enables the
agent to learn the optimal device selection policy by updating the Q-values during

training. The details of our Q-learning are explained in Algorithm 2.
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Algorithm 2 Epsilon greedy policy-based drone-client selection

Data: Learning rate o <— 0.1

Discount factor v < 0.9

Exploration vs exploitation trade-off € < 0.1

Result: A Q-table containing@ (S, A; defining optimal policy 7*
FunctionSELECTACTION (Q, S, €)

n <—uniform random number between 0 and 1;

if n < e then A + random action from the action space;

Else A < maxQ (St, .)

End

return selected action Ay;

End

initialization: Initialize Q(s¢, At), arbitrarily except that Q(terminal,-) < 0
ForEach(episode)

Initialize S;

ForEach(step of episode)

Ay + SELECTACTION (Q, S, €)

Take action A;, then

observe reward R;,and next state Sy

Q(S, A) — Q(St, At) + Oz[Rt + vy max, Q(St+1, CL) - Q(St, At)]

St < Si41

5.2 Local Training for Anomaly Detection

Before local training, MEC servers deploy a global IDS with initial parameters.
Subsequently, these servers distribute the initial model parameters to drones chosen
explicitly within the FANET. Each drone conducts local training leveraging its collected
data while upholding stringent data privacy measures. Furthermore, every drone
iteratively updates the model parameters based on its locally acquired training data.
As described in the previous chapter, they employ sophisticated deep learning (DL)
algorithms such as RNN+LSTM, MLP, and CNN. The drones meticulously analyze the
collected data to detect potential intrusions or abnormal behaviors. Consequently, the
intrusion detection model is refined using locally sourced data without compromising
data privacy or security, as no raw data is shared with other drones or centralized

servers.

The drone continuously monitors network traffic and analyzes it using the updated
global intrusion detection model. When anomalies or potential security threats are
detected, the drone may trigger alerts, initiate countermeasures, or notify relevant

stakeholders.
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5.3 Federated Averaging and Decision-Making

Periodically, drones communicate with nearby MEC servers to share their updated
model parameters. Using Federated Averaging to compute a global model update, MEC
servers aggregate these parameters.As shown in Figure 43 Federated Averaging typically
involves averaging the model parameters from all participating drones with appropriate

weighting to account for differences in data distribution and model convergence.

Drone 1

M EC Server Cnnnazt\\‘m Fidden Laers

A
Wi educhaon
Global Dataset Global Model

Outputayer

Drone K

Figure 42: Federated averaging process.

5.3.1 Global Model Update

The MEC server updates the global intrusion detection model using the aggregated
parameters obtained through Federated Averaging. The updated global model reflects

the collective knowledge learned from all participating drones.

5.3.2 Decision-Making

After training and optimizing the IDS, the drone continuously analyzes network
traffic in real time using the model. When suspicious activities or potential intrusions
are detected, the drone can take immediate action, such as alerting nearby drones,
adjusting its flight path for closer inspection, or transmitting relevant data to ground

control stations. Table 9 summarizes the notations used in this proposition.
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Table 8: Notation and its meaning

Notation Meaning

S State space

Ay Action space

P (St+1|St, at). | State transition probability

R; Reward function

K Number of drones

Eg (1) Drone energy at time ¢

Eax Maximum Energy

M (t) Memory space at the ¢ time slot

Mnaz Maximum storage capacity

O (1) Location for drone k at time slot ¢

a Learning Rate for Q-learning

~y Discount Factor

€ Exploration Rate

P Global dataset

P Dataset of drone k

b Subset of the batches

w Local weight

n Learning rate for DL

A (w3 b) The change in the weights from the current
weight w

m Number of rounds in federated training

W41 Global weight after m rounds

fi(m) Represents a loss function

6 Experimental Setup

The state representation comprises three essential components: drones’ location,
battery levels, and storage capacities. This problem is approached as an RL challenge,
where a MEC server acts as the agent, aiming to learn a policy for optimal drone
selection to maximize cumulative rewards. We trained the agent for the drone selection
task by utilizing the Q-learning algorithm with an epsilon-greedy policy. The Q-values
were updated according to the observed rewards using the Q-learning update rule. The
environment was crafted to simulate drone operations within a 1000-unit area. Each
drone’s state representation included its current location within the region, battery
level (ranging from 0 to 100), and storage capacity. The action space entailed selecting

one of the 20 drones within the FANET.
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6.1 Training Procedure

To facilitate the training of the RL agent, we conducted a total of 20,000 episodes.
This figure was determined based on initial experiments, demonstrating convergence
patterns within this range. We implemented an epsilon-greedy policy to balance
exploration and exploitation throughout training. The exploration rate, epsilon,
diminished over episodes, commencing from an initial value of 1.0. Our decay strategy
was tailored to diminish quest as the agent accrued experience. We monitored the
total negative rewards for each episode to gauge learning progression. These negative

rewards denoted penalties or costs linked to drone selection action.

7 Experimental Results and Comparison
7.1 Comparison Between Related Works and Our Proposed Model

The table compares several IDS proposed for FANETs across several criteria:
Effectiveness, Robustness against different attack types, Privacy, and Context

Awareness.

Effectiveness: It seems that all models listed are effective to some degree;
this suggests that they provide reasonable performance in accurately identifying and

classifying network intrusions.

Robustness (Attack types): The robustness of the models varies depending on
the attack types considered. Some models are effective against specific attacks like
DoS/DDoS, while others are designed to handle a broader range of intrusion attacks.
For instance, models utilizing ML and DL techniques are remarkably robust against

intrusion attacks, including DoS, DDoS, and others.

Privacy: Privacy concerns are addressed differently across models. Some models
explicitly consider privacy as a criterion, while others do not. For example, Federated
RL and FL models focus on privacy preservation, whereas others may not prioritize

this aspect.

Context Awareness: Context awareness, which refers to the ability of the IDS to
adapt its detection capabilities based on the context of the network environment, is not
explicitly mentioned for most models. However, our proposed model uses a Q-learning
algorithm, which offers a promising solution for drone-client selection due to its dynamic

model adjustment through interaction with the environment and support for context
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awareness.

Based on the table, the proposed model shows competitiveness across all evaluated
criteria. In summary, through fair Comparison against related work, this evaluation
demonstrates the effectiveness and practical benefits of the proposed model over

existing solutions for the FANET security problem.

Table 9: Comparison between related works and our proposed model

Techniques Effectiveness Robustness (Attack types) Privacy Context Aware-

s £ 3 =

< A~ /AR
ML (LR) [44] X X X X DoS/DDoS X X
ML (RF,DT,SVM) [136] v x x x DoS attacks X b'e
ML(LR,DT,KNN)[137] v v v V DoS, DDoS X X
DL (RNN) [68] v v v Intrusion attacks X b'e
DL(LSTM) [138] v v v v Intrusion attacks X b'e
DL (DBN) [69] v x x Vv Intrusion attacks X X
Deep RL [139] v v v v Intrusion attacks X v
Deep RL [140] X X X X Intrusion attacks b'e v
Blockchain-DL [141] v v vV DDoS, Port scan v X
Federated RL [142] v x x X Jamming attack v v
FL [72] X X X X Privacy Leakage v X
FL (CNN+LSTM) [135] v v Vv v DDoS, spoofing v b'e
Our proposed model v v v v Flood-, Blackhole v v

RL+FL Selective forward

8 Conclusion

our study underscores the importance of selecting appropriate features and
algorithms when applying ML for IDS in FANETs. While FL emerges as a promising
solution for IDS within FANETS, the inherent communication challenges and resource
constraints drones face require careful consideration in selecting the most suitable drone

for FL operations.

In this chapter, we have endeavored to enhance our previous model (FLID) by
incorporating a sophisticated drone-client selection technique based on Q-learning
algorithms. Through rigorous experimentation, we have demonstrated the efficacy

of Q-learning in solving the drone-client selection problem.

Moreover, our comparative analysis with three other models has consistently

revealed that our proposed model outperforms competitors across all evaluated metrics.

Furthermore, our model exhibits commendable performance in ensuring network
security, with notable strengths in privacy protection, effectiveness, robustness, and

context awareness.
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Future research endeavors may explore avenues for further refining and extending
the proposed model, addressing more attacks, identifying limitations, and delving into

emerging trends such as adaptive learning strategies.
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General Conclusion

Integrating FANET technology with intelligent sensors and devices has
ushered in a wave of innovative applications. However, this amalgamation has
also exposed FANETs to many security threats, compromising the network’s
reliability and privacy. This underscores the urgent need to fortify FANETSs
against internal and external threats. The fluid nature of drone participation
presents a prime opportunity for malicious actors to compromise drones,
assuming false identities and perpetrating insider attacks. These insiders exploit
their privileged access to execute illicit activities, including inserting malicious
hardware or software into the drone, compromising its functionality, or allowing
unauthorized control. On the other hand, data privacy is paramount in FANET.
Indeed, drones can gather sensitive information from the environment through
various sensors and technologies. Therefore, Curious actors and hackers can

extract sensitive information and disrupt network privacy.

Consequently, cryptographic methods, securing communication protocols,
and certificate revocation are promising strategies for protecting FANETSs from
potential attacks. However, the existing solutions have their main limitations

which can obstruct their effectiveness in addressing specific challenges.

This thesis has extensively addressed these challenges, particularly in
detecting insider attacks. We aim to develop models tailored to drones’ unique
characteristics, marked by their high velocity, dynamic topology, and energy

limitations.
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Conclusion

In our first contribution, we adopted a trust management technique leveraging
fuzzy logic to devise a novel solution named FUBA, which stands for a Fuzzy
logic-based drone behavior analytics system. Unlike previous approaches, FUBA
operates robustly even in adverse weather conditions and amidst poor signal
strength (RSSI), effectively distinguishing between legitimate and malicious

drone behaviors.

In our second contribution, we introduced FLID, an IDS tailored explicitly
for FANETS, integrating ML techniques such as DL and FL. FLID empowers
drones within the network to conduct localized model training on their data while
upholding data privacy and capitalizing on each drone’s unique capabilities.
Notably, our FLID model demonstrates efficacy in detecting and thwarting
various network attack types, including Flooding, Blackhole, and Selective

Forwarding attacks.

While FL holds promise for IDS within FANETSs, drones’ communication
challenges and resource limitations require careful consideration when selecting
suitable drones for FL operations. Our third contribution advanced our previous
work by incorporating a sophisticated drone-client selection technique based on
RL algorithms, specifically Q-learning, using an epsilon-greedy policy. This
enhancement bolsters network security and data privacy and enhances context

awareness within FANETs.

Our contributions hold substantial implications for real-world applications
within the realm of FANETs. The deployment of our novel solutions offers
tangible benefits beyond the academic sphere. In practical terms, these
advancements ensure the uninterrupted operation of critical services across
diverse domains such as surveillance, disaster management, precision agriculture,

and infrastructure inspection.
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Conclusion

However, as we look to the future, integrating blockchain technology into
federated learning for attack detection in FANETS is a crucial area for further
research. Moreover, developing dedicated datasets for IDS in FANETS is
imperative to support advancements in this field. In addition, creating a
comprehensive dataset for frequent attacks in FANETS is within the scope of
my agenda. In conclusion, this thesis has made significant strides in enhancing
the security posture of FANETS, tackling the challenges posed by insider attacks
through innovative solutions such as FUBA and FLID. As we chart the course
for future research, integrating blockchain technology and developing dedicated
datasets are pivotal to fortifying the resilience of FANETs against evolving
threats. With these advancements, we are poised to not only safeguard the
security and privacy of FANETs but also to unleash their full potential in

revolutionizing various domains.
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Abstract

Flying Ad-Hoc Network (FANET) is a promising ad hoc networking paradigm that can
offer new added value services in military and civilian applications. Typically, it in-
corporates a group of Unmanned Aerial Vehicles (UAVs), known as drones that
collaborate and cooperate to accomplish several missions without human intervention.
However, UAV communications are prone to various attacks and detecting malicious
nodes is essential for efficient FANET operation. Trust management is an effective
method that plays a significant role in the prediction and recognition of intrusions in
FANETs. Specifically, evaluating node behaviour remains an important issue in this
domain. For this purpose, the authors suggest using fuzzy logic, one of the most
commonly used methods for trust computation, which classifies nodes based on multiple
criteria to handle complex environments. In addition, the Received Signal Strength
Indication (RSSI) is an important parameter that can be used in fuzzy logic to evaluate a
drone's behaviour. However, in outdoor flying networks, the RSSI can be seriously
influenced by the humidity of the air, which can dramatically impact the accuracy of the
trust results. FUBA, a fuzzy-based UAV behaviour analytics is presented for trust
management in FANETSs. By considering humidity as a new parameter, FUBA can
identify insider threats and increase the overall network's trustworthiness under bad
weather conditions. It is capable of performing well in outdoor flying networks. The
simulation results indicate that the proposed model significantly outperforms FNDN and
UNION in terms of the average end-to-end delay and the false positive ratio.

KEYWORDS

computer network security, fuzzy logic, mobile ad hoc networks

flying ad hoc networks (FANETS), a revolutionary concept,
comprise a group of UAVs that cooperate to perform some

Our world has changed and is still evolving due to rapidly
developing technology in sensors, communications, and
networking over the past few decades [1]. Unmanned Aerial
Vehicles (UAVs) have been proposed for a multitude of ap-
plications in both military and civilian domains, encompassing
ad hoc networks, search and rescue missions, electronic op-
erations in hostile zones, ground target identification and
tracking, automated forest fire surveillance, wind energy gen-
eration [2], and a host of other possibilities. Furthermore,

crucial missions [3]. However, many cyberattacks against UAVs
have emerged since 2007 [4], and their impact can be
dangerous with divesting effects. Therefore, it is essential to
protect FANETs from insider and outsider attacks. In
FANET:, drones can leave and rejoin the network anytime,
creating an opportunity for attackers to compromise a node
and impersonate a legitimate one, leading to insider attacks.
Insiders use their trusted access to carry out illicit actions. As a
result, they are undetectable by external network security
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protocols (intrusion detection, firewalls, and cryptographic
methods) [5]. Consequently, ensuring secure and reliable
communications in FANETS is critical and continues to be an
issue.

In this context, trust management is an effective and
attractive technique to prevent unexpected node actions and
detect malicious nodes [6]. It can improve the robustness and
reliability of standard security techniques by guaranteeing that
only trustworthy nodes cooperate in network missions.
Nevertheless, trust depends on observation and recommen-
dation, and some models have been proposed for FANET to
calculate the trust of the drone, but they may lead to uncer-
tainty [7]. Fuzzy logic is a popular method for representing and
manipulating uncertain data, such as node behaviours. Few
related works use the RSSI as an important parameter for trust
evaluation, and this performs better in indoor networks.
However, in outdoor networks, the RSSI can be influenced by
humidity and thus impact the trust results. In addition, the
drone can be detected as non-cooperative due to unintentional
misbehaviour related to poor signal strength (RSSI). The main
challenge in this domain is designing an efficient analytical
trust model for evaluating and understanding node behaviour
in FANET under poor signal (RSSI) and bad weather condi-
tions. Without this model, there will be no effective strategy to
distinguish between legitimate and malicious drone activities in
FANETs. Although several trust models have recently been
proposed, none have yet focused on the impact of bad weather
conditions on the trust management process in FANET. The
proposed work aims to address this gap using the fuzzy logic
method to determine the trust of a drone based on several
parameters, such as energy (battery level), weather (humidity),
signal strength (RSSI), packet delivery ratio (PDR) and trans-
mission delay (TD). Specifically, this article introduces a novel
fuzzy-based UAV behaviour analytics system named FUBA for
trust management in FANETs. FUBA utilises fuzzy logic
methodology to assess drone trustworthiness by considering
various factors such as energy levels, weather conditions, signal
strength, packet delivery ratios, and transmission delays. The
proposed model offers several advantages: superior perfor-
mance in outdoor flying networks, effective characterisation of
node behaviour, subjective evaluation of node behaviour, and
the ability to make confident decisions regarding network in-
formation exchange. To comprehensively evaluate the model's
performance, we implement and rigorously test the system
through extensive simulation experiments conducted using the
Omnet++, Xplane, and Avens frameworks. The simulation
results demonstrate that our model outperforms existing ones
in terms of average end-to-end delay and false positive ratio.
Furthermore, we analyse the influence of RSSI and humidity
on trust results through Matlab simulations, shedding light on
prevailing challenges and open issues in this domain.

The rest of this paper is listed as follows: Section 2 offers
an overview of the related works on trust management in
FANETS:. Section 3 introduces the proposed fuzzy-based UAV
behaviour analytics for trust management in FANETs (FUBA).
Section 4 detailed the practical aspects and limitations of
FUBA. Section 5 provides the detailed implementation of

FUBA. Section 6 explains the impact of RSSI and humidity on
trust results. Section 7 reports and discusses the experimental
results. Finally, Section 8 concludes the paper and provides
possible future directions.

2 | RELATED WORK

Since UAV networks appeared, several trust models have been
implemented to strengthen the trust management systems in
FANET. Most of them were initially proposed for Mobile Ad
hoc NetworksMMANETSs) [8]. The recent research on trust-
based solutions is presented below:

Berka et al. [9] proposed a new energy-efficient scheme for
FANET that is reputation-aware. Their approach computed
the trustworthiness by considering the count of both legal and
illegal node interactions to establish trust with low energy,
considering the indirect trust values. However, when there is
no interaction between the trustor and the trustee, the findings
impact the system's accuracy. To differentiate between legiti-
mate and malicious drone activities, the authors in tef. [8]
presented a second model referred to as UNION. To eliminate
man-in-the-middle threats, Barka et al. [10] proposed a
comprehensive communication architecture named FNDN
(Flying Named Data Networking). This architecture revolves
around the integration of trust mechanisms. When propagating
data, their model system uses a trust management strategy to
address the network attack concern. FNDN utilises inter-UAV
trust to decide whether to verify the authenticity of data for a
specific node. In ref. [11], the authors suggested a new trust
scheme named BUAS. BUAS is based on a blockchain
technology-based inter-UAV trust evaluation method.

The Bayesian inference method was used to calculate the
probability of the message's trustworthiness. Singh and Verma
described a fuzzy-based trust model in ref. [12] that addresses
the trustworthiness of the FANET node. A fuzzy classification
has been implemented, and the quality of services and social
parameters are considered to calculate trust values. They also
proposed a weightage-based method that uses the genetic al-
gorithm [13] to ascertain the trust values by simultaneously
optimising the weights assigned to different parameters. In ref.
[14], the authors proposed a trust-based clustering scheme
using the first model to select a trustworthy cluster head that
can add new nodes to the network. Zhou and Wang in ref. [15]
proposed a K-means ++ clustering algorithm. This model
determines the optimal number of clusters and integrates a
trust value using the Bayesian model to identify malicious
nodes for exclusion from the cluster selection process. Jena
et al. [16] provided a methodology for filtering erroneous event
messages produced by the network using event-based reputa-
tion. The impact of the node's location on detecting the
genuineness of the event is considered in this model. Bhargava
et al. proposed a Kalman trust estimator (IKATE) in ref. [17].
KATE checks drones' misbehaviour by combining direct and
indirect trust values. Kate considers the impact of historical
trust values stored on the Internet on current trust values.
Carlos et al. in ref. [18] suggested and assessed UAVouch, a
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system for identifying and locating UAVs in a group. UAVouch
uses a movement plausibility check and a public-key-based
authentication system to identify intruders who deviate from
the group's anticipated trajectory.

In summary, several trust management solutions for
FANETs have been proposed in recent years to enhance
network security. Still, none have considered weather condi-
tions' impact on node behaviour and trust computation.
Therefore, this paper incorporates humidity as a novel
parameter in the proposed study to demonstrate the influence
of humidity on both RSSI and trust outcomes.

3 | THE PROPOSED FUBA MODEL

This section presents the network architecture and the detailed
proposed FUBA model that considers the effects of climate
change and poor signal strength. The major idea is to protect
the network from insider attacks and differentiate between
legitimate drone actions and malicious activities.

3.1 | Network architecture
FANET comprises three fundamental components: nodes
(drones), ground control stations (GCS), and communication
links. There are two types of communication, UAV to UAV
(U2U) and UAV to Infrastructure (U2I). In FANET, the nodes
can leave and join the network anytime, but this flexibility can
also make the network vulnerable to attacks. During this, the
hacker can compromise a normal drone and convert it into a
malicious drone [14]. The intruder participates in the network as
a legitimate node and potentially deletes or corrupts messages or
damages the reputation of trustworthy nodes. This type of
attack, known as an insider attack, can be a significant threat to
the security of FANET. Figure 1 shows the network model of
FANET operating under the assumption of an insider attack.
As illustrated in Figure 2, the proposed FUBA model is
based on four steps: information gathering, trust score calcu-
lation, trust aggregation, and decision-making,

3.2 | Information gathering

In the proposed FUBA model, every node collects behaviour
information about its neighbours, including their software and
hardware performance over time. The fuzzy logic method has
been used by Singh etal. [13] with four parameters. The proposed
model employs five parameters: signal strength, the drone's en-
ergy, packet delivery ratio, transmission delay, and humidity. The
parameters collected by each drone are shown in Figure 3.

3.2.1 | Received signal strength indicator (RSSI)

The drone can measure the received signal power of its neigh-
bour at a specific location and time. The number obtained,

|>.~uzunnk“‘ = uzilink ig
- Trusty \

4 ;“\ Trusty node

node

Satellite

) Intruder
k Node Ground Control

Hacker Station

FIGURE 1 FANET model during an Insider attack.

known as the Received Signal Strength Indicator (RSSI) is given
in dBm, which is typically a negative value [19]. The typical RSSI
for most excellent signal power is greater than —50 dBm (e.g.
—30 dBm). Good or acceptable signal power has RSSI ranging
from —50 to =70 dBm, (e.g. —60 dBm). Poor signal power has
RSST Iess than =70 dbm (e.gs —90 dBm) [20].

3.22 | Node's energy (battery level)

The node's energy is one of the most critical factors to
consider in a drone; therefore, effective power management,
including wireless drone charging, solar drone charging, and
even the utilisation of artificial intelligence technology [21], are
required for the continuity of the applications [22]. The node
can accomplish the mission when its battery level exceeds 50%.
It can hardly collaborate with its neighbours when the energy
level is between 20% and 50%. If the battery level falls below
20%, the node may degrade the network mission [20].

3.2.3 | Packet delivery ratio (PDR)
The packet delivery ratio is the proportion of correctly
received packets to the total number of packets transmitted by
the sender, represented by Equation (1) [23].

PDR — 7 ReceivedP; (1)

Sor SentP;
where ReceivedP; and SentP; , respectively, denote the number
of correctly received packets and the number of packets
transmitted by the sender. In ref. [20], it has been illustrated
that if the ratio of packets sent effectively is less than 40%,
then the PDR is low; if it is between 40% and 70%, then the
PDR is medium; and if it is greater than 75%, then the PDR is
considered high.

3.24 | Transmission delay (TD)

TD represents the drone sendet's time to transmit the packets
over the link. The following formula of TD is given as follows:
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L
TD =— 2
= @)
whete L is the length of the data packet, and R is the transmission
rate (bits per second). The transmission delay is judged small if its
value is lower than 0.61 ms; medium if the value is between 0.96
and 1.47 ms; and large if the value exceeds 1.47 ms [20].

3.2.5 | Weather condition

The drone is equipped with many sensors that continuously
measure and record information about the current environ-
mental conditions [24], including rain sensors, wind direction
sensors, wind speed sensors, air temperature, and humidity
sensors. Any change in weather may be sent to the ground
control station. If weather conditions significantly impact one

of the collected parameters used in the assessment, it becomes
challenging to differentiate between legitimate and malicious
drone activities or discern intentional from unintentional drone
behaviour. To address this issue, the humidity is used as an
input parameter in the proposed Fuzzy Logic system.

In this particular context, extensive investigation has been
carried out by the authors in ref. [25], focusing on an empirical
setup based on IEEE 802.11b/g The expetimentation in-
volves two external radio connections of varying lengths that
maintain a continuous data transfer process. The findings
indicate that, contrary to expectations, the shorter-distance link
is found to be more susceptible to adverse weather conditions.
This is attributed to the modulation strategy utilised in that
specific scenario. It can be concluded that bad weather con-
ditions may alter the UAV radio signal Propagation.

To analyse the influence of temperature and humidity on
RSSI values, the authors in ref. [26] conducted measurements
at a constant distance of 25 m under varying weather condi-
tions during summer and winter. The measurement results
indicate that the temperature has a relatively minor impact on
RSSI compared to humidity because the RSSI values can
significantly vary even under similar temperatures. It can be
noticed that humidity has a significant influence on RSSI.
When the humidity increases, the RSSI values decrease, thereby
directly affecting the path loss exponent. It can be concluded
that humidity has a greater impact on RSSI than temperature.

3.3 | Trust score calculation

After collecting the necessary information, each drone deploys
a fuzzy logic method to calculate its neighbour's trust score.
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The proposed system considers various input parameters,
including the received signal strength indicator, packet delivery
ratio, transmission delay, energy, and humidity. Triangular and
trapezoidal membership functions of the input parameters are
adopted to enhance the performance. Subsequently, fuzzy rules
are employed within the inference engine phase to generate a
final numerical value as an outcome. This resulting value sig-
nifies the direct trust assessment of the neighbouring node.
The configuration of the proposed trust management model
based on fuzzy logic is depicted in Figure 4.

3.4 | Trust aggregation

In this phase, the values of & and f are defined to aggregate the
direct and indirect trust values. Generally, a FANET is char-
acterised by lower node density and a small link duration be-
tween two communicating nodes. The values of @ and f are
determined based on these two facts, which are used to obtain
the needed trust value. Table 1 represents the value of @ and 8
according to the trust state:

a) If the output characteristic value (trust) is “Bad” or
“Good,” then the confidence factors @ = 1 and f = 0. This
means that the Finaltrust(i) = Directtrust(i).

b) If the output characteristic value is “Medium,” the node
requests the recommendations (indirect trust) to its neighbour
nodes. Therefore, the final trust computation combines both
direct and indirect trust values as shown in Figure 5. The in-
direct trust is given as follows:

IndirectTrust(i) = % Z DirectTrust(i); (3)

where 7 represents the total number of drones in the network,
(?) is the index of the trustee drone, and () is the index of the
trustor drone.

3.5 | Decision making
The main objective of the decision-making process is to
respond to the following questions.

1. Is it confident to exchange information in the network?
2. Are the nodes interested in cooperating or not?

After analysing a node's behaviour and considering the climate
changes, the trustor node estimates the trust score of its
neighbours using Fuzzy Logic-based trust management. Sub-
sequently, a threshold-based decision module decides whether
to cooperate with the node involved in the considered oper-
ation. Specifically, the trust score of each node is then
compared to a threshold value to determine if the node is
trusted or malicious as follows:

if  Final trust > 30% then  Trust  node
if Final trust < 30% then Malicious node

4 | PRACTICAL ASPECTS AND
LIMITATIONS OF FUBA

The FUBA system presents an innovative approach to
enhancing trust management in FANETSs by incorporating
humidity as a new parameter. This section explores the gen-
eralisability and scalability of the FUBA model under various
scenarios while also addressing the model's limitations and
practicality.

4.1 | FUBA generalisability, applicability,
and scalability

The FUBA is applicable under any weather conditions, as
FUBA attempts to adapt its operating parameters according to
the surrounding operating environment, which includes the
incorporation of fuzzy variables of humidity, namely, Low,
Medium, and Large. This adaptability ensures that FUBA's
trust assessment remains relevant and effective across various
environmental circumstances. Furthermore, the concept of
integrating environmental parameters into trust management
can be adapted to various contexts, such as agricultural ro-
botics, environmental monitoring, border surveillance, and
disaster response. On the other hand, the principles of

p Final trust

j=1
Packet Delivery Signal Power Transmission
Ratio Delay
Humidity Energy
EEE—
Fuzzy Rules || Inference Engine
—
Deffuzification
FIGURE 4 Structure of fuzzy system.
TABLE 1 igh .
Weight parameters Direct trust a
Bad/good 1
Medium 0.5

Final Trust(i) = direct trust(i)

0.5 Final Trust(i) = 0.5 direct trust(i) + 0.5 indirect trust(i)j
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behaviour analysis that incorporate environmental parameters
could inspire diverse autonomous systems that face complex
external conditions, such as wildlife monitoring, pollution
detection, and habitat preservation. Finally, ethical consider-
ations related to environmental data collection and the broader
social implications of integrating natural parameters into
autonomous systems such as airspace congestion, urban en-
vironments, or emergency response situations are required.

To tackle FUBA's scalability, every drone in the network
evaluates the trustworthiness of its adjacent drones and subse-
quently relays this information to the ground control station to
facilitate decision-making. This approach efficiently restricts the
dissemination of trust data and evenly distributes the compu-
tational load, enabling the deployment of scalable FUBA. Thus,
the scalability of the proposed FUBA model is evident in its
ability to accommodate a growing number of drones.

4.2 | FUBA practicality and feasibility

Utilising  FUBA in practical settings holds promise in
addressing the increasing security challenges associated with
drone-related threats. Fuzzy logic can be a valuable tool for
identifying and responding to malicious drones, which can be
used for unauthorised surveillance, smuggling, or even acts of
terrorism. In what follows, we explore the implementation
process of the FUBA model and its practical implications in
identifying malicious drones.

® The proposed FUBA can identify anomalies in drone
behaviour by comparing the detected drone's actions to
predefined models of normal drone behaviour. If a drone's
actions deviate significantly from the expected behaviour,
the system can raise an alert and initiate appropriate
response measures.

® FUBA can incorporate contextual information, such as local
regulations, flight restrictions, and historical data, to make
more accurate decisions about the legitimacy of a drone's
presence. This ensures that harmless drones, such as hob-
byists or commercial drones, are not mistakenly flagged as
malicious.

e FUBA model can continuously learn from new data and
adjust its rules and inference mechanisms to adapt to
evolving tactics used by malicious drones.

® FUBA system can be integrated with existing aviation and
security infrastructure, such as air traffic control systems,
airport security, and critical infrastructure protection, to
improve overall airspace security.

® FUBA can provide real-time monitoring and reporting of
drone activities, helping security personnel make timely and
informed decisions to mitigate potential threats.

4.3 | FUBA practical limitations
While FUBA demonstrates effective trust management in
FANET under poor weather conditions, the proposed
approach has the following main limitations:

® As the number of rules and fuzzy sets increases to model a
large problem space, fuzzy rule bases can become very
complex and difficult to manage. This affects issues such as
debugging, updating, and interpretability.

® Fuzzy systems are only as good as the input features they are
provided. Critical security features may be missing or noisy,
limiting detection capabilities. Furthermore, secutity con-
siderations around trust data exchange must be incorporated
into a full system deployment.

In summary, the proposed model offers a practical and
effective approach to improving security in the real world. By
leveraging its ability to handle uncertain and imprecise data, the
FUBA model can contribute to the development of robust and
adaptive systems that safeguard against the misuse of drones
for malicious purposes.

5 | IMPLEMENTATION DETAILS OF
THE FUBA MODEL

Fuzzy logic is a computational approach that handles uncertain
information by allowing for degrees of truth rather than rigid
binaty values. This section uses MATLAB to evaluate the
proposed FUBA model. The fuzzy logic used to evaluate node
behaviour comprises three steps: fuzzification, inference en-
gine, and defuzzification.

5.1 | Step 1: Fuzzification

In this step, a membership function is generated to determine
the degree to which the numerical data correspond to a lin-
guistic variable, using triangular and trapezoidal functions
presented in Figures 6 and 7. Typically, a triangular member-
ship function is defined using three parameters, namely, «, b,
and ¢, as follows:
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The expression given in Equation (4) can be written in a
simple form using min and max functions as follows:

F(x,a,b,c) = max (min (%), (%) , 0) (5)

F(x,a,b,c,d) = max <min (%), 1, (Zl:};> , O> (6)

Figure 8a illustrates the membership functions of Energy:
A triangular membership function for the linguistic variable
Medium is defined by the triangle (x, 0.2, 0.35, 0.5). The
trapezoidal membership function for the linguistic variable
High is defined by the trapezoid (x, 0.5, 0.85, 1, d).

As shown in Figure 8a, the fuzzy variables of the energy are
VeryLow, Medium, and High and are analysed from 0 to 1.
Figure 8b shows the fuzzy variables for the packet delivery
ratio, which are Low, Medium, and High, analysed from 0 to 1.
Figure 8c shows that the fuzzy variables of the signal power are
Poor, Good, and Excellent. They are analysed from —100 to
—10 dBm. Figure 8d shows the fuzzy variables of the trans-
mission delay: Small, Medium, and Large. They are analysed
from 0.6 to 2.4 ms. In Figure 8e, the fuzzy variables of hu-
midity (Low, Medium, and Large) are analysed from 0 to 1.
Figure 8f illustrates the output trust fuzzy variables that are
Bad, Medium, and Good and are analysed from 0 to 100.

5.2 | Step 2: The inference engine

In this step, all the rules need to be defined in the proposed
fuzzy logic model and then explain those that reflect realistic
situations:

The first rule illustrates the worst-case scenario. While the
second rule represents the best case. The third rule requires the
system to consider the node as trustworthy due to its low
battery, implying that unintentional —misbehaviour is
considered.

Rules 4 through 7 state that if all variables have low values
except for one that has a positive value. Then, the node is
considered untrustworthy with a bad trust value.

Rule 8 requires the system to consider the node as trust-
worthy because it has a weak RSSI due to the high humidity.
This implies that the system takes into account unfavourable
weather conditions. Table 2 illustrates the rules when humidity

is low, while Table 3 shows the rules when humidity is high.

5.3 | Step 3: Defuzzification
Defuzzification is the pivotal stage within the fuzzy logic
process, where the crisp output is derived from the fuzzy
output generated by the fuzzy inference engine. This involves
translating the fuzzy set or linguistic term (Bad, Medium, and
Good) into a single, definite value that can be understood and
utilised for drone behaviour evaluation. Various methods, such
as centre of gravity, bisector, and maxima, can be employed for
defuzzification to convert the fuzzy output into a clear and
actionable result [27]. In the proposed model, the centroid
method (COG) is considered, which is the most widely used
technique and is depicted in Figure 9.

This method involves determining the centre of gravity of
the obtained polygon:

CG=2 (7)

where f(x) represents the aggregation of the membership
functions while # and b represent the bounds of the obtained

polygon.

85U80]7 SUOWIWIOD A0 3|dedldde aup Aq peusenob ae sspoiie YO ‘8sn Jo sa|ni oy Areiqi]8uljuO 8|1 UO (SUOIPUOD-pUe-SLLIRY/LI0D" A8 |1 ARl 1 [pU1|UO//:SANY) SUORIPUOD pue SWe | 81 88S *[€202/TT/2g] Uo A%iqiTauliuo AB(IM TdN HeulH eueb|y Aq 80TZT ZMiU/650T 0T/I0P/WO0™A8| 1M Aeiq 1 |Bul U0 Yo Jessa 18 1//:Say WOy papeojumod ‘0 ‘296102



8 BENFRIHA ET AL.
— T T - T T T T —— T T —
Medium ngh low medium high
2 =
e - < -
[ [4
(9] [9]
e} o
£ E £ E
(5] [9]
€ £
- o
o - o 4
(0] (0]
o 2
j2 [e2]
[ 7 9] 7
a a
. . . . . . . . . . . . . . . . . .
o o oz o3 os o5 o o7 o8 o5 1 h o oz m ot os m o7 o os 1
Energy packet_delivery_radio
(a) Membership Functions of Energy (b) Membership Functions of Packet Delivery Ratio
, Poor good Excellent Small Medium Large
2 2
£ o8| - Lo <
[ [
(9] [
Q Qo
€ os- 4 Eo i
(5] (9]
€ €
“ -
O o4 = Oo. ~
Q Q
o 2
ozl 1 Do A
[a} [a)
u \
, , . , . . , , . . . . . . , .
-100 -90 -80 -70 -60 -50 -40 -30 -20 -10 08 08 1 12 14 16 18 2 22 24
signal_power(dBm) Transmission_delay(ms)
(c) Membership Functions of Signal Power (d) Membership Functions of Transmission delay
T T - T T T T T T - T T
Low Medium Lage Bad Medium Good
2 k=
Lo B Lo
[ [4
[ [9]
e} e}
Eo g Eo
Q [
£ €
w“ w“
Oo = Oo.
Q [0
[ [
o IS
[o2) (2]
Jole b [oRe
[a} )
. . . . . . . . . . . . , . . . . .

o o oz o3 o o5 o5 o7 o8 o5 E
Humidity
(e) Membership Functions of Humidity

FIGURE 8 Membership functions of the different parameters.

TABLE 2 Fuzzy rules with low humidity.

R RSSI PDR Energy TD Output
1 Poor Low Very low Large Bad

2 Excellent High High Small Good

3 Excellent High Very low Small Good
4 Excellent Low Very low Large Bad

5 Poor Large Very low Large Bad

6 Poor Low High Large Bad

7 Poor Low Very low Small Bad

This method calculates the output by determining the ab-
scissa of the centroid located beneath the curve's surface. The
selection of the defuzzification method exerts a significant

Trust

(f) Membership Functions of Trust Score

impact on the final result of the fuzzy logic model. The centre
of gravity method is more flexible, as it considers the entire
fuzzy output (trust) to calculate the trust result.

The functions that determine the membership of the input
and output parameters must be adjusted for each iteration of
the fuzzy rule base [28]. The cut-off method is depicted in
Figure 10.

6 | IMPACT OF RSSI AND HUMIDITY
ON TRUST RESULT

In this section, MATLAB programs are used to evaluate the
performance of the proposed FUBA model. The fuzzy logic
application is used for evaluating and understanding the node
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behaviour under the impact of bad weather conditions and
poor signal strength (RSSI).

6.1 | Impact of RSSI on trust result

The bar chart in Figure 11 illustrates the trust result of 8 nodes
in the network under high and low RSSI while varying the

TABLE 3 Fuzzy rules with high humidity.

R RSSI PDR Energy TD Output
1 Poor Low Very low Large Bad

2 Excellent High High Small Good

3 Excellent High Very low Small Good
4 Excellent Low Very low Large Bad

5 Poor Large Very low Large Bad

6 Poor Low High Large Bad

7 Poor Low Very low Small Bad

8 Poor High High Small Good

4 Defuzzify the aggregate output (centroid)
Result of Defuzzification
n
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FIGURE 9 COG method.
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FIGURE 10 Cut-off method to combine the rules.
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other parameters (ID, Energy, PDR) to obtain several trust
values: high, medium, and low. The trust value dropped from
87% to 50% in nodes 1 and 3; the trust value decreased from
52% to 12% in nodes 4, 6, and 7. This figure shows that the
trust level in nodes 2, 5, and 8 remained constant. However,
the proportion of trust increases significantly when the RSSI is
excellent. There are several possible explanations for this
result, but it is essential to note that signal power (RSSI) plays a
vital role in assessing drone performance in FANET. It can be
concluded that trust values decrease when signal power de-
creases due to high humidity. Consequently, it is advisable to
climinate the node from the network to enhance network
security.

6.2 | Impacts of humidity on trust result
Figure 12 illustrates the trust result for a network with 16
drones under high and low humidity while varying the other
parameters (TD, Energy, PDR, RSSI) to obtain high, me-
dium, and low trust values. The trust value reduced from
87.6% to 50.6% in node 9 and from 51.2% to 12.6% in node
12, then the trust values for the remaining nodes remained
constant.

The most notable conclusion that can be drawn from
Figure 12 is that the humidity significantly impacts the trust
results in FANET. For this reason, climate change should be

considered when designing a trust management system in
FANET.

7 | EXPERIMENTAL RESULT AND
DISCUSSION
7.1 | Simulation setup

The effectiveness of the newly introduced FUBA system is
assessed through the following communication frameworks:

Energy=0.0541 Humidity=0.895

Trust=12.7

Ii

|
|
|
|
|
|
|
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FIGURE 12 The impact of humidity on trust results.

OMNeT++: It is a powerful simulation library and
framework designed for building and testing complex
communication networks. It is built using C4++ and is
highly extensible, modular, and component-based, making it
a popular choice for researchers and engineers in the field
[29].

INET Framework: The INET Framework is integrated
with OMNeT++ and provides a rich set of network models
and protocols, facilitating realistic simulations of commu-
nication scenarios [30].

AVENS (Aerial Vehicle Network Simulator): AVENS is
designed primarily to establish a simulation testing envi-
ronment that is specifically designed to conduct virtual
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experiments focused on evaluating the network coverage
and interconnectivity of UAVs engaged in collaborative
flights or coexisting within the same airspace. The integra-
tion strategy for AVENS revolves around incorporating
both the XPlane Flight Simulator and the OMNeT+H+
network simulator [31].

XPlane Flight Simulator: The XPlane Flight Simulator
significantly contributes to the authenticity of the simula-
tions by enabling the modelling of real-world flight dy-
namics and interactions among UAVs [32].

The simulated network uses the IEEE 802.11 communi-

cation protocol for wireless interactions among UAVs. The
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network area is defined as a space of 2500 m X 2500 m,
accurately reflecting real-world operational conditions. To
ensure a comprehensive evaluation, the simulation time is set
to 3000 s, enabling observation of network behaviour and
petformance over an extended duration. The simulations are
executed on a 64-bit PC running Windows 10. This platform
offers the necessary computational resources to conduct sim-
ulations, thus effectively ensuring reliable and precise results.
Table 4 summarises the different simulation parameters used in
the simulation experiments.

In the simulation experiment, a scenatio is designed to
emulate a UAV communication network with the proposed
FUBA system. The scenario initiates with 10 UAVs and a
ground control station. The UAVs collaborate to share a
wireless communication medium within the AVENS simula-
tion framework. During the simulation, UAVs exchange mes-
sages and collect critical network parameters, including
transmission delay, received signal strength indicator (RSSI),
packet delivery ratio, and node energy. To assess scalability and
performance, the number of UAVs is systematically increased

TABLE 4 Simulation parameters.

Simulation tools OMNETH+, Avens, Xplanel0

Simulation area 2500 m x 2500 m

Node counts 10-200
Ping-transmission interval 10's
Ping-sleep period 10°s
UDP-transmission interval 10 ms
UDP-packet size 1000 B

UDP application type name
UDP application video size
MAC address assignment
Ip process delay

Mac Queue size

WLAN data rate
Transmission frequency
Physical Tx power

Power generation

Simple energy storage

Energy generator sleep interval

Mobility model

Ground control station mobility

Mobility update rate
Witeless standard
Simulation time

Operating platform

UdP video stream SVR
10 MIB

Auto

10 ps

14

2 MIB

2400 Hz

100 mW

100 MW

0.05]

Exponential (10 s)
Random way-point
Stationary mobility
2s

IEEE 802.11

3000 s

64-bit Windows 10

from 10 to 200 in steps. The increments are chosen to
comprehensively understand the proposed method's behaviour
across a wide range of UAV quantities. In OMNET ++, the
recording module is configured to track end-to-end delay
across the network by specifying the appropriate recording
intervals and enabling scalar data collection.

7.2 | Simulation results

To assess the performance of FUBA, the well-established
FNDN [10] and UNION [8] models are utilised as reference
points. These models provide a baseline for comparison based
on their inherent characteristics. Specifically, the conducted
simulations focus on two key parameters: false positive rate
and end-to-end delay. The false positive rate quantifies in-
stances where the system incorrectly identifies trustworthy
nodes as untrustworthy [33]. In the context of the simulation
experiments, several instances of false positives relate to situ-
ations in which the FUBA system erroneously categorises a
drone as a regular node despite not meeting the criteria for
such classification. Furthermore, the end-to-end delay is ana-
lysed, which reflects the time taken for the data to travel from
the source to the destination node in the network [34]. In the
context of the conducted simulations, the end-to-end delay
could be measured as the time it takes for a message or packet
to be transmitted from one UAV (source) to another UAV or
the ground control station (destination). It can be a critical
metric for assessing real-time communication performance.

The FNDN [10] is a recent monitor-based communication
architecture that uses both direct and indirect trusts for Flying
Named Data Networking. Nevertheless, the UNION |[§]
model considers the UAV energy, mobility patterns, and
enqueued packets while employing both direct and indirect
trust to assess node behaviour. Comparing the proposed trust
model with these two trust models is an essential step in
evaluating FUBA's effectiveness and practicality.

Based on Figure 13, it can be observed that the proposed
FUBA model has a significant impact on reducing the average
end-to-end delay of data packets in comparison to the UNION
model in high-density scenarios. Specifically, when there are 50
drones, the FUBA model reduces the delay by more than 1.4 s,
unlike UNION, and in large-density scenarios with 100 drones,
the enhancement is roughly 1.1 s. When the number of nodes
exceeds 150, the mean end-to-end delay for FNDN and the
proposed solution is nearly the same. The figure shows that the
proposed FUBA model consistently results in the lowest end-
to-end delay across the three models.

The false positive ratio for FUBA, FNDN and UNION as
a function of the density of the UAV is shown in Figure 14.
The false positive can be obtained by calculating the trusted
node using the FUZZY logic application if a node (i) is not
compromised. The graph curves show that for both FNDN
and UNION, the calculated false positive steadily increases;
however, at the beginning of the simulation experiments, no
false positive instances were generated during this process.
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Therefore, comparing the proposed model with FNDN and
UNION, the proposed solution has a lower error ratio.

8 | CONCLUSIONS AND FUTURE
WORK

Trust management is an effective method of detecting insider
threats. The main challenge in this domain is designing a con-
ceptual and analytical trust model for FANET that can evaluate
and understand the behaviour of nodes. In the context of this
article, FUBA, a Fuzzy-based UAV behaviour analytics for trust
management based on direct and indirect information was
introduced. Contrary to previous models, the proposed model
increases the trustworthiness of the network in bad weather
conditions and poor signal strength (RSSI). Furthermore, FUBA
has the ability to effectively distinguish between legitimate drone
actions and malicious ones. In future work, it would be valuable

——
T T T T
S s & 8

%
790.
7; 0.
7 S0

< 0]

to incorporate machine learning (ML) and blockchain technol-
ogy to enhance FUBA's capabilities. Automated tuning of the
fuzzylogic rules and membership functions via machine learning
may improve performance across diverse operating environ-
ments. Future research could explore more sophisticated algo-
rithms, such as deep learning and reinforcement learning, to
extract deeper insights from complex FANET data. Further-
more, federated learning presents an exciting opportunity for
FANETS, where data privacy is of paramount importance. On
the other hand, blockchain-based distributed ledgers could
secure the sharing of trust data while providing resilience against
compromised nodes. Furthermore, it can facilitate transparent
and auditable trust records, reducing the reliance on centralised
authorities. As these technologies continue to evolve, their
integration offers the potential to create more resilient, secure,
and efficient FANETS, shaping the future of aerial communi-
cation and navigation.
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