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Abstract

The increasing frequency and sophistication of cyberattacks have made network security a
major concern for modern information systems. Intrusion Detection Systems (IDS) play a
crucial role in identifying malicious activities and protecting network infrastructures from
potential threats. However, traditional IDS solutions often struggle to detect complex attack
patterns and to adapt to the growing volume and diversity of network traffic. To address these
challenges, this thesis proposes a hybrid deep learning model that combines Convolutional
Neural Networks (CNNs) and Long Short-Term Memory (LSTM) networks for network in-

trusion detection.

The proposed model was developed and evaluated using the NSL-KDD dataset. A com-
prehensive preprocessing pipeline was applied, including data cleaning, categorical feature
encoding, feature scaling, and feature selection. The CNN component was used to auto-
matically extract relevant traffic features, while the LSTM component captured sequential
dependencies and temporal patterns. The original feature space was reduced from 41 fea-
tures to 20 informative features in order to improve computational efficiency and facilitate

embedded deployment.

Experimental evaluation on the KDDTest+ dataset produced an accuracy of 80.5%, a pre-
cision of 96.8%, a recall of 68.0%, and an F1-score of 79.9%. These results demonstrate
the model’s ability to generate highly reliable intrusion alerts while maintaining a reason-
able attack detection capability. In addition, the trained model was successfully deployed
on a Raspberry Pi within a controlled network environment. The deployment experiments
confirmed the feasibility of performing real-time intrusion detection on low-cost embedded

hardware.

The findings highlight the effectiveness of hybrid CNN-LSTM architectures for network
intrusion detection and demonstrate their potential for practical cybersecurity applications

requiring both accurate detection and real-time operation.

Keywords: Intrusion Detection System, IDS, Deep Learning, CNN-LSTM, NSL-KDD, Cy-
bersecurity, Network Security, Raspberry Pi, Real-Time Detection.
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Résumeé

La fréquence et la sophistication croissantes des cyberattaques font de la sécurité des
réseaux une préoccupation majeure pour les systémes d’information modernes. Les
systémes de détection d’intrusion (IDS) jouent un role essentiel dans 'identification
des activités malveillantes et la protection des infrastructures réseau. Cependant, les
solutions IDS traditionnelles peinent souvent a détecter des schémas d’attaque com-
plexes et & s’adapter a la diversité croissante du trafic réseau. Pour répondre a ces
difficultés, ce mémoire propose un modéle hybride d’apprentissage profond combinant
des réseaux de neurones convolutifs (CNN) et des réseaux a mémoire court et long
terme (LSTM) pour la détection d’intrusions dans les réseaux.

Le modéle proposé a été développé et évalué a I'aide du jeu de données NSL-KDD.
Une chaine compléte de prétraitement a été appliquée, comprenant le nettoyage des
données, ’encodage des variables catégorielles, la normalisation des caractéristiques et
la sélection des variables les plus pertinentes. La composante CNN a permis d’extraire
automatiquement les caractéristiques utiles du trafic, tandis que la composante LSTM
a capturé les dépendances séquentielles et les motifs temporels. L’espace de caractéris-
tiques initial a été réduit de 41 a 20 variables informatives afin d’améliorer I'efficacité
de calcul et de faciliter un déploiement embarqué.

L’évaluation expérimentale sur I’ensemble KDDTest+ a permis d’obtenir une exacti-
tude (accuracy) de 80,5 %, une précision de 96,8 %, un rappel de 68,0 % et un score
F1 de 79,9 %. Ces résultats démontrent la capacité du modéle & générer des alertes
d’intrusion fiables tout en conservant une capacité de détection raisonnable. De plus,
le modéle entrainé a été déployé avec succés sur un Raspberry Pi au sein d'un envi-
ronnement réseau controlé. Les expériences de déploiement ont confirmé la faisabilité

d’une détection d’intrusion en temps réel sur un matériel embarqué a faible cofit.

Les résultats obtenus mettent en évidence 'efficacité des architectures hybrides CNN-
LSTM pour la détection d’intrusions réseau et démontrent leur potentiel pour des
applications pratiques de cybersécurité nécessitant a la fois une détection précise et un

fonctionnement en temps réel.

Mots-clés : Systéme de détection d’intrusion, IDS, apprentissage profond, CNN-
LSTM, NSL-KDD, cybersécurité, sécurité des réseaux, Raspberry Pi, détection en
temps réel.
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General Introduction

Enterprise networks are now at the center of institutional, industrial, and academic informa-
tion systems. They connect users, servers, applications, cloud services, embedded devices,
remote workers, and security appliances through a set of heterogeneous wired and wireless
technologies. Their role is no longer limited to simple data transport: they support authen-
tication, collaborative work, database access, real-time supervision, industrial control, voice
and video communication, and access to public or private cloud platforms. As a consequence,
the reliability and security of these infrastructures directly affect the continuity of the services

offered by an organization.

This increasing dependence on network services is accompanied by a significant growth in
complexity. Modern enterprise networks often combine local area networks, VLAN seg-
mentation, VPN access, wide-area interconnection, virtualized services, and cloud resources.
This diversity generates traffic that is dynamic, high-dimensional, and sometimes difficult to
characterize using simple predefined rules. In such a context, abnormal traffic may originate
from several sources: cyberattacks, compromised devices, configuration errors, routing prob-
lems, hardware failures, or unexpected user behavior. Detecting these deviations at an early
stage is therefore essential for protecting confidentiality, integrity, availability, and service
quality.

Traditional security mechanisms, such as firewalls, access-control policies, and signature-
based Intrusion Detection Systems (IDS), remain useful components of a layered defense
strategy. However, they also present important limitations. Signature-based systems depend
on known attack patterns and may fail when facing new or modified attacks. Purely statistical
methods can detect certain deviations, but they often require strong assumptions about traffic
distribution and may not capture complex nonlinear relationships between network features.
The NIST guide on intrusion detection and prevention systems emphasizes that IDS and
IPS technologies are designed to monitor events, identify incidents, and support response
actions, but their effectiveness depends strongly on configuration, monitoring context, and

the detection technique used [1].

These limitations motivate the use of learning-based approaches. Machine learning and deep
learning methods are able to learn decision boundaries from data rather than relying only on

manually written rules. Deep learning is particularly attractive because it can learn hierar-
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chical feature representations through multiple processing layers [2, 3]. In network intrusion
detection, this ability is useful because malicious behavior may not be visible through a sin-
gle feature; it can appear as a combination of packet-level, flow-level, protocol-level, and

temporal characteristics.

The present thesis focuses on the design, evaluation, and deployment of a deep learning-
based anomaly detection system for enterprise networks. The proposed solution uses a hybrid
Convolutional Neural Network and Long Short-Term Memory architecture, denoted CNN—
LSTM. The CNN part acts as a feature-extraction stage that learns local relationships between
the selected traffic features, while the LSTM part models sequential dependencies and pre-
serves information over time. LSTM networks were originally introduced to address the
difficulty of learning long-term dependencies in recurrent neural networks [4]. Their use
in this thesis is motivated by the fact that some network attacks are not isolated events, but

evolve across several successive observations.

The experimental study is based on the NSL-KDD benchmark dataset, which was proposed
as an improved version of KDD Cup 99. The dataset is still widely used in intrusion detec-
tion research because it provides labeled traffic records and attack categories, while reducing
several redundancy problems present in the original KDD data [5, 6]. The methodology in-
cludes data cleaning, categorical encoding, feature scaling, feature selection, model training,
and performance evaluation. The selected indicators include accuracy, precision, recall, F1-
score, and confusion matrix analysis, because a single metric is insufficient to evaluate an
IDS. In particular, precision reflects the reliability of alerts, whereas recall reflects the ability

of the system to detect attacks.

A second objective of this work is to go beyond a purely offline classification experiment.
For this reason, the trained model is exported and deployed on a Raspberry Pi platform in a
controlled local network environment. This embedded deployment is important because it
introduces practical constraints that are not visible in a notebook-based evaluation: packet
capture, feature reconstruction, preprocessing consistency, model inference, alert generation,
execution time, and resource limitations. The objective is not to claim equivalence with an
industrial IDS appliance, but to validate the feasibility of a low-cost embedded demonstrator

for real-time traffic monitoring.

The main contributions of this thesis are summarized as follows:

* a structured presentation of enterprise network architectures, anomaly sources, and

IDS constraints;

+ a reformulated and referenced overview of the machine learning and deep learning
concepts required to understand CNN, LSTM, and hybrid CNN-LSTM models;

* a complete preprocessing methodology for the NSL-KDD dataset, including encod-

ing, scaling, and feature reduction from 41 original features to 20 selected features;
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» the implementation and evaluation of a hybrid CNN-LSTM model for binary intrusion
detection;

» the deployment of the trained model on a Raspberry Pi platform for real-time traffic

classification in a laboratory network;

« a critical discussion of the obtained results, especially the trade-off between high pre-

cision and moderate recall.

This thesis is organized into four chapters. Chapter 1 introduces enterprise networks, their
main architectures, and the nature of network anomalies. Chapter 2 presents the foundations
of machine learning and deep learning, with emphasis on neural networks, CNNs, RNNs,
LSTMs, activation functions, loss functions, and evaluation metrics. Chapter 3 describes
the dataset, preprocessing pipeline, feature-selection strategy, and proposed CNN-LSTM
methodology. Chapter 4 presents the implementation environment, offline evaluation, Rasp-
berry Pi deployment, experimental observations, comparison with related work, and critical

analysis. The thesis ends with a general conclusion and perspectives for future work.



Chapter 1

Enterprise Networks and Anomalies

1.1 Introduction

Enterprise networks constitute the communication infrastructure through which an organi-
zation connects its users, servers, services, applications, and external partners. In a modern
organization, the network is not only a technical support layer; it is an operational resource
that enables information exchange, authentication, supervision, remote access, collaboration,
and access to cloud-based services. For this reason, network availability and network security

have become essential requirements for business continuity.

At the same time, enterprise networks are becoming more heterogeneous. A single infras-
tructure may include wired Ethernet segments, wireless access, VLANs, VPN tunnels, data-
center links, cloud connections, IoT devices, and remote users. Such diversity produces
traffic patterns that vary according to user activity, applications, routing policies, and secu-
rity controls. This variability makes anomaly detection difficult, because not all abnormal

behavior corresponds to an attack and not all attacks are visible through obvious traffic peaks.

A network anomaly can be defined as a deviation from the expected behavior of the infras-
tructure or its traffic. It may be caused by malicious activity, such as scanning, denial of ser-
vice, unauthorized access, or malware communication. It may also result from non-malicious
causes, such as equipment failure, routing instability, configuration errors, overloaded ser-
vices, or unusual but legitimate user activity. Consequently, an effective detection system

must distinguish between normal variability and suspicious deviation.

Intrusion Detection Systems (IDS) are designed to monitor events in networks or hosts and
identify signs of incidents. According to NIST SP 800-94, IDS and IPS technologies support
security monitoring by analyzing events and producing alerts that can help administrators
detect and respond to incidents [1]. However, traditional IDS approaches based mainly on
fixed signatures are limited when attacks are unknown, modified, or hidden inside apparently

legitimate traffic. These limitations explain the growing interest in anomaly-based IDS and
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learning-based detection methods [7, 8, 9].

This chapter presents the network context of the thesis. It first introduces the main charac-
teristics of enterprise networks, then describes common network types and architectures. It
then discusses network anomalies and IDS families, before explaining why deep learning is

relevant for modern intrusion detection.

1.2 The Enterprise Network

An enterprise network is the digital backbone of an organization. It ensures communication
between users, servers, printers, industrial devices, databases, cloud services, and security
appliances. Unlike a small personal network, an enterprise infrastructure is designed accord-
ing to operational requirements such as availability, scalability, manageability, segmentation,
and security [10, 11].

1.2.1 Awvailability and Resilience

Availability refers to the ability of the network to provide service when users and applications
need it. In enterprise environments, service interruption can affect production, administra-
tion, communication, and customer-facing applications. To reduce the impact of failures,
networks often include redundant links, backup devices, dynamic routing, link aggregation,
and failover mechanisms. The goal is not to eliminate all failures, which is unrealistic, but to

prevent a single failure from causing a complete service outage [12].

1.2.2 Scalability

Scalability is the ability of the infrastructure to support growth in users, devices, applica-
tions, and traffic volume without major redesign. A scalable network can be expanded by
adding switches, access points, links, or virtual resources while maintaining acceptable per-
formance. Cloud computing, virtualization, SD-WAN, and spine—leaf data-center architec-
tures contribute to scalability because they allow more flexible allocation of resources and

more predictable traffic forwarding [13, 14].

1.2.3 Security

Security aims to preserve confidentiality, integrity, and availability of information and ser-
vices. Enterprise networks generally apply a defense-in-depth strategy based on authentica-
tion, access control, encryption, segmentation, monitoring, and incident response. VLANs
separate broadcast domains, VPNs protect remote communications, and modern zero-trust
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approaches require continuous verification of identity and device posture [15, 16]. In prac-
tice, security is not a single device but a set of coordinated mechanisms that must be contin-

uously monitored.

1.3 Classification and Types of Networks

Enterprise networks can be classified according to their geographical coverage, communi-
cation technology, and administrative purpose. The following categories are frequently en-

countered in organizational infrastructures.

1.3.1 Local Area Networks and VLANSs

A Local Area Network (LAN) interconnects devices within a limited area such as a building,
laboratory, department, or campus. Ethernet technologies standardized by IEEE 802.3 are
widely used because they provide high data rates, low latency, and mature switching mecha-
nisms [17, 11]. LANSs are suitable for internal services such as file sharing, printing, database

access, and local application hosting.

Virtual Local Area Networks (VLANS) provide logical segmentation over a shared physical
infrastructure. IEEE 802.1Q defines VLAN tagging, which allows switches to distinguish
traffic belonging to different logical networks [18]. VL ANs reduce broadcast domains, sup-
port policy enforcement, and improve security by separating users, servers, voice devices,

guests, or administrative services. Figure 1.1 illustrates a typical LAN/VLAN organization.

Core Switch

Figure 1.1: Local Area Network and VLAN architecture.
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1.3.2 Metropolitan Area Networks

A Metropolitan Area Network (MAN) interconnects several local networks within the same
city or metropolitan area. Such networks are used by universities, administrations, operators,
and large organizations that have several sites in a limited geographical region. MAN in-
frastructures often rely on optical fiber links and high-capacity aggregation equipment [11].
Figure 1.2 gives a simplified view of this type of interconnection.

Data Center

City Network

Campus A

Campus B

Fiber Optic Ring

Figure 1.2: Metropolitan Area Network architecture.

1.3.3 Wide Area Networks and SD-WAN

Wide Area Networks (WANSs) connect geographically distributed networks across large dis-
tances. They allow branches, campuses, data centers, and cloud services to communicate.
Traditional WANs may use leased lines, MPLS, or operator-managed services [11]. Software-
Defined WAN (SD-WAN) introduces centralized control and dynamic path selection over
several transport links. By separating control decisions from forwarding behavior, SD-WAN
can optimize traffic according to application requirements, link quality, and security policies
[13]. Figure 1.3 summarizes the role of WAN and SD-WAN interconnection.
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SD-WAN Controller

Head Office Branch Office

Figure 1.3: WAN and SD-WAN architecture.

1.3.4 Virtual Private Networks

A Virtual Private Network (VPN) creates a protected tunnel over an untrusted network such
as the Internet. VPN mechanisms use cryptographic protocols to provide confidentiality,
integrity, and authentication. In enterprise networks, VPNs are used for remote workers,

inter-site communication, and secure access to internal services [15]. Figure 1.4 shows the

general principle of encrypted remote access.

Remote User Encrypted VPN Tunnel VPN Gateway

Corporate Network

Figure 1.4: Virtual Private Network architecture.

1.4 Enterprise Network Architectures

Network architecture defines how devices, links, and services are organized. The chosen

architecture influences performance, fault isolation, monitoring visibility, and the type of

traffic observed by an IDS.
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1.4.1 Hierarchical Architecture

The traditional hierarchical enterprise model separates the infrastructure into three layers:

» Access layer: connects end-user devices, phones, access points, printers, and local

equipment.

* Distribution layer: aggregates access switches and applies routing, filtering, seg-

mentation, and policy enforcement.

* Core layer: provides high-speed backbone connectivity between major network
blocks.

This separation simplifies troubleshooting and makes the network easier to expand. It also
allows administrators to place monitoring points at strategic positions, for example between
access and distribution layers or near the core [12]. Figure 1.5 presents the three-tier archi-

tecture.

CORE LAYER

* High-speed backbone

e Fast transport between
distribution blocks

DISTRIBUTION LAYER

 Aggregates access layer traffic Distribution

Switches

¢ Routing, filtering, and
policy control

* Redundancy and
fault isolation

ACCESS LAYER
* Connects end devices

* VLAN access, PoE,
and port security

Access
Switches

e First point of user
access to the network

PCs IP Phones Wirelless APs Servers Printers

Figure 1.5: Traditional three-tier enterprise architecture.

1.4.2 Spine-Leaf Architecture

Spine—leaf architectures are widely used in data centers because they provide predictable
latency and high east-west traffic capacity. Each leaf switch connects to every spine switch,

creating multiple equal-cost paths. This topology is well adapted to virtualized and cloud
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environments, where servers often communicate with other servers more than with external
clients [14]. Figure 1.6 illustrates this architecture.

Endpoints /
Servers
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Router (Spine Switch) ' = ' Switch (Leaf Switch)

Figure 1.6: Two-tier spine—leaf architecture.

1.5 Network Anomalies

An anomaly is a behavior that differs from the expected operation of the network. In a se-
curity context, anomalies are important because they may indicate an attack, but they are
also difficult to interpret because not every anomaly is malicious. For example, a sudden
increase in traffic may correspond to a denial-of-service attack, but it may also be caused by
a legitimate backup task or a software update campaign.

Common anomaly sources include:

* Volumetric anomalies: abnormal growth of traffic volume, often associated with
flooding or denial-of-service behavior.

* Protocol anomalies: unusual packet flags, malformed fields, abnormal connection
states, or unexpected protocol usage.

* Access anomalies: repeated login attempts, unauthorized services, unusual remote

connections, or lateral movement.

10
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» Performance anomalies: congestion, latency increase, packet loss, routing instabil-

ity, or degraded application response.

 Configuration anomalies: errors introduced by routing changes, VLAN misconfig-

uration, firewall rules, or address conflicts.

Anomaly detection is challenging because normal traffic is not static. User behavior changes
during working hours, application workloads vary, and new services can modify traffic dis-
tribution. For this reason, anomaly-based IDS must be evaluated carefully to avoid excessive
false alarms [7, 19].

1.6 Intrusion Detection Systems

An Intrusion Detection System observes host or network activity in order to identify sus-
picious behavior. The NIST classification distinguishes several monitoring approaches, in-
cluding network-based IDS, wireless IDS, network behavior analysis, and host-based IDS
[1]. In this thesis, the focus is placed on network-based detection because the proposed sys-

tem analyzes traffic features extracted from network flows.

IDS approaches can be grouped into three main families:

+ Signature-based detection: compares traffic or events with known attack patterns.
It is effective for known threats but weak against new or modified attacks.

* Anomaly-based detection: builds a model of normal behavior and reports deviations.
It can detect unknown attacks but may generate false positives if normal behavior is

not modeled accurately.

» Hybrid detection: combines signatures, anomaly analysis, and sometimes reputation

or correlation mechanisms to improve detection coverage.

Figure 1.7 presents the general architecture of an IDS monitoring a network segment.

11
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Figure 1.7: General architecture of a network intrusion detection system.

1.7 Relevance to Deep Learning-Based IDS

The diversity of enterprise network architectures generates heterogeneous traffic patterns that
are difficult to describe using fixed rules. A model must learn from data, identify discrim-
inative features, and generalize to unseen traffic. Deep learning is relevant in this context
because multilayer models can learn representations at different levels of abstraction [2, 3].
In intrusion detection, CNNs can extract local feature combinations, while recurrent archi-

tectures such as LSTMs can model sequential dependencies [4, 20].

However, deep learning does not automatically solve all IDS problems. Its performance
depends on dataset quality, preprocessing consistency, class distribution, evaluation proto-
col, and deployment constraints. An IDS with high validation accuracy may still perform
poorly on new traffic if the training data is not representative. This observation motivates the
methodology adopted in the following chapters: the model is trained on a benchmark dataset,
evaluated using several metrics, and then deployed on a Raspberry Pi to examine practical
feasibility.

1.8 Conclusion

This chapter introduced the network and security context of the thesis. Enterprise networks
were presented as complex infrastructures composed of several technologies, including
LANs, VLANs, WANs, VPNs, hierarchical campus models, and spine—leaf data-center
architectures. The chapter also explained that anomalies may result from both malicious and

non-malicious causes, which makes detection difficult in practice.

Traditional IDS techniques remain useful, but they are limited when traffic is dynamic and

12
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attacks are unknown. This limitation supports the use of machine learning and deep learn-
ing methods for anomaly-based intrusion detection. The next chapter presents the concepts
required to understand the CNN-LSTM model used in this work.

13



Chapter 2

Deep Learning for Anomaly Detection

2.1 Introduction: From Network Security Problems to

Learning Models

The objective of this chapter is to build the theoretical foundation of the proposed intrusion
detection system while keeping the discussion closely connected to the practical problem ad-
dressed in this thesis. In an enterprise network, the security problem is not limited to deciding
whether a packet is authorized or forbidden. Real traffic is produced by many users, appli-
cations, servers, services, and protocols. Some activities are legitimate but unusual, while
some attacks try to look as normal as possible. For this reason, anomaly detection is a diffi-
cult classification problem: the model must identify suspicious behavior without confusing
every rare event with an attack. This distinction is especially important in a practical sys-
tem, because an IDS that produces too many false alarms quickly becomes unusable for an

administrator.

The previous chapter described the structure of enterprise networks and the role of intrusion
detection systems. This chapter moves from the network view to the learning view. The
main question becomes: how can traffic observations be transformed into numerical repre-
sentations, and how can a model learn the difference between benign behavior and attack
behavior? The answer is not only mathematical. It also involves operational choices such
as the type of data used, the preprocessing strategy, the selected features, the model archi-
tecture, the decision threshold, and the deployment constraints. In this thesis, these choices
are guided by the final objective: designing a CNN-LSTM based IDS that can be trained on
the NSL-KDD benchmark and then deployed on a Raspberry Pi as a low-cost monitoring

device.

Deep learning is attractive for intrusion detection because it can learn internal representations
from data rather than relying only on hand-written rules. However, this advantage should not

be interpreted as a guarantee of automatic intelligence. A deep model remains dependent on

14
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the dataset, the labels, the preprocessing pipeline, and the evaluation protocol. The model
may perform well on a benchmark and still fail on a different network if traffic distributions
change. Consequently, this chapter presents deep learning not as a magic solution, but as a set
of tools that must be carefully adapted to the IDS problem. This position is consistent with the
general role of IDPS technologies described by NIST, where detection must be understood

together with monitoring, configuration, maintenance, and operational response [1].

Figure 2.1 summarizes the problem-driven view adopted in this chapter. Enterprise traffic
is high-dimensional, variable, and often ambiguous. Rule-based detection may be efficient
for known signatures, but it is less suitable when attacks evolve or when the relevant pat-
tern is distributed across several features. The CNN-LSTM approach used in this thesis is
therefore motivated by two complementary needs: learning feature interactions and capturing

contextual or sequential behavior.

~

Enterprise

traffic \
High-dimensional Rule/signature
feature space limits
~
b CNN-LSTM IDS
Normal but feature + temporal

variable behavior learning

Nonlinear Need for

/ attack patterns learned models
Malicious

or abnormal flows

Figure 2.1: Problem-driven motivation for using deep learning in enterprise anomaly detection.

2.2 Nature of Anomalies in Enterprise Network Traffic

An anomaly is generally defined as an observation that deviates from an expected behavior
[7]. In a network security context, this definition is useful but incomplete. A deviation is not
necessarily malicious. A backup operation, a software update, a remote access session, or
a temporary overload may produce traffic patterns that differ from the usual baseline. Con-
versely, an attacker may deliberately generate traffic that remains close to normal behavior
in order to avoid detection. The IDS problem is therefore not only the problem of detecting

rare values. It is the problem of interpreting deviations under uncertainty.

In enterprise networks, anomalies appear at different levels. At the packet level, abnormal
behavior may involve unusual flags, malformed packets, or unexpected protocol combina-
tions. At the flow level, it may appear as abnormal duration, large byte transfers, repeated
connection attempts, or unusual service usage. At the host level, it may be observed as re-

peated failed logins, access to sensitive services, scanning behavior, or communication with
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unknown destinations. At the temporal level, attacks may be visible only through accumu-
lation: a single connection can look innocent, but a sequence of connections may reveal a

scan, a brute-force attempt, or a denial-of-service pattern.

This multi-level nature explains why deep learning architectures can be relevant. A feedfor-
ward model can classify individual feature vectors, but it may ignore order and context. A
convolutional model can learn local interactions between features, but it does not automati-
cally maintain memory. A recurrent model can exploit sequences, but it may be less efficient
at discovering local feature combinations from a compact vector. The hybrid CNN-LSTM
architecture combines these two principles: convolutional layers first create an informative

representation, and the LSTM layer then processes this representation as a contextual signal.

Table 2.1: Practical difficulties that make anomaly detection more complex than a simple binary

classification task.

Difficulty

Consequence for IDS design

Implication for the proposed

work

Normal traffic vari-

ability

High dimensionality

Class imbalance

Unknown attacks

Operational constraints

Dataset limitations

The same service can produce dif-
ferent traffic volumes depending
on time, user role, and application
state.

Traffic records contain several
numerical and categorical features
whose interactions may be nonlin-
ear.

Some attacks appear less fre-
quently than normal events or
common attack classes.
Signature-based detection can
miss new variants or attacks that
were not explicitly encoded.

A deployable IDS must run with
limited latency and acceptable
resource consumption.
Benchmarks may not perfectly

represent current enterprise traffic.

The model should learn robust
patterns instead of relying on one
fixed threshold.

Feature selection and CNN layers
are used to reduce and organize

the information.

Metrics such as precision, recall,
and F1-score are more informative
than accuracy alone.
Representation learning is used
to improve generalization beyond
manual rules.

The model is kept compact enough

for Raspberry Pi deployment.

Results are interpreted as vali-
dation of the pipeline, not as a

universal security guarantee.
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2.3 Detection Families: From Rules to Deep Models

Intrusion detection approaches can be grouped into several families. Signature-based detec-
tion searches for known patterns. It is often fast and precise when the attack signature is
already known, but it is naturally limited against new attacks or modified variants. Statistical
anomaly detection defines a baseline and searches for deviations from it. This method can re-
veal unusual behavior, but it may be sensitive to normal changes in network usage. Classical
machine learning methods such as decision trees, support vector machines, random forests,
or logistic regression learn a classifier from features. They can be effective, but they often

depend strongly on feature engineering and may not fully exploit complex representations.

Deep learning extends machine learning by using multiple layers to learn transformations of
the input data [2, 3]. In intrusion detection, this means that the model can learn intermedi-
ate representations of traffic records. These representations may combine protocol, service,
byte count, connection statistics, and error rates in ways that are difficult to define manually.
Nevertheless, deep learning also increases the number of design choices. The architecture,
activation functions, loss function, optimizer, threshold, validation method, and feature rep-

resentation all influence the final behavior.

Figure 2.2 positions deep learning within the broader family of IDS approaches. The pro-
posed work belongs to the anomaly-based and supervised deep learning family. It does not
replace all security tools. Instead, it provides an additional detection layer that can comple-

ment firewall rules, signatures, and administrator analysis.

{ Intrusion detection approaches

|
L N

Signature-based Statistical Classical machine Deep learning
detection anomaly detection learning models
v v
[ known patterns ] deviation from baseline [ manual features ] [ representation learning ]

[ fast matching ] sensitive to drift [ SVM/RF/KNN ] [ CNN/RNN/LSTM ]

[ weak on unknown attacks ] requires thresholds [ interpretable but limited ] [ data and tuning intensive ]

The proposed work is positioned in the last family: a supervised deep model that learns feature interactions and sequential dependencies.

Figure 2.2: Taxonomy of intrusion detection approaches and position of deep learning models.
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Table 2.2: Comparison of detection strategies from the perspective of enterprise anomaly detection.

Approach

Main idea

Strengths

Main limitations

Signature-based
IDS

Statistical anomaly

detection

Classical machine

learning

Deep neural net-

works

Hybrid CNN-
LSTM

Match traffic against
known attack patterns
or rules.

Compare traffic with a

normal baseline.

Learn a decision
boundary from en-
gineered features.
Learn hierarchical
representations from

data.

Combine local feature
extraction with se-

quence/context model-

Efficient for known
attacks; usually inter-
pretable.

Can reveal abnormal
behavior without ex-
plicit signatures.
Often efficient and
easier to train than
deep models.

Can model nonlinear
relations and complex
combinations of fea-
tures.

Suitable for structured
traffic features and

temporal patterns.

Limited against zero-
day attacks and vari-
ants.

Baseline drift and
threshold selection are
difficult.

Feature engineering
can dominate perfor-
mance.

Requires careful val-
idation, tuning, and

computational control.

More complex than
a single classifier;

may overfit if data are

ing. limited.

2.4 Transforming Network Traffic into a Learning Prob-

lem

A neural network cannot directly understand a network topology, a packet capture, or an ad-
ministrator’s intuition. It receives numbers. Therefore, the first conceptual step in a learning-
based IDS is representation. In packet-based monitoring, raw frames contain low-level in-
formation such as addresses, ports, protocols, flags, payload sizes, and timestamps. These
raw elements are generally transformed into flows or connection records. A flow representa-
tion summarizes communication between endpoints using features such as duration, service,

protocol, number of bytes, error rates, and connection statistics.

The NSL-KDD dataset follows this feature-based view. Each record contains 41 input fea-
tures and a label, which can be converted into a binary normal/attack label [5, 6]. Some fea-
tures are continuous, such as duration or byte counts; others are categorical, such as protocol
type, service, and flag. This heterogeneous structure is typical of IDS datasets. Before train-
ing a neural model, categorical features must be encoded, numerical features must be scaled,
and irrelevant or redundant dimensions may be removed. In this thesis, the pipeline reduces

the initial feature space to 20 informative features before reshaping the data for CNN-LSTM
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learning.

Figure 2.3 illustrates this transformation. The figure is important because it shows that the
learning model is only one part of the IDS. A poor preprocessing stage can produce mis-
leading results even if the neural architecture is sophisticated. Conversely, a well-controlled

preprocessing pipeline can make a compact model more useful for embedded deployment.

Feature vector
41 NSL-KDD attributes

Packets / sessions Flow reconstruction Preprocessing Learning tensor

K 20 features x 1 channel

-

observed at the edge

5-tuple, flags, bytes

ing + scaling +

The learning model does not process a network directly; it processes a controlled numerical representation of the traffic.

Figure 2.3: Transformation of observed network events into numerical representations used by the

learning model.

Table 2.3: Feature representation levels used in network intrusion detection.

Representation level

Examples

Relevance for this thesis

Packet-level informa-

tion

Flow-level features
Host-level context
Window-level repre-
sentation

Alert-level informa-

tion

IP addresses, ports, flags, protocol
fields, packet length.

Duration, service, byte counts,
connection counts, error rates.
Number of login attempts, compro-
mised files, host-based indicators.
Ordered group of recent flow
records or feature vectors.

Model score, predicted class,
timestamp, and possible adminis-

trator response.

Useful for packet capture systems,
but heavier to process directly on
small devices.

Main representation used by NSL—
KDD and by the proposed model.
Some NSL-KDD features approx-
imate this type of context.
Motivates the use of LSTM when
traffic is interpreted as a sequence.
Needed for practical deployment
on Raspberry Pi.

2.5 Datasets and the Meaning of Benchmark Evaluation

Benchmark datasets are necessary because they allow researchers to compare models un-
der reproducible conditions. However, a benchmark must not be confused with a complete
reproduction of a modern enterprise network. The NSL-KDD dataset was introduced to ad-
dress important limitations of KDD’99, especially redundancy and biased evaluation [5, 6].

It remains useful for methodological validation and comparison, but it is not a perfect repre-
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sentation of current traffic. The Canadian Institute for Cybersecurity states that NSL-KDD

still has limitations, even though it can help compare intrusion detection methods [6].

More recent datasets such as CICIDS2017, CSE-CIC-IDS2018, and UNSW-NB15 were de-
signed to provide richer or more modern attack scenarios. CICIDS2017 includes benign traf-
fic and common attacks with PCAP files and extracted flow features [21]. CSE-CIC-IDS2018
includes seven attack scenarios, a larger victim organization, and flow features extracted us-
ing CICFlowMeter-V3 [22]. UNSW-NB15 includes nine attack categories and was gener-
ated using a cyber range environment with modern normal and synthetic attack behaviors
[23]. These datasets are relevant for perspectives, but the present thesis keeps NSL-KDD as
the main benchmark because the objective is to validate a complete training-to-deployment

pipeline rather than to claim universal superiority.

Table 2.4: IDS datasets cited in the thesis and their methodological role.

Dataset Main characteris-  Usefulness Caution
tic

NSL-KDD Refined version of  Suitable for controlled Old traffic assumptions;
KDD’99 with re- comparison and for re- not fully representative

duced redundancy.  producing classical IDS of current enterprise

experiments. networks.

CICIDS2017 Includes benign Useful for validating Requires heavier prepro-
traffic, common models on richer attack cessing and careful class
attacks, PCAPs, scenarios. handling.
and extracted CSV
flows.

CSE-CIC- Includes seven Relevant for large-scale Dataset size and feature

IDS2018 attack scenarios and modern IDS evaluation. complexity increase com-
80 extracted flow putational cost.
features.

UNSW-NB15 Includes nine at- Often used to test gener-  Class overlap and class
tack categories and  alization beyond KDD- imbalance can complicate
modern normal/syn- family datasets. evaluation.

thetic behaviors.

2.6 Supervised Learning Under IDS Constraints

The proposed model is trained in a supervised setting. Each traffic record is associated with

a target label indicating whether the record is normal or malicious. In mathematical terms,
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the training set can be written as

D = {(i,4:) }ils, (2.1)

where x; € R? is a feature vector and ; € {0, 1} is the binary label. The learning algorithm
searches for a function fy parameterized by 6 such that fy(x;) approximates the probability
that the input belongs to the attack class.

In a classroom example, supervised learning is often presented as a clean mapping from inputs
to labels. In intrusion detection, this mapping is less clean. Some labels may be imperfect.
Some attacks may share statistical properties with normal traffic. Some normal events may be
rare. The model must therefore learn a decision boundary that is robust enough to generalize
beyond the exact examples seen during training. This requirement explains why the dataset
is divided into training, validation, and test subsets. Training data are used to update weights.
Validation data are used to monitor generalization during development. Test data are reserved

for final evaluation.

Another IDS-specific difficulty is that the cost of errors is asymmetric. A false positive means
that normal traffic is incorrectly flagged as malicious. Too many false positives create alert
fatigue and reduce trust in the system. A false negative means that an attack is missed. Too
many false negatives make the IDS ineffective. In practice, the preferred balance depends
on the deployment context. A critical infrastructure may accept more false positives to avoid
missing attacks, while a small office network may prefer fewer alarms to reduce administrator
workload. This is why accuracy alone is insufficient. Precision, recall, and F1-score must be

interpreted together.

2.7 Artificial Neural Networks as Trainable Decision Func-

tions

An artificial neural network is a composition of simple transformations. A neuron computes

a weighted sum of its inputs, adds a bias, and applies a nonlinear activation function. For an

input vector x = [z, 23, ..., x4, the pre-activation value is
d
z=wlz+b= Z w;x; + b, (2.2)
j=1

and the neuron output is

a=¢(z), (2.3)

where ¢ is an activation function. A neural layer applies several such transformations in

parallel. A deep network stacks layers so that the output of one layer becomes the input of
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the next one.

For IDS data, this composition is useful because the separation between normal and malicious
traffic is rarely linear. For example, a high number of bytes may be normal for a file transfer
but suspicious for a service that usually exchanges small messages. A high connection count
may be normal for a proxy but suspicious for a workstation. The meaning of a feature depends
on other features. Neural networks can learn such interactions by adjusting weights during
training.

The training process is summarized in Figure 2.4. During forward propagation, the model
produces a prediction. The prediction is compared with the true label through a loss function.
During backpropagation, gradients are computed and an optimizer updates the parameters.
This cycle is repeated over many mini-batches. The purpose is not to memorize the training

data but to learn a function that remains useful on unseen examples [3].

Preprocessed Neural Prediction Loss
traffic features network normal / attack function

Optimizer
updates weights

Figure 2.4: Training loop of a supervised neural intrusion detection model.

2.8 Deep Representation Learning for Traffic Features

The main idea of deep representation learning is that the model does not only classify the
original input; it also learns intermediate representations that make classification easier. In
the first layers, the model may detect simple relations between features. In deeper layers, it
may combine these relations into more abstract patterns. In image recognition, this process is
often described as going from edges to shapes and then to objects. In intrusion detection, the
analogy is not visual, but it remains conceptually useful: the model may go from raw traffic

attributes to local feature combinations and then to a global normal/attack decision.

This property is important for NSL-KDD-like data. The dataset includes basic features,
content-related features, time-based traffic features, and host-based traffic features. Individ-
ually, these features may be weak indicators. Together, they can reveal meaningful behavior.
For example, connection counts, same-service rates, and error rates may collectively suggest
scanning or denial-of-service behavior. A deep model can learn to combine them without

requiring the designer to explicitly write every possible rule.
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Nevertheless, representation learning has a risk: if the dataset contains shortcuts or biases,
the network may learn them. A model can appear accurate because it exploits dataset artifacts
rather than real attack mechanisms. This is why Chapter 3 uses a controlled preprocessing
pipeline and Chapter 4 interprets results cautiously. The chapter does not present deep learn-
ing as a replacement for security expertise. It presents it as an additional modeling layer

whose value depends on data quality and validation.

Example of a normalized flow-window matrix used to explain sequential traffic representation

standardized value
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®7 -
-2
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ro
5

Flow order in a short observation window

Figure 2.5: Flow-window matrix used to explain how selected traffic features can be organized for
sequence-aware learning.

2.9 Convolutional Neural Networks for Feature Interac-

tion Extraction

Convolutional Neural Networks are commonly associated with images, but their principle is
more general. A convolutional layer applies trainable filters to local regions of an input. For
one-dimensional traffic features, a filter slides across adjacent feature positions and learns
combinations that are useful for classification. The order of the features is not naturally
spatial as in an image, but after preprocessing and feature selection the vector can still be

treated as a structured input for a compact feature extractor.

In the proposed model, Conv1D layers are used before the LSTM layer. This choice has
a practical interpretation. The CNN component can emphasize local combinations among
selected traffic attributes. These combinations are then passed to the recurrent component.
Instead of asking the LSTM to process the raw selected feature vector directly, the model
first gives it a transformed representation. This can reduce the burden on the recurrent layer

and make the architecture more suitable for a compact embedded implementation.

A one-dimensional convolution can be written as
m—1
MY =6 [ > dMw + 00 ) (2.4)
r=0

23



Chapter 2. Deep Learning for Anomaly Detection

where ¢(*) is the k-th convolution filter, 1 is the filter length, and ¢ is a nonlinear activation.
The exact interpretation of ¢t depends on how the input vector is arranged, but the operational
goal remains the same: learn small patterns that help distinguish normal and attack records.

Figure 2.6 illustrates this principle.

T e e

l I 1 19

Figure 2.6: One-dimensional convolution used to learn local interactions between selected traffic
features.

Pooling layers are often placed after convolutional layers. Their role is to reduce the size
of the representation and to retain the most salient activations. In this thesis, max-pooling
is used after the convolutional layers. This is consistent with the objective of obtaining a
compact representation before the LSTM layer. The pooling operation also helps reduce

computational cost, which is useful for Raspberry Pi deployment.

2.10 Recurrent Neural Networks and Temporal Depen-

dence

Network attacks are often temporal phenomena. A port scan is a sequence of connection
attempts. A brute-force attack is a sequence of authentication failures. A denial-of-service
attack may be visible through a rapid accumulation of similar flows. Even when the dataset
is represented as individual records, the underlying security behavior often has a sequential

interpretation. This is the main reason for using recurrent models in intrusion detection.

A Recurrent Neural Network processes an input sequence by maintaining a hidden state. At

time step ¢, the hidden state depends on the current input and on the previous hidden state:
he = ¢(Woxy + Wihi—1 +0). (2.5)

This recursive form gives the model a memory of previous observations. However, simple
recurrent networks are difficult to train on long dependencies because gradients may vanish or
explode during backpropagation through time. LSTM networks were introduced to address

this problem by using a gated memory mechanism [4].

In an IDS, the value of memory depends on the representation. If the input is a single inde-

pendent record, a recurrent layer may act mainly as an additional nonlinear transformation.
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If the input is a window of flows, the recurrent layer can model how traffic evolves. In both
cases, the LSTM idea remains relevant: it provides a controlled mechanism for deciding what
information should be preserved, updated, or exposed to the output decision.

2.11 Long Short-Term Memory Units

An LSTM unit contains a cell state and several gates. The forget gate decides what infor-
mation from the previous cell state should be removed. The input gate decides what new
information should be stored. The output gate decides what part of the cell state should in-
fluence the hidden output. This structure helps the model maintain useful information over

time and reduce the vanishing-gradient problem.

A simplified LSTM formulation can be written as follows:

fr = o(Wilhi—1, 2] + by), (2.6)
iy = o(Wilhi—1, ] + b;), (2.7)
¢, = tanh(Welhy_1, z] + b.), (2.8)
=, ® i1 +is O &, 2.9)
or = oc(Wo[hi_1, 2] + by), (2.10)
hy = oy ® tanh(¢,), (2.11)

where f;, i;, and o, denote the forget, input, and output gates, respectively. The operator
© represents element-wise multiplication. The equations show that the LSTM is not just a

deeper feedforward layer; it is a memory mechanism that controls information flow.

Figure 2.7 gives an intuitive view of this mechanism. For intrusion detection, the memory
is useful when the classifier must interpret a current observation in relation to what came
before. Even when the final implementation uses compact feature tensors, the LSTM layer
gives the architecture a capacity to encode contextual dependencies beyond simple feature-

level thresholds.
memory
B \ e
input /

gate

Figure 2.7: LSTM gates as a controlled memory mechanism for traffic sequences.
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2.12 Hybrid CNN-LSTM Architecture for the Proposed
IDS

The hybrid architecture used in this thesis combines two complementary ideas. The CNN part
acts as a feature-interaction extractor. It receives the selected and scaled input representation,
applies one-dimensional convolutional filters, and produces feature maps. The LSTM part
receives the transformed representation and learns contextual dependencies. The final dense
layers map the learned representation to a binary alert score.

This design is motivated by the nature of the IDS problem. Some attack indicators are local
combinations of features: for example, a service type combined with abnormal byte counts or
error rates. Other indicators are contextual: the significance of a connection may depend on
recent traffic behavior. By joining CNN and LSTM layers, the architecture is better aligned
with both types of information. Similar motivations appear in the literature on hybrid deep

learning for intrusion detection [24, 25, 26].

The implemented architecture follows a compact sequence: input layer, Conv1D layer with
64 filters, max-pooling, Conv1D layer with 128 filters, max-pooling, LSTM layer with 64
units, dense layer with 64 neurons, and a sigmoid output. The model is trained with binary
cross-entropy and the Adam optimizer. This architecture is not chosen only for accuracy. It

is also chosen because it remains small enough to be exported and loaded on the Raspberry
Pi in the deployment stage.

41 raw Encoding + 20 selected ConvlD LSTM Sigmoid
features scaling features feature extractor context memory alert score

Figure 2.8: Problem-oriented architecture of the CNN-LSTM IDS used in this thesis.
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Table 2.5: Functional role of each part of the proposed CNN-LSTM architecture.

Component Role in the model Reason for keeping it in the

thesis pipeline

Feature selection Keeps a reduced subset of infor- Reduces dimensionality and sup-
mative features. ports embedded deployment.
Scaling Normalizes numerical magnitudes. Prevents large-valued features

from dominating training.

Conv1D layers Learn local interactions among Provide a compact representation
selected features. before the recurrent layer.

Max-pooling layers Reduce representation size and Lower computational cost and help
retain strong activations. control model complexity.

LSTM layer Encodes contextual dependencies  Gives the model memory-like
in the learned representation. behavior useful for sequence-

aware detection.

Dense layers Convert the learned representation  Produce a final binary normal/at-
into a decision. tack score.

Sigmoid output Maps the final logit to a Allows threshold-based alert
probability-like score. generation.

2.13 Activation Functions and Their Operational Meaning

Activation functions introduce nonlinearity into neural networks. Without them, a stack of
linear layers would still behave like a single linear transformation. In intrusion detection, non-
linearity is essential because the relationship between traffic features and malicious behavior
is rarely linear. For example, the same byte count may be normal or suspicious depending

on service type, protocol, connection rate, and host behavior.

The Rectified Linear Unit (ReLU) is widely used in hidden layers because it is simple and
helps gradients propagate in deep networks [3]. It is defined as

ReLU(z) = max(0, 2). (2.12)

When the pre-activation is positive, ReL U passes it unchanged; when it is negative, it outputs

zero. This behavior makes hidden representations sparse and computationally efficient.

The sigmoid function is commonly used for binary classification outputs:

1

It maps the final logit to a value between 0 and 1. In this thesis, the sigmoid value is in-
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terpreted as an attack score. A threshold is then applied to convert the score into a normal
or attack label. This threshold is operationally important. Lowering the threshold usually
increases recall but may increase false positives. Raising the threshold usually increases pre-

cision but may miss more attacks.

For multiclass IDS tasks, the softmax function is often used. It converts a vector of class
scores into a probability distribution over classes. Since the main experimental objective of
this thesis is binary classification, sigmoid is more appropriate for the final layer. Multiclass

extension remains a perspective for future work.

2.14 Loss Function, Optimizer, and Regularization

The loss function measures the difference between predicted outputs and true labels. For
binary classification, binary cross-entropy is a natural choice and is widely implemented in
deep learning frameworks such as TensorFlow/Keras [27]. If y € {0, 1} is the true label and
y is the predicted probability of attack, the binary cross-entropy loss is

L(y,9) = — lylog(y) + (1 —y)log(1 — g)]. (2.14)

This loss penalizes confident wrong predictions strongly. In an IDS, this property is useful

because a model should not be confidently wrong about attack traffic.

Optimization is performed using gradient-based methods. The Adam optimizer is commonly
used because it adapts learning rates using estimates of first and second moments of the
gradients [28]. In the proposed implementation, Adam is used with a learning rate of 0.001.
This value provides a reasonable compromise between convergence speed and stability for

the selected model.

Regularization is necessary because neural models can overfit. Overfitting occurs when a
model performs well on training data but poorly on unseen data. In this thesis, several practi-
cal mechanisms reduce this risk: feature selection limits the input dimensionality, validation
monitoring is used during training, and early stopping stops training when validation loss no
longer improves. These choices are especially important because benchmark datasets may

contain artifacts or redundant patterns that a neural network could memorize.
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2.15 Decision Threshold and Alert Generation

A binary neural IDS generally produces a continuous score. The score must be converted

into an alert decision. The simplest rule is

1, if fo(x) > 1, (2.15)

<,
I

0, otherwise,

where 7 is the decision threshold. The threshold is not a secondary detail. It directly controls
the balance between missed attacks and false alarms. In the experimental pipeline of this
thesis, a threshold of 0.30 is used for the binary decision. This threshold favors the detection
of more suspicious records while keeping precision high enough for useful alerting.

Figure 2.9 presents the operational metrics reported for the selected threshold. These values
are analyzed experimentally in Chapter 4; they are introduced here to explain why model
evaluation must be interpreted through the lens of operational use. A precision of 96.8%
indicates that most generated alerts correspond to attacks. A recall of 68.0% indicates that
some attacks are still missed. This is not a contradiction. It is the typical trade-off of a
threshold-based IDS.

Operational metrics of the binary IDS at the selected decision threshold

1.0 4 96.8%

Accuracy Precision Recall Fl-score

Threshold used in the project: 0.30; detailed experimental analysis is reported in Chapter 4.

Figure 2.9: Operational IDS metrics obtained at the selected decision threshold and discussed in
Chapter 4.

The confusion matrix is the starting point for IDS evaluation. It contains true positives, true
negatives, false positives, and false negatives. In this thesis, the attack class is considered
the positive class. A true positive is an attack correctly detected. A true negative is normal
traffic correctly accepted. A false positive is normal traffic incorrectly flagged as an attack.
A false negative is an attack incorrectly classified as normal. Accuracy is intuitive, but it
can be misleading when classes are imbalanced. If most records are normal, a classifier can

obtain high accuracy while missing many attacks. For security applications, this situation is
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unacceptable. High precision means that when the system raises an alert, the alert is likely
to be meaningful. It is useful when a single score is needed, but it should not replace the
separate analysis of precision and recall. The table below summrise all the metrics and there

meaning for an entreprise IDS.

Table 2.6: Evaluation metrics and their operational interpretation for an IDS.

Metric Mathematical focus Operational meaning in an enterprise IDS

Accuracy Overall proportion of ~ Useful as a global indicator, but insufficient when
correct decisions. attack and normal classes are imbalanced.

Precision Ratio of correct alerts  Indicates whether the administrator can trust the
among all alerts. alarms generated by the IDS.

Recall Ratio of detected Indicates the ability of the IDS to avoid missing
attacks among all malicious traffic.
attacks.

Fl-score Harmonic mean of Provides a compromise score when precision and
precision and recall. recall must be balanced.

False positive rate  Normal samples in- High values create alert fatigue and reduce accep-
correctly flagged as tance of the system.
attacks.

False negative Attack samples in- High values reduce the protective value of the IDS.

rate correctly accepted as
normal.

Inference latency  Time required to pro-  Critical for real-time deployment on embedded
duce a prediction. hardware.

2.16 Model Generalization and Evaluation Pitfalls

A common mistake in intrusion detection research is to treat a high benchmark score as proof
that a system is ready for real deployment. This conclusion is too strong. A model can overfit
to a dataset. It can also learn artifacts that are specific to the way a dataset was generated. If
preprocessing is not performed carefully, information from the test set can leak into training.
If the train-test split is not meaningful, the model may be evaluated on examples that are too

similar to those used for training.

Another difficulty is concept drift. Network behavior changes over time. New applications
are deployed, users change their habits, attackers adapt, and legitimate services evolve. A
model trained at one time may become less accurate later. For this reason, a deployable
IDS should be considered part of a monitoring pipeline that can be updated, audited, and

retrained when necessary. This is particularly important for enterprise environments where
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stability and security must be maintained over long periods.

Dataset selection also influences the interpretation of results. NSL-KDD is useful because it
is accessible, lightweight, and widely used. It is also limited because it is not a recent capture
of a modern production network. CICIDS2017, CSE-CIC-IDS2018, and UNSW-NB15 pro-
vide complementary perspectives, but each dataset has its own assumptions and difficulties
[19, 21, 22, 23]. A rigorous thesis should therefore avoid exaggerated claims. The present
work demonstrates a complete CNN-LSTM IDS pipeline and validates its deployment fea-
sibility; it does not claim to solve intrusion detection for every possible network.

2.17 Embedded Deployment Constraints

The final objective of this thesis is not only to train a model in a notebook. The model is
deployed on a Raspberry Pi in a controlled network environment. This deployment objective
changes the way deep learning must be discussed. A very large model may obtain better
benchmark accuracy but be unsuitable for real-time embedded monitoring. A very small
model may be fast but insufficiently expressive. The design must therefore balance detection

quality, latency, memory footprint, and preprocessing complexity.

Feature selection plays a central role in this balance. Reducing the feature space from 41
to 20 features lowers the computational load and simplifies deployment artifacts. Scaling
and categorical encoders must also be saved and reused exactly during deployment. If the
online preprocessing differs from the training preprocessing, the model receives inputs from
a different distribution and predictions become unreliable. This is why the project saves the

scaler, categorical encoders, selected features, and trained model as deployment artifacts.

Figure 2.10 illustrates the deployment trade-off. In a laboratory environment, it is tempt-
ing to focus only on accuracy. In an embedded IDS, the model must also respond within
an acceptable time and operate under limited CPU and memory resources. This is one rea-
son why the proposed architecture uses a compact CNN-LSTM rather than a very deep or

transformer-based model.
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Figure 2.10: Trade-off between detection quality, latency, and resource consumption in embedded
IDS deployment.

2.18 Design Choices Retained our work

The theoretical discussion above leads to the design choices used in the rest of the thesis.
First, the IDS is formulated as a supervised binary classification problem. This choice is
appropriate because NSL-KDD provides labels and because the first operational objective
is to distinguish normal traffic from malicious traffic. Second, the preprocessing pipeline
is treated as part of the model. Encoding, scaling, feature selection, and tensor reshaping
are not secondary details; they determine what the neural network actually sees. Third, the
architecture combines CNN and LSTM layers to reflect the dual nature of the problem: local
feature interactions and contextual behavior.

Fourth, the evaluation is based on several metrics rather than accuracy alone. The experimen-
tal results show high precision and moderate recall. This means that the system is conserva-
tive in the sense that its alerts are reliable, but it still misses some attacks. This interpretation
is more useful than presenting one score without discussion. Fifth, the deployment objective
is considered from the beginning. The model is designed to be exported and executed on

Raspberry Pi, which requires compact features and controlled model complexity.
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Table 2.7: Synthesis of the Chapter 2 design choices and their relation to the thesis problem.

Design choice

Justification from the problem

Implementation consequence

Binary classification

NSL-KDD benchmark

Feature selection

CNN component

LSTM component

Sigmoid output

Multiple metrics

The first objective is to separate
normal traffic from malicious
traffic.

Provides a reproducible labeled
dataset for IDS validation.
Reduces dimensionality and re-

source CODSUI‘l‘lptiOH.

Learns local feature interactions.

Adds memory-like contextual
modeling.

Produces a score suitable for
binary alerting.

IDS errors have different opera-

tional consequences.

Labels are converted into nor-

mal/attack classes.

Training and testing use KD-
DTrain+ and KDDTest+.

The feature set is reduced from 41
to 20 selected features.

Convl1D layers are applied before
recurrent processing.

A 64-unit LSTM layer is included
after convolution and pooling.

A threshold converts the score into
an IDS decision.

Accuracy, precision, recall, and

F1-score are all reported.

Raspberry Pi deploy- The model must be usable in a Preprocessing artifacts and trained

ment low-cost monitoring setup. model are exported for online

execution.

2.19 Conclusion

The chapter therefore prepares the methodology of Chapter 3. It explains why NSL-KDD
is used, why the data must be encoded and scaled, why feature selection is necessary, why
the model architecture contains convolutional and recurrent layers, and why the performance
must be interpreted carefully. This problem-oriented structure strengthens the scientific co-
herence of the chapter because the discussion is written around the actual project rather than

around isolated textbook definitions.

The theoretical elements presented in this chapter can be read as a chain of decisions. The
first decision is to model intrusion detection as a learning problem because manual signa-
tures cannot cover all possible behaviors. The second decision is to represent traffic through
structured features because neural networks require numerical inputs. The third decision
is to reduce the feature space because the project targets an embedded deployment. The
fourth decision is to combine CNN and LSTM layers because the security problem involves
both feature interactions and contextual patterns. The fifth decision is to evaluate the model
through precision, recall, and F1-score because IDS errors have different operational costs.
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This chain is more important than any isolated definition. Artificial intelligence, machine
learning, deep learning, CNNs, LSTMs, activation functions, and loss functions are not in-
troduced as independent textbook topics. They are introduced because each one answers
part of the problem. The CNN is included because selected traffic features can interact. The
LSTM is included because network behavior can be sequential. Binary cross-entropy is in-
cluded because the task is binary classification. The sigmoid output is included because the
final decision is threshold-based. Precision and recall are included because an administrator
cares about both alert reliability and missed attacks.

This chapter presented deep learning from the perspective of the intrusion detection prob-
lem addressed in this thesis. The main idea is that an enterprise IDS must deal with high-
dimensional, heterogeneous, variable, and sometimes ambiguous traffic. Signature-based
methods remain useful, but they are limited when attacks are unknown or when malicious
behavior is distributed across several features. Deep learning provides a way to learn rep-
resentations from data, provided that the dataset, preprocessing, evaluation, and deployment
constraints are handled carefully.

The chapter also explained why the proposed architecture combines CNN and LSTM lay-
ers. The CNN part learns interactions among selected traffic features, while the LSTM part
introduces memory-like contextual modeling. This hybrid structure is aligned with the na-
ture of network anomalies, where both feature combinations and sequential patterns can be
informative. The discussion also emphasized that metrics must be interpreted operationally.
Precision, recall, F1-score, threshold selection, and false alarms are directly connected to the
usability of the IDS.

Finally, the chapter connected theory to the practical implementation. The model is not de-
veloped only for offline classification. It is prepared for Raspberry Pi deployment, which re-
quires a compact input representation, exported preprocessing artifacts, and controlled com-
putational cost. The next chapter uses this foundation to describe the NSL-KDD dataset, the
preprocessing pipeline, the selected features, the CNN-LSTM architecture, and the training
configuration used in the experimental part of the thesis.
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Datasets and Methodology

3.1 Introduction

This chapter presents the dataset and methodology used to build the proposed hybrid intrusion
detection system. The objective is to transform raw traffic records into a clean and consistent
numerical representation that can be processed by a CNN-LSTM model. The methodology
includes dataset selection, preprocessing, categorical encoding, scaling, feature selection,

model design, training configuration, and evaluation metrics.

This chapter operationalizes the design choices established in Chapter 2: the binary nor-
mal/attack formulation, the use of NSL-KDD, the 41-to-20 feature reduction, the CNN—
LSTM architecture, the threshold-based decision rule, and the need for reproducible prepro-

cessing artifacts.

The experimental work is based on the NSL-KDD dataset. Although this benchmark does not
fully represent all characteristics of current enterprise traffic, it remains useful for controlled
comparison because it provides labeled records, known attack categories, and a standardized
train/test split. The limitations of this dataset are explicitly considered in the discussion and

future perspectives.

3.2 NSL-KDD Dataset

The NSL-KDD dataset was proposed as an improved version of the KDD Cup 99 dataset.
The original KDD Cup 99 benchmark has been widely used in intrusion detection research,
but it contains a large number of redundant records. This redundancy can bias learning al-
gorithms because frequent records may dominate training and evaluation. Tavallaee et al.
analyzed these limitations and proposed NSL-KDD to reduce the effect of duplicated and
redundant instances [5]. The official dataset description also indicates that redundant records

were removed from the training set and duplicate records were removed from the test set [6].
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Each NSL-KDD record describes a network connection using 41 features and one label.

These features include basic connection information, content-based attributes, and traffic-

based statistics. The labels can be used for multiclass attack classification or converted into

binary labels for distinguishing normal traffic from attack traffic. In this thesis, the binary

formulation is adopted:

* Normal traffic: legitimate connection records;

* Attack traffic: all malicious records grouped into one attack class.

The original attack types are usually grouped into four main categories:

* Denial of Service (DoS): attacks that attempt to make a service unavailable;

* Probe: surveillance and scanning activities used to collect information;

» Remote to Local (R2L): attempts to gain local access from a remote machine;

 User to Root (U2R): attempts by a local user to obtain root privileges.

Table 3.1 summarizes the main characteristics of the dataset.

Table 3.1: Description of the NSL-KDD dataset used in this thesis.

Parameter

Description

Dataset name
Dataset type
Training records
Testing records
Number of features
Attack categories
Binary formulation
Main improvement
KDD Cup 99

Feature families

over

Use in this thesis

NSL-KDD

Network-based intrusion detection benchmark
KDDTrain+: 125,973 records

KDDTest+: 22,544 records

41 traffic and connection features

DoS, Probe, R2L, and U2R

Normal traffic vs. attack traffic

Reduction of redundant records in the training set and
removal of duplicate records from the test set [5, 6]
Basic features, content features, and traffic features

Training, validation, and testing of the proposed CNN-
LSTM IDS

3.3 Preprocessing Pipeline

Preprocessing is a critical step in intrusion detection because neural networks require nu-

merical and consistent input data. In this thesis, the preprocessing pipeline was designed to
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ensure that the same transformations used during offline training can also be reused during
Raspberry Pi deployment. This consistency is necessary: if the online system encodes or
scales features differently from the training phase, the model predictions become unreliable.

The adopted preprocessing pipeline includes the following stages:
1. loading the NSL-KDD training and test files;
2. assigning feature names and identifying categorical variables;
3. converting labels into binary classes;
4. checking missing values and duplicate records;
5. encoding categorical attributes;
6. scaling numerical features;

7. selecting the most informative features;

o

. reshaping the data for the CNN-LSTM architecture.

Figure 3.1 summarizes this chain.
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Figure 3.1: Preprocessing pipeline used before model training and deployment.

3.3.1 Data Cleaning and Label Conversion

The first step consists in loading the train and test files and assigning the 41 feature names.
The original labels contain several attack names. For binary classification, all attack names
are mapped to the attack class, while the normal label is kept as normal. This transformation
is consistent with the objective of this thesis, which is to detect whether traffic is normal or

malicious.

Cleaning also includes checking for missing values and duplicated records. Even though
NSL-KDD was designed to reduce redundancy compared with KDD Cup 99, verifying data
consistency remains necessary before training. This step also improves reproducibility be-

cause all subsequent transformations are applied to a clearly defined dataset.
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3.3.2 Categorical Encoding

Some NSL-KDD features are categorical, such as protocol type, service, and flag. Neural
networks cannot process these symbolic values directly. They must therefore be converted
into numerical form. In this work, categorical encoders were fitted on the training data and
then applied to the validation, test, and deployment data. This avoids changing category-to-

number mappings between training and inference.

3.3.3 Feature Scaling and selection

The numerical features have different ranges and units. For example, byte counts and binary
indicators do not have the same scale. If these values are used directly, features with large
numerical magnitudes may dominate the learning process. Therefore, standardization was
applied to center and scale the selected numerical variables. The same scaler was saved and
reused during deployment. In constrast, feature selection reduces the dimensionality of the
input while preserving the most useful information. It can improve training efficiency, reduce
overfitting risk, and facilitate embedded deployment. In this thesis, a two-stage strategy was
adopted. First,an ANOVA-based SelectKBest method was used to retain the highest-scoring
features. Second, Recursive Feature Elimination (RFE) was applied to refine the feature
subset. Scikit-learn describes univariate feature selection as a preprocessing step that selects
features according to statistical tests, and SelectKBest keeps the k highest-scoring features
[29, 30]. RFE is a wrapper method that recursively removes less relevant features according

to an estimator.

The final feature set contains 20 selected features instead of the original 41. This reduction
is important for Raspberry Pi deployment because it decreases the amount of data processed

by the online inference pipeline.

3.4 Proposed CNN-LSTM Hybrid Model

The proposed model combines convolutional and recurrent processing. The CNN part ex-
tracts local feature patterns from the preprocessed traffic representation, while the LSTM
part captures dependencies across the learned representation. This design follows the gen-
eral motivation of hybrid CNN-LSTM models in intrusion detection, where CNN layers are
used for representation learning and LSTM layers are used for sequential modeling [20, 24,
25, 26].
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3.4.1 CNN Component

The CNN component uses one-dimensional convolutional layers. These layers apply train-
able filters to the input representation in order to learn local combinations of features that are
useful for classification. Max-pooling reduces the dimensionality of the representation and
keeps the most salient activations. ReL.U activation is used in the hidden layers to introduce

nonlinearity.

3.4.2 LSTM Component

The LSTM component receives the representation produced by the convolutional stage. Its
role is to model dependencies that may not be captured by isolated feature inspection. In in-
trusion detection, this is useful because some attacks are characterized by patterns distributed
over several observations or feature groups. The LSTM unit is appropriate for this purpose
because it was designed to preserve relevant information over longer sequences than standard

recurrent networks [4].

3.4.3 Dense Output Layer

The final dense layer performs binary classification. A sigmoid activation function produces
a value between 0 and 1, interpreted as the estimated probability that the analyzed traffic

corresponds to an attack. The output decision is defined as:
* 0 — normal traffic;
» 1 — attack traffic.

The training objective is binary cross-entropy:

N
Loss = —% > lyilog(p) + (1 — ;) log(1 — py)], 3.1)
=1

where y; is the true binary label and p; is the predicted attack probability. This loss is suitable

for binary classification problems and is implemented in TensorFlow/Keras [27].

Figure 3.2 presents the proposed architecture.
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Figure 3.2: Proposed CNN-LSTM hybrid IDS architecture.

3.5 Model Training Configuration

The model was implemented with TensorFlow and Keras. The Adam optimizer was selected
because it adapts parameter updates using estimates of the first and second moments of the
gradients [28, 31]. The learning rate was set to 0.001. The general update form can be written

das:

my
o +e

where w;, is the updated parameter vector, 7 is the learning rate, 1, is the bias-corrected first-

(3.2)

Wy = W1 —

moment estimate, 0, is the bias-corrected second-moment estimate, and ¢ is a small numerical
stability constant.

To reduce overfitting, early stopping was used with a patience of five epochs. The validation
loss was monitored, and the best weights were restored when training stopped. In addition,
20% of the training data was used for validation. Because missing attacks is more critical
than generating a limited number of false alarms, class weighting was introduced to increase
the importance of attack samples during training.

Finally, the classification threshold was set to 0.3 rather than the default value of 0.5. This
design choice increases sensitivity to attacks, but it may also increase false positives. The
threshold is therefore a security-policy parameter rather than a universal constant. Table 3.2

summarizes the model configuration.
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Table 3.2: Summary of model hyperparameters and training configuration.

Parameter Value
ConvlD Layer 1 - Filters / Kernel Size 64/3
ConvlD Layer 2 - Filters / Kernel Size 128/3
MaxPooling1D Pool Size 2
LSTM Units 64
Dense Units 64
Learning Rate 0.001
Batch Size 64
Epochs 30
Validation Split 20%
Early Stopping Patience 5

3.6 Evaluation Metrics

The model is evaluated using a confusion matrix and four derived metrics: accuracy, pre-
cision, recall, and F1-score. These indicators are necessary because intrusion detection in-
volves a trade-off between missing attacks and generating false alarms.

3.6.1 Confusion Matrix
The confusion matrix separates predictions into four categories:
* True Positive (TP): an attack correctly classified as an attack;
* True Negative (TN): normal traffic correctly classified as normal;

+ False Positive (FP): normal traffic incorrectly classified as an attack;

 False Negative (FN): an attack incorrectly classified as normal.

False negatives are particularly dangerous in security systems because they correspond to
missed attacks. False positives are also problematic because they increase alert fatigue and

reduce administrator confidence.
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3.6.2 Accuracy

Accuracy measures the proportion of correctly classified samples:

TP +TN
TP+TN+ FP+FN’

Accuracy = 3.3)

Although accuracy is useful, it should not be interpreted alone when classes are imbalanced.

3.6.3 Precision

Precision measures how many predicted attacks are truly attacks:

Precision TP 3.4)
ision = —————. .
TP+ FP

High precision means that generated alerts are reliable.

3.6.4 Recall

Recall measures how many real attacks are detected:

TP
Recall = ——— 3.5
= TPYFN (3-5)

High recall means that the system misses fewer attacks.

3.6.5 F1-score

The F1-score is the harmonic mean of precision and recall:

Precision x Recall
F1-score = 2 x rec%s%on eca ) (3.6)
Precision + Recall

It provides a balanced view when both false positives and false negatives are important.

3.7 Feature Selection as a Security and Deployment Step

Feature selection is sometimes presented as a purely technical preprocessing operation. In
this thesis, it has a broader meaning. It is both a statistical step and a deployment-oriented
security design step. Statistically, it aims to remove weak, redundant, or noisy variables. Op-
erationally, it reduces the amount of information that must be processed online. This matters
because the Raspberry Pi deployment requires the same decisions as the training environ-

ment, but with less computational comfort than a cloud notebook or a desktop computer.
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The initial NSL-KDD feature vector contains 41 attributes. Keeping all features may appear
safer because no information is discarded. However, a larger feature space can also increase
noise, redundancy, training instability, and inference cost. Some features may be weakly
informative for the binary task. Others may be correlated with more useful features. A
compact feature set can improve the practical behavior of the system, especially when the

objective is to load preprocessing artifacts and run inference repeatedly in a live environment.

The implemented pipeline uses a two-stage selection strategy. First, a filter method based on
the ANOVA F-test ranks features according to their relationship with the class label. Second,
Recursive Feature Elimination (RFE) with a logistic model is used to retain a final compact
subset. The objective is not to claim that these 20 features are universally optimal for every
IDS dataset. The objective is to obtain a stable, reproducible, and deployable representation
for the CNN-LSTM model used in this work. Figure 3.3 summarizes this interpretation.

Original feature space Selected compact set
41 traffic attributes 20 features

DOO00O0ODO0OOD0D0OMEE]  avovares |— v O00E0O00R0O0O
D00000000CO00000000.__===== porsie moad! I o

-
Less noise Lower CPU and More stable
less redundancy memory load embedded inference

Figure 3.3: Feature selection interpreted as both a learning step and an embedded deployment step.

This design choice also strengthens the methodological coherence of the thesis because the
discussion is directly connected to the implemented project. Rather than presenting feature
selection as an isolated preprocessing concept, the thesis explains why it is needed for this
specific CNN-LSTM IDS and why it matters for Raspberry Pi execution. The objective
is to make the proposed chain easier to reproduce, debug, and deploy while maintaining

consistency between offline training and online inference.
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Table 3.3: Feature-selection choices and their impact on the proposed IDS.

Choice

Technical effect

Practical effect in this thesis

ANOVA F-test

Recursive Feature

Elimination

Saved feature list

Reduced input dimen-

Scores each feature according to
its discriminative relation with the
class label.

Iteratively removes less useful

variables according to an estimator.

Ensures that the same variables are
used during training and deploy-
ment.

Decreases the amount of data

Provides a transparent first reduc-

tion before wrapper selection.

Produces a compact 20-feature
representation for the CNN-LSTM
input.

Prevents online inference from

using inconsistent feature ordering.

Helps Raspberry Pi deployment

sion processed by the model. by reducing memory and inference
burden.

Reproducible prepro-  Stores the scaler, encoders, selec-  Makes the experimental pipeline

cessing tor, and selected feature names. easier to verify and repeat.

3.8 Interpretability, Human Supervision, and Trust

A deep learning IDS should not be considered an autonomous replacement for the network
administrator. The system produces alerts, but the meaning of those alerts must still be inter-
preted. An alert can indicate a real attack, a misconfiguration, a rare legitimate event, or an
artifact of the dataset used for training. For this reason, trust in an IDS depends not only on
model accuracy but also on the clarity of the pipeline, the stability of preprocessing, and the

ability to inspect decisions.

The high precision reported in the project is valuable because it means that most generated
alerts are expected to be meaningful. However, the recall remains moderate, which means
that the system does not detect all malicious records. A responsible interpretation must there-
fore avoid exaggerated claims. The model can support monitoring, but it cannot guarantee
complete protection. It should be combined with other security mechanisms such as firewall

rules, system logs, authentication monitoring, and administrator review.

Human supervision is also important for model maintenance. Network behavior changes, and
the system may need to be updated. Logs of suspicious flows and model decisions can help
identify false positives and false negatives. These observations can later support retraining,
threshold adjustment, or feature engineering. Figure 3.4 shows this practical view. The model
is part of a monitoring loop. The loop begins with traffic capture and preprocessing, continues

with model scoring and alert generation, and ends with human analysis and possible model
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improvement.
| Live network [ Online { CNN-LSTM { Thresholded
traffic preprocessing score alert

Log suspicious flows Model audit /
and decisions < retraining data

Administrator
analysis

Figure 3.4: Monitoring loop showing how deep learning alerts should remain connected to adminis-
trator analysis.

This human-centered view is particularly important in academic projects because benchmark
evaluation can create a false sense of completeness. A thesis model may perform correctly on
KDDTest+, but real networks include encryption, changing services, new protocols, and user
behaviors that are not necessarily represented in the benchmark. Therefore, the role of the
proposed system should be formulated precisely: it is a low-cost, deployable prototype that
demonstrates the feasibility of CNN-LSTM based anomaly detection on embedded hardware.

It is not a certified commercial IDS and it does not remove the need for expert supervision.

3.9 Methodological Limits

The adopted methodology has several limits that must be acknowledged. First, NSL-KDD
is an older benchmark and cannot fully reproduce modern enterprise traffic, encrypted flows,
cloud applications, or recent attack scenarios. More recent datasets such as CICIDS2017,
CSE-CIC-IDS2018, and UNSW-NB15 include more contemporary traffic conditions and
should be considered in future evaluation [21, 22, 23]. Second, the binary classification for-
mulation simplifies the problem by grouping all attacks into a single class. A multiclass
approach would provide more detailed information to administrators. Third, online deploy-
ment requires strict consistency between the training preprocessing pipeline and the real-time

inference pipeline.

3.10 Conclusion

This chapter described the dataset and methodology used to develop the proposed IDS. The
NSL-KDD dataset was selected because it provides labeled traffic records and a recognized
benchmark for intrusion detection research. The preprocessing pipeline converted the raw

records into numerical inputs through cleaning, encoding, scaling, and feature selection.
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A hybrid CNN-LSTM model was then defined for binary classification between normal and
attack traffic. The training configuration used Adam optimization, binary cross-entropy, early
stopping, validation monitoring, class weighting, and a tunable decision threshold. The next
chapter presents the implementation environment, experimental results, Raspberry Pi deploy-

ment, and critical analysis of the proposed system.
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Implementation and Results

4.1 Introduction

This chapter presents the implementation, evaluation, and deployment results of the proposed
CNN-LSTM-based intrusion detection system. The previous chapter described the dataset
preparation, preprocessing strategy, model architecture, and training procedure. The present
chapter focuses on the practical outcome of this implementation, including the offline eval-
uation on the NSL-KDD test set and the real-time deployment of the trained model on a

Raspberry Pi-based experimental platform.

The evaluation follows two complementary directions. First, the trained model is assessed
using standard classification metrics, the confusion matrix, and the training/validation curves
obtained during the offline learning phase. Second, the trained model and its associated pre-
processing artifacts are transferred to the Raspberry Pi, where live network traffic is captured,
converted into NSL-KDD-style features, preprocessed, and classified in real time. This or-
ganisation makes it possible to evaluate not only the classification capacity of the model, but

also the feasibility of deploying the complete IDS chain on a low-cost embedded platform.

4.2 Experimental Environment

4.2.1 Hardware Components

The experimental platform was built to reproduce a small local area network in which normal
and abnormal traffic could be generated, captured, and analyzed under controlled conditions.
The testbed included a Cisco RV130 router, a TP-Link TL-SG108PE managed switch, a

Raspberry Pi 4, an Arduino Ethernet board, and two laptop computers.

The Cisco RV130 router acted as the network gateway. The TP-Link TL-SG108PE switch
provided wired connectivity between all devices and was configured to mirror traffic toward
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the Raspberry Pi. The Raspberry Pi 4 was used as the embedded deployment platform for
the trained IDS. It captured traffic from the mirrored switch port, extracted the required flow-
based features, applied the same preprocessing logic used during training, and performed

real-time classification.

The Arduino Ethernet board was used as a controlled traffic generator. In the implemented
code, the Arduino repeatedly sends HTTP GET requests to a target host in the local network.
Therefore, its role is to create reproducible abnormal or attack-like traffic for laboratory val-
idation. Since the traffic originates from a single source node, it should not be interpreted as

a true distributed denial-of-service attack.

Two laptops were also included in the platform. One laptop acted as a monitoring station
used to observe terminal outputs, alerts, and log files generated by the IDS. The other laptop
represented a legitimate client device and generated normal traffic inside the local network.

Switch TP-Link a o Router Cisco
TL-SG108PE Raspberry Pi Arduino Ethernet RV130
l A |
G Tkl
i |

e
Ul L

Cable Ethernet Cable USB Type C Cable Arduino
configuration

M::ll:;lﬂg — z Client Laptop
(IP: ‘]92',16:1 15) C2en CRCREmEnE= ru cm cycnenEmEaEs - (IP: 192.168.1.13)

Figure 4.1: Hardware components used to implement the experimental platform.

4.2.2 Network Topology

The devices were interconnected to form a local experimental network. The Cisco RV130
router was configured with the address 192.168.1.1 and served as the gateway. The TP-Link
managed switch acted as the central communication point and connected the Raspberry Pi,
the Arduino Ethernet board, the monitoring laptop, and the client laptop.

To enable passive monitoring, the switch was configured with port mirroring. A copy of the
traffic crossing the selected ports was forwarded to the Raspberry Pi, allowing the IDS to
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inspect packets without modifying or interrupting normal communications. This configura-
tion is suitable for IDS deployment because the monitoring device observes traffic passively

rather than acting as an inline gateway.

In the implemented testbed, the Raspberry Pi used the address 192.168.1.101, the monitoring
laptop used the address 192.168.1.15, the client laptop used the address 192.168.1.13, and the
Arduino Ethernet board used the address 192.168.1.100. Figure 4.2 illustrates the resulting

topology.

LAN IP: 192.168.1.1

‘ Cisco RV130 Router

TP-Link TL-SG108PE Switch
(L2 Managed Switch)

£ tp-link "’""""_"'-’"'""Z"'""“’*: Ba-d . = e

Arduino Ethernet
(Traffic Generator / Attacker)
IP: 192.168.1.100

Client Laptop
(Client / Test Device)
IP: 192.168.1.13

Meonitoring Laptop

(IDS System)
IP: 192.168.1.15

Raspberry Pi 4
IP: 192.168.1.101 ‘

IP Addressing Plan
Device Role IP Address Subnet Mask Gateway
Cisco RV130 Router (LAN) Gateway / Router 192.168.1.1 255.255.255.0 =
Raspberry Pi 4 (IDS) IDS / Monitor 192.168.1.101 255.255.255.0 192.168.1.1
Monitoring Laptop Menitoring / Management 192.168.1.15 255.255.255.0 192.168.1.1
Arduino Ethernet (Attacker) Traffic Generator / Attacker 192.168.1.100 255.255.255.0 192.168.1.1
Client Laptop Client / Test Device 192.168.1.13 255.255.255.0 192.168.1.1

Figure 4.2: Network topology used for the deployment and evaluation of the proposed intrusion
detection system.

4.2.3 Software Environment

The software implementation was divided into two main phases: an offline training phase
and an online deployment phase. The CNN-LSTM model was developed and trained in
Google Colab using Python, TensorFlow/Keras, and Scikit-learn. Google Colab was used
because it provides a convenient environment for dataset processing, model training, and

GPU-accelerated experimentation.

After training, the model and the preprocessing objects required during deployment were ex-
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ported. These artifacts were then transferred to the Raspberry Pi. During the online phase,
the Raspberry Pi used Python and Scapy to capture packets from the mirrored switch port.
The captured packets were grouped into flows, converted into NSL-KDD-style features, pre-
processed using the saved training artifacts, and then classified by the trained CNN-LSTM

model.
Table 4.1: Software tools and frameworks used in the proposed IDS implementation.

No. Software/Tool Purpose/ Description Role in the Project

1 Python High-level programming Used for dataset processing,

language. model training, evaluation,
and Raspberry Pi deploy-
ment.

2 TensorFlow Deep learning framework. Used as the computational
backend for training and
inference.

3 Keras High-level deep learning API. Used to define, train, save,
and load the CNN-LSTM
model.

4 Scikit-learn Machine learning and prepro- Used for encoding, scaling,

cessing library. feature selection, evaluation
metrics, and artifact export.

5) Google Colab Cloud-based notebook envi-  Used for the offline training

ronment. and evaluation phase.

6 Scapy Packet capture and manipula- Used on the Raspberry Pi to

tion library. sniff live packets from the
mirrored port.

7 Raspberry Pi OS  Operating system for Rasp-  Used as the execution envi-

berry Pi. ronment for the online IDS
script.

8 Visual Studio Code editor. Used to write and organize

Code the project source files.
9 Arduino IDE Arduino programming envi-  Used to program the Arduino

ronment.

Ethernet traffic generator.
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4.2.4 Developed Software Modules

The implementation relied on several project-specific files. The notebook Intrusion_Detection
(2).1pynb was used for exploratory experiments and preliminary comparisons be-
tween different intrusion detection approaches. The notebook model_cnn_1lstm
finalll.ipynb was retained as the final training notebook. It implements the com-
plete offline pipeline: loading the NSL-KDD data, cleaning and encoding the features,
standardizing numerical variables, selecting relevant features, training the CNN-LSTM

model, evaluating it, and exporting the artifacts required for deployment.

For the online phase, two Python scripts were considered. The first script, app . py, corre-
sponds to an initial real-time IDS prototype. It captures live traffic and computes a reduced
set of NSL-KDD-compatible features for classification. The second script, test_ids.py,
represents the improved deployment version. It loads the saved model and preprocessing
artifacts, reconstructs flow-based statistics from live packets, applies the same preprocessing
chain used during training, reshapes the input according to the CNN-LSTM model require-

ments, performs inference, and displays or logs the resulting decision.

The Arduino file sketch_finnal. ino generates repeated HTTP requests inside the local
network. This code is used to produce controlled traffic for validating the responsiveness of
the deployed IDS under abnormal traffic conditions.

Table 4.2: Main developed software files and their roles in the proposed IDS workflow.

File / Module Main Function Role in the Proposed System

Intrusion_DetectionExploratory notebook Preliminary experiments and compar-

(2).ipynb ison of several IDS approaches on
NSL-KDD.

model_cnn_1lstm Final training notebook Complete preprocessing, feature selec-

finalll.ipynb tion, CNN-LSTM training, evaluation,
and artifact export.

app.py Initial online IDS script First real-time packet capture and
feature extraction prototype.

test_ids.py Improved online IDS Flow tracking, reuse of saved prepro-

script cessing artifacts, real-time inference,

alert display, and CSV logging.
sketch_finnal.ino Arduino traffic generator = Generation of repeated HTTP request

traffic for controlled live testing.
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4.2.5 Integrated Software Pipeline

Figure 4.3 summarizes the complete software pipeline. The process starts with the NSL-
KDD dataset, continues with preprocessing and CNN-LSTM model training, and ends with
the deployment of the saved model on the Raspberry Pi. The same preprocessing objects
learned during the offline stage are reused during the online stage. This is an important
implementation point because the model can only produce meaningful predictions if the live

feature vector is transformed in the same way as the training data.

Preprocessing

NSL-KDD Dataset Training Notebook Cleaning CNN-LSTM Model
(KDDTrain + / KDDTest+) model_Istm_cnn_final.ipynb Label Encoding Training + Validation
Scaling

ANOVA + RFE

! !

Experimental Network Environment

Managed Switch
(Port Mirroring)

Saved Artifacts

model.h5
scaler.pkl

PC Client
(Normal ICMP
Traffic / Ping)

Arduino Ethernet Node
(DaS Attack Traffic)

| Raspberry Pi 4 IDS

I
I Mirrored Traffic (Packet Capture +
O e el o e e CNN-LSTM Inference)

Deployment Script

feature_columns.pkl

app.py
selected_features.pkl (Raspberry Pi 4)

encoders.pkl

Monitoring PC
(Traffic Monitoring
and Results)

b

Real-Time IDS Inference (on Raspberry Pi)
Outputs Packet Capture (Scapy)
Terminal Alerts Flow Reconstruction

Confidence Score Feature Extraction
Prediction (CNN-LSTM Model)

'

Operational Evaluation

Traffic Monitoring
Attack Detection
Performance Assessment

Figure 4.3: End-to-end software pipeline of the proposed IDS, from dataset preparation to online
deployment.

The exported artifacts include the trained CNN-LSTM model, the feature lists, the categor-
ical encoders, the scaler or preprocessing pipeline, the selected feature subset, and the label
encoder. During deployment, these files are loaded before packet capture starts. The online
script then applies the same transformations as the training notebook before submitting the
final feature vector to the model.

4.2.6 Roles of the Main Software Modules

Figure 4.4 illustrates the separation between the main software modules. The exploratory
notebook is used for experimentation, the final notebook generates the trained model and
preprocessing artifacts, the Arduino code generates controlled network traffic, and the Rasp-
berry Pi script executes the real-time IDS. This modular organisation improves reproducibil-
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ity because each file has a clearly defined role in the complete workflow.

model_cnn_|stm finalll.ipynb
Final training notebook: sketch_finnal.ino
feature selection, CNN-LSTM Arduino program used to generate
training, controlled HTTP traffic in the lab
evaluation and artifact export

Intrusion_Detection.ipynb
Exploratory experiments and
comparison
of ML/DL models on NSL-KDD

test_ids.py
Improved Raspberry Pi IDS:
artifact loading, robust flow tracking,
preprocessing pipeline and logging

- app.-py .

Initial Raspberry Pi online IDS:
packet capture, 20-feature
extraction
and model inference

Figure 4.4: Roles of the main software modules used throughout the project.

4.3 Classification Results

4.3.1 Overall Performance Metrics

The trained CNN-LSTM model was evaluated on the NSL-KDD test set using the metrics
introduced in the previous chapter. Table 4.3 summarizes the main classification results ob-

tained during the offline evaluation phase.

Table 4.3: Summary of classification performance metrics on the NSL-KDD test set.

Metric Value Interpretation

Accuracy 80.5% Percentage of correctly classified test samples.
Precision 96.8% Reliability of generated attack alerts.

Recall 68.0% Proportion of attacks correctly detected.
F1-score 79.9% Balance between precision and recall.

False positives 287 Normal samples incorrectly classified as attacks.

The results show that the proposed CNN-LSTM model provides a high precision of 96.8%.
This means that most alerts generated by the system correspond to attack samples, which is
important for practical intrusion detection because a high number of false alarms can reduce

administrator confidence in the system.

The recall value of 68.0% indicates that the model does not detect all attack samples. There-
fore, the model favors alert reliability more than maximum attack coverage. This behavior

can be useful in a monitoring context where false alarms must be limited, but it also shows
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that further improvements are possible, especially for attack classes that are difficult to dis-

tinguish from normal traffic.

4.3.2 Confusion Matrix Analysis

Figure 4.5 presents the confusion matrix obtained on the NSL-KDD test set.

Confusion Matrix

8000

- 6000

- 4000

- 2000

Predicted

Figure 4.5: Confusion matrix of the CNN-LSTM model on the NSL-KDD test set.

The confusion matrix confirms the behavior observed in the global metrics. The model cor-
rectly classified 9,424 normal samples as normal and detected 8,724 attack samples. Only
287 normal samples were incorrectly classified as attacks, which explains the high precision
obtained by the system.

However, 4,109 attack samples were classified as normal. These false negatives explain the
moderate recall value. From an operational point of view, this result means that the deployed
IDS produces reliable alerts, but it may miss some attack attempts. The decision threshold
can therefore be adjusted depending on the security policy. A lower threshold may increase
attack detection, while a higher threshold may reduce false alarms.

4.3.3 Training Performance Analysis

Figure 4.6 shows the training and validation accuracy and loss curves recorded during the
learning phase.
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Figure 4.6: Training and validation accuracy and loss curves of the proposed CNN-LSTM model.

The training and validation curves show that the CNN-LSTM model learned rapidly during
the first epochs and then stabilized. The validation performance remained close to the train-
ing performance, which indicates stable learning behavior during training. The use of early

stopping helped avoid unnecessary epochs and allowed the best model weights to be retained.

Nevertheless, the independent test performance was lower than the training and validation
performance. This difference is expected because the NSL-KDD test set contains unseen
and more challenging samples. Therefore, the test results provide a more realistic estimate
of the model behavior than the training or validation curves alone.

4.3.4 Comparison of Training, Validation, and Test Metrics

Figure 4.7 compares the training, validation, and test metrics.
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Figure 4.7: Comparison of training, validation, and test performance metrics of the proposed CNN-
LSTM model.

The comparison highlights a clear generalization gap between the training/validation sets

and the independent test set. While the training and validation metrics are very high, the
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final test accuracy is 80.5%. This confirms that the model was evaluated on more difficult
traffic patterns during testing. Despite this gap, the model preserved a high precision, which

remains an important advantage for real-time alert generation.

4.4 Comparison with Related Work

Table 4.4 compares the proposed CNN-LSTM model with selected deep learning-based IDS
studies using the NSL-KDD dataset [26, 32]. The comparison should be interpreted carefully
because differences in preprocessing, feature selection, train/test splits, model structure, and

decision thresholds can influence the reported metrics.

Table 4.4: Comparison of the proposed CNN-LSTM model with related intrusion detection ap-
proaches.

Study Method Dataset Accuracy Precision Recall F1-score
(%) (%) (%) (%)

Tang et al. Deep Learning  NSL-KDD  75.75 98.80 67.80 80.0

(2016) IDS

Jain et al. (2026) CNN-LSTM NSL-KDD  79.36 94.27 69.43 79.0

Our work CNN-LSTM NSL-KDD  80.5 96.8 68.0 79.9

The proposed model achieves competitive performance compared with the selected studies.
Its main advantage is the high precision value, which indicates a low false alarm tendency. In
addition, this work goes beyond offline evaluation by integrating the trained model into a real-
time Raspberry Pi deployment. This practical validation is important because it demonstrates

the transition from a trained model to an operational embedded IDS prototype.

4.5 Real-Time Detection on Raspberry Pi

4.5.1 Deployment Architecture

After training, the CNN-LSTM model and the preprocessing artifacts were transferred to the
Raspberry Pi. The deployment script loads these files before starting packet capture. The
main artifacts include the trained model file, the scaler or preprocessing pipeline, the feature

column list, the selected feature subset, the categorical encoders, and the label encoder.

The real-time detection chain consists of four main stages. First, Scapy captures packets
received from the mirrored switch port. Second, packets are grouped into flows and converted
into numerical and categorical statistics similar to the features used in NSL-KDD. Third, the
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same preprocessing operations used during training are applied to the live feature vector.
Finally, the feature vector is reshaped according to the input format required by the CNN—
LSTM model and classified as normal or attack.

Threshold
Min pkts
Promis

Loading model: /home/z
Model loaded.
feature_columns
selected_feature

, 'categorical_columns', "scaler', 'kbest', 'rfe', 'selected_features']

CONF PROTO SRC

Figure 4.8: Initialization of the IDS application and loading of the trained CNN-LSTM model on the
Raspberry Pi.

Figure 4.9 presents the real-time processing flow executed on the Raspberry Pi. The improved
script is based on flow reconstruction rather than isolated packet classification. This is more
consistent with the NSL-KDD representation, since many features describe connection-level
behavior instead of individual packets.
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Figure 4.9: Real-time detection flow executed on the Raspberry Pi.

4.5.2 Online Experimental Workflow

The online experiment is summarized in Figure 4.10. Normal traffic was generated by the
client laptop, while the Arduino Ethernet board generated repeated HTTP request traffic. All
traffic passed through the router and switch. The switch mirrored a copy of the traffic to
the Raspberry Pi, where the IDS analyzed the flows in real time and produced classification

outputs.
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Figure 4.10: Experimental workflow used for live traffic generation, monitoring, and evaluation.

This workflow validates the complete deployment chain implemented in the code: packet
capture, flow reconstruction, feature extraction, preprocessing, model inference, alert display,
and result logging. It also shows that the Raspberry Pi can execute the trained model in a live

monitoring scenario.

4.5.3 Detection of Normal Traffic

Normal ICMP traffic was generated between devices in the local network. The deployed IDS
analyzed the captured packets, reconstructed the corresponding flow statistics, and classified
the observed traffic as normal. This result confirms that the system can process legitimate

traffic without systematically producing alerts.

The decision threshold used during offline experiments was set to 0.30. In the deployment
script, this threshold can be configured depending on the desired security policy. When the
predicted attack probability remains below the selected threshold, the flow is reported as

normal. When it exceeds the threshold, the IDS generates an attack alert.
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Figure 4.11: Normal traffic correctly identified by the deployed IDS.

4.5.4 Detection of Abnormal Traffic

To evaluate the response of the IDS to suspicious traffic, the Arduino Ethernet board gen-
erated repeated HTTP GET requests toward a local target. The Raspberry Pi captured the
mirrored traffic, reconstructed the flow features, and submitted them to the CNN-LSTM
model. The deployed IDS generated attack alerts when the prediction confidence exceeded

the configured decision threshold.

The alerts displayed during the experiment showed high confidence values for abnormal traf-
fic, with several detections reported in the upper part of the decision range. This confirms
that the complete online chain operated correctly: the system captured live traffic, extracted
the required features, reused the training preprocessing artifacts, executed model inference,

and displayed the resulting decision in real time.
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Figure 4.12: Real-time detection of abnormal network traffic generated during the laboratory exper-
iment.

4.6 Critical Analysis

The obtained results show that the proposed CNN-LSTM IDS provides reliable alert gener-
ation, with a precision of 96.8% and only 287 false positives on the NSL-KDD test set. This
is an important advantage because intrusion detection systems must avoid overwhelming ad-
ministrators with excessive false alarms.

The feature selection process also contributed to the practical implementation of the system.
Reducing the original NSL-KDD feature space to a selected subset decreased the input dimen-
sionality and simplified the deployment pipeline. This is particularly useful for the Raspberry
Pi, where computational resources are more limited than in a cloud training environment.

However, the recall value of 68.0% shows that the model still misses some attacks. This
limitation is visible in the number of false negatives observed in the confusion matrix. Future
work should therefore investigate threshold adjustment, class balancing, alternative feature

selection methods, and more recent datasets to improve attack coverage.

Another important limitation is related to the dataset itself. NSL-KDD is widely used in
intrusion detection research, but it does not fully represent modern network traffic or recent
attack strategies. For this reason, future validation should include datasets such as UNSW-
NB15, CICIDS2017, or CSE-CIC-IDS2018.
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The real-time deployment also has practical limits. The Raspberry Pi experiment confirms
the feasibility of embedded IDS operation, but additional measurements are needed to charac-
terize performance more completely. Future experiments should include CPU load, memory
consumption, packet processing delay, throughput, and longer monitoring periods with more

diverse traffic.

4.6.1 Practical Interpretation of the Results

From an operational perspective, the system is well suited for scenarios where alert reliability
is important. The high precision means that most generated alerts are meaningful. However,
the moderate recall means that the system should not be considered a complete security so-

lution by itself. It should be integrated as one component of a broader monitoring strategy.

The configurable threshold is also important. A lower threshold may increase the number
of detected attacks but can produce more false alarms. A higher threshold may reduce false
alarms but can miss more attacks. Therefore, the threshold should be selected according to

the risk level and administrative capacity of the target environment.

4.7 Conclusion

This chapter presented the implementation, evaluation, and Raspberry Pi deployment of the
proposed CNN-LSTM intrusion detection system. The model was trained and evaluated on
the NSL-KDD dataset, then exported with its preprocessing artifacts for real-time deploy-

ment.

The offline evaluation produced an accuracy of 80.5%, a precision of 96.8%, a recall of
68.0%, and an F1-score of 79.9%. These results show that the model generates reliable attack
alerts while maintaining a moderate attack detection rate. The confusion matrix confirmed

the low false positive count and also highlighted the presence of false negatives.

The real-time experiment demonstrated that the trained model can be deployed on a Rasp-
berry Pi. The online script captured mirrored traffic, reconstructed flow-based features, ap-
plied the saved preprocessing chain, executed CNN-LSTM inference, and generated normal
or attack decisions. The Arduino Ethernet board was used as a controlled HTTP traffic gen-

erator to evaluate the responsiveness of the system under abnormal traffic conditions.

Overall, the proposed system demonstrates the feasibility of implementing a deep learning-
based IDS on a low-cost embedded platform. Although further validation is required using
more recent datasets and more diverse live traffic, the implementation confirms that the de-
veloped CNN-LSTM model can be integrated into a practical real-time intrusion detection

workflow.
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This thesis studied the design, evaluation, and deployment of a deep learning-based anomaly
detection system for enterprise networks. The work was motivated by the increasing com-
plexity of modern infrastructures and by the limitations of traditional intrusion detection
mechanisms when facing unknown attacks, heterogeneous traffic, and nonlinear relation-

ships between network features.

The first part of the thesis established the technical context. Enterprise networks were pre-
sented as heterogeneous infrastructures combining LANs, VLANs, WANs, VPNs, hierar-
chical campus architectures, and spine—leaf data-center architectures. The analysis showed
that anomalies may originate from malicious activities, but also from operational causes such
as configuration errors, failures, congestion, or unusual legitimate usage. This observation
is important because it explains why intrusion detection cannot rely only on simple traffic
thresholds.

The second part introduced the deep learning concepts required for the proposed approach.
Neural networks, CNNs, RNNs, LSTMs, activation functions, loss functions, and evaluation
metrics were described with emphasis on their role in intrusion detection. The CNN-LSTM
architecture was selected because it combines two complementary mechanisms: convolu-
tional layers learn local feature patterns, while LSTM layers model dependencies across the

learned representation.

The experimental methodology was based on the NSL-KDD dataset. The data were cleaned,
encoded, scaled, and reduced from 41 original features to 20 selected features using a two-
stage feature-selection approach. The model was trained with binary cross-entropy and Adam
optimization, and its performance was evaluated using accuracy, precision, recall, F1-score,
and confusion matrix analysis. This multi-metric evaluation was necessary because accuracy

alone is not sufficient for judging an IDS.

The obtained test results showed that the proposed model reached an accuracy of 80.5%,
a precision of 96.8%, a recall of 68.0%, and an F1-score of 79.9%. These values indicate
that the system generated reliable alerts with a low false-positive tendency. However, the
moderate recall shows that a portion of attacks remained undetected. This result highlights
a central trade-off in intrusion detection: a model can be configured to produce fewer false

alarms, but this may reduce its sensitivity to some attacks. The decision threshold must
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therefore be chosen according to the security policy of the target environment.

A major practical contribution of the thesis is the deployment of the trained model on a Rasp-
berry Pi platform. The embedded demonstrator integrated packet capture, preprocessing,
feature reconstruction, model inference, and alert generation. This experiment confirmed the
feasibility of running a deep learning-based IDS on low-cost hardware in a controlled local
network. It also showed that a complete IDS project requires more than an offline classifica-

tion score; it requires a consistent chain from dataset preparation to operational inference.

Despite these contributions, several limitations remain. The NSL-KDD dataset is useful for
benchmarking, but it is old and does not fully represent modern traffic, encrypted flows, cloud
services, [oT environments, or recent attack techniques. Moreover, the binary classification
used in this work does not distinguish between attack families. The online experiments were
also performed in a controlled laboratory environment and should be extended to longer and

more diverse traffic captures.

Future work should therefore focus on several directions. First, the model should be evaluated
on more recent datasets such as CICIDS2017, CSE-CIC-IDS2018, UNSW-NB15, or other
flow-based datasets. Second, multiclass classification should be implemented to identify at-
tack categories instead of only separating normal and malicious traffic. Third, the decision
threshold should be optimized according to the desired balance between precision and re-
call. Fourth, deployment tests should include CPU load, memory usage, packet-processing
latency, throughput, and robustness under continuous operation. Finally, explainability meth-
ods could be integrated to help administrators understand which traffic features contributed

most to each alert.

In conclusion, this thesis demonstrates that a hybrid CNN-LSTM model can provide a practi-
cal and effective basis for anomaly detection in enterprise networks. The work also confirms
that embedded deployment is feasible when preprocessing artifacts and model components
are carefully exported and reused. The proposed system is not a final industrial IDS, but it
represents a coherent prototype that connects theoretical modeling, benchmark evaluation,

and real-time implementation.
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