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Abstract

Abstract

In recent decades, the world has witnessed a significant increase in connectivity due
to the widespread adoption of the Internet of Things (IoT), cloud, and fog computing.
These technologies have revolutionized data collection, processing, and storage. Fog
computing, designed to reduce latency and enable local data preprocessing, addresses
some limitations of centralized cloud computing. However, it faces significant
challenges in ensuring data privacy and security, being vulnerable to cyber-attacks.
To fully benefit from fog computing, robust security and privacy techniques must be
implemented.

In this thesis, we propose two contributions that utilize various technologies.
Given the diverse privileges of users accessing fog networks, our first contribution
involves the adoption of an Adaptive Neuro-Fuzzy Inference System (ANFIS) within
Software-Defined Networking (SDN). This approach aims to detect and mitigate Syn
flood Distributed Denial-of-Service (DDoS) attacks in fog computing networks. In
our second contribution, we present a Federated Learning-Based Intrusion Detection
System (IDS) approach specifically designed for IoT-enabled smart healthcare systems.
This approach uses decentralized identifiers (DID) and verifiable credentials (VC) to
facilitate user authentication.

Through experiments conducted on securing the fog-enabled IoT network, Our
proposed solution combines IDS and SDN capabilities, using machine learning to
provide robust security and preserve user privacy in fog computing environments.
Experimental findings demonstrate the effectiveness of this integrated approach in
balancing strong security measures and user privacy preservation.

Keywords: Security and Privacy, IoT, Fog computing, SDN, IDS, Deep Learning,
Blockchain, SSI, DID, VC.
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Résumé

Résumé

Au fil des dernières décennies, la connectivité mondiale a connu une croissance
importante grâce à l’adoption massive de l’Internet des objets (IdO), de l’informatique
en nuage et de en périphérie (fog computing). Ces technologies ont révolutionné
la collecte, le traitement et le stockage des données. L’informatique en périphérie,
conçue pour réduire la latence et permettre le prétraitement local des données, adresse
certaines limitations de l’informatique en nuage centralisée. Cependant, elle fait face
à des défis importants pour garantir la confidentialité et la sécurité des données,
étant vulnérable aux cyberattaques. Pour bénéficier pleinement de l’informatique en
périphérie, des techniques robustes de sécurité et de confidentialité doivent être mises
en œuvre.

Dans cette thèse, nous proposons deux contributions qui utilisent différentes
technologies. Compte tenu des privilèges divers des utilisateurs accédant aux
réseaux en brouillard, notre première contribution implique l’adoption d’un système
d’inférence floue adaptatif neuro-fuzzy au sein d’un réseau défini par logiciel (SDN).
Cette approche vise à détecter et à atténuer les attaques par déni de service distribué
(DDoS) de type Syn flood dans les réseaux d’informatique en brouillard. Dans
notre deuxième contribution, nous présentons une approche de système de détection
d’intrusions (IDS) basée sur l’apprentissage fédéré spécifiquement conçue pour les
systèmes de santé intelligents activés par IdO. Cette approche utilise des identifiants
décentralisés (DID) et des attestations vérifiables (VC) pour faciliter l’authentification
des utilisateurs.

Grâce aux expériences menées sur la sécurisation du réseau IdO activé par
brouillard, notre solution proposée combine les capacités des IDS et du SDN, en
utilisant l’apprentissage automatique pour fournir une sécurité robuste et préserver
la confidentialité des utilisateurs dans les environnements de l’informatique en
brouillard. Les résultats expérimentaux démontrent l’efficacité de cette approche
intégrée dans l’équilibre entre des mesures de sécurité solides et la préservation de
la confidentialité des utilisateurs.

Mots-clés: Sécurité et confidentialité, IdO, Informatique en brouillard, SDN, IDS,
Apprentissage profond, Blockchain, SSI, DID, VC.
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General Introduction

General Introduction

The Internet of Things (IoT) has transformed several industries, showing a new era

of interconnected devices and data-centric applications. This proliferation of IoT

technologies has resulted in extensive data sets that necessitate efficient processing

and management. While effective for centralized data processing, traditional

cloud computing architectures face challenges such as high latency, particularly for

applications requiring real-time responsiveness.

In response to these limitations, researchers have introduced the fog computing

paradigm as a promising solution. Fog computing expands upon the capabilities

of cloud computing by dispersing data processing tasks and relocating computing

resources nearer to the network’s edge, where IoT devices are located. This approach

reduces latency and conserves bandwidth, making it ideal for IoT applications that

require real-time data processing and decision-making.

Nevertheless, despite the advantages of fog computing, it also presents new

challenges, particularly in security. IoT devices, characterized by their constrained

computing resources and inherent vulnerabilities, are susceptible to exploitation by

malicious actors. This susceptibility introduces risks such as unauthorized access, data

breaches, and service disruptions, which can significantly impact the reliability and

security of IoT applications.
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Problem statement

The increasing use of Internet of Things (IoT) applications needs real-time data

processing and decision-making at the network edge. While fog computing addresses

cloud computing’s latency issues by bringing computational resources closer to

devices, the inherent limits of IoT devices (limited processing power, storage, and

battery life) pose a significant challenge: How can we ensure the security of

fog computing and IoT devices to guarantee the sustainability and uninterrupted

functioning of IoT applications?

Thesis motivation and objectives

The widespread adoption of connected devices within the Internet of Things

(IoT) revolution has left a profound impact on our daily routines, resulting in a

substantial data flow that requires rapid processing. However, these IoT devices are

intrinsically constrained, making them vulnerable to exploitation by malicious entities.

Furthermore, deficient security and privacy protocols can endanger users by exposing

sensitive data or permitting unauthorized entry into IoT devices or systems.

To confront this multifaceted challenge, there is a pressing need for a

comprehensive strategy that integrates fog computing with advanced security

measures to strengthen IoT networks against potential threats while simultaneously

facilitating efficient data processing.

The aims of this thesis are divided into two categories: theoretical and technical.

• Theoretical objectives encompass the following points:

1. Examination of security and privacy requirements and challenges is

conducted.
2. Description of security attacks within fog computing for IoT systems is

provided.
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3. An evaluation of existing security and privacy techniques is undertaken.

• Technical objectives encompass the following points:

1. A lightweight security framework is designed for integration into fog

computing for IoT systems.
2. Detection and mitigation of SYN Flood DDoS attacks in fog computing are

achieved through an adaptive neuro-fuzzy inference system, by leveraging

software-defined networking.
3. A novel Secure and Authenticated Federated Learning-based Network

Intrusion Detection System framework is developed, incorporating

Blockchain for fog-IoT enabled smart healthcare systems.
4. Secure federated learning is achieved by using a blockchain-based

Self-Sovereign Identity (SSI) model for client authentication.

Thesis Outline & Contributions

This thesis deals with security and privacy problems and is made up of two main parts:

1. LITERATURE REVIEW:

It is structured into three chapters, with each chapter containing an introduction to

the defined problem and a thorough review of pertinent literature. The outline is as

follows:

• Chapter 1: begins by introducing the fundamental concepts of cloud computing,

fog computing, and the Internet of Things (IoT). Subsequently, it highlights the

importance of security and privacy within fog computing for IoT systems.

• Chapter 2: Security and privacy issues are examined in detail, encompassing

a wide spectrum of concerns. The chapter delves into the identification and

analysis of the most significant potential attacks within fog computing for IoT

systems.
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• Chapter 3: provides an introduction to various security and privacy techniques

essential for understanding the following sections of this thesis. In addition, it

includes a comprehensive review of related work in the field.

2. SCIENTIFIC CONTRIBUTIONS:

We initiate the presentation of solutions and contributions to our research field, which

are delineated across two chapters as follows:

• Chapter 4: introduces the first contribution, a novel approach (FASA) to tackle

TCP-SYN Flood DDoS attacks within fog computing environments. These

attacks, often launched using botnets, overwhelm servers with incomplete

connection requests, hindering legitimate users. FASA utilizes an adaptive

neuro-fuzzy inference system (ANFIS) to classify network traffic for real-time

mitigation with the help of Software Defined Networking (SDN). The model,

trained on a recent dataset (CICDDoS2019), demonstrates high accuracy and low

false positives in differentiating normal and malicious packets. This translates

into a secure and reliable SDN controller that safeguards the availability of fog

service.

• Chapter 5: we introduce a proposal for a secure and Authenticated Federated

Learning-based Network Intrusion Detection System in Fog-IoT-enabled Smart

Healthcare Systems, known as SA-FLIDS. Our research aims to detect and

mitigate cyber attacks on IoMT by leveraging the capabilities of fog computing

to improve data privacy preservation and minimize communication overhead,

while addressing vulnerabilities intrinsic to decentralized learning paradigms.

This is achieved by leveraging a blockchain-based Self-Sovereign Identity

(SSI) model for client authentication. Through performance evaluation, we

demonstrate that SA-FLIDS is able to detect attacks on the Internet of Medical

Things (IoMT) network while meeting requirements for privacy preservation,

scalability, and sustainability.
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In the concluding stage, we provide a general conclusion to the entirety of the

thesis, along with insights into future work derived from this research.
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1.1 Introduction

The proliferation of interconnected devices has led to a significant increase in data

generation, posing latency and real-time analysis challenges. Cloud computing has

become the essential solution to address these issues. Although cloud computing

provides powerful network resources, concerns about data privacy, security, and

network latency make direct attachment of various objects challenging. This has

resulted in the emergence of fog computing, which extends cloud computing to the

network edge. Fog computing brings computational capabilities closer to IoT devices,

enabling real-time processing with low latency. Additionally, fog computing offers

mobility support, location awareness, and decentralized infrastructure, with enhanced

security compared to cloud computing due to its local data storage infrastructure.

The primary objective of this introductory chapter is to lay the groundwork for the

Literature Review section and the thesis as a whole. Beginning with fundamental

concepts, we offer an overview of fog computing, cloud computing, and Internet of

Things (IoT) technologies. In addition, we emphasize the architecture, advantages

of fog computing and the diverse applications of the IoT. Subsequently, the chapter

delves into the significance of security and privacy in fog computing for IoT. Finally,

we conclude the chapter with a summary of its key points.

1.2 Background knowledge

This section presents the foundation for our research proposal by introducing the

key technologies that power it: cloud computing, fog computing, and the Internet of

Things (IoT). Moreover, IoT acts as a vast network of connected devices across various

sectors, holding immense potential to revolutionize industries, improve efficiency, and

ultimately enhance our quality of life.
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In addition, fog computing plays a vital role in this process. By providing

a decentralized layer of processing closer to these devices, it complements the

capabilities of cloud computing. Consequently, this synergy enables the development

of efficient and scalable IoT applications.

1.2.1 Cloud Computing

In recent years, cloud computing has become a powerful and efficient paradigm that

has revolutionized the way computing resources are accessed. This model allows

users to tap into a shared pool of configurable resources – networks, storage, and

even software – on-demand via a convenient network connection. These resources can

be quickly provisioned and released with minimal administrative burden, eliminating

the need for initial investment in expensive equipment. Consequently, users gain the

flexibility to dynamically scale their resource needs, paying only for what they use.

Moreover, cloud computing empowers mobility by allowing access to these resources

from anywhere, anytime, as long as there’s an internet connection.

According to [1], cloud computing environments are defined by five key

characteristics:

• Self-service on-demand: Customers can independently and automatically

provision computing resources, such as server time and storage space, without

needing human intervention from the cloud provider.

• Broad network access: Cloud computing services are available over a network

and accessible via standard mechanisms by a wide range of client platforms

(heterogeneous), including mobile devices, tablets, laptops, and workstations.

• Resource pooling: is the process of pooling computing resources to serve several

users utilizing a multi-tenant architecture. This allows dynamic assignment and

reassignment of resources based on consumer demand.
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• Rapid elasticity: The capabilities available can scale rapidly both up and down

(outward and inward) in response to demand. Users are given the impression

that resources are boundless and can be used whenever needed.

• Measured service: Cloud systems provide transparency of resource usage for

both providers and consumers. This is achieved through monitoring tools that

enable tracking and control of resource utilization.

In the realm of cloud computing, we can discern two primary models [1]:

1. Service model: This model encompasses three types of services:

• Software as a Service (SaaS): is the core kind of cloud computing that

involves the deployment of certain programs such as enterprise resource

planning, customer relationship management, Google Docs, and so on.

• Platform as a Service (PaaS): In this structure, the cloud provides a platform

for users to create, deploy, and manage apps. PaaS offerings include Google

App Engine, IBM BlueMix, and Apache Stratos.

• Infrastructure as a Service (IaaS): IaaS serves as the core cloud service,

providing customers with pre-configured physical resources via a virtual

interface. IaaS, in contrast to PaaS and SaaS, excludes any applications

or operating systems. EC2 from Amazon, IBM SoftLayer, and Google’s

Compute Engine are all examples of IaaS services.

2. Deployment model: Cloud computing may be characterized based on its

deployment model, which includes:

• Public Cloud: This sort of cloud hosting provides services via a network

that is accessible to the public.

• Private Cloud:It is also referred to as an internal cloud because it operates

within a secure environment managed by a specific organization.

• Hybrid Cloud: Combining two or more cloud servers, such as private and

public clouds, while maintaining them as separate entities.
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• Community Cloud: In this paradigm, infrastructure can be shared by

numerous companies from the same community that share similar issues,

including security, compliance, and authority.

1.2.2 Limitations of Cloud Computing

While cloud computing provides considerable advantages, it is not exempt from

drawbacks [2]. Various technical and legal factors lead certain companies to steer clear

of cloud-based solutions for these reasons [3]:

• Data security: In recent years, there have been notable cases of extensive data

breaches in iCloud storage, where the iCloud accounts of numerous celebrities

were compromised, resulting in the unauthorized release of their private photos.

This represents a significant drawback of the cloud, entrusting your data to

online storage exposes it to potential breaches. This concern is a primary factor

that deters many companies from transitioning to the cloud, despite its success.

• Downtime: While most cloud IT services are typically available 24/7, occasional

downtime can occur, either due to planned maintenance or, as mentioned

previously, limitations imposed by service providers. During such periods,

services become temporarily inaccessible.

• Limited control: Users frequently have less control regarding their assets in the

cloud system.

• Network dependency: Another significant drawback of cloud computing is its

reliance on internet connectivity. A stable and reliable Internet connection is

essential for seamless operation.

• Latency: Emerging applications in the IoT domain demand high real-time

responsiveness. However, the traditional cloud computing model involves

transmitting data to centralized data centers and waiting for a response, leading

to increased system latency. For instance, high-speed autonomous vehicles
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necessitate response times in milliseconds. Deviations from expected latency

thresholds due to network issues can have severe consequences.

1.2.3 Fog Computing

Cloud computing has dominated the computing landscape, but a new approach called

fog computing is emerging to extend its reach. Introduced by Cisco in 2012 and further

refined by the OpenFog Consortium (OFC) [4], fog computing falls under the umbrella

of edge computing. Edge computing aims to bring applications and services closer to

the network’s edge, where devices reside. This approach offloads certain tasks like

processing, caching, and data aggregation from the cloud to devices at the network

edge. As a consequence, Fog computing provides a more effective time to respond to

applications and services [5]. Fog computing operates on a foundation of several key

characteristics that define its functionality as illustrated in Figure 1.1:

• Contextual location awareness and minimal latency: Fog computing emerged

from the idea of empowering devices at the network’s edge with advanced

services. This focus on the "edge" makes it perfect for applications that demand

minimal latency, such as real-time gaming, high-fidelity video streaming, and

augmented reality. When fog nodes are placed closer to users, data processing

and response times are significantly faster compared to relying on distant cloud

servers. This ability to crunch data locally translates to real-time interactions, a

critical factor for applications sensitive to delays or timing constraints.

• Geographic dispersion: Fog computing shines compared to cloud computing

when it comes to services and applications needing large-scale deployments.

This is because the strength of the fog lies in its geographical distribution.

Imagine high-quality streaming services for mobile vehicles – strategically placed

fog nodes along highways, acting as proxies and access points, ensuring reliable

delivery by processing and caching content closer to the vehicles.
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• Scalability and mobility support: Fog computing excels at supporting mobile

devices efficiently. This is because many fog applications require seamless

communication with devices on the move, necessitating built-in mobility

support.

• Heterogeneity: The power of fog computing lies in its distributed nature. Fog

nodes exist in a variety of forms and sizes, distributed across a wide range of

situations. However, this distribution itself creates a challenge of heterogeneity.

Not only do fog nodes vary, but end-user devices themselves can have different

communication protocols and capabilities. Designing systems that can effectively

accommodate this heterogeneity is crucial for a successful implementation.

• Interoperability and federation: Smooth delivery of services such as real-time

video streaming relies on collaboration between different fog providers. This

necessitates two key capabilities: interoperability and federation. On one

hand, fog components from various vendors need to seamlessly work together.

services themselves must be federated, allowing them to function across different

domains.

1.2.4 Architecture of Fog Computing

Building on a well-established three-layer foundation, the fog computing architecture

adopts a hierarchical structure [5],[6], as depicted in Figure 1.2. This three-layer

hierarchy consists of the following:

1. IoT/User Layer: This layer acts as the closest point of contact between the

end-user and the physical world. Imagine a vast network of geographically

distributed devices, sensors, smartphones, smart vehicles, and more. These

devices form the backbone of this layer and act as the eyes and ears of fog. Their

primary function is to detect and collect data on the surrounding environment,

capturing characteristics of physical objects or events.
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Figure 1.1. Characteristics of Fog Computing.

The acquired data is subsequently transferred to higher levels of the fog

architecture for additional processing as well as storage.

2. Fog Layer: This layer, located at the network’s perimeter, is made up of many fog

nodes, which include routers, gateways, switches, access points, and fog-specific

servers. These fog nodes are widely spread in a variety of locales, including

shopping malls, bus terminals, streets, parks, and more, bridging the gap

between the devices themselves and the data center. They might be fixed in

permanent locations or mobile on moving carriers. End-user devices can easily

communicate with fog nodes to get into resources. These nodes are capable

of computing, transmitting, and temporarily storing the information gathered,

allowing for smooth operations.

3. Cloud Layer: The cloud layer is made up of several powerful storage and server

equipment that provide a variety of application support such as smart homes,

connected vehicles, smart factories, and more. With its powerful computer and
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storage capabilities, it allows for comprehensive computational analysis and the

permanent storage of massive volumes of data.

Figure 1.2. Fog Computing Architecture [6].

1.2.5 The Internet of Things (IoT)

is the network of sensing and actuating devices that allows information to be shared in

a single framework. This enables massive sense, processing of data, and information

presentation by using widespread sensors and computing power in the cloud. IoT

enables creative applications by creating a shared operational perspective [7].

As presented by the Radio Frequency Identification (RFID) research group, the IoT

represents the global network of interconnected objects that can be uniquely addressed

via standard communication protocols. Similarly, the European IoT research project

cluster defined it as a network in which things actively engage in social processes,

information sharing, and interactions [8]. Objects may interact and communicate with

one another, as well as their surroundings, in this network. Through or without direct

human interaction, they may communicate data and information, react independently

to events in the actual world, affect how procedures are carried out, start activities, and

provide services [9].
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Regardless of specific definitions, IoT technologies fundamentally involve three

paradigms: middleware, oriented objects, and oriented semantics. The usefulness

of IoT emerges in application domains where these three paradigms intersect, as this

technology fusion enables solutions not possible through individual paradigms alone.

Such multidisciplinary delimitation is necessary due to operationalizing IoT across

interdisciplinary contexts.

1.2.5.1 IoT Applications

The broad adoption of IoT has the potential to have significant social, environmental,

and economic implications. Various IoT-based ideas, including mobility, smart homes

and buildings, smart grids, public safety and environmental monitoring, medical

and healthcare, industrial manufacturing, agriculture and cultivation, and individual

lifestyles, provide multiple benefits and are integrated into our everyday lives. We

now rely significantly on these programs, realizing their importance and the benefits

they offer [10]. IoT offers many applications that greatly enhance people’s daily lives

and activities. Figure 1.3 provides potential examples of these IoT applications [11].

• Smart Home: Smart Homes: This idea entails installing a network of smart

gadgets (such as smart locks, baby monitors, and fire alarms) across a home that

interacts locally over wireless channels. A home gateway allows you to access

your home gadgets remotely.

• Smart Healthcare: Smart healthcare: This program facilitates the gathering,

exchange, and storing of patient medical information. Medical sensors, for

example, can monitor the pulse of a patient and send it to a hospital computer

for diagnosis and monitoring.

• Smart Grid: Smart grid is a typical Internet of Things application that measures,

monitors, and manages power use. It provides effective and dependable

electricity management, encourages energy conservation, and lowers power grid

issues and failures.
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Figure 1.3. IoT Applications [12].

• Smart Transportation: Smart transportation includes a significant number of

cars that may interact with one another (vehicle-to-vehicle), with infrastructure

(vehicle-to-infrastructure), and with pedestrians (vehicle-to-pedestrian) via

wireless connectivity. Smart cars can monitor traffic, adjust speed, and

communicate data to ensure efficient and safe travel.

• Smart Agriculture: This application enables remote management of a variety

of environmental elements comprising temperature, humidity, irrigation, soil

moisture, and microclimate conditions to improve productivity and quality while

minimizing costs. Sensors can also be fitted to cattle to monitor their activity and

health.

• Smart Industry (IIoT):The Industrial (IIoT) uses machine technology to automate

production operations with minimum human interaction. IIoT strives to increase
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control over the manufacturing process and data management, as well as to solve

challenges that will result in efficient and dependable end-products.

• Smart Retail: This program is for tracking merchandise in factories as well as

while in transit. Sensors can be placed on retail products to track their status.

Intelligent retail systems have been created to give better service to customers

and attract more business.

1.3 Importance of Security and Privacy in Fog Computing

for IoT

Security and privacy are paramount in fog computing for IoT, owing to several critical

key reasons [5]:

1. Data Protection: Fog computing remains the analysis and storing of sensitive

information at the network edge, closer to IoT devices. This closeness heightens

the danger of data breaches, illegal access, and data tampering. Implementing

strong security measures helps to ensure data integrity, confidentiality, and

availability [13].

2. Threat Landscape: The interconnectivity of IoT devices and the increasing

number of connected objects create a vast attack surface. Fog computing

environments are susceptible to various security threats, including malicious

software, distributed denial-of-service (DDoS) attacks, and unauthorized access

operations. By prioritizing security, potential risks can be mitigated to maintain

the integrity and functionality of the IoT ecosystem [14].

3. Privacy Preservation: IoT devices capture significant volumes of private and

sensitive data, including health data, location, and user activity patterns.

Privacy concerns occur when this data is transferred, processed, and stored

in fog computing settings. Ensuring privacy protection mechanisms, such as
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anonymization, encryption, and user permission, contributes to user trust and

compliance with privacy rules [14].

4. Trust and Reliability: Fog computing systems rely on trust among connected

devices, fog nodes, and the resources of the cloud. Establishing trust requires

secure authentication, secure communication protocols, and trust management

mechanisms. By ensuring the security and privacy of fog computing systems,

trust can be nurtured, leading to increased reliability and confidence in the IoT

ecosystem [14].

5. Real-Time Decision Making: Fog computing allows real-time data processing

and decision-making at the network edge. Security breaches or privacy violations

can disrupt these critical operations, resulting in delays, incorrect decisions, or

compromised system performance. Robust security and privacy safeguards are

essential to maintain the integrity and reliability of real-time IoT applications [15].

6. Regulatory Compliance: Fog computing necessitates compliance with privacy

and data protection requirements, encompassing the General Data Protection

Regulation (GDPR), the Health Insurance Portability and Accountability Act

(HIPAA), and others. Following best practices in security and privacy aids

organizations in fulfilling legal obligations and mitigating potential legal and

financial repercussions [16].

Neglecting the importance of security and privacy in fog computing can result in

severe consequences and Cyberattacks can halt critical tasks, leading to financial losses

and endangering safety. By prioritizing security and privacy measures, we can release

the complete potential of fog computing. This approach ensures the protection of

critical data, upholds user privacy, and fosters a secure and ethically connected future.

1.4 Summary

In this chapter, we have discussed the essential ideas of cloud computing, fog

computing, and IoT technology. Furthermore, we highlighted the crucial relevance
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of security and privacy in fog computing for IoT.

However, the dispersed nature of fog computing creates significant security issues.

To properly address these issues, the next chapter looks into the broad security and

privacy problems and requirements for fog computing-enabled IoT applications.
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2.1 Introduction

This chapter delves into the critical security and privacy challenges that hinder the

successful deployment of fog computing for IoT applications. We thoroughly examine

the most recent research in this field, leveraging crucial ideas and principles to

lay a strong groundwork for the security and privacy approaches we will present

subsequently.

2.2 Security Issues in Fog Computing for IoT

Indeed, while fog computing delivers various advantages, such as reduced latency,

improved bandwidth efficiency, and enhanced reliability, it also introduces its security

challenges. These challenges derive from the distributed nature of fog computing,

the heterogeneity of devices and systems involved, and the increased attack surface

resulting from the proximity of computing resources to the edge of the network.

Hence, it is imperative not to overlook examining security attacks, prerequisites, and

mitigation strategies [17].

2.2.1 Security Requirements

The following subsection outlines the essential security requirements for fog-enabled

IoT [18], as shown in Figure 2.1:

• Confidentiality: Ensure that sensitive data is only accessible to authorized users

and entities throughout the fog computing network.

• Integrity: Ensure the accuracy and trustworthiness of the data and computations

performed within the fog network, preventing unauthorized modifications or

tampering.
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• Availability: Ensure that fog resources and services are available and accessible to

legitimate users, even in the face of cyberattacks or system failures.

• Authentication: Verify the identities of users, devices, and services that access

fog resources, guaranteeing that only authorized parties are permitted to interact

with the system.

• Authorization: Implement access control policies to determine which users and

devices are authorized to perform particular actions or access specific resources

within the fog network.

• Non-repudiation: Ensure that decisions made within the fog computing system

are accountable. It is crucial to secure the vast amounts of data generated by IoT

devices. These data should be encrypted before transmission to guarantee that

only authorized individuals and devices can access them.

• Privacy: Protect the privacy of users’ personal data and sensitive information

processed within the fog computing environment, complying with relevant

privacy regulations and standards.

• Auditing: Involves regularly monitoring data and other activities to ensure

effective data security and preservation. This process enables individuals to

determine the confidentiality of their information.

2.2.2 Security Challenges in Fog Computing for IoT

Fog computing brings cloud computing functionalities closer to the edge of the

network, where IoT devices are located. This proximity to data sources improves

processing efficiency and reduces response times. However, integrating fog computing

with IoT devices introduces several security challenges, as shown in Figure 2.2. It

is essential to address these challenges to protect sensitive information and ensure

the reliable operation of these systems, we present the security challenges in fog

computing for IoT: [19].
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Figure 2.1. Security Requirements.

• Distributed Nature: The distributed nature of fog computing introduces

complexities in managing security policies and ensuring consistent security

across all fog nodes and devices.

• Heterogeneity: Fog networks often consist of various devices and platforms with

varying security capabilities, making it difficult to enforce consistent security

measures and standards.

• Interoperability: Ensuring interoperability and compatibility between fog

devices and platforms while maintaining security can be challenging, especially

in heterogeneous environments.

• Resource Constraints: Many fog devices, particularly IoT devices, have

restricted computational capacity, memory, and energy resources, constraining

the implementation of robust security mechanisms.
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• Attack Surface: The proximity of fog nodes to the edge of the network increases

the attack surface, making fog computing environments more susceptible to

various cyber-attacks, including DDoS attacks, malware infections, and insider

threats.

• Dynamic Environment: Fog computing environments are dynamic and highly

adaptive, with devices joining and leaving the network frequently, posing

authentication, access control, and security monitoring challenges.

• Data Volume and Velocity: The enormous volume and velocity of data

generated and processed within fog networks can overwhelm traditional security

mechanisms, which require scalable and efficient security solutions.

• Security Management and Compliance: Managing security policies, updates,

and compliance requirements across a large number of fog devices and nodes

can be complex and resource-intensive, requiring centralized management and

automation.

2.3 Privacy Concerns

Ensuring the security of personal data, also known as data privacy, stands as the

paramount concern within the IoT application system [19]. Therefore, the process

of safeguarding personal data against illegal use, alteration, or disclosure is known

as data privacy [20]. Several studies have been conducted to define and clarify the

essential elements of fog, cloud, or IoT systems to address the critical concerns of data

privacy.

2.3.1 Privacy Requirements

Privacy requirements are paramount considerations in fog computing, particularly in

IoT environments where sensitive data is generated, processed, and transmitted across
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Figure 2.2. Security Challenges in Fog Computing for IoT.

distributed networks. Let’s delve into privacy requirements specific to fog computing

for IoT [21], as illustrated in Figure 2.3 :

1. Data Minimization: IoT devices and fog nodes should only gather and use the

minimal amount of data required to achieve their goals. Avoiding needless data

collection will lower the possibility of privacy breaches.

2. User Consent and Control: Users should have control over their data and be

able to provide informed consent for its collection, processing, and sharing. Fog

computing systems should implement mechanisms to obtain and manage user

consent effectively.

3. Anonymization and Pseudonymization: To safeguard privacy, personal data

should be anonymized or pseudonymized whenever feasible. This minimizes

the chance of re-identification, ensuring individual data remains anonymous.
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4. Data Transparency and Accountability: Fog computing systems need to be

explicit about how they handle user data. Users have a right to know exactly how

their data is gathered, processed, and shared. Furthermore, mechanisms should

be implemented to hold these systems accountable for adhering to privacy

regulations, empowering users with control over their data.

5. Data Security: Implementing powerful security standards is necessary to protect

user data from unauthorized access, modification, or disclosure.

6. Secure Communication:Encryption and secure communication methods are

required to safeguard data as it is being sent between cloud servers, fog nodes,

and IoT devices.

Figure 2.3. Privacy Requirements in Fog Computing for IoT.

2.3.2 Privacy Concerns in Fog Computing for IoT

The IoT poses a significant concern, particularly regarding the protection of

personal information as it undergoes processing and storage at the network’s edge,
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close to end-users. The distinctive attributes of fog computing, including its

decentralized structure and proximity to users, underscore the heightened importance

of implementing robust privacy safeguards. The following sections detail the various

aspects of privacy that are pertinent to fog computing environments [22].

• Identity Privacy: Within fog computing, protecting identity privacy involves

meticulous management of personal identity attributes, including names, mobile

numbers, addresses, and other sensitive information. These details are provided

to the fog nodes to facilitate authentication and authorize access to services.

• Data Privacy: Data privacy concerns the risk of exposure of personal data

during its transmission or storage within fog nodes. This exposure can occur

due to cyberattacks, accidental losses, or data misuse. The proximity of fog

nodes to end-users increases the risk, as attackers may find it easier to target

these decentralized systems. Protecting data privacy requires encryption, secure

communication protocols, and vigilant monitoring of data handling practices.

• Usage Privacy: Usage privacy pertains to safeguarding information concerning

the manner and timing of users’ interactions with fog services. This includes

sensitive details such as users’ daily routines, times when they are at home or

away, and their patterns of service usage.

2.4 IoT Devices as Botnets

Resource-constrained IoT devices are susceptible to malware, potentially turning them

into bots for large-scale attacks [23]. A botnet is a collection of computers linked to the

internet whose security has been compromised, giving a malevolent party access to

take control. Every hacked device called a "bot," is created when malicious software,

commonly referred to as malware, infiltrates a computer. A botnet supervisor can

coordinate the activities of these infected machines using communication channels
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Figure 2.4. Privacy Concerns in Fog Computing for IoT.

created by common network protocols such as Hypertext Transfer Protocol (HTTP)

and Internet Relay Chat (IRC) [24]. Distributed denial of service (DDoS) attacks,

spamming, and other malicious actions are possible with these botnets. The Mirai

botnet is among the most well-known instances of IoT devices becoming botnets.

2.4.1 The Mirai Botnet Attack

The Mirai botnet attack in 2017 is a prominent example of the devastating impact of

botnet attacks on IoT devices [25]. Mirai built a massive botnet army by exploiting

vulnerabilities in IoT devices. It achieved this by scanning the internet for devices with

unprotected Telnet ports and attempting to log in using common default passwords.

These compromised devices were then used to launch a large-scale DDoS attack. This

attack led to widespread disruption, affecting major websites and services. The success

of the Mirai botnet and its variants relied on the weak security of IoT products and

technology, highlighting the critical need for improved security measures to defend

against such attacks.
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2.5 Security Weaknesses in IoT Devices

IoT devices, often exhibit security vulnerabilities due to various factors, including

their limited computational resources and reliance on default configurations. In the

following, we examine the prevalent security vulnerabilities inherent in IoT devices

[26].

1. Limited Computational Resources:

The limited processing power of many IoT devices hinders their ability

to implement strong security features like encryption, authentication, and

intrusion detection, leaving them vulnerable to attacks.Limited Memory

and Storage: Constraints on memory and storage capacity may prevent IoT

devices from storing security-related data securely or updating firmware to

patch known vulnerabilities.

(a)2. Default Configurations:

(a) Default or Weak Credentials: A major security concern with IoT devices

is their reliance on default login credentials. These pre-programmed

usernames and passwords are widely known and easily cracked by

attackers, leaving devices susceptible to unauthorized access.
(b) Default Network Settings: Default network settings, such as open Wi-Fi

networks or default network protocols. This can expose them to

eavesdropping, man-in-the-middle attacks, and unauthorized access.
(c) Default Services and Ports: Many IoT devices come pre-configured with

unnecessary services running or ports open by default. These extra features

can be security vulnerabilities, as attackers can exploit them to attain

unauthorized access to the device itself or even the entire network.

3. Lack of Security Updates:

(a) Limited Patch Management: Many IoT devices suffer from infrequent

or non-existent security updates from their manufacturers. This lack of
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patching leaves them exposed to known vulnerabilities and exploits that

attackers can readily utilize. Without timely updates, these devices remain

at risk of being compromised.
(b) End-of-Life Support: Manufacturers may discontinue support for IoT

devices after a certain period, leaving them without access to security

patches or updates. This lack of ongoing support increases the risk of

security vulnerabilities remaining unaddressed over time.

4. Insecure Communication Protocols:

(a) Unencrypted Communication: Unsecured communication protocols expose

sensitive data transmitted by IoT devices. This lack of encryption allows

attackers to intercept, eavesdrop on, and even tamper with the data, posing

a significant security risk.
(b) Weak Authentication Mechanisms: Inadequate authentication mechanisms,

such as plaintext authentication or weak cryptographic keys. This allows

attackers to get illegal access as authorized users or devices, granting them

unauthorized access to the entire IoT network.

5. Physical Security Concerns:

(a) Physical Access: Leaving IoT devices in unsecured or public locations

exposes them to physical attacks. Attackers with direct access to these

devices can bypass security measures, steal them, tamper with them, or even

extract sensitive information or alter their functionality entirely.
(b) Tamper Resistance: Lack of tamper-resistant hardware or mechanisms

makes IoT devices vulnerable to physical attacks, including hardware

manipulation, reverse engineering, and extraction of cryptographic keys or

sensitive data.
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2.6 Cyber-attacks on IoT Devices

Cyber-attacks against IoT exploit vulnerabilities in devices, networks, data, and users

within IoT ecosystems. These attacks pose significant risks to the integrity, availability,

and confidentiality of IoT systems. Due to the growth of connected devices and their

integration into multiple areas of daily existence, attacks on IoT devices have grown

more frequent. Figure 2.5 present some common attacks on IoT which include [27]:

1. Physical Attacks:

• Tampering: Physical manipulation of IoT devices to disrupt their

functionality or extract sensitive information.

• Theft or Vandalism: Theft or destruction of IoT devices to gain unauthorized

access to data or disrupt operations.

2. Network Attacks:

• Denial-of-Service (DoS) and Distributed Denial-of-Service (DDoS) Attacks:

Flooding IoT networks or devices with excessive traffic to overwhelm them

and disrupt services.

• Man-in-the-Middle (MITM) Attacks: malicious actors act as a hidden

intermediary between an IoT device and its intended recipient. This allows

them to eavesdrop on communication, potentially stealing sensitive data or

even manipulating the data being transmitted.

• Network scanning: Probing the network to identify vulnerable devices or

open ports for potential exploitation.

• Spoofing: Impersonating legitimate IoT devices or networks to gain

unauthorized access or deceive users.

3. Data Attacks:

• Data Breaches: Occur when attackers gain unauthorized access to sensitive

data stored on the devices themselves or transmitted across IoT networks.
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• Eavesdropping: Interception and monitoring of data transmissions between

IoT devices and other entities.

• Replay Attacks: Capturing and replaying legitimate data transmissions to

deceive IoT systems or gain unauthorized access.

• Data Manipulation: Altering information sent over IoT networks or kept on

connected devices to cause harm or deceive users.

• Jamming: Disrupt wireless communication channels by emitting

interference signals, making data transmission and access difficult.

4. Software Attacks:

• Malware Injection: Installing malicious software on IoT devices. The

security of the device may then be compromised by this malware, giving

hackers access to steal confidential information or interfere with essential

functions.

• Firmware Vulnerabilities: Attackers can exploit weaknesses in the core

software (firmware) powering IoT devices. These vulnerabilities can

provide a backdoor for unauthorized access, allowing attackers to take

control of the device or manipulate its functionality for malicious purposes.

• Code injection: Injecting malicious code into the software of the IoT device

to exploit vulnerabilities or gain unauthorized access.

• Zero-day attacks: Exploiting previously unknown vulnerabilities in IoT

devices for malicious purposes.

5. Credential Attacks:

• Brute Force attacks: Trying to figure out or break passwords to get into IoT

networks or devices.

• Credential Theft: Stealing authentication credentials through phishing

attacks or other means to gain unauthorized access to IoT systems.

6. Social Engineering Attacks:
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• Phishing: target users who manage or interact with IoT devices. These

deceptive emails or messages attempt to trick them into surrendering

sensitive information, such as login credentials, or granting unauthorized

access to their IoT devices or the networks they connect to.

• Social manipulation: Manipulating or deceiving users into taking actions

that compromise the security of IoT devices or systems.

7. Supply Chain Attacks:

• Compromised Components: Introducing compromised hardware or

software components into the supply chain to infiltrate IoT devices or

networks.

• Tampered Firmware: Tampered Firmware: When software or firmware is

altered during production or delivery, the security of connected devices is

put at risk.

Figure 2.5. Cyber-attacks on IoT Devices.
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2.7 Summary

In this chapter, we have investigated the security and privacy issues in Fog computing

for IoT applications. We started by outlining the security needs and challenges and

then proceeded to examine the privacy requirements and concerns related to the

gathering of personal data. Next, we explored security vulnerabilities in IoT devices

and various cyber-attacks targeting IoT devices. Ensuring robust security and privacy

measures is crucial for safeguarding sensitive data, preventing unauthorized access,

countering cyber-attacks, preserving user privacy, and fortifying the dependability and

robustness of IoT systems. Prioritizing security and privacy is essential to maximize

the benefits of fog computing in driving innovation and enabling transformative IoT

solutions.

In the chapter that follows, we will analyze different strategies and methods used

to improve security and maintain privacy.
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3.1 Introduction

Fog computing in IoT applications faces many security and privacy challenges because

it involves various devices and systems, operates in a distributed manner, and has an

expanded attack surface due to its proximity to the network edge.

However, organizations can effectively mitigate these risks by implementing

security and privacy techniques in fog computing for IoT. Robust security measures

protect sensitive data, ensuring the confidentiality and integrity of communications

within the fog computing environment. Ultimately, addressing security and

privacy concerns enables seamless integration of fog computing into IoT ecosystems,

unlocking the full potential of IoT technologies while safeguarding data and

preserving user trust.

In this chapter, introductory discussions on security and privacy techniques are

provided to aid in understanding the subsequent sections of this thesis. In addition, a

review of relevant work-related activities is examined.

3.2 Security and Privacy-Preserving Techniques

Establishing security and privacy measures to address security and privacy challenges

and strengthen the security of fog computing-enabled IoT ecosystems is imperative.

Therefore, based on examining security and privacy issues outlined in the preceding

chapter, this chapter explores various existing security and privacy preservation

techniques. Here are some key security and privacy-preserving techniques that can

be implemented for fog computing [28],[29],[30],[31],[32]:
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3.2.1 Network Security

To safeguard network infrastructure from threats, various advanced techniques are

used to improve security, ensure data integrity, and maintain seamless operations.

• Software-Defined Networking (SDN): Provides centralized control over the

network, facilitating dynamic segmentation, access control, and threat detection.

• Network segmentation: Isolates critical systems and workloads, minimizing the

impact of a breach in one segment.

• Secure protocols: Utilizes secure communication protocols like HTTPS and DTLS

for data encryption and integrity in transit.

• Intrusion Detection and Prevention Systems (IDS/IPS): Monitor network traffic for

suspicious activity and proactively defend against attacks.

3.2.2 Data Security

Protecting sensitive data from unauthorized access and ensuring their integrity are

crucial aspects of data security, using various techniques to secure data at rest and in

transit.

• Encryption: It encrypts data, both when it is stored and when it’s being

transmitted, to prevent illegal access and eavesdropping.

• Data anonymization and pseudonymization: Protects sensitive information while

preserving some utility for analytics.

• Secure storage: Employs tamper-proof hardware and software solutions for secure

data storage.

• Data access control: Enforces detailed access control policies to limit unauthorized

access to data.
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• Blockchain technology: It provides a decentralized and tamper-resistant

mechanism to store and verify the integrity of data. Blockchain can guarantee

the integrity and immutability of IoT device data, enhancing data security and

privacy.

3.2.3 Identity and Access Management (IAM)

Managing and securing user identities and access privileges is the key to protecting

sensitive resources and data within an organization.

• Strong authentication and authorization: It requires additional verification steps

(multifactor authentication). It assigns permissions based on user roles

(role-based access control) to keep user and device access secure.

• Identity and access management systems: Centralized systems manage user

identities, credentials, and access privileges.

• Device authentication and authorization: Authenticates and authorizes devices

before granting access to fog resources.

3.2.4 Other Techniques

Beyond network and data security, additional measures are implemented to enhance

overall system integrity and proactively address potential threats.

• Secure boot and firmware updates: Blocks unauthorized changes to the system’s core

code for enhanced security.

• Threat intelligence:Actively collects and analyzes information on potential security

threats to anticipate and prevent attacks.

• Security monitoring and logging: Monitors system activity and logs events for

incident detection and analysis.
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• Hardware security modules: Protect sensitive cryptographic keys for encryption

and authentication.

• Machine/deep learning methods: can be used in threat intelligence and security

monitoring. They can analyze large volumes of security-related data, identify

patterns, and detect emerging threats or anomalies in real-time. This can improve

incident detection and response capabilities.

3.3 Software-Defined Networking (SDN)-An overview

SDN represents a novel approach that divides the network’s tasks into two entities: the

control plane, which handles network operations, and the data plane, which manages

data transfer. This decoupling attempts to develop a network architecture devoid

of interconnected network services. The SDN architecture is structured around five

primary components [33]:

1. Controller: Serves as the central intelligence of the SDN architecture, the SDN

controller makes traffic forwarding decisions based on network policies and

real-time conditions. It interfaces with the network’s switches and routers to

enforce these policies and configure their forwarding behavior

2. Southbound APIs: Southbound API: Such interfaces enable the SDN controller

to connect with network devices like switches and routers. OpenFlow,

NETCONF, and OVSDB are examples of commonly used Southbound APIs.

3. Northbound APIs: Such interfaces allow communication between the

SDN controller and more advanced network management applications or

orchestration systems. Northbound APIs abstract the underlying network

infrastructure, providing a simplified interface for administrators to interact with

the network.

4. Network Devices: SDN-compatible switches, routers, and other network devices

implement the forwarding rules provided by the SDN controller. These devices
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forward traffic according to the rules obtained from the centralized controller.,

rather than relying solely on locally configured routing tables.

5. Application Layer: SDN applications or network management software take

advantage of the programmable nature of the SDN controller to implement

custom network policies, optimize traffic flows, and automate network

provisioning tasks. These applications can be developed by network operators,

third-party vendors, or open-source communities.

SDN builds upon previous research in future network technologies, such as active

networking (1990), which enables packets circulating in a network to alter network

operations dynamically [34]. Active networking comprises hardware capable

of routing, switching, and executing code within active packets. Unlike SDN,

which separates decision-making from the data plane, active networking conducts

computations within packets traversing the network. Although active networking

allows real-time adjustments in the network, it faces several challenges [35]:

• No clear application.

• High cost of hardware.

• Security problem (code transported in the clear by packets).

• Interoperability problem.

3.3.1 Benifits of SDN

Decoupling the network’s decision-making (control plane) from the data-carrying

hardware (data plane) enables the deployment of control services on a platform with

superior capabilities to conventional network devices like switches and routers. This

innovative architecture offers[36]:

• Simplifying network design by minimizing the total amount of control planes.

• Flexible and programmable.
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• Enable adding new services through standard interfaces such as the OpenFlow

protocol (OF).

• Efficient data processing.

• Efficient deployment of new services to manage security, quality of service, etc.

• Rapid innovation.

3.3.2 Characteristics of SDN

SDN stands out from traditional networks due to its relocation of the control plane

to the software layer, allowing dynamic network access and administration. Key

characteristics of SDN include [37]:

1. Centralized Management: SDN offers a centralized view and control of

the entire network, simplifying network management tasks and reducing

operational overhead.

2. Programmability: SDN allows administrators to program network behavior

through software, allowing rapid configuration changes and adaptability to

changing network conditions.

3. Flexibility and Scalability: SDN architectures are highly flexible and scalable,

allowing networks to adapt to evolving business requirements and accommodate

growing traffic demands.

4. Automation: SDN enables automation of network provisioning, configuration,

and optimization tasks, leading to improved efficiency, reliability, and agility in

network operations.

5. Cost savings: SDN can lower network infrastructure capital and operating costs

by separating the control and data planes and utilizing commodity hardware.

Figure 3.1 depicts the SDN architecture. To effectively program network equipment, it

is essential that they are receptive to external directives. To facilitate this, programming

interfaces, commonly referred to as APIs (Application Programming Interfaces), are
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indispensable. Numerous APIs enable actions to be executed on data plane equipment.

Of particular interest to us is the OpenFlow protocol, which serves as the standard for

SDN.

Figure 3.1. Architecture of SDN.

3.3.3 OpenFlow Protocol

OpenFlow is a standard protocol used in SDN to enable communication between the

SDN controller and network devices such as switches and routers. The controller
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uses OpenFlow to program the forwarding rules on these devices. These rules are

injected into the data plane, which handles the actual forwarding of traffic [38].

Furthermore, by separating the control plane (decision-making) from the data plane

(data forwarding), OpenFlow enables centralized network control. The controller

makes the choices, and the network devices follow its instructions. OpenFlow is an

open standard, overseen by the Open Networking Foundation (ONF). This means

that any vendor’s SDN controller can communicate with any OpenFlow-compatible

switch or router, promoting flexibility and innovation [39]. The primary components

of OpenFlow include [39]:

• Switches that adhere to the OpenFlow protocol.

• Servers equipped to execute the controller process.

• A database housing a comprehensive depiction of the network’s topology.

The primary component of switches compatible with the OpenFlow protocol is the

flow table. Illustrated in Figure 3.2, each entry in this table comprises the following

elements:

1. Match Fields: These fields correspond to packets and instruct the switching

equipment (OF switch) on how to process a packet. Matching to the header field

of an IP packet offers various possibilities. For instance, it’s possible to search for

matches with standard headers of IP packets, including Mac addresses, source IP,

destination IP, source and destination ports, and more. Match Fields encompass

fields from the packet header from level L1 to L4, and they are contingent upon

the version of OpenFlow.

2. Instructions: Upon a packet matching a flow entry, a function is executed. This

entails a set of actions to be performed, such as:

• forwarding a packet to a specified OpenFlow port.

• modifying packet headers, metadata, etc.
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• Sending the packet to the controller.

• drop the packet.

3. Timeouts: These signify the lifetime (hard-timeout) and the idle time before

expiration (idle-timeout) of OpenFlow rules. An entry persists in the flow tables

of the OF switch until the timeout expires.

The primary operation of OpenFlow can be outlined as follows: when a switch receives

a packet, it first checks its initial table. If the processing defined in its pipeline requires

further searches, it proceeds to investigate its subsequent tables. If the switch fails to

identify any rules, it discards the packet. However, it is worth noting that a default

rule might exist that directs packets that do not match any OpenFlow rule to the SDN

controller, rather than outright rejecting them. This process is illustrated in Figure 3.2.

Figure 3.2. OpenFlow Protocol [40].
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3.3.4 SDN Controller

A pivotal component of SDN is its controller, which serves as its central intelligence.

The controller is an intelligent entity capable of configuring network equipment (data

plane equipment) and providing a network abstraction layer. It is responsible for

adding or removing flow entries from the flow table.

It allows for quick implementation of a change in the network using the OpenFlow

protocol. Among the existing controllers, we can find[41]:

• Floodlight, created by the Open Networking Foundation (ONF), is a widely used

OpenFlow controller written in Java. Its popularity spans study, education, and

even real-world network deployments.

• Ryu, an example of an open-source SDN controller developed by NTT

Laboratories. Written in Python and is meant to be lightweight, flexible, and

simple to use. Ryu can configure network devices using the OpenFlow and

Netconf protocols.

• OpenDaylight, An open-source SDN controller platform supported by a

community of developers and contributors. OpenDaylight provides a modular

architecture with support for various southbound and northbound protocols.

• ONOS (Open Network Operating System), Another open-source SDN

controller platform designed for scalability, high availability, and performance.

ONOS offers support for carrier-grade SDN deployments and integration with

cloud platforms.

• Cisco Application Policy Infrastructure Controller (APIC), A commercial SDN

controller solution from Cisco Systems, is designed for managing Cisco’s

Application Centric Infrastructure (ACI) and other SDN-enabled networks.
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3.4 Intrusion Detection Systems (IDS)-An overview

An IDS serves as a security instrument designed to monitor network or system

operations for signs of malicious behavior or policy violations. Observe network traffic

or evaluate data produced by a host to identify any unauthorized intrusion attempts

that breach security protocols. Such systems are the primary line of defense against

cybersecurity threats prevalent in various industries providing real-time alerts upon

detecting an attack. As stated above, the core principles of IDS are to monitor, detect,

and respond to any unauthorized activities [42].

3.4.1 IDS-based Implementation Types

IDS fall into two categories based on how they are implemented: host/network-based

IDS (HIDS), and (NIDS). Intrusion is the illegal exploitation, misuse, or manipulation

of hardware and software systems, perpetrated by internal and external actors. The

main goal of IDS is to protect networks or computer systems by identifying and

thwarting malicious attacks targeting network systems or individual host devices.

This section will explore the various types of IDS and their respective detection

methodologies. Specifically, it will explore the placement-based classification of IDS,

distinguishing between HIDS and NIDS.

3.4.1.1 Host-based IDS

Typically, a HIDS acts directly on a specific computer or device, focusing primarily

on internal monitoring. At the same time, its core purpose is internal surveillance;

various adaptations of HIDS have emerged, some of which are capable of monitoring

network activities as well. HIDS assesses the integrity of the system by scrutinizing all

communication flows and promptly notifying administrators of any anomalies. This

includes identifying unauthorized programs attempting to access system resources or

detecting harmful alterations to the registry by a program [43].
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3.4.1.2 Network-based IDS

NIDS was specifically developed to analyze the flow of data across network traffic,

providing crucial protection for the infrastructure against attacks that involve the

network. It detects illegal access attempts and analyzes traffic over the LAN, spanning

several hosts [44]. NIDS inspects incoming and outgoing packets using detection

methods to look for abnormal patterns. When an anomaly is detected, an alarm

is sent to the administrator. This technology encompasses three distinct network

topologies: connection directly to a port-spanning switch, use of a network tap, and

inline connection. IDS technologies offer a combination of traditional IT security

measures along with customized approaches that meet the unique characteristics of

Industrial Control Systems (ICS) [45] .

Table 3.1 provides a concise comparison of NIDS and HIDS. This comparison

highlights the main advantages and disadvantages of each type of IDS [46].

3.4.1.3 NIDS-based ML Integration

In the realm of cybersecurity, staying ahead of ever-evolving threats requires proactive

measures. This subsection delves into NIDS empowered with ML for anomaly

detection. The structure of a basic NIDS comprises these elements [47]:

• Data Acquisition Sensors: These sensors are strategically placed to collect raw

data from their assigned locations. They act as the initial gathering points for the

information.

• Detection Engine: This module compares the collected data to the provided set

of rules. Once the IDS identifies a divergence from the typical status, it raises an

alert.

• Storage Module: This component includes the IDS rule sets that the detector

utilizes during the data comparison process.

Page 49



Chapter 3 Advanced Techniques in Network Security and Privacy

Table 3.1. Advantages and Disadvantages of NIDS and HIDS

Type Advantages Disadvantages
NIDS

• Monitors entire network
traffic.

• Detects attacks before they
reach individual hosts.

• Provides centralized
monitoring.

• Scalable for large networks.

• Vulnerable to encrypted traffic.

• May generate false positives
due to network noise.

• Can be bypassed by attacks on
the host itself.

• Limited visibility to other
devices on the network.

HIDS

• Monitors individual host
activities.

• Provides detailed visibility
into host-specific events.

• Effective against insider
threats.

• Can detect attacks missed by
NIDS.

• Relies on host resources,
affecting performance.

• May not detect attacks that do
not affect the host.

• Requires software installation
on each host.

• Limited to monitoring hosts
within the network.

• Response: Upon triggering an alarm, the IDS replies with a predefined action.

Depending on the level of warning, this action may involve executing a

predetermined response, for example, discarding harmful packets. Alternatively,

it may involve a passive reaction, like recording activities and leaving the

decision to the operators.

A typical IDS architecture is depicted in Figure 3.3.

3.4.2 IDS-based Detection Method

Developers seek real-time network monitoring solutions to ensure prompt responses

to intrusions or attacks. Both NIDS and HIDS can occur in three different ways
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Figure 3.3. Architecture of the Intrusion Detection System [48].

3.4.2.1 Signature-based Detection

Signature-based IDS rely on a database of attack signatures. They identify incoming

attacks by comparing network traffic patterns to these known signatures, essentially

checking for a match. Signature-based methods offer a straightforward and efficient

approach to network security. They function by monitoring and comparing network

packets or connections against a predefined set of patterns, known as signatures [49].

This approach boasts a lower false positive rate, meaning that it rarely generates

incorrect alarms. However, it has limitations. Comparing packets to large signature

sets can be time-consuming, and these methods lack predictive capabilities. They can

only detect anomalies predefined within the signatures, requiring frequent updates by

administrators to stay effective against evolving threats.

3.4.2.2 Anomaly-based detection

Anomaly-based IDS take a different approach compared to signature-based methods.

Instead of relying on predefined attack patterns, they learn the normal behavior of a
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system, network, or program by creating a baseline profile [49]. Any behavior that

differs considerably from the predefined baseline is marked as a possible intrusion. .

This method offers several advantages:

• Insider Threat Detection: Anomaly-based systems can detect suspicious activity

by authorized users. For example, if a user’s actions deviate significantly from

their typical profile (e.g., accessing unauthorized data), an alarm can be triggered,

potentially uncovering insider threats.

• Difficulty of Circumvention: Since anomaly detection relies on customized user

profiles, attackers cannot easily predict what actions will go unnoticed. This

makes it harder for them to bypass the system.

• Novel Attack Detection: Anomaly detection can identify previously unknown

attacks, as it focuses on deviations from normal behavior instead of matching

specific patterns.

3.4.2.3 Hybrid-based Detection

Hybrid detection, also called specification-based detection, combines ML techniques

to integrate both anomaly-based and signature-based detection methods. This

approach allows for the identification of both known and novel attack patterns

[50]. It is anticipated that this form of detection will soon gain prominence in

the Industrial Control Systems market. When these methods are combined, the

previously mentioned detection gaps, including false negatives and false positives, can

be mitigated. Surveys show that the effective use of ML algorithms greatly improves

the detection of cyber-attacks.

Page 52



Chapter 3 Advanced Techniques in Network Security and Privacy

3.5 Machine/Deep Learning for Enhancing Network

Security

3.5.1 Machine learning (ML)

It constitutes a branch of Artificial Intelligence (AI) committed to crafting methods

capable of assimilating data and subsequently generating predictions or decisions

derived from it. Inside the field of network security, ML algorithms play a critical role

in boosting defenses by launching vital computations and discerning elements such as

packet types within network traffic [51].

3.5.1.1 Approaches

ML algorithms can be broadly categorized into three types:

1. Supervised algorithms, necessitate completely labeled class data, notably for

NIDS. This strategy includes splitting a dataset into training and testing subsets,

with the goal of training algorithms using data with labels to build a model. The

training process of supervised algorithms emphasizes their ability to determine

appropriate features and classes. The data are records from the network or

host sources, matched with output values labeled as "attack" or "normal" data

[52]. Feature selection is employed to eliminate unnecessary features before

the algorithms undergo testing to predict anomalies and relevant classes from

new incoming data. The classification category encompasses commonly used

supervised ML algorithms, including Support Vector Machine (SVM), Decision

Tree (DT), Artificial Neural Networks (ANN), K-Nearest Neighbor (KNN),

Random Forest (RF), and Naïve Bayes. Although supervised learning excels in

detecting known attacks, it may not be as effective for identifying new attacks.

2. Unsupervised algorithms, leverage clustering algorithms to construct models

from unlabeled data, enabling the differentiation of malicious inputs within
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network traffic or host logs [53]. Unsupervised methods for data analysis

operate without prior knowledge, utilizing statistical properties to analyze data

characteristics. They bypass time-consuming training stages and focus on feature

selection, utilizing clustering techniques to divide input data into clusters with

optimal relevance and minimal redundancy. By establishing a threshold during

analysis, these methods prioritize regular instances over anomalies within a

dataset. Following clustering, each cluster is assigned a unique score, with

clusters exceeding the threshold flagged as potentially malicious [54]. This

approach efficiently distinguishes regular traffic, which forms larger clusters,

from attacks, which manifest in smaller clusters. Unsupervised learning methods

excel at detecting unknown attacks, such as zero-day attacks, without relying on

labeled data. However, they may suffer from a high false-positive rate. Authors

in [55] highlight the most prevalent algorithms in this domain, including fuzzy

clustering, K-means clustering, and hierarchical clustering.

3. Semi-supervised algorithms, also called hybrid algorithms, can effectively

handle partially labeled datasets, typically comprising a short subset of labeled

data amidst a vast pool of unlabeled data. These algorithms often integrate

elements of both unsupervised and supervised learning methodologies. The

primary goal of hybrid ML algorithms is to minimize the occurrence of false

negative and positive alarms. Hybrid techniques employed in IDS integrate

supervised and unsupervised ML methods to enhance the system’s effectiveness

[56].

4. Reinforcement algorithms Reinforcement learning stands apart from other

categories due to its distinct approach. In reinforcement learning, an agent learns

through interactions with its environment. It observes the environment, selects

actions, and receives rewards in response. The objective of the agent is to devise

the optimal strategy to maximize cumulative rewards over time [57].
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3.5.2 Deep learning (DL)

DL is a subset of ML that has acquired substantial attention and popularity because

of its remarkable capacity to handle data with complex representations. DL models

are fundamentally based on artificial neural networks influenced by the architecture

and activity of the human brain. Such neurons include numerous layers, which allows

them to acquire data with structured presentations. Each layer extracts features from

incoming data and transmits them to the next layer, enabling the model to capture

intricate patterns and relationships[58].

Among the primary benefits of DL is its capacity to automatically identify

meaningful features from the data itself, eliminating the need for manual feature

engineering. This renders DL ideal for applications like image and audio recognition,

natural language processing, anomaly detection, and pattern identification in huge

datasets.

3.5.2.1 Components and Architecture of DL

DL models are based on several fundamental components to achieve their remarkable

capabilities. Here is a breakdown of these key elements [58]:

1. Input Layer: This is the entry point, receiving raw data (images, text, audio) and

feeding it forward for processing.

2. Hidden Layers: These are the workhorses, positioned between the input and

output layers. Each layer contains connected processing units called neurons

that perform calculations on the data they receive.

3. Activation Functions: These functions add a layer of complexity by transforming

the neuron outputs. Common examples include sigmoid, tanh, and ReLU

functions. This non-linearity enables the model to identify complicated patterns

and correlations within the data.

4. Weights and Biases: In a neural network, each connectivity between neurons

is assigned a weight and bias. The weights control how much one neuron
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affects another, while biases adjust the overall output. These parameters are

continuously fine-tuned during training to improve the efficiency of the model.

5. Output Layer: The last layer represents the final model, which delivers

predictions or classifications based on the processed data. The output layer’s

structure varies depending on the purpose, such as generating numerical values

(regression) or assigning categories (classification).

A typical architecture of an ANN is depicted in Figure 3.4.

Figure 3.4. Architecture of Artificial Neural Network [59].

Various DL architectures have been developed [60], including:

• Long Short-Term Memory Networks (LSTM)

• Convolutional Neural Networks (CNNs)

• Recurrent Neural Networks (RNNs)

• Generative Adversarial Networks (GAN)

• Deep Reinforcement Learning

• Feedforward Neural Networks (FNN)
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3.5.2.2 Neural Network Theory Content

This section presents the fundamental concepts for understanding how neural

networks are trained and optimized to gain knowledge from data and make

predictions [61].

1. Feed Forward Propagation:

• The operation refers to the flow of data through a neural network.

Information starts at the input layer, gets transformed as it passes through

the hidden layers, and eventually reaches the output layer.

• In a neural network, every neuron in a given layer gets input from the

preceding layer, adjusts these inputs using weights and biases, and then

processes the result with an activation function to determine its output.

• This sequence is repeated for each layer, culminating in the final output

layer, which generates a classification.

2. Activation Functions:

• It adds non-linearity transformation to neural networks, allowing them to

capture complex patterns in the data effectively.

• Some widely used activation functions include the sigmoid function, tanh

(hyperbolic tangent) function, ReLU (Rectified Linear Unit), and softmax

function.

• These functions introduce non-linearities that enable neural networks to

approximate arbitrary functions and learn complex associations in the data.

3. Loss Functions:

• Loss functions measure the discrepancy between a neural network’s

predicted output and the desired target output.

• The selection of a loss function is influenced by the nature of the task (e.g.,

regression, classification) and the desired properties of the model.
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• Some common examples include Mean Squared Error (MSE) for regression,

Cross-Entropy Loss for multi-class classification, and Binary Cross-Entropy

Loss for binary classification.

4. Gradient Descent:

• An optimization technique is employed to adjust a neural network’s

parameters (weights and biases) to minimize the loss function.

• It works by iteratively adjusting the parameters in the direction of the

steepest descent of the loss function gradient.

• The learning rate, a critical hyperparameter in gradient descent algorithms,

determines the magnitude of these parameter updates.

5. Backpropagation:

• Backpropagation is an algorithm utilized to calculate the gradients of the

loss function relating to the parameters of a neural network.

• It utilizes the chain rule of calculus to efficiently propagate errors backward

through the network, allowing for efficient computation of parameter

updates.

• By iteratively applying backpropagation and gradient descent, neural

networks are trained to decrease the loss function and increase predicting

accuracy.

3.6 Self Sovereign Identity System-based Blockchain

An SSI system based on blockchain technology is a decentralized approach to

managing digital identities. It gives users more control over their personal identity

information, they can manipulate, share, and authenticate their identity without

relying on centralized authorities. Furthermore, the SSI framework involves three

primary roles: issuer, holder, and verifier. As depicted in Figure 3.5, the issuer
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creates and provides credentials to the holder. The holder then securely stores these

credentials and shares them with a verifier, who evaluates and verifies the credentials

provided by the holder [62].

Figure 3.5. Self-Sovereign Identity Ecosystem [63].

3.6.1 Decentralized Identity Management

In the SSI system, individuals maintain management over their digital identities

through the use of decentralized identifiers and verifiable credentials.

3.6.1.1 Decentralized Identifiers (DIDs)

DIDs are a foundational component of SSI. They are unique and generated on a

blockchain network, enabling individuals to demonstrate privilege and control of

their identities without the need for intermediaries. The W3C (World Wide Web

Consortium) Credentials Community Group maintains the DID specification [64].
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3.6.1.2 Verifiable Credentials (VCs)

VCs are digital certificates or assertions issued by trusted entities (such as

governments, educational institutions, or employers) attesting to specific attributes

or qualifications of an individual (e.g., age, education, employment history). These

credentials are cryptographically signed and can be verified by anyone, permitting

individuals to present proof of their identity or qualifications without revealing

unnecessary personal information [65].

3.6.2 Blockchain Technology

Blockchain acts as the foundational infrastructure to store and manage identity-related

data securely and transparently. Its decentralized nature assures that no single party

has authority over the identification data, thereby enhancing security and privacy [66].

3.6.3 DID Wallets

Users interact with their digital identities through DID wallets, which are software

applications that allow the product, storage, and control of DIDs and verifiable

credentials. These wallets provide individuals with a user-friendly interface for

managing their identity information and controlling access to it [67].

3.6.4 Selective Disclosure and Privacy

SSI systems prioritize user privacy and allow individuals to disclose only the specific

information needed for a particular transaction or engagement. This selective

distribution lowers the danger of identity theft and illegal access to private information

[64].
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3.6.5 Interoperability and Standards

To ensure widespread adoption and compatibility across different platforms and

applications, SSI systems adhere to open standards and interoperability protocols,

enabling seamless integration with existing identity systems and services [64].

3.7 Role of Key Technologies in Enhancing Security and

Privacy

This section outlines the importance and specific roles of various advanced

technologies in improving security and privacy within network systems, as

demonstrated in the following table 3.2.

3.8 Related Works

Numerous researchers have presented various strategies aimed at safeguarding

security and preserving data privacy within fog computing environments for IoT

systems. Therefore, this section highlights a concise overview of the different security

and privacy methods introduced.

3.8.1 SDN for DDoS Detection

Renyi Entropy-based Detection [68]: This method uses Renyi entropy to analyze

network traffic fluctuations and identify DDoS attacks. Using a packet drop mitigation

framework, it can be used in an SDN environment. However, a major limitation is the

need for a precisely defined detection threshold, which can be challenging.

Multivariate Correlation Analysis [69]: This approach focuses on detecting SYN

flood attacks through covariance analysis. Although it demonstrates high accuracy in
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Table 3.2. The Importance and Role of Various Technologies in Improving Security and
Privacy

Technology Importance Role in Security and Privacy

SDN

• Centralized network control

• Enhanced flexibility and
scalability

• Dynamic network
segmentation

• Fine-grained access control

• Efficient threat detection

• Rapid response to incidents

IDS

• Monitors and analyzes traffic

• Detects suspicious activities

• Identifies security breaches

• Real-time alerts

• Proactive defense

Machine/Deep
Learning • Detects and predicts threats

• Advanced Analytics

• Identifies patterns

• Detects anomalies

• Predicts emerging threats

• Improves response times

Blockchain-based
SSI • Decentralized identity

management

• Enhances privacy and
security

• Ensures data integrity

• Secure identity verification

• Selective disclosure

various network scenarios, the real-time processing demands are significant, hindering

its practicality in real-time applications.

Fog-based Detection [70]: This framework utilizes fog computing to identify DDoS

attacks before they reach the cloud. It uses intermediary fog servers and an effective

resource allocation mechanism to handle cloud requests.
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Multi-Objective Task Scheduling for Secure SDN-IoT-Fog Networks [71]

Javanmardi et al. propose FUPE offers a security-focused approach to task scheduling

in SDN-managed networks integrating IoT and fog computing. It leverages fuzzy logic

and multi-objective particle swarm optimization (PSO) to assign tasks to fog nodes,

aiming for a balance between security and efficiency. However, this approach has

limitations. first, managing and interpreting the extensive rules governing FUPE’s

fuzzy logic system can be challenging and complex, especially for maintenance and

validation. second, multi-objective optimization using PSO requires careful parameter

tuning and can be computationally expensive, particularly in large networks [72].

3.8.2 SDN-based ML/DL for DDoS detection and mitigation

K-Nearest Neighbors (KNN) for Source Tracing [73]: This approach utilizes

KNN-based ML to trace back the IP sources of TCP-SYN flood attacks in SDN

networks. The test results showed promising identification and blocking rates for

attack flows.

Source-based Mitigation with SDN and ML Classifiers [74]: This method

proposes a source-based mitigation approach using ML algorithms (SVM, KNN, and

Naive Bayes) within the SDN controller. However, the authors highlight the limitations

of classical ML techniques in handling large data volumes and real-time applications.

Multilayer Perceptron for Low-Rate DDoS Detection [75]: This research

investigates various ML algorithms for low-rate DDoS attack detection. The study

identifies the Multilayer Perceptron (MLP) as the best-performed, reaching an elevated

detection rate. However, classical ML techniques struggle to manage large volumes of

data. Moreover, their practical application is constrained by network attack concerns

in real-world scenarios. In addition, these methods require extensive learning time,

rendering them unsuitable for real-time applications.

Random Neural Networks for SYN Flood Detection [76]: Both studies leverage

random neural networks to classify and differentiate normal traffic from SYN flood
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attacks. These approaches are suitable for resource-constrained devices like edge

servers and gateways.

ANFIS-based IDS for 5G Networks [77]: This approach presents an IDS using

a fuzzy inference system (ANFIS) to identify security threats on relay nodes in 5G

networks. The model was tested and trained using the KDD Cup 99 datasets.

Ensemble of Neuro-Fuzzy Classifiers for DDoS Detection [78]: The authors

propose a novel ensemble of fuzzy classifiers to detect DDoS attacks. The model was

tested using the NSL-KDD dataset.

However, the NSL-KDD or KDD Cup 99 datasets were deemed inadequate to

address the new requirement regarding DDoS attacks. This is because these datasets

consist of packet traces rather than flows. As a result, implementing DDoS detection

methods can pose computational challenges as the network increases in size.

3.8.3 Intrusion Detection System

Mitigating CoAP Protocol Risks[79]: This study focuses on securing the Constrained

Application Protocol (CoAP), a common protocol in IoT. They propose a rule-based

modular IDS framework. However, their findings favor a hybrid approach that

combined rule-based and anomaly-based detection, which successfully mitigated

routing attacks in CoAP networks.

Behavioral Anomaly Detection in Smart Homes [80]: This research explores

the use of behavioral modeling for IDS in smart homes. Their focus lies on

detecting anomalies related to nonplaying characters (NPCs) within the smart home

environment. Although implementation details are not provided, the authors

claim that their approach offers cost-effective and verifiable autonomous intrusion

monitoring.

Securing 6LoWPAN Networks [81]: This study investigates securing 6LoWPAN

(IPv6 over Low-power Wireless Personal Area Networks) networks, commonly used

in IoT deployments. Their approach combines cryptography/encryption with IDS to
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safeguard IoT devices. However, the limited processing power of many IoT devices

can make heavy encryption challenging.

Intrusion Detection for Wireless Sensor Networks [82]: WSNs are another critical

area for IoT security due to their broad applications and vulnerability to attacks.

This research emphasizes the need for robust IDS in WSNs. The authors propose

a rule-based IDS specifically designed for the resource constraints of WSNs. Their

system successfully detects various attacks, including message delays, data alteration,

and black-hole attacks.

3.8.4 Intrusion Detection System based ML/DL

Hybrid Intrusion Detection for Generic Networks [83]: This study proposed a hybrid

IDS for general networks. It combined the signature-based Snort IDS with anomaly

detection techniques using the Naive Bayes algorithm. The researchers evaluated

various data mining techniques and found Naive Bayes effective in anomaly detection

using the KDD CUP 20 dataset and the WEKA framework.

Intrusion Detection for IoT-based Disaster Warning Systems [84]: The same

researchers investigated IDS specifically for IoT networks used in coal mine disaster

warning systems. Their approach employed the immunity algorithm for feature

selection and the Black Propagation Neural Network (BPNN) for classification.

However, While achieving a high success rate, this method had limitations. The

training process was lengthy (nine weeks), and BPNN was computationally expensive,

making it unsuitable for resource-constrained devices like Raspberry Pi.

Analysis of IDSs for IoT [85]: This research presented a broader analysis of

various IDS approaches for securing IoT networks. They categorized IDS systems into

four main types: anomaly, signature, specification, and hybrid-based systems. While

their study provided valuable insights into these categories, it lacked specific details

regarding the anomaly detection system that utilized DL techniques.
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3.8.5 SSI-based Blockchain techniques

SSIBAC for DID Management: Authors in [86] proposed the SSIBAC framework .

It presents a decentralized method of identity management for access control across

organizations. This system leverages blockchain technology to enable decentralized

authentication while utilizing traditional access control architecture for centralized

authorization.

OAuth with DID and VCs: Another approach by authors in [87] utilizes OAuth to

delegate authorization server control over privilege management policies. This allows

systems with restricted resources, like those in the IoT, to benefit from DID and VC

technology. However, a thorough threat analysis is crucial before adopting DIDs for

specific use cases, such as IoMT devices, to ensure their suitability.

Decentralized Access Control with DIDs: Authors in [88] propose a DID-based

access control system that reduces the necessity for a centralized authority to grant

access privileges. While offering decentralization, this approach might be less effective

against hacking attempts compared to traditional centralized systems.

DID-based Attribute-Based Access Control (ABAC): a DID-based ABAC system

is presented in [89] to address privacy concerns associated with traditional ABAC. This

system is implemented on a power transaction platform.

3.9 Summary

This chapter has examined security and privacy techniques in fog computing within

the IoT domain. In subsequent chapters, we will present our two contributions that

address security and privacy concerns in fog computing for IoT applications.
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4.1 Introduction

This chapter introduces our initial contribution to enhancing fog computing security

for the IoT. To confront the challenges posed by various attacks against fog servers,

including Distributed Denial of Service (DDoS) attacks that significantly impact the

reliability and availability of fog services, we propose a real-time TCP SYN Flood DDoS

mitigation method.

This approach leverages the benefits of Software Defined Networking (SDN) and

the Adaptive Neuro-Fuzzy Inference System (ANFIS) to bolster network security

within fog computing. The primary advantage of this proposal is its ability to detect

and effectively counteract SYN Flood DDoS attacks in real-time. Hence, the objectives

of this chapter are as follows:

1. We introduce a novel model FASA, a Fog computing-based approach to mitigate

SYN Flood DDoS attacks using an Adaptive Neuro-Fuzzy Inference System

(ANFIS) with Software Defined Networking (SDN) Assistance.

2. We implement the ANFIS model to autonomously train fog servers and

differentiate between normal and malicious packets.

3. The ANFIS model is integrated into the SDN controller and deployed on fog

servers using a dataset from the SDN environment. Its primary objective is

to allow access to benign packets while rejecting malicious ones, ensuring the

creation of a secure and reliable SDN controller that maintains fog service

availability.

4. Our proposed evaluation method utilizes the recently released dataset

CIC-DDoS2019 and the SDN dataset. To enhance overall performance, it

undergoes experimental analysis concerning data availability and algorithm

efficiency.

The structure of this chapter is as follows: Section 2 offers background information

and formally defines the FASA network architecture. In Section 3, we present our
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proposed models, followed by the proposed models in Section 4. Experimentation and

evaluation results are reported in Section 5. Finally, we conclude the chapter.

4.1.1 Motivation

The explosion of Internet of Things (IoT) devices has dramatically impacted our daily

lives, generating a vast amount of data that demands real-time processing. While

cloud computing offers a centralized solution, its high latency due to the mainframe

architecture hinders its effectiveness.

Fog computing emerges as a promising alternative, acting as a distributed

paradigm that brings cloud services closer to the network edge. This approach

offers low latency and high bandwidth, ideal for supporting various IoT applications.

However, fog computing introduces new security challenges. DDoS attacks, for

instance, can severely affect the reliability and availability of fog services.

To address these challenges, robust security measures are crucial. Implementing

classification and mitigation techniques can significantly improve security. Ultimately,

ensuring strong privacy and security is essential for fog computing to fully support the

ever-growing world of IoT applications.

4.2 Background knowledge

This section provides the necessary context for our proposed model. Initially, we offer

an overview of DDoS attacks and various detection methods. Next, we introduce

the Adaptive Network-based Fuzzy Inference System (ANFIS) detection algorithm.

Finally, we discuss Software Defined Networking (SDN) technology.
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4.2.1 DDoS Attacks and Fog Computing

The DDoS attack represents an advanced form of DoS attack, distinguished by its

potential to operate in a "distributed" manner. Unlike other attacks, its primary

objective is to cause harm to a target for personal motives, financial gain, or to gain

notoriety. This attack, which prioritizes availability, seeks to render the victim system

inaccessible to authorized users [90]. It involves the utilization of a vast number of

compromised and widely dispersed devices, referred to as bots or zombie devices,

infected with malicious malware or under the control of an attacker [91]. Consequently,

the attacker centrally manages and orchestrates these machines to execute an assault

on the target machine [92].

4.2.1.1 Types of DDoS Attacks on Fog Computing

Within the realm of fog computing, DDoS attacks come in many forms, all targeting

the functionality and accessibility of network services[93] (see Figure 4.1 for a visual

representation).

a. Application-Bug Level DDoS

here, DDoS attacks, such as HTTP POST and HTTP PRAGMA, exhaust the

application system, leading to its failure or temporary shutdown.

b. Infrastructural Level DDoS

DDoS attacks here aim to deplete network bandwidth, buffers, CPU, and storage,

thereby obstructing legitimate users from accessing them. Hence, the sole

requirement for this attack is the victim’s IP address. It can be divided into two

types: direct and reflector attacks.

• Direct Attack

This attack leverages compromised devices, or "bots," to flood the

target with malicious requests. This overwhelms the system’s resources,

bandwidth, and services, ultimately blocking access for legitimate users.
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The attack can target different network layers (network layer) or specific

applications (application layer).

– Network Layer DDoS: This type of attack inundates the network

infrastructure with a massive amount of data packets using various

protocols. Common culprits include:

TCP SYN Flood: Exploits the three-way handshake process to tie up

server resources without completing connections.

UDP Flood: Sends a constant stream of User Datagram Protocol packets,

overwhelming the target with raw data.

ICMP Flood: Floods the network with ICMP messages (like "ping"),

consuming bandwidth and hindering legitimate traffic.

– Application Layer DDoS: This attack targets specific applications or

services running on a system. A popular method involves sending

a massive amount of HTTP requests, aiming to exhaust the server’s

resources and crash the application. The difficulty in detecting these

attacks, often mimicking legitimate user traffic, makes them a significant

security concern.

• Reflector Attack

In this attack, the attacker masks their identity by spoofing the IP address.

They then target a large number of vulnerable "reflector" servers, tricking

them into sending amplified responses back to the intended victim. This

creates a flood of unwanted traffic that overwhelms the target’s resources.

4.2.1.2 DDoS Defense Mechanisms

This section explores different defense mechanisms employed for detecting and

mitigating DDoS attacks to enhance the security of fog computing [93]. Fog computing

provides computing capabilities through fog nodes located closer to the edge, which

imposes a significant burden on network management. To tackle this challenge,
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Figure 4.1. Types of DDoS Attack in Fog Computing.

the implementation of SDN technology can ensure the security of fog computing in

various aspects:

• Monitoring the network: Continuous monitoring of the network allows for the

timely detection and rejection of any suspicious data attempting to disrupt

services. By conducting this monitoring at fog nodes, legitimate users can access

services without difficulty.

• Priority-based and isolated traffic: This involves prioritizing legitimate network

traffic over illegitimate traffic, utilizing shared resources like CPU or I/O. SDN

can effectively reject harmful traffic by segregating it through VLAN ID/tag.

• Access control mechanism for resources in the network: Implementing an efficient

access control system is essential for preventing DDoS attacks.

• Shared network: The shared network poses a significant security risk since it is

accessible to anyone, emphasizing the importance of robust security measures.

4.2.1.3 TCP SYN Flood Attack

The SYN flood attack, a well-known DoS attack targeting TCP servers since 1996

[94], exploits a vulnerability in the three-way handshake process that initiates TCP

connections [95]. By leveraging this weakness in the protocol, attackers flood the server
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with a surge of incomplete connection requests (SYN packets). This overwhelms the

server’s resources, preventing it from responding to legitimate requests and effectively

blocking service for normal users.

While modern operating systems and equipment often incorporate

countermeasures against SYN flood attacks, they remain a significant threat.

4.2.2 The Adaptive Network-based Fuzzy Inference System (ANFIS)

detection algorithm

ANFIS offers a unique approach to decision-making by blending the strengths of fuzzy

logic and neural networks [96]. Fuzzy systems excel at handling imprecise data, but

their rule development can be challenging. This is where neural networks come in

ANFIS leverages neural learning to automatically adjust fuzzy system parameters,

simplifying the development process [97]. This combination makes ANFIS a powerful

tool for various applications, including control systems, data analysis, and decision

support [98]. ANFIS leverages two sets of parameters to connect its fuzzy rules:

premise parameters define the conditions for each rule, and consequent parameters

determine the output. This structure allows ANFIS to learn and adapt over time,

unlike traditional fuzzy systems with manually defined rules. The core of ANFIS

lies in its five-layered architecture as shown in Figure 4.2. Square nodes within these

layers represent the adjustable parameters that ANFIS utilizes for learning. Circular

nodes, on the other hand, perform specific calculations on the data flowing through

the network. In our case, the ANFIS model employs two input variables (represented

by y, treated as non-linear) and generates a single output (f). Notably, each input is

described by two linguistic terms, enabling ANFIS to handle complex relationships

within the data: A1 and A2 for the variable x, and B1 and B2 for the variable y,

respectively.

The structure of Sugeno fuzzy models is based on IF-THEN rules, illustrated as follow:

[98]:
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• Rule 1: If x is A1 ∧y is B1, then f1 = p1x+ q1y + r1

• Rule 2: If x is A2 ∧y is B2, then f2 = p2x+ q2y + r2

Where pi, qi, and ri i=1,2, represent the adjustable parameters of the conclusion part

(trained during the process).

Figure 4.2. ANFIS Architecture Layers.

Layer 1: O1, represents the membership function µ of a fuzzy set Ai(orBi).

O1,i = µAi
(x) i = 1, 2

O1,i = µBi−2
(y) i = 3, 4

Gaussian membership functions are widely preferred for defining fuzzy sets due to

their smoothness and straightforward mathematical representation. These bell-shaped

curves offer a key advantage: they are continuous (smooth) and have non-zero values

at all points. This characteristic allows for a more adequate representation of fuzzy

concepts compared to functions with abrupt transitions.

In this study, we leverage the Gaussian membership function, commonly used to

model uncertainty in real-world measurements. As represented by Equation (4.1), the

function is defined by two key parameters:
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• c (mean): This parameter determines the center of the Gaussian curve, signifying

the point where the membership degree is maximum.

• σ (standard deviation): This parameter controls the width of the curve,

influencing the spread of membership values.

A larger σ results in a wider curve, indicating a higher degree of uncertainty. Here, it’s

important to note that c and σ are considered premise parameters, meaning they are

non-linear and contribute to the conditions (premises) of the fuzzy rules.

µA(x) = ae
−(x−c)2

(2σ)2 (4.1)

Layer 2: often referred to as the rule layer, plays a crucial role in combining the

membership degrees generated in Layer 1. Each node (denoted by w) in this layer

calculates the product
∏

of all the incoming signals (membership degrees) from Layer

1. This product essentially reflects the degree to which all the conditions (premises) of

a fuzzy rule are satisfied by the input data, it is determined using the equation(4.2).

O(2, i) = wi = µA(x) · µB(x) i = 1, 2 (4.2)

The output of each node displays the firing strength of a rule. The function employed

by nodes in this layer can be any other fuzzy AND T-norm operator, such as min. Layer

3: In the normalization layer, each node corresponds to a specific rule and calculates

the proportion of the firing strength of that rule to the total firing strength of all rules.

This process is illustrated in equation (4.3).

O3,i = w̄i =
wi

w1 + w2

(4.3)

The results produced by this layer are termed normalized firing strengths. Layer 4: In

the defuzzification layer, parameters are denoted as consequent parameters. Each node

possesses a function where w̄i represents a normalized firing strength from layer 3, and

pi,qi,ri constitute the set of linear node parameters, defined as consequent parameters
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of this node. Additionally, fi signifies the output of the rule, as depicted in equation

(4.4).:

O4,i = w̄ifi = w̄i(pix+ qiy + ri) (4.4)

Layer 5: In this layer, a single node sums up all incoming signals to calculate the

overall output, as illustrated in equation (5).:

O5,i = overalloutput =
n∑

i=0

w̄ifi =

∑
wifi∑
wi

(4.5)

Unlike traditional fuzzy systems with predefined rules, ANFIS can learn and adapt

to new data. This adaptation is achieved through a hybrid learning algorithm that

combines two powerful techniques: gradient descent and least squares [99].

Forward Pass (Optimizing Consequent Parameters):

• During this pass, the least squares method is used to adjust the parameters that

define the consequent part of the fuzzy rules (often referred to as consequent

parameters).

• Essentially, the system processes the input data through the first three layers, and

the least squares method determines the optimal values for these consequent

parameters to minimize the error between the desired output and the actual

output generated so far.

Backward Pass (Optimizing Premise Parameters):

• In this stage, the ADAM optimization algorithm [100] comes into play. This

method is used to update the parameters that define the conditions (premises)

of the fuzzy rules (often called premise parameters).

• Error signals are propagated backward through the network, and the ADAM

algorithm adjusts the premise parameters to minimize the overall error.

This hybrid approach offers several advantages:
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• Faster Convergence: Compared to the traditional backpropagation method, the

hybrid approach reduces the search space for optimal parameters, leading to

faster convergence during training [101].

• Effectiveness: Studies have shown that this hybrid learning algorithm is highly

effective in training ANFIS models [102].

4.2.3 Software-Defined Networking (SDN)

SDN, a network paradigm, empowers users to directly manage network resources

through orchestration, control, and utilization of software applications [103].

Additionally, SDN divides the control and data planes, commonly enhancing network

efficiency. While the data plane forwards packets between locations, the control

plane determines their propagation through the network. Further details on SDN are

discussed in Chapter 3, Section 3.3.

4.2.4 System Model

The objective of this research is to construct a distributed FASA framework for

alleviating SYN flood attacks within the network environment by identifying and

intercepting attacks near their sources. Employing fog computing alongside SDN

facilitates swifter and more precise attack detection utilizing the ANFIS model. By

deploying compute power near the operational process and distributing the workload

within the system via a FASA mitigation scheme, fog computing is well-suited for

countering SYN flood attacks. In this section, we begin by delineating SYN flood

DDoS attacks in fog computing, followed by an exploration of the FASA network

architecture.
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4.2.5 SYN Flood DDoS Attack

As depicted in Figure 4.3, during a standard TCP three-way handshake initiation, the

End User (EU) sends a SYN packet to the fog server. Subsequently, the fog server

responds with an SYN/ACK packet. The EU is then expected to transmit an ACK

packet back to the fog server. Once all these steps are successfully executed, the

connection is established [104]. However, a significant drawback of TCP connections

is the inability to maintain half-open connections. The fog server finds itself in a

half-open connection state as it awaits the EU’s reply to acknowledge the three-way

handshake.

Moreover, IoT devices are constrained by limited computation, storage capacity,

and short battery life, rendering them susceptible to compromise, damage, or

hijacking. Consequently, exploiting these limitations, an attacker may infiltrate IoT

devices and employ them as botnets to generate and dispatch excessive SYN request

packets with a falsified source IP address to fog servers. Consequently, the ACK packet

fails to reach the fog server, which remains in the open port state, awaiting the ACK

packet. Additionally, the SYN/ACK packets are routed to the falsified host, and the

three-way handshake procedure remains incomplete. Furthermore, the connection

registration persists in the connection delay buffer until the timeout occurs, obstructing

legitimate users from accessing the services [105].

4.2.6 FASA Network Architecture

To address the concerns surrounding SYN flood DDoS attacks in network systems

effectively, attack prevention must be integrated into fog computing based on SDN.

Indeed, this paper introduces a novel distributed fog defensive system for SYN flood

DDoS attacks utilizing ANFIS and SDN Assistance (FASA). The FASA architecture

comprises three layers: the cloud layer, the SDN-based fog (SDFN) Layer, and the

things layer, as illustrated in Figure 4.4.
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Figure 4.3. SYN Flood DDoS Attack in Fog Computing.

a. Cloud Layer: as a computing paradigm, the cloud represents an approach to

managing a collection of configurable computing resources. It offers flexible,

on-demand services and allows system access from any location and at any time.

This enables users to utilize resources according to their specific requirements.

Cloud technology provides notable features such as immediate adaptability and

measurable services [106].

To automate and seamlessly integrate cloud applications provisioning with the

network, SDN (Software-Defined Networking) and cloud technology can be

combined. In the FASA system, cloud computing refers to the application

plane, which encompasses a variety of useful applications. These applications

communicate with the controller to abstract a logically centralized controller,

enabling coordinated decision-making.
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b. SDN-based Fog Network layer (SDFN): The SDFN layer integrates the

fog computing and SDN paradigms to effectively detect and counter DDoS

attacks. Recent advances in SDN have created opportunities to introduce

intelligence within networks. SDN offers various advantages, such as logically

centralized control, software-based traffic analysis, a comprehensive network

view, and flexible updates to forwarding rules. These benefits contribute

to the enhancement and facilitation of machine learning applications [106].

Consequently, the SDFN layer introduces novel approaches to address DDoS

attacks in fog computing environments using SDN. This layer comprises two

sub-layers, namely SDFN-server and SDFN-node, which work together to

achieve this objective.

• SDFN-server:This specific sub-layer represents the control plane that is

implemented on fog servers. It incorporates an intelligent ANFIS (Adaptive

Neuro-Fuzzy Inference System) classifier into the control network to make

decisions regarding the classification of traffic flows. Subsequently, policies

are adjusted based on these decisions.

Furthermore, the SDFN server establishes communication with the cloud

layer (application) through the northbound interface. It also interacts with

the SDFN-node layer through the southbound interface.

• SDFN-node: This particular sub-layer pertains to the data plane comprised

of physical equipment within the network, such as switches and routers. Its

primary function is to facilitate the forwarding of network traffic to their

respective destinations. This forwarding process is achieved through the

utilization of the OpenFlow protocol.

c. Things layer: The role of this layer is to perform the tasks of sensing, collecting,

and transmitting data from wireless sensors and end-users to the fog computing

infrastructure. The packets that are transmitted through this layer can be

classified as either benign or malicious based on their content.
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To provide a clearer explanation of the framework for identifying and defending

against SYN flood DDoS attacks, the following assumptions have been made:

• The susceptibility of the SDN-based Fog Network server (SDFN-server) to

compromise is acknowledged.

• The DDoS attacks specifically target the SDFN servers using TCP SYN flood

techniques.

• The integrity of the SDN controller and the switch remains intact, without any

compromise.

• The possibility of IoT devices being vulnerable to hacking is considered.

Figure 4.4. Network Model: SDN-based Fog Network (SDFN).
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4.3 Proposed FASA Framework

The occurrence of SYN flood DDoS attacks can rapidly disrupt a network, and

their swift execution makes them challenging to detect. Consequently, it is crucial

to have effective measures in place for detecting and mitigating these attacks. In

fog computing, there is a need for a detection approach that can filter and block

malicious requests before they can negatively impact fog services. To address this, our

FASA framework has been developed, enabling real-time identification and immediate

mitigation of SYN flood attacks within fog computing. The framework’s functionality

is illustrated in Figure 4.5.

Figure 4.5. The Proposed FASA Framework.

4.3.1 The Detection Process

The FASA framework utilizes the ANFIS model and SDN network to ensure the

availability of services in the fog network. To achieve the objectives of recognition

and detection, a fog layer is established between the cloud layer and the Things layer.

This fog layer incorporates recognition techniques that are capable of handling and

processing malicious traffic. Additionally, an SDN controller is deployed on the fog
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layer to control packets originating from various system nodes, thereby enhancing

security and network management.

Moreover, the SDFN-server undergoes prior training using ANFIS algorithms and

is tested with two distinct datasets, namely CIC-DDoS2019 and the SDN dataset.

Following a successful data preprocessing step, the most significant features are

extracted. These features are then divided into training data and testing data to enable

self-training of the SDFN server for SYN flood attack identification. Once trained, the

ANFIS model can determine the legitimacy of incoming packets, and the controller

makes decisions based on this information. The flowchart in Figure 4.6 illustrates this

process.

Figure 4.6. Flowchart of the Proposed Model FASA.

Page 85



Chapter 4 Toward a real-time TCP SYN Flood DDoS Mitigation using an ANFIS
Classifier and SDN Assistance in Fog Computing

4.3.2 The Mitigation Process

SDN simplifies the implementation of complex mitigation models by providing a

straightforward approach. When an OpenFlow switch receives a packet, it compares

it to the matching rule in its flow table. Based on the match result, the switch either

forwards the packet to the destination according to the rule or requests assistance from

the controller if no suitable rule is found. This request is initiated through the SB-API

by the OpenFlow agent within the switch, as depicted in Figure 4.6 of the flowchart.

In the context of attack identification, a threshold value can be determined to assess

the maximum serving capacity based on available computational resources. If the

number of service requests exceeds this limit, a packet is considered malicious [107].

Conversely, if the number of requests falls below the threshold capacity, the packet

undergoes prediction using the ANFIS classifier within the fog server. Thus, the

real-time mitigation phase is triggered when the ANFIS model detects a SYN flood

packet. The purpose of this phase is to execute defensive measures that limit the

damage caused by the exploit.

To initiate the mitigation process, the packet traverses the OpenFlow protocol,

which executes the updated rule in the flow table if the packet is determined to

be from a legitimate user, granting access. However, if the packet is identified as

malicious, the controller identifies the most frequently occurring source MAC address

with different source IP addresses. This information is used to determine the infected

port number. By correlating the identified MAC address with the corresponding port

on the switch, the controller identifies the specific port through which the attack traffic

enters the network. To prevent further damage, the controller instructs the OpenFlow

switches to drop all packets originating from the host associated with the identified

MAC address. Additionally, the switch is directed to block traffic on the specific port

linked to the infected host, effectively disabling any communication through that port.

Furthermore, the controller updates the flow table of the switch to modify the rules
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related to receiving or forwarding packets to the identified port. This ensures that any

packets destined for that port are dropped or redirected, mitigating the attack.

As a result, TCP SYN flooding attacks can be identified and prevented by promptly

blocking the switch port directly connected to the attacker’s host.

Algorithm 1 FASA framework process

1: Input: incoming packet of traffic flow to the switch
2: Output: response with flow classification and decision
3: if packet matched in the flow table then
4: Apply the rule in the flow table;
5: else
6: Forward packet to SDFN-server;
7: Apply ANFIS classifier;
8: if flow classified as malicious packet then
9: Retrieve the MAC address of the attacker;

10: Update rule table in flow table with a malicious user;
11: Make a decision:
12: Drop the packets with this source MAC address;
13: Block the infected switch port;
14: else
15: Update rule table in SDN with the legitimate user;
16: Make decision: Forward the packet to the destination;
17: end if
18: end if

4.4 Experiments and Results

4.4.1 Experimental Setup

In this section, we will explore the different tools employed to construct the

experimental setup for detecting SYN flood attacks in simulated SDN and fog

computing environments. The network traffic was captured and analyzed in real-time

using Wireshark [108].

The entire experiment was conducted on a Windows 10 operating system, utilizing

an Intel i3 processor and 8GB of RAM. To emulate the network behavior, the SDN

Mininet network emulator [109] was utilized, along with the Ryu controller [110].
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Ryu is an open-source platform that offers transparency and flexibility, allowing

for customization and extension of functionalities. Its Python-based architecture

promotes accessibility and simplifies development, enabling swift implementation of

SDN applications. Moreover, Ryu supports multiple protocols, including OpenFlow,

ensuring seamless communication with diverse network devices. Its compatibility

with various networking technologies and hardware makes it well-suited for

heterogeneous infrastructures, making it an ideal choice for this research [111].

To train and test our ANFIS model, we employed the Python programming language

along with the Keras [112] and TensorFlow [113] libraries for deep learning. To prevent

overfitting, we utilized the stratified K-Fold cross-validation technique [114] in the

ANFIS algorithm. By employing this method, each fold maintains a class distribution

that is identical to the original dataset, resulting in a more accurate and reliable model

assessment.

For binary classification, we utilized the Binary Cross entropy loss function, which

is a commonly used loss function. The default learning rate in Keras was set to 0.001.

Additionally, we selected the Adam optimizer [100], which is an adaptive algorithm

for optimizing learning rates in neural network models.

Furthermore, to evaluate the performance and efficiency of the FASA system, we

conducted the study using two different scenarios. This allowed us to analyze the

system’s effectiveness under varied conditions.

• Scenario 1: The performance of the FASA system is assessed by implementing it

within the SDN environment.

• Scenario 2: The performance of the FASA system is evaluated using the publicly

available dataset CIC-DDoS 2019 [115]
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4.4.2 Experimental Analysis

In the following subsection, we will present the details of each test scenario and present

the results of the studies.

a. Scenario 1 For our experiment, we utilized the Mininet network emulator [109]

to create virtual network topologies comprising of controllers, hosts, links,

and switches. To run Mininet and Ryu controllers [110], we employed two

virtual machines running the Linux operating system. The Ryu controller,

based on a Python program, supports various network management protocols,

including OpenFlow switches. We specifically chose the Ryu controller for our

SDN networking environment due to its simplicity in deployment, scalability,

and straightforward architecture. Ryu controllers are widely used in SDN

networking, particularly for lightweight traffic communication and control.

Moreover, the Ryu controller provides a routing link to OpenFlow switches,

ensuring that the network topology can carry out data analysis.

To emulate our network structure, we implemented a linear topology within

Mininet. This topology consists of 8 switches connected to the Ryu controller,

with each switch linked to 8 hosts. In total, there are 64 hosts connected to the

OpenFlow virtual switches, as illustrated in Figure 4.7.

The IP address assigned to the Ryu controller is 192.168.162.133. Similarly, each

host is assigned a unique IP address. For example, the IP address of Host1 is

"10.0.0.1/24", and its corresponding MAC address is 00:00:00:00:00:01, converted

from hexadecimal to an integer.

In scenario 1, the overall workflow includes three main processes: data

generation and collection, detection, and mitigation. These processes are

implemented using the Mininet virtual machine (VM) and the Ryu controller VM,

both of which are based on the Python programming language.
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Figure 4.7. Emulated SDN Network on Scenario 1.

Table 4.1. The Collected Dataset using SDN

SDN dataset All samples BENIGN SYN
Train/test 737156 816156 1553311

• Data generation and collection process: The SDN dataset is generated using

both the Mininet emulator and Ryu controller. We collect normal traffic data

by utilizing the "iperf" command while designating one host (Host1) as a

Simple HTTP Server listening on port 80. Additionally, we gather SYN flood

traffic data using the Hping3 tool, which generates packets with random IP

addresses. Hping3 is an open-source TCP/IP protocol tool written in the

TCL language. It allows programmers to create scripts for handling and

analyzing TCP/IP packets within a limited timeframe.

MAC addresses play a crucial role in mitigating SYN flood attacks, as layer

2 switches forward incoming traffic based on MAC addresses. They also aid

in identifying the infected source port. Furthermore, the layer 4 switch relies

on the source and destination ports, which are vital in the flow table. The

flow table includes several features such as datapath ID, source IP, source

MAC, destination IP, destination MAC, IP protocol, ICMP code, ICMP type,

packet counts, and flags. Detailed information about the collected dataset is

provided in Table 4.1.
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• The detection process: The detection process involves several steps. Firstly,

the collected data (as shown in Table 4.1) undergoes pre-processing.

Subsequently, the dataset is divided into a training set, which constitutes

80% of the data, and a testing set, which comprises 20% of the data. The goal

is to utilize the ANFIS algorithm with cross-validation to train the dataset

and achieve a 100% accuracy, while also mitigating the risk of overfitting.

Once the Ryu controller receives packets in various forms of regular and

attack traffic, it collects the corresponding features and assigns their values

to the predicted dataset. The detection module, powered by the ANFIS

algorithm, then examines each flow entry to identify potential anomalies

or attacks.

• The mitigation process: The mitigation process involves addressing DDoS

attacks, which are challenging to mitigate due to IP spoofing. Simply

blocking the suspected attacker’s IP address is ineffective in mitigating such

attacks. To achieve our objective of obtaining a list of edge switches directly

connected to each host, we will store the MAC address, port number, and

switch ID for each host in a Python dictionary. This dictionary serves as

a data structure from which we can retrieve the necessary parameters for

creating mitigation rules. During the mitigation process, each flow entry

undergoes the detection process to determine if it is a normal packet or a

malicious packet. The flow entry is then forwarded to the Ryu controller,

which makes decisions based on the prediction results. If the predicted

value of the flow entry is 1, indicating an SYN flood attack where the

attacker transmits both the real source MAC address and a random false

source IP, the higher MAC address repeated with different IPs in each

flow entry indicates that the attacker is the host associated with that MAC

address. In this case, we use the assigned MAC address to obtain the port

number and switch ID from the dictionary. The Ryu controller responds

by enforcing a rule that rejects all packets originating from the attacker,
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and this rule is sent to the affected switch. The switch, upon receiving the

rule, blocks the specific port directly connected to the attacker’s host. By

implementing this rule, the switch effectively prevents any communication

from the attacker’s host through that particular port, thus mitigating the

impact of the attack.

Both the hard timeout and idle timeout are important parameters that need

to be adjusted during the mitigation process:

– Idle timeout refers to the duration within which a flow rule will be

deleted if no match occurs with incoming packets.

– Hard timeout specifies the automatic deletion of a flow rule after the

hard timeout period has expired since the rule was created.

Table 4.2. Experiment Parameters

Parameters Value
Traffic generation tool iperf, Hping3
Simulation time 140 sec
Bandwidth 100 Mbits/sec
Data collection interval 5 sec
Server host 1

In the event of an attack, the Ryu controller applies blocking measures on

the OpenFlow (OF) switch. The blocking is configured with an idle time of

0 seconds and a hard time of 300 seconds, set with a high priority of 1000

for our model. This means that the switch will continue to block the source

port for 300 seconds without notifying the controller.

On the other hand, if the detection result is 0, indicating normal traffic, the

idle time is set to 200 seconds for each flow entry, and a fixed priority of 10

is assigned. If no matching occurs within this period, the flow rule will be

removed after 200 seconds. The hard time is set to 400 seconds, after which

all flow entries will be deleted.

During the experiment, real-time flow traffic was captured using Wireshark.

Figure 4.8 displays the plot of packets per second versus time, representing
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traffic flow. Additionally, Table 4.2 presents the parameters used in the

experiment.

At the start of the experiment, normal traffic is sent out at time 0 seconds.

Subsequently, a SYN flood attack is initiated, and at around time 60, the

packet rate reaches a threshold value close to 700 packets per second. The

ANFIS detection module identifies the attack and the mitigation module is

in play. The controller employs appropriate flow rules to mitigate the attack

by dropping packets, blocking the source ports involved in the attack, and

instructing the switches to update the flow table accordingly. The attack is

successfully mitigated in less than 5 seconds, resulting in a significant drop

in the packet rate. The graph demonstrates the continuous flow of normal

traffic without any disruptions until the end of the 140-second experiment.

This period is crucial, as it showcases the controller’s ability to effectively

handle incoming packets.

Figure 4.9 illustrates that during the attack, there was a decrease in

bandwidth consumption, dropping to as low as 90 Mbits/sec. However, the

bandwidth quickly recovered to its pre-attack state and remained relatively

stable at around 100 Mbits/sec. This demonstrates the effectiveness of our

model in mitigating the impact of the attack and restoring normal network

performance.

b. Scenario 2 In the second scenario, we assess the effectiveness of our proposed

model in identifying TCP SYN flood DDoS attacks. To evaluate the model,

we utilize the CIC-DDoS dataset developed by Sharafaldin et al. (2019) [115].

This dataset is specifically designed for detecting DDoS attacks and classifying

different attack types. It is presented in a CSV format and contains a combination

of benign traffic and various popular DDoS attacks that occurred in 2019. The

dataset was collected over two days and represents real-world network traffic

captured in PCAP files. Additionally, the dataset includes labeled traffic flows

Page 93



Chapter 4 Toward a real-time TCP SYN Flood DDoS Mitigation using an ANFIS
Classifier and SDN Assistance in Fog Computing

Figure 4.8. Real-time Detection and Mitigation of Syn Flood Attack.

Figure 4.9. Bandwidth Usage.

obtained through network traffic analysis using CICFlowMeter-V3. Originally,

the dataset consisted of 88 features.

For this particular scenario, we focus on the SYN flood dataset, as outlined in 4.3.

The TCP SYN flood attack belongs to the exploitation category of DDoS attacks

and takes advantage of vulnerabilities in TCP connection protocols. The dataset

covers two days, with each day featuring a different attack category and a broad

range of imbalanced class distribution.

• Resampling data: Data resampling is performed to address the issue of

imbalanced classification in both the training and testing datasets. The
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Table 4.3. SYN Flood CIC-DDoS 2019 Dataset

All New dataset All samples BEGNIN SYN
Training day 1582681 392 1582289
Testing day 4320541 35790 4284751

minority class, labeled as "BENIGN," has a small number of samples, which

can adversely affect the model’s learning and decision-making capabilities.

Moreover, it can lead to overfitting in our model.

To mitigate this problem, we construct a new dataset that consists of

samples from both the training and testing datasets. Specifically, we

include all samples labeled as "BENIGN," which accounts for 20% of the

total dataset. Additionally, we include 80% of the samples labeled as

"SYN." The resulting dataset, presented in Table 4.4, aims to balance the

representation of the classes and alleviate the challenges associated with

imbalanced classification.

Table 4.4. The New Balanced SYN Flood Dataset

New dataset All samples BEGNIN SYN
Train/test 180910 36182 144728

• Data Pre-processing: Data preprocessing plays a crucial role in the analysis

of our dataset, which consists of 88 features. In this section, we will discuss

the techniques employed to cleanse and prepare the data for utilization in

our proposed ANFIS algorithms. The objective is to eliminate undesirable

attributes and make necessary adjustments to ensure the data is suitable for

training. By implementing a data preprocessing step, as depicted in Figure

4.10, we aim to enhance the reliability of the training process, leading to a

more accurate model.

✓ Initially, we eliminated features from the dataset that possessed a

unique value across the entire dataset and did not have any impact

on the training phase (’Bwd PSH Flags’,’ Fwd URG Flags’, ’ Bwd

URG Flags’, ’FIN Flag Count’,’ Fwd Avg Bytes/Bulk’, Fwd Avg
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Packets/Bulk’, ’ Fwd Avg Bulk Rate’, ’Bwd Avg Bytes/Bulk’, ’ PSH

Flag Count’,’ ECE Flag Count’,’ Bwd Avg Packets/Bulk’, ’Bwd Avg Bulk

Rate’).

✓ In the flow data extracted from the Syn CSV file, certain values of ’Init

Win bytes forward’ and ’Init Win bytes backward’ were erroneously

set to -1. However, initiating a byte window of size -1 is illogical and

not feasible. This issue was attributed to a software problem with

CICFlowmeter. To ensure the smooth progression of the training phase,

it is necessary to either set these values to 0 or remove them from the

dataset. Some values of ’Init Win bytes forward’ and ’Init Win bytes

backward’ of flow data from the Syn CSV file were set to -1.

Figure 4.10. Data Pre-processing.

✓ Dealing with missing data had a disruptive effect on the training of the

model. To address this issue, the lines in the dataset that contained

’infinity’ and ’NaN’ values in the ’Flow Bytes/s’ and ’Flow Packets/s’

features were removed.

✓ We eliminated categorical features from the dataset that have the

potential to vary across different networks (’Source Port’, ’Destination

Port’, ’Source IP’, ’Destination IP’, ’Flow ID’, ’SimillarHTTP’,

’Unnamed: 0’, ’Timestamp’).
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✓ To accurately identify significant features, we removed columns from

the dataset that exhibited a correlation coefficient higher than 0.8(’ Total

Backward Packets’, ’ Total Length of Bwd Packets’, ’ Fwd Packet Length

Std’, ’ Bwd Packet Length Min’, ’ Bwd Packet Length Mean’, ’ Bwd

Packet Length Std’, ’ Flow IAT Mean’, ’ Flow IAT Std’, ’ Flow IAT Max’,

’Fwd IAT Total’, ’ Fwd IAT Mean’, ’ Fwd IAT Std’, ’ Fwd IAT Max’, ’

Fwd IAT Min’, ’ Bwd IAT Std’, ’ Bwd IAT Max’, ’ Fwd Header Length’,

’ Bwd Header Length’, ’ Max Packet Length’, ’ Packet Length Mean’,

’ Packet Length Std’, ’ Packet Length Variance’, ’ RST Flag Count’, ’

Average Packet Size’, ’ Avg Fwd Segment Size’, ’ Avg Bwd Segment

Size’,’ Fwd Header Length.1’, ’Subflow Fwd Packets’, ’ Subflow Fwd

Bytes’, ’ Subflow Bwd Packets’, ’ Subflow Bwd Bytes’, ’ Active Max’, ’

Active Min’, ’Idle Mean’, ’ Idle Max’, ’ Idle Min’).

✓ To facilitate the detection and classification of DDoS attacks, the dataset

is divided into two distinct classes. The "BENIGN" label is encoded as

"0," while the "Syn" label is encoded as "1" in the dataset specifically

designed for detecting SYN flood DDoS attacks on network traffic.

✓ Feature selection is employed to identify important data features

and reduce the amount of data needed for detection purposes. In this

process, we utilize the XGBoost technique, which assigns an importance

score to each feature based on its impact on critical decision-making

using boosted decision trees [116]. Subsequently, based on the assigned

feature importance ratings, we remove features that are deemed to

have negligible significance. ’ Protocol’, ’ Flow Duration’,’ Total Fwd

Packets’, ’ Fwd Packet Length Max’, ’Bwd Packet Length Max’, ’ Flow

IAT Mean’, ’ Flow IAT Min’, ’Bwd IAT Total’, ’ Bwd IAT Mean’, ’ Bwd

IAT Min’, ’Fwd PSH Flags’,’ Fwd Packets/s’, ’ Bwd Packets/s’, ’ Min

Packet Length’,’ SYN Flag Count’,’ CWE Flag Count’, ’ Down/Up

Ratio’,’ Init Win bytes backward’, ’ act data pkt fwd’, ’Active Mean’,
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’ Active Std’, ’ Idle Std’, and choose nine ideal feature subsets, as

presented in Table 4.5.

Table 4.5. Features Selected with XGBoost

Feature Name Description
Total Length of Fwd Packets Overall size of packet in the forward direction.
Fwd Packet Length Mean Mean size of the packet in the forward direction.
ACK Flag Count Number of packets with ACK.
URG Flag Count Number of packets with URG.
Init Win bytes forward Number of bytes sent in the initial window in the forward direction.
min seg size forward The observed minimum segment size in the forward direction.
Inbound The direction in which traffic moves between networks.
Label Type of packets for classification.

– To ensure consistency, we normalize the data by scaling all features to a

range of 0 to 1. As mentioned earlier, the dataset is split into training and

testing data. Cross-validation is employed during the training phase to

prevent overfitting.

– Finally, we evaluate the performance of the ANFIS model by making

predictions on unseen data. The following section presents a detailed

analysis of the model’s performance and the obtained results.

4.4.3 Performance Metrics

Accurately evaluating models relies on utilizing appropriate performance metrics. In

this section, we examine the following performance metrics to evaluate the FASA

framework:

• True Negatives (TN): This refers to the accurate identification of normal flow data

as such.

• True Positives (TP):This represents the correct identification of malicious flow

data.
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• False Positives (FP): This indicates the misclassification of normal flow data as

malicious traffic.

• False Negatives (FN): This signifies the misclassification of malicious flow data as

normal flow data.

Furthermore, we present the confusion matrix to describe the classification

performance of our model. The confusion matrix summarizes the correct and

false predictions achieved through our proposed approach, as illustrated in Figure

4.11. Accurately distinguishing the Benign class within our model is of paramount

(a) Using CIC-DDoS dataset. (b) Using SDN dataset.

Figure 4.11. Confusion Matrix of the ANFIS Model.

importance, as high false positive rates can lead to unnecessary complexity and

unwarranted alerts. Our primary objective is to minimize the false positive rate. As a

result, our framework achieves a false positive rate of 0% in both the CIC-DDoS2019

and SDN datasets. Additionally, it achieves a false negative rate of 0.058% in the

CIC-DDoS2019 dataset and 0% in the SDN dataset.

To assess the model’s performance in distinguishing between false positives and

true positives, we utilize the Receiver Operating Characteristic (ROC) curve. This

curve illustrates the relationship between the True Positive Rate (TPR) and the False

Positive Rate (FPR). The area under the ROC curve (AUC) serves as a measure of the

model’s ability to differentiate between the two classes. As depicted in Figure 4.12, our

model achieves an AUC of 99.96% using the CIC-DDoS2019 dataset and 100% using
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the SDN dataset. These high AUC values indicate that our proposed model effectively

separates positive from negative classes.

To ensure the model’s generalizability and mitigate overfitting, we employ

established techniques like k-fold cross-validation. Additionally, meticulous selection

and optimization of impactful traffic features enhance the model’s proficiency in

distinguishing between normal and attack behaviors. The fusion of fuzzy logic and

neural learning components proves effective in capturing complex traffic patterns.

Moreover, training on diverse attack data distributions further enhances the model’s

robustness. To conduct a comprehensive comparative evaluation of our proposed

Figure 4.12. ROC Cuvre of ANFIS Model.

model, we have employed various measures such as accuracy, precision, recall, and

F-score. These metrics are commonly used in SYN flood DDoS detection systems

and provide valuable insights into the performance of our model. Let’s delve into

the description of these metrics:

1. Accuracy measures the overall correctness of the model’s predictions by

calculating the ratio of correctly classified instances to the total number of
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instances. It is calculated as follows:

accuracy =
tp+ tn

tp+ tn+ fp+ fn
(4.6)

2. Precision quantifies the model’s ability to identify positive instances out of the

predicted ones correctly. It is calculated by dividing the number of true positives

by the sum of true positives and false positives, it is computed as follows:

precision =
tp

tp+ fp
(4.7)

3. The false positive rate is determined by calculating the ratio of negative samples

that were incorrectly classified as positive using the following formula:

fp− rate =
fp

fp+ tn
(4.8)

4. The recall Recall, also known as sensitivity or true positive rate, measures the

model’s ability to correctly identify positive instances out of the total actual

positive instances. It is calculated by dividing the number of true positives by the

sum of true positives and false negatives., It is determined using the equation:

recall = tp− rate =
tp

tp+ fn
(4.9)

5. The F-score is a combined measure that takes into account both precision

and recall. It provides a balanced assessment of the model’s performance by

considering the harmonic mean of precision and recall:

f1− score =
2× precision× recall

(precision+ recall)
(4.10)

4.4.4 Evaluation Results

To validate our system, we conducted a comparison between the FASA framework

and the FUPE method [117], along with other DDoS attack detection systems that
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were applied to SDN using the CIC-DDoS 2019 dataset. The comparison results are

presented in Table 4.6.

Table 4.6. The Evaluated Metrics were used to Compare the Results of ANFIS with other
Methods.

Method Accuracy precision Recall F1-score
ANFIS SDN 100 100 100 100
ANFIS CIC-DDoS2019 99.95 100 99.94 99.95
FUPE [117] 98.2 96.08 98 N/A
CNN [118] 95.4 93.3 92.4 92.8
GAN [119] 94.38 94.08 97.89 95.94
MLP [120] 95.01 95.46 94.51 94.98

The first approach, FUPE [117], utilizes a fuzzy-based multi-objective particle

swarm optimization approach to address security-aware task scheduling in IoT-fog

networks. The second approach is based on Convolutional Neural Network (CNN)

[118], which is a cost-effective supervised classifier designed to detect suspicious

events in a data center. Another approach involves the use of Generative Adversarial

Network (GAN) [119] for identifying DDoS threats in SDN environments. Lastly, the

Multi-layer Perceptron (MLP) [120] is employed to detect and prevent Low Rate-DDoS

attacks in SDN settings.

Figure 4.13 provides a comprehensive analysis of the metric findings from the

comparative approaches, illustrating the performance of each method in a comparative

manner.

Figure 4.13 provides a comprehensive analysis of the performance of various

methods, including our FASA framework, in identifying SYN flood DDoS attacks.

Notably, our model using the SDN dataset demonstrates superior performance

compared to all previous techniques, achieving 100% accuracy, precision, recall,

and F1-score. These results closely resemble the outcomes obtained using the

CIC-DDoS2019 dataset.

The accuracy of each learning algorithm is also evaluated. Among the classifiers,

the ANFIS algorithm achieves the highest accuracy rating of 99.95%, followed by the
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Figure 4.13. Evaluation Metrics for Comparative Methods.

FUPE approach with 98.2% and the CNN algorithm with 94.83%. The MLP and GAN

classifiers attain accuracies of 95.4% and 95.01%, respectively.

Figure 4.13 further illustrates the precision of each algorithm in distinguishing

between legal and malicious traffic. The ANFIS algorithm achieves a precision of 100%,

followed by FUPE with a precision of 96.08%, and the MLP with a precision of 95.46%.

The GAN and CNN algorithms achieve precisions of 94.08% and 93.3%, respectively.

Additionally, the recall values of all methods employed in the performance

evaluation are depicted. The ANFIS algorithm exhibits a recall value of 99.94%,

followed by FUPE with 98%, while GAN achieves a recall rating of 97.89%. In

comparison, the CNN achieves the lowest recall value of 92.4%, while the MLP

achieves a recall of 94.51%.

Furthermore, Figure 14 presents the F1 scores of the classification methods. The

ANFIS algorithm obtains the highest F1-score of 99.95%. On the other hand, GAN,

MLP, and CNN achieve F1-scores of 95.94%, 94.98%, and 92.8%, respectively. The F1

score for the FUPE approach is not mentioned.
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In conclusion, our FASA framework outperforms the other evaluated approaches,

demonstrating its effectiveness in identifying SYN flood DDoS attacks. The promising

test results highlight the efficacy of our approach and its potential for enhancing

network security. .

4.5 Summary

In this chapter, we proposed a mitigation framework called FASA, which combines Fog

computing, Adaptive Neuro-Fuzzy Inference System (ANFIS), and Software Defined

Networking (SDN) to combat SYN Flood DDoS attacks. By integrating SDN and

the fog environment with the ANFIS machine learning algorithm, our framework

introduces intelligence into the SDN controller, making it more suitable, efficient, and

secure against SYN flood attacks.

We conducted training and evaluation of our framework using the recently released

CIC-DDoS2019 dataset, which includes a comprehensive collection of SYN flood DDoS

attacks. The performance assessment revealed that our proposed model achieves high

detection accuracy and low rates of false positives and false negatives. This is a

significant achievement, as our framework outperforms well-known machine learning

algorithms in terms of precision, recall, and F-score, offering superior evaluation

metrics.

Overall, our findings highlight the effectiveness and robustness of the FASA

framework in mitigating SYN Flood DDoS attacks, providing a promising solution

for enhancing network security.
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5.1 Introduction

In this chapter, we present SA-FLIDS, a Secure and Authenticated Federated

Learning-based Network Intrusion Detection System for Fog-IoT-enabled Smart

Healthcare Systems. SA-FLIDS ensures a high level of security for IoMT devices

through secure federated learning, preserving privacy. We focus on detecting

and mitigating cyber attacks on IoMT devices using fog computing, while also

addressing vulnerabilities in decentralized learning. Client authentication is achieved

through a blockchain-based Self-Sovereign Identity model. Performance evaluation

demonstrates SA-FLIDS’ effectiveness in identifying and mitigating attacks while

meeting privacy, scalability, and sustainability requirements.

The structure of this chapter is as follows: Section 2 offers a background on the

subject matter. In Section 3, we provide a formal definition of cyber attacks and risk

in IoMT-enabled smart healthcare systems, and we present the goals and design of the

SA-FLIDS system. Section 4 introduces our proposed SA-FLIDS model. The security

and privacy analysis is outlined in Section 5. In Section 6, we report and discuss the

results of our evaluations. The chapter concludes with a final section summarizing the

key findings.

5.1.1 Motivation

Smart healthcare systems, which leverage advancements in technology like IoT and

cloud computing [121], have the potential to revolutionize healthcare by improving

services, reducing costs, and enabling more accurate diagnoses and treatments

[122] [123]. However, the integration of various technologies and medical devices

also exposes these systems to cyber-attacks, posing risks to patient safety and the

availability of healthcare services [124].

To protect smart healthcare systems from cyber threats, it is crucial to deploy a

Network-based Intrusion Detection System (NIDS). Traditional IDSs, however, have
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limitations in terms of false positives, scalability, and efficiency. Therefore, scalable

and effective cybersecurity measures are urgently needed to safeguard IoT networks

and medical devices in smart healthcare services.

In the field of IoMT-based healthcare security, Machine Learning (ML) approaches,

particularly Federated Learning (FL), have gained traction for detecting anomalies and

malicious activities. FL allows mobile devices to collaboratively train a shared model

while preserving data privacy. However, FL is susceptible to adversarial attacks such

as poisoning and Sybil attacks, which can compromise the accuracy and convergence

of the model.

To address these challenges, the integration of blockchain technology with FL can

provide a secure framework. Blockchain offers advantages in terms of immutability,

transparency, decentralization, and data security. By incorporating blockchain and

Self-Sovereign Identity (SSI) technologies, a novel framework called SA-FLIDS (Secure

and Authenticated FL-based NIDS) can be developed to protect smart healthcare

networks. SA-FLIDS analyzes incoming traffic, detects and mitigates cyber-attacks on

IoMT devices, and ensures privacy-preserving with secure FL. It employs an identity

management and device authentication scheme to prevent Sybil attacks and ensure

that only trusted nodes contribute to the training process. Participants’ privacy is

safeguarded as SA-FLIDS does not share users’ private data with the centralized

training module.

5.2 Background Knowledge

This section provides an overview of relevant concepts, including intrusion

detection systems (IDS), Federated Learning (FL), and Self-Sovereign Identity (SSI)

techniques based on Blockchain. These concepts are essential for understanding and

implementing our proposed model.
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5.2.1 Intrusion Detection System

An IDS is a security tool that monitors network activities to identify unauthorized

actions or policy violations [125]. It logs information about intrusions, issues alerts,

and takes necessary actions to mitigate or correct unauthorized access. IDS checks

incoming network traffic and safeguards authorized users from suspicious activity that

might compromise an information system’s availability, confidentiality, or integrity

[126].

In the context of fog-IoT systems in smart healthcare, a distributed detection system

based on anomaly-based IDS is considered. This system helps identify abnormal

behavior, unauthorized access attempts, or suspicious network activities. It utilizes

predefined rules or ML algorithms to detect potential threats and generates alerts for

further investigation [127].

5.2.2 Federated Learning (FL)

In traditional ML for IoT applications, usually, every IoT device uploads its data to

cloud servers. , creating a shared model used across devices [128]. However, this

centralized learning approach faces challenges related to privacy, latency, bandwidth,

and connectivity. To overcome these limitations, FL was developed as an innovative

ML technique. FL allows the training of a model using decentralized data sources

without the need to exchange the data itself [129], as shown in Figure 5.1. By adopting

FL, the privacy and security of local data samples can be preserved since they are no

longer shared with external entities [130]. Additionally, FL reduces requirements for

latency, power, and storage because data transmission is minimized due to the absence

of a central entity storing all the data [131].

There are three prevalent types of FL [132]:
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1. Horizontal FL This approach is used when datasets share the same feature space

but differ in the sampling space. In other words, the data collected by different

devices share common attributes but represent different instances or samples.

2. Vertical FL: This type of FL is implemented when datasets have different feature

spaces but the same sample space. It means that the data collected from different

devices have different attributes or features, but they correspond to the same

instances or samples.

3. Federated Transfer Learning: This approach is employed when datasets have

both different feature space and sampling space. In this case, the data collected

from various devices not only have different attributes but also represent

different instances or samples.

Figure 5.1. Federated Learning and Centralized Learning [133].
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5.2.3 Federated learning for IoT Intrusion Detection

FL has been widely adopted in Internet of Things (IoT) networks due to its ability

to enhance privacy and security while minimizing data transmission [134]. In the

context of IDS, this approach facilitates the creation of more sophisticated ML models

by utilizing diverse data samples from multiple sources, all while maintaining network

users’ privacy during the learning process [130].

In this approach, the current model is retrieved and updated locally On IoT devices

using the relevant data. These locally trained models are then transmitted back to a

central server for aggregation, such as averaging weights, resulting in an improved

single global model that is returned to the IoT devices. The successful deployment

of FL relies on the effective distribution of data, which presents both practical and

technical challenges.

5.2.4 Blockchain-based SSI

Now, turning our attention to SSI based on Blockchain, this section delves into the use

of Blockchain technology for creating secure and decentralized identity management

systems.

5.2.4.1 Blockchain

Blockchain technology has gained prominence due to its properties of decentralization,

immutability, and persistence within distributed peer-to-peer networks. Blockchain

provides a secure, transparent, and decentralized system through its core elements

like blocks, transaction records, consensus mechanisms, smart contracts, mining,

immutable ledger, cryptographic keys, and hash functions [135].
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5.2.4.2 Self-Sovereign Identity (SSI)

It represents a decentralized paradigm for digital identity management. The primary

goal of SSI is to empower individuals with ownership and control over their digital

credentials, enabling them to establish trusted relationships and access information

while proving their identity [135]. SSI is built upon two fundamental standards:

Decentralized Identifier (DID) and Verifiable Credential (VC). These standards provide

the necessary infrastructure and protocols to ensure secure, privacy-preserving, and

user-centric digital identity management [135]. More details about blockchain-based

SSI are discussed in Chapter 3, Section 3.6

5.3 Cybersecurity Challenges and Risks in Smart

Healthcare Systems Enabled by IoMT

In smart healthcare systems enabled by the IoMT, ensuring reliable and secure

communication is of utmost importance due to its direct impact on patient well-being.

However, the unique characteristics of medical IoT devices, such as limited resources

(e.g., poor battery life and limited memory), make them susceptible to various hacking

attempts. These compromised devices can be hijacked and incorporated into botnets

by malicious actors. Consequently, several types of cyberattacks can be carried out

using compromised IoMT devices. Here are some common types of attacks that may

be carried out on compromised IoMT devices:

1. Denial-of-Service (DoS) and Distributed DoS (DDoS) Attacks: These attacks

are designed to disrupt the availability of IoMT operations. In DoS attacks, a

single botnet is employed to flood IoMT devices, while DDoS attacks involve

multiple botnets working together [23].

2. Information Gathering Attacks: Attackers gather comprehensive information

about targeted IoMT devices. This involves reconnaissance activities such as

scanning attacks, which serve as preparatory steps for subsequent attacks [136].
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3. Exploiting Web-Based Vulnerabilities: Attackers specifically target web services

running on IoMT devices. Web-based attacks encompass various methods,

including injection, hijacking, poisoning, spoofing, and DoS, to compromise the

security of web services [136].

4. Communication Spoofing Attacks: suspicious actors use these attacks to

masquerade as victim systems, gaining unauthorized access to network traffic.

The primary objectives include system access, data theft, and malware

dissemination [137].

5. Brute-Force Attacks: These attacks exploit weak passwords by systematically

trying every possible combination of characters. This makes strong, complex

passwords essential for protecting your accounts [138].

6. Mirai, an IoT Threat: a well-known example of a widespread DDoS attack

specifically designed to target IoMT devices [139].

Therefore, if a malicious IoMT device compromises a fog server, it opens the

door to unidentified individuals accessing confidential patient data and electronic

health records (EHRs). This breach of data privacy and security poses a significant

risk to patients. The compromised data often includes highly personal and private

information, like credit card details, health conditions, and other sensitive data, leaving

patients vulnerable to various threats.

Furthermore, the unavailability of fog servers disrupts crucial healthcare services,

including real-time monitoring of patient’s vital signs. This compromise in tracking

and monitoring essential health indicators in real-time creates potential risks and

challenges in delivering timely and appropriate care, as depicted in Figure 5.2.

In critical situations, such as emergencies, the heightened risk to patients’ lives

underscores the severity of the potential consequences. It highlights the urgent need

to establish robust cybersecurity measures and implement comprehensive security

protocols to safeguard patient data. These procedures are crucial for maintaining the

sustainability of critical healthcare services and effectively mitigating risks.
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Figure 5.2. Cyber-attacks in Smart Healthcare.

5.4 SA-FLIDS System and Design Goal

In this section, we delve into the architecture and threat model of the SA-FLIDS system,

as well as discuss the design goals of the system.

5.4.1 SA-FLIDS System Architecture

The SA-FLIDS system introduces a novel approach: a FL-based IDS for Smart

Healthcare that leverages Blockchain Technology, secure communication protocols,

DID, and VC. The primary objective of the SA-FLIDS system is to analyze network

traffic, detect and mitigate cyber-attacks targeting IoMT devices, and improve the

overall security of smart healthcare systems. The proposed architecture of our model
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consists of three layers: the Cloud layer, the Fog layer, and the IoMT device layer, as

illustrated in Figure 5.3.

1. Cloud Layer: The Cloud layer serves as the foundational infrastructure that

facilitates the delivery of scalable and flexible services, accessible from any

location [140]. Within this layer, fog nodes and fog servers can dynamically

allocate resources according to the requirements of the FL process.

2. Fog Network Layer: The Fog Network Layer is where the intelligent IDS based

on FL and blockchain technology is deployed. This layer is responsible for

overseeing the network and making decisions related to traffic flow classification.

It can be implemented at each hospital or clinic. The Fog Network Layer consists

of two distinct sub-layers:

• Fog Server: The Fog Server serves as the central server responsible for

initiating and establishing a shared global model architecture among the

participating fog nodes. Its primary role is to add verified model weights

to the blockchain, guaranteeing that local model updates are securely and

transparently aggregated and shared across the network using the Transport

Layer Security (TLS) protocol [141]. Furthermore, the deployment of

blockchain technology enables identity management, ensuring that only

authenticated devices are allowed to participate in the FL process.

• Fog Nodes: Fog Nodes are distributed entities comprising physical

components such as mobile devices, gateways, routers, and switches. In

the context of FL, they serve as clients and perform local model training

to safeguard sensitive medical data. The closeness of fog nodes to the fog

server and the IoMT layer, together with their increased processing capacity,

memory, and connection as compared to individual IoMT devices, makes

them ideal for local model training. Each fog node is uniquely identified by a

DID, which is registered on the blockchain. DIDs play a vital role in various

functions such as signing documents or transactions, establishing secure
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and persistent communication channels, and facilitating the exchange of

encrypted private messages [140].

3. IoMT Layer: is responsible for sensing, collecting, encrypting, and uploading

medical data to the fog nodes for secure local model training. This layer handles

the transmission of various types of data, including benign network traffic as

well as potential cyber-attack classification.

Additionally, each IoMT device is assigned a unique DID that is registered on the

blockchain. The DID plays a crucial role in the authentication process, ensuring

the secure and authorized access of IoMT devices within the system.

Figure 5.3. The Proposed Model.

5.4.2 Challenges and Design Goal

The SA-FLIDS system presents a groundbreaking approach to combating cyber-attacks

targeting IoMT devices in smart healthcare systems. It introduces a secure and

authenticated FL-based IDS for Smart Healthcare, leveraging Blockchain technology.

The prior goal of this system is to analyze network traffic, detect and mitigate potential

attacks, and uphold privacy in IoMT-based smart healthcare applications deployed on

distributed fog networks. However, it is important to acknowledge that FL systems are
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susceptible to adversarial attacks, which pose significant challenges to their security

and effectiveness.

1. Sybil Attack: This is a type of attack where a malicious actor creates a large

number of fake identities to damage the integrity of the FL process [141]. These

fabricated identities can manipulate collaborative model training by injecting

biased or misleading information into the aggregated model updates.

2. Eavesdropping Attack: An eavesdropping attack involves the unauthorized

interception and monitoring of communication between participants in the

FL process. An attacker who successfully eavesdrops on the communication

can gain access to sensitive information, such as model updates or raw data,

potentially resulting in privacy breaches [142].

3. Data Poisoning Attack: in FL is a malicious attempt to influence the collaborative

learning process by injecting adversarial data into the training set of participating

devices [142]. The objective of this attack is to compromise the integrity and

performance of the global model.

To address the aforementioned challenges, the SA-FLIDS system focuses on the

following design goals:

1. Ensuring the security of federated learning: The system intends to use strong

security mechanisms to preserve the confidentiality and authenticity of the FL

process as well as confidentiality. This includes implementing mechanisms to

detect and mitigate adversarial attacks, such as Sybil attacks and data poisoning

attacks.

2. Authenticating participating IoMT devices: The system enforces strict

authentication protocols to ensure that only authenticated and authorized IoMT

devices can participate in the FL process. This helps avoid inappropriate access

and ensures the system’s integrity.

3. Securing communication channels: The system prioritizes secure

communication between IoMT devices, fog nodes, and fog servers. It
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employs encryption techniques and protocols to prevent data tampering and

eavesdropping during communication between nodes, thereby safeguarding the

privacy of sensitive information.

4. Mitigating the impact of outliers and malicious participants: The system

aims to minimize the influence of outliers and malicious participants during

the computation of the global model. By reducing the impact of adversarial

participants engaging in poisoning attacks and introducing noisy data, the

integrity and accuracy of the global model can be preserved.

5.5 Proposed SA-FLIDS System

In this section, we provide a comprehensive overview of our proposed scheme,

SA-FLIDS, designed to address the critical aspects of security and privacy preservation

within a smart healthcare system.

5.5.1 Identification and Authentication in SA-FLIDS

The SA-FLIDS model incorporates a robust identification and authentication

mechanism, leveraging Blockchain-based DIDs and VCs. This mechanism enhances

the participant identification process within the federated learning framework,

ensuring secure and authenticated communication among IoMT devices, fog nodes,

and a central server.

To participate in the SA-FLIDS system, each fog node, fog server, and IoMT

device generates its own unique DID and registers it within the system, as depicted

in Figure 5.5. The DIDs are securely stored in the blockchain, serving as a basis

for the subsequent authentication process using VCs. This approach guarantees

secure and tamper-resistant identification, maintaining data integrity, and preventing

unauthorized alterations.
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Figure 5.4. Sequence Diagram of our SA-FLIDS Model.

Furthermore, each node generates VCs containing essential information such as

node name, manufacturing identifier, and commissioning date, based on a predefined

schema. These credentials are cryptographically verified by the server against the

blockchain as demonstrated in Figure 5.4, ensuring the authenticity and legitimacy

of the participating nodes. Nodes that fail the verification process are excluded

from the FL process. In addition to robust identification and authentication, the

SA-FLIDS system prioritizes secure communication channels. To achieve this, we

have implemented the efficient Remote Procedure Call (gRPC) framework for seamless

communication between nodes. Furthermore, TLS is enforced to establish end-to-end

encryption, bolstering the security and privacy of the communication channels.

5.5.2 Federated Learning Process in SA-FLIDS

Upon successful authentication and verification, the SA-FLIDS system initiates the

FL process, which involves the cooperation and collaboration of fog nodes under the

supervision of the fog server.
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Figure 5.5. Trust Triangle for VC.

The fog server establishes a distributed global model architecture across the

participating fog nodes. In each training round, every fog node updates its local model

by training on the data collected from IoMT devices within its proximity. These local

model updates are then transmitted back to the central fog server.

The central fog server collects and aggregates updated models from all fog nodes

using a robust aggregation technique, such as trimmed mean aggregation. This

aggregation process combines model updates to generate an updated global model.

The fog server subsequently distributes the updated global model back to all the fog

nodes.

This iterative process continues for each training round until the final global model

is obtained, which is then ready for use. It is important to note that all communications

during this process occur securely. The gRPC framework is used for efficient

communication between nodes, while the TLS protocol is implemented to ensure

end-to-end encryption in communication channels, enhancing the confidentiality and

integrity of the exchanged data.

The final global model obtained from the FL process is then utilized for the

detection and classification of traffic patterns, distinguishing between normal and
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potentially malicious patterns. Algorithm 2 provides a demonstration of the FL process

within SA-FLIDS.

Algorithm 2 Federated Learning

1: Initialize global model θ0
2: for t = 1 to T do
3: for each fog node i do
4: Collect local data Di from IoMT devices
5: Train local model θti on Di

6: Send θti to server
7: end for
8: Aggregate local models: {θt1, θt2, ..., θtN}
9: θt+1 = TrimmedMean({θt1, θt2, ..., θtN})

10: for each fog node i do
11: Distribute θt+1 to fog node i
12: end for
13: end for
14: Output: Final global model θT

5.5.3 Secured FL Integration with the IDS

The SA-FLIDS model incorporates a robust IDS that integrates with the FL framework

to provide enhanced detection and mitigation capabilities.

5.5.3.1 Detection and Mitigation model

The IDS, implemented within the fog server, is responsible for not only identifying

potential intrusions but also taking immediate and appropriate actions to prevent

or minimize the impact of such attacks. To accomplish this, the secured FL model,

trained through a robust process, is integrated into the IDS, enriching the fog server’s

architecture.

The detection and mitigation process involves continuous monitoring of incoming

traffic by the fog server. Fresh traffic data is fed into the FL model, which has been

previously trained, to differentiate between normal and potentially malicious traffic

patterns. If the FL model predicts the incoming traffic as normal, access is granted,
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showcasing the model’s ability to make real-time decisions based on learned patterns

of normal behavior.

However, if the FL model identifies incoming traffic as indicative of an intrusion or

attack, it triggers an alarm in the system monitoring, promptly alerting the system to

the potential threat. The IDS responds in real time, taking proactive measures to block

and drop malicious packets, thus mitigating the impact of the attack.

This seamless integration of the FL model with the IDS enhances The capacity of

the system to identify and promptly respond to possible intruders. The IDS leverages

the real-time predictions from the FL model, enabling swift and proactive measures to

protect the smart healthcare system. Figure 5.7 illustrates the flow of this process.

Figure 5.6. SA-FLIDS Detection and Mitigation Scheme.

5.5.3.2 Trimmed-Mean Aggregation Method

The Trimmed-Mean aggregation method is a robust approach used to address the

influence of outliers and malicious participants during the computation of the global

model in FL. By integrating this method with the classification algorithms employed

for training, it improves the accuracy and reliability of the global model.

The Trimmed-Mean applies a trimming process, where a certain percentage of

extreme values (outliers) are removed from the set of local models. This helps mitigate

the impact of outliers and improves the robustness of the aggregation process. The

influence function of the Trimmed-Mean is derived coordinate-wise, assuming the
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independence of the coordinates. This involves utilizing the quantile function to filter

out the influence of outliers.

The Trimmed-Mean aggregation formula calculates the weighted average of the

remaining models in the trimmed set. The weight assigned to each local model

represents its contribution to the global model. The formula is:

Trimmed-Mean =

∑
i(wi ·mi)∑

i wi

(5.1)

where:

wi represents the weight assigned to the i− th local model.

mi represents the i− th local model in the trimmed set Mt.

Through the utilization of the Trimmed-Mean aggregation method, the accuracy and

reliability of the global model are enhanced, particularly in the presence of outliers and

malicious participants. This contributes to improved performance in the FL process.

5.6 Experiments and Results

This study explores the potential of SA-FLIDS in detecting intrusion in IoMT networks.

As a result, this decentralized approach could be crucial for securing healthcare

applications. In this section, we present the experimental setup along with the

evaluation metrics and results.

5.6.1 Experimental Setup

In this section, we delve into the experimental setup for both FL and blockchain-based

SSI.
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5.6.1.1 Experimental setup for federate learning

Table 5.1 presents the parameters used in federated deep learning. In our study, we

conducted experiments deploying our model with client sets denoted as K, where

K = 10. We employed the Independent and Identically Distributed (IID) approach,

ensuring that the data distribution across the dataset matches the distribution of data

for each client. Furthermore, To mitigate overfitting, the following techniques were

used:

• Stratified K-fold Cross-Validation: Set k=5 to split the data into five subsets,

evaluating the model’s performance.

• L2 Regularization: Applied with a factor of 0.01 to the Dense layers, adding a

penalty to the loss function based on the weights’ magnitude, simplifying the

model.

• Early Stopping: With the patience of 3, training stops if the validation loss does

not improve, monitoring the validation set’s performance.
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Table 5.1. Federated Deep Learning Classifier Parameter Setting

Parameter Value

Federated Deep Learning classifier

Local epoch 10

Global epoch 4

Batch size 128

Hidden layer 2

Hidden nodes 128,64

Activation function Relu

Regularization L2

Classification function Sigmoid/ softmax

Optimizer, learning rate Adam, 0.001

Loss function

Binary_crossentropy

Categorical_crossentropy

5.6.1.2 Experimental setup for blockchain-based SSI

In the simulation environment, client authentication within the blockchain-based SSI

system was implemented using the DIDs and VCs model, leveraging Hyperledger

Indy [143] and Hyperledger Aries.[144] Hyperledger Indy, tailored for Identity

management, provided the distributed ledger implementation, while Hyperledger

Aries facilitated connectivity between Indy and front-end applications.

The setup involved a device running the Ubuntu 18.04 LTS operating system.

Several essential software components were installed, including Von-Network for the

blockchain ledger, Docker for containerization, and Docker-Compose for managing

multi-container Docker applications as shown in Figure 5.7.

Containerization was utilized to host the fog server, fog node, and Aca-py Agent,

all integrated into Docker containers to enable blockchain communication. The Aca-py

Agent is based on the Hyperledger Aries Cloud Agent Python (ACA-Py) library and

offers core functionalities such as secure storage management and message exchange.
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To ensure secure communication among nodes, the gRPC protocol was employed,

guaranteeing confidentiality and integrity.

In terms of networking configuration, the deployment comprised 10 Docker

containers, each representing a device communicating with the fog server. Every

container hosted von-network nodes, while separate containers were assigned to each

agent, ensuring individualized functionalities within the system

Figure 5.7. Blockchain Network.

5.6.1.3 Datasets description

Datasets play an essential role in both training and assessing IDSs within IoT networks.

The choice of suitable datasets tailored to particular tasks holds significant importance,

particularly in evaluating the efficacy of FL approaches for IoT networks. In our

experiment, we incorporated two recent datasets specifically designed to mimic

real-world conditions for IDSs: CICIoT2023 [145], made available in 2023, and the

Edge-IIoTset dataset, released in 2022.
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1. CICIoT2023 dataset: is a [145] novel and extensive IoT attack dataset to foster

the development of security analytics applications in real IoT operations. To

accomplish this, 33 attacks are executed in an IoT topology composed of 105

devices, and all attacks are executed by malicious IoT devices targeting other

IoT devices. We analyzed a dataset containing 47 features (not including label

and sublabel) based on 2,366,956 samples extracted from the first 10 CSV files

provided by the Canadian Institute.

2. Edge-IIoTset dataset: It’s tailored specifically for IIoT and IoT applications

[143], providing an authentic test environment closely resembling real-world

IoT/IIoT settings. Within this environment, we conducted simulations of

genuine cyberattacks to collect datasets comprising both legitimate and malicious

network traffic. This dataset includes data generated by various IoT devices,

spanning from heart rate sensors to flame sensors, temperature, and humidity

sensors. The testbed is structured into seven interconnected layers. We utilized

the Selected dataset for ML and DL/DNN-EdgeIIoT-dataset CSV file[143], which

contains 61 features and 2,219,201 samples, encompassing both normal traffic and

14 distinct attacks in the IoT and IIoT environments.

5.6.1.4 Preprocessing

The datasets undergo several preprocessing steps to ensure their suitability for

analysis as demonstrated in Figure 5.8. After cleaning the data we first,

address imbalanced data by implementing synthetic minority over-sampling and

under-sampling techniques to enhance predictive performance, particularly for

minority classes. Secondly, data transformation is conducted using the StandardScaler

for standardization, adjusting data to have a mean of 0 and a standard deviation

of 1. Additionally, feature importance analysis is performed using insights from

random forest and XGBoost experiments. Finally, the processed dataset is split into

an 80% training set and a 20% testing set, ensuring no duplication between the two,

contributing to refining the dataset for subsequent analysis and modeling tasks. In
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the case of the CICIoT dataset, we opt to eliminate the Brute and Web attack labels

due to their limited number of samples, which could potentially skew the analysis and

compromise the reliability of the results. The detailed features selected and the attacks

used are outlined in Table 5.2 provided below.

Table 5.2. Datasets Description for Experimental Evaluation.

CICIoT2023 Edge-IIoTset
Features selected ’flow_duration’,

’Header_Length’,
’Protocol Type’,
’Rate’, ’Srate’,
’syn_count’,’urg_count’,
’rst_count’, ’Tot
sum’, ’Min’, ’Max’,
’AVG’,’Tot size’, ’IAT’,
’Magnitude’, ’Variance’

’http.content_length’,
’http.request.method’,
’http.referer’,
’http.request.version’,
’tcp.ack’, ’tcp.ack_raw’,
’tcp.checksum’, ’tcp.flags’,
’tcp.len’, ’tcp.seq’,
’udp.time_delta’,
’dns.qry.name.len’,
’mqtt.conack.flags’,
’mqtt.protoname’,
’mqtt.topic’

Label ’Benign’,’DDoS’,
’DoS’, ’Mirai’,
’Recon’,’Spoofing’

’DoS/DDoS’, ’Information
gathering’, ’Injection’,
’Malware’, ’Man in the
middle’, ’Normal’

5.6.2 Evaluation Metrics

In this section, we introduce the metrics employed in our experiments to evaluate both

FL and SSI-based DID.

5.6.2.1 Metrics used for federated learning evaluation

When evaluating the performance of intrusion detection using federated deep

learning, we employed the most widely adopted metrics. These evaluation metrics

are comprehensively described in Chapter 4 (Section 4.4.3), and they include True

Negatives (TN), True Positives (TP), False Positives (FP), False Negatives (FN),

accuracy, precision, recall, and F1-score. Utilizing these standard metrics allowed us
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Figure 5.8. Data Preprocessing

to conduct a systematic comparative analysis of our proposed model’s performance

against other relevant approaches in the field.

5.6.2.2 Metrics used for Blockchain-based SSI Evaluation

To compute the metrics outlined below, we utilize the following formulas:

1. Startup Duration (SD): The duration for the system to initiate.

2. Connect Duration (CD): The time required for the system to establish

connections between nodes and the Fog server.

3. Publish Duration (PD): The duration for the system to publish schema

credentials and related settings.

4. Issuing Credential Duration (ICD): The time taken for the system to issue

credentials.

5. Completed Credential Exchanges Duration (CCED): The total time needed for

all credential exchanges to conclude.
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6. Average Time per Credential Duration (ATCD): The average time taken to issue

a single credential.

ATCD =
ICD

Ncredentials
(5.2)

Where:

ICD is the Issuing Credential Duration.

Ncredentials is the total number of credentials issued.

7. Average Time per Transaction Duration (ATTD): The average time taken per

transaction.

ATTD =

∑Ntransactions
i=1 Ti

Ntransactions
(5.3)

Where:

Ntransactions is the total number of transactions.

Ti is the duration of each transaction i.

5.6.3 Evaluation Results

We utilize federated deep learning-based NIDS models to detect cyber-attacks in IoMT

environments, specifically focusing on the networks of healthcare applications. Our

training incorporates the most recent datasets for IDS, including CICIoT2023 and

the Edge-IIoTset dataset. We conduct experiments employing binary and multi-class

classification techniques for each dataset.

5.6.3.1 Binary classification

In this subsection, we present the evaluation results for binary classification scenarios

using FL. In addition, we provide an evaluation of blockchain-based SSI.
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1. Federated learning Evaluation Results We employed 150,000 samples for both

benign and attack instances in both datasets, ensuring a balanced dataset

for a comprehensive and meaningful comparison. Remarkably, our model

demonstrates impeccable performance, achieving perfect scores of 100% across

all metrics for the Edge-IIoT dataset. In contrast, the results for the CICIoT2023

dataset remain highly promising, with an accuracy of 99.09%, indicating a low

error rate in classifying both benign and malicious traffic. Furthermore, achieving

a perfect precision of 100%, along with a recall of 98% and an F1-score of 99%,

underscores the robust overall performance of the model, as shown in Figure 5.9.

The classification performance of our model is depicted through the confusion

Figure 5.9. Evaluation of Performance in Binary classification.

matrix presented in Figure 5.10, providing a concise summary of the model’s

accurate and erroneous predictions The primary goal is to minimize both false

positive and false negative rates, ensuring precise classification outcomes. Our
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proposed model effectively achieves this objective, exhibiting false positive and

negative rates of 0% in the Edge-IIoTset dataset. For the CICIoT2023 dataset, we

observe a negligible false negative rate of 0.0017%, alongside false positive rates

of 0. 96%, which confirms the accuracy and efficiency of the model in mitigating

classification errors.

(a) EdgeIIoTset dataset. (b) CICIoT2023 dataset.

Figure 5.10. Confusion Matrix in Binary Classification.

2. SSI-based DID Evaluation Results As illustrated in Figure 5.11 below both

datasets exhibit similar startup durations (SD), with EdgeIIoTset demonstrating

a marginally quicker performance by 0.01 seconds. Furthermore, the EdgeIIoTset

dataset shows a shorter connect duration (CD) of 0.02 seconds compared to

the CICIoT2023 dataset. Both datasets share the same publish duration (PD)

of 9.15 seconds. However, in terms of issuing credential duration (ICD),

the EdgeIIoTset dataset outperforms the CICIoT2023 dataset by 0.87 seconds.

Regarding completed credential exchange duration (CCED), the EdgeIIoTset

dataset exhibits a reduction of 8.9 seconds compared to the CICIoT2023 dataset.

Additionally, the average time per credential duration (ATCD) is shorter for

the ’EdgeIIoTset’ dataset in comparison to the ’CICIoT2023’ dataset. Finally,

the average time per transaction duration (ATTD) is marginally higher for the

’EdgeIIoTset’ dataset when contrasted with the ’CICIoT2023’ dataset.
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Figure 5.11. Comparative Performance Analysis of Blockchain-based SSI for Binary
Classification.

5.6.3.2 Multiclass classification

In this subsection, we present the evaluation results for both the CICIoT2023 and

EdgeIIoTset datasets in multiclass classification scenarios using FL. Additionally, we

provide an evaluation of SSI-based DID.

1. Federated learning Evaluation Results The evaluation of both the CICIoT2023

and Edge-IIoTset datasets reveals strong performance across diverse classes,

as demonstrated in Table 5.3. Within the CICIoT2023 dataset, each class

achieves good performance in most metrics. Notably, the DDoS, DoS, and

Mirai attack classes in the CICIoT2023 dataset exhibit great classification

capabilities, demonstrating perfect performance across all metrics with complete

precision, recall, and F1-scores of 100%. Furthermore, the Spoofing, Benign, and

Information Gathering classes show good precision with 87%, 83%, and 81%,

respectively. However, their recall and F1 scores vary. The Benign class achieves

a high recall of 85% and an F1-score of 84%. The Information Gathering class
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presents a relatively good recall of 87% and a corresponding F1-score of 84%.

The Spoofing class achieves a moderate recall at 79% and an F1-score of 83%.

Transitioning to the Edge-IIoTset dataset, Man in the Middle, and Normal classes

also exhibit high performance, achieving perfect precision, recall, and F1-scores

of 100%. followed by the DoS/DDoS class with high precision 86% and very high

recall 99%, resulting in a strong F1-score 92%. Furthermore, other classes show

more variability. The Information Gathering class has an excellent precision of

99%, but its recall is lower at 74%, resulting in an F1-score of 84%. The Injection

class shows a precision of 75% and a high recall of 91%, leading to an F1-score of

82%. The Malware Attacks class, despite its high precision of 96%, suffers from a

low recall of 49%, resulting in a lower F1-score of 65%.

Table 5.3. Classification Report.

Dataset Class Precision Recall F1-score

CICIoT2023

Benign 83% 85% 84%
DDoS 100% 100% 100%
DoS 100% 100% 100%
Mirai 100% 100% 100%
Information gathering 81% 87% 84%
Spoofing 87% 79% 83%

Edge-IIoTset

DoS/DDoS 86% 99% 92%
Information gathering 99% 74% 84%
Injection 75% 91% 82%
Malware attacks 96% 49% 65%
Man in the Middle 100% 100% 100%
Normal 100% 100% 100%

The confusion matrix depicted in Figure 5.12 provides valuable insights into

the prediction frequency for each class compared to their actual occurrences.

Within the CICIoT dataset, remarkable performance was observed for classes

such as DoS, DDoS, and Mirai, with the model accurately predicting all samples,

achieving a flawless prediction rate of 100%. Additionally, the classification of

Reconnaissance exhibited high accuracy, with 87% of samples correctly classified

followed by Begnin traffic with 85%. However, in subsequent classes such
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as Spoofing, accuracy decreased, with only 79% respectively, of the samples

accurately classified. Likewise, within the Edge-IIoTset dataset, classes like

DoS/DDoS, Man in the Middle, and Normal traffic demonstrated robust

performance, as the model accurately predicts all samples, resulting in a 99% and

100% prediction rate. The classification of the Injection class followed suit, with

91% of samples correctly classified. Nevertheless, as we delve into subsequent

classes such as Information Gathering and Malware, declined, with only 74%

and 49%, respectively, of samples accurately classified.

(a) EdgeIIoTset dataset. (b) CICIoT2023 dataset.

Figure 5.12. Confusion Matrix in Multiclass Classification.

2. SSI-based DID Evaluation Results As illustrated in Figure 5.13 both datasets

exhibit similar startup durations (SD), with EdgeIIoTset demonstrating a slight

advantage of 0.08 seconds. The CICIoT2023 dataset shows a shorter connect

duration (CD) by 0.01 seconds compared to EdgeIIoTset. Additionally, both

datasets share the same publish duration (PD) of 9.15 seconds. However, the

CICIoT2023 dataset boasts a shorter issuing credential duration (ICD) of 0.29

seconds compared to EdgeIIoTset. Regarding the completion of the credential

exchange duration (CCED), the CICIoT2023 dataset surpasses EdgeIIoTset by 5

seconds. Furthermore, the CICIoT2023 dataset demonstrates a shorter average

time per credential duration (ATCD) by 0.36 seconds compared to EdgeIIoTset.

Lastly, the CICIoT2023 dataset shows a shorter average time per transaction

duration (ATTD) by 3 seconds compared to the EdgeIIoTset.

Page 135



Chapter 5 Intelligent Intrusion Detection through Federated Learning in Fog-IoT
Enabled Smart Healthcare Systems

Figure 5.13. Comparative Performance Analysis of Blockchain-based SSI for Multiclass
Classification.

5.7 Security and Privacy Analyses

Our study focuses on identifying potential threats targeting smart healthcare systems

facilitated by IoMT networks. The objective is to mitigate the risks associated

with unauthorized access to sensitive patient data via malicious IoMT devices.

Consequently, this section conducts a comprehensive examination of the privacy

and security capabilities of the SA-FLIDS model. It is crucial to recognize that

lacking adequate security measures may deter individuals from engaging in healthcare

applications, thereby impeding the success of these technological advancements.

Our SA-FLIDS framework tackles these concerns by implementing robust security

protocols, instilling user confidence, and fostering widespread adoption and

sustainability of healthcare technologies. Furthermore, the analysis procedure is

underpinned by a theoretical exploration of SA-FLIDS’s resilience against potential

threats outlined in the adversary model (Section 5.2).
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Table 5.4. A Comprehensive Comparison between existing Works and our Model.

Models FL IDS Environment
Security Techniques of FL

Against adversarial secure communication Blockchain SSI Authentication

Schneble and Thamilarasu 2019 [146] ✓ ✓ Medical CPS X X X X

Chatterjee and Hanawal 2021 [147] ✓ ✓ IoT Network X X X X

Man, Zeng, and Yang 2021 [148] ✓ ✓ IoT Network X X X X

Rey, S’anchez, and Celdr’an 2022 [149] ✓ X IoT Network ✓ X ✓ X

Ruzafa-Alcazar, Fernandez-Saura, and Marmol-Campos 2021 [150] ✓ ✓ Industrial IoT Network ✓ ✓ X X

Zhao, Chen, and Wu D. 2019 [151] ✓ X General purpose X X X X

Friha, Ferrag, and Shu 2022 [152] ✓ ✓ Agriculture IoT X ✓ ✓ X

Ashraf et al. 2022 [153] ✓ ✓ Healthcare IoT Network ✓ X ✓ X

Preuveneers et al. 2018 [154] ✓ ✓ Industrial IoT Network ✓ X ✓ X

Lakhan et al. 2022 [155] ✓ X Healthcare IoT Network X X ✓ X

OUR MODEL ✓ ✓ Healthcare IoT Network ✓ ✓ ✓ ✓

Table 5.4 presents an extensive comparative analysis between existing systems

and our proposed model. This analysis scrutinizes the security provisions offered

by the SA-FLIDS model in contrast to other FL-based IDS. Moreover, we juxtapose

the SA-FLIDS system within the broader scope of security considerations in FL.

Notably, the SA-FLIDS model elevates this paradigm by integrating additional

layers of security, including user authentication and secure communication channels

throughout the FL process, facilitated by a dependable aggregation technique.

Furthermore, our comprehensive approach enhances the safeguarding of sensitive

data and distinguishes itself as the sole scheme integrating SSI for user authentication

in the FL process. This feature fortifies the system’s security stance by ensuring

authorized access and deterring unauthorized participation.
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Conclusion and Future Directions

The rapid advancements in technology have greatly improved people’s lives by

simplifying tasks and resolving complex issues. One such popular technology is the

Internet of Things (IoT), which has gained widespread adoption and enables real-time

data collection while establishing seamless connections between devices and users. To

effectively utilize the potential of IoT, it is crucial to select appropriate architectures

for data storage, processing, and analytics, such as fog computing. However, it

is important to acknowledge that certain drawbacks accompany these technologies,

including concerns regarding privacy and susceptibility to various attacks and threats.

Therefore, this thesis focuses on the theoretical objectives of conducting a

comprehensive examination of the security and privacy concerns, threats, and existing

solutions and techniques in fog computing for IoT. Additionally, the technical objective

is to develop defensive systems that can safeguard the network and data from

cyber attacks. In order to preserve user privacy, this research aims to explore the

application of emerging technologies such as Software-Defined Networking (SDN),

Network Intrusion Detection Systems (NIDS), Adaptive Neuro-Fuzzy Inference

Systems (ANFIS), federated learning, blockchain, and the concept of Self-Sovereign

Identity (SSI).

To offer an in-depth analysis of the proposed methodologies, this thesis presents

two main contributions.
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The first contribution of this thesis introduces an innovative approach called FASA,

designed to address TCP-SYN Flood DDoS attacks specifically within fog computing

environments. These attacks, often orchestrated through botnets, overwhelm servers

by inundating them with incomplete connection requests, causing disruptions for

legitimate users. FASA leverages the power of an adaptive neuro-fuzzy inference

system (ANFIS) to accurately classify network traffic in real-time, coupled with the

capabilities of Software Defined Networking (SDN) for efficient mitigation. By training

the model on a recent dataset (CICDDoS2019), FASA demonstrates exceptional

accuracy and minimal false positives in distinguishing normal and malicious packets.

Consequently, this framework ensures the security and reliability of the SDN

controller, thereby safeguarding the availability of fog services.

The second contribution of this thesis presents a proposal called SA-FLIDS, which

stands for Secure and Authenticated Federated Learning-based Network Intrusion

Detection System in Fog-IoT-enabled Smart Healthcare Systems. This research

focuses on identifying and mitigating cyber attacks on the Internet of Medical Things

(IoMT) by utilizing the potential of fog computing. The aim is to enhance data

privacy preservation, minimize communication overhead, and address vulnerabilities

inherent in decentralized learning approaches. To achieve this, SA-FLIDS incorporates

a blockchain-based Self-Sovereign Identity (SSI) model for client authentication.

Through comprehensive performance evaluations, our study demonstrates that

SA-FLIDS effectively detects attacks within the IoMT network while ensuring privacy

preservation, scalability, and sustainability requirements are met.

In the future, our focus on mitigating security and privacy concerns within the

domain of fog computing for IoT extends beyond the aspects covered in the present

thesis. This section presents an overview of two prospective projects that we aim to

pursue in the future.

1. Integration of Solutions in IoT Ecosystem Projects: Our first prospective

project involves collaborating with IoT ecosystem projects to integrate our
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developed frameworks, such as FASA and SA-FLIDS, into their infrastructure.

By partnering with industry stakeholders and deploying our solutions in

operational environments, we can evaluate their performance, scalability, and

effectiveness under real-world conditions. This real-world deployment will

provide valuable insights into the practical challenges and opportunities for

enhancing security and privacy in IoT ecosystems.

2. Addressing specific application domains: Consider tailoring our future work

towards a specific application domain of fog-IoT, such as smart cities, industrial

automation, or autonomous vehicles. Analyze the unique security and privacy

challenges in these domains and propose solutions building upon our existing

contributions.
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