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Abstract

IOT systems face critical challenges in managing services efficiently while
preserving resilience under dynamic environments. Most existing management
approaches rely on static policies or centralized control, which limits scalability,
adaptability, and robustness in large-scale IoT deployments. To address these
limitations, we propose the MADRL framework, which integrates a hierarchical
multi-agent architecture with deep reinforcement learning (DRL). MADRL
enables adaptive decision-making, modular service composition, resilience
and energy optimization. MADRL framework orchestrates elementary IoT
services dynamically into higher-level service behaviors. The hierarchical
design decomposes the management problem into coordinated decision layers,
improving scalability and tractability. At the high level, a global agent optimizes
long-term system objectives, including resilience, energy efficiency, and system
stability. The mid-level refines these objectives by coordinating atomic service
and adapting QoS constraints to contextual changes, while the low level
ensures fine-grained, real-time control through direct interaction with devices
and services. Agents are trained using a centralized training—decentralized
execution paradigm, enabling coordinated learning while preserving distributed
autonomy. We evaluate our approach using a realistic smart-building case
study with up to 500 agents. Our analysis shows a environmental comfort
and resilience ensuring, QoS satisfaction of 95.3%, increasing reward with fast
convergence and 40% reduction in environmental energy consumption compared
to DRL baselines.

keywords: Internet of Things (IoT), Multi-Agent Systems, Deep
Reinforcement Learning, Hierarchical Architecture, Service Composition,

Quality of Service (QoS), Energy Efficiency, Resilience.



Résumé

Les systemes [oT évoluent dans des environnements dynamiques, hétérogenes
et contraints en ressources, rendant la gestion des services complexe. Les
approches existantes, souvent centralisées ou statiques, peinent a assurer
simultanément la QoS, lefficacité énergétique et la résilience, tout en
garantissant scalabilité, adaptabilité et robustesse. Afin de surmonter ces
limitations, nous proposons le framework MADRL, qui integre une architecture
multi-agents hiérarchique avec 1’apprentissage par renforcement profond
(Deep Reinforcement Learning, DRL). MADRL permet une prise de décision
adaptative, une composition modulaire des services, ainsi qu’'une optimisation
de la résilience et de la consommation énergétique. Le framework MADRL
orchestre dynamiquement des services IoT élémentaires en comportements de
services de plus haut niveau. La conception hiérarchique permet de décomposer
le probleme de gestion en couches décisionnelles coordonnées, améliorant ainsi
la scalabilité et la tractabilité du systeme. Au niveau supérieur, un agent
global optimise les objectifs a long terme du systéme, notamment la résilience,
Iefficacité énergétique et la stabilité globale. Le niveau intermédiaire affine ces
objectifs en coordonnant les services atomiques et en adaptant les contraintes de
QoS en fonction du contexte, tandis que le niveau inférieur assure un controle
fin et en temps réel grace a une interaction directe avec les dispositifs et les
services. Les agents sont entrainés selon le paradigme CTDE, assurant une
coordination efficace tout en maintenant ’autonomie distribuée, et 'approche
est validée sur un cas de batiment intelligent impliquant jusqu’a 500 agents.
Les résultats montrent que notre approche assure le confort environnemental
et la résilience du systeme, avec un taux de satisfaction de la QoS atteignant
95,3 %. Elle présente également une convergence rapide avec une augmentation
stable de la récompense, ainsi qu'une réduction de 40 % de la consommation
énergétique environnementale par rapport aux approches DRL de référence.

mots-clés: Internet des Objets (IoT), systémes multi-agents, apprentissage

par renforcement profond, architecture hiérarchique, composition de services,
qualité de service (QoS), efficacité énergétique, résilience.
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Chapter 1

Introduction

1.1 Context

The rapid proliferation of networked embedded devices over the past two decades has
given rise to the Internet of Things (IoT) — a paradigm that extends computing into
the physical world by interconnecting billions of heterogeneous devices across homes,
industries, transportation systems, and healthcare infrastructures. As of 2024, global
[oT device deployments have surpassed fifteen billion active endpoints, with projections
indicating this figure will exceed thirty billion by 2030 (Ericsson Mobility Report, 2023).
This exponential growth is not merely a quantitative expansion; it represents a qualitative
transformation in the nature of computing itself, shifting the locus of intelligence away
from centralized data centers and toward distributed, context-sensitive, and resource-
constrained environments.

[oT systems are canonically organized according to a multi-layer architecture con-
sisting of three principal strata. The perception layer encompasses the physical devices —
sensors, actuators, embedded controllers, and smart objects — responsible for gathering
raw data from the environment and enacting control actions. The network layer provides
the communication fabric through which device-generated data is transmitted, including
protocols such as MQTT, CoAP, Zigbee, and 5G NR. The application layer hosts the
intelligent services and decision logic that interpret data streams and deliver value to
end users. Across all three layers, effective coordination is predicated on the seamless
exchange of heterogeneous data, timely response to environmental changes, and com-
pliance with stringent Quality of Service (QoS) requirements encompassing latency,
reliability, throughput, and energy consumption.

A central preoccupation within this architectural context is IoT service manage-
ment — the orchestration, coordination, and optimization of distributed services de-
ployed across devices, edge nodes, and cloud infrastructures. Rooted conceptually in
Service-Oriented Computing (SOC), service management promotes modular, interopera-
ble design through the dynamic composition of loosely coupled service components. Yet,
as loT deployments scale to millions of nodes operating under continuously varying condi-
tions — device mobility, intermittent connectivity, fluctuating workloads, and adversarial
failures — the traditional assumptions of SOC break down. Static service compositions
cannot account for real-time variability; centralized orchestration introduces latency and
single points of failure; and predefined rule-based policies lack the adaptability required
by open, non-stationary environments.

These tensions have motivated a shift toward intelligent and adaptive service



management frameworks capable of autonomously coordinating services, optimizing
resource utilization, and sustaining reliable operation under uncertainty. Two comple-
mentary paradigms have emerged as particularly promising in this regard: Multi-Agent
Systems (MAS), which model the distributed decision-making structure of IoT systems
as collections of autonomous, interacting agents; and Deep Reinforcement Learn-
ing (DRL), which provides agents with the capacity to learn optimal decision policies
through interaction with a dynamic environment. The integration of these two paradigms
— yielding Multi-Agent Deep Reinforcement Learning (MADRL) — constitutes
a powerful and increasingly studied approach to the challenges of large-scale IoT man-
agement. This thesis investigates the design, formalization, and evaluation of such an
integrated framework.

1.2 Motivation

1.2.1 The Complexity of Large-Scale IoT Environments

[oT environments are inherently complex adaptive systems characterized by large num-
bers of heterogeneous entities, non-linear interdependencies, and emergent collective be-
havior. The diversity of device capabilities — from battery-powered microcontrollers with
kilobytes of RAM to edge servers with multi-core processors and gigabytes of memory —
necessitates adaptive resource management strategies that can simultaneously respect the
constraints of the weakest nodes and exploit the capacities of the strongest. Furthermore,
the spatial distribution of deployments, spanning local area networks, metropolitan in-
frastructure, and wide-area cloud backends, introduces multi-scale latency and bandwidth
constraints that profoundly affect the feasibility of centralized control.

The dynamic nature of IoT environments further compounds their complexity. De-
vice availability fluctuates due to mobility, energy depletion, and hardware failure; user
demand patterns evolve over time; and the service landscape itself is subject to continu-
ous change as new services are deployed, updated, or decommissioned. These conditions
demand management frameworks that are not merely reactive but proactively adaptive,
capable of anticipating state transitions and adjusting coordination strategies before per-
formance degradation occurs.

1.2.2 Limitations of Existing Approaches

Existing approaches to IoT service management can be broadly categorized along three
dimensions: centralized versus decentralized control, reactive versus proactive adapta-
tion, and model-based versus learning-based decision-making. Traditional centralized
orchestration systems — including cloud-based IoT platforms such as AWS IoT Core,
Microsoft Azure [oT Hub, and Google Cloud IoT — offer strong global consistency guar-
antees but are ill-suited to low-latency, high-reliability applications due to the round-trip
delays imposed by cloud communication. Edge computing frameworks partially address
this limitation but typically rely on static resource allocation policies that cannot adapt
to real-time demand shifts.

Model-based approaches grounded in formal methods, constraint programming, or
classical optimization provide provable correctness and predictable behavior, but their
applicability is constrained by the need for accurate environment models — a requirement

10



that is fundamentally at odds with the open-world assumption of large-scale [oT. Rule-
based expert systems encode domain knowledge effectively but cannot generalize beyond
the scenarios anticipated at design time, and their maintenance costs grow super-linearly
with the complexity of the deployment environment.

Learning-based approaches — particularly those leveraging Deep Reinforcement Learn-
ing — have demonstrated impressive results in single-agent IoT management tasks, in-
cluding resource scheduling, power control, and task offloading. However, the straightfor-
ward extension of single-agent DRL to multi-agent settings introduces well-documented
challenges: non-stationarity of the environment from each agent’s perspective, the expo-
nential growth of joint action and state spaces, and the difficulty of credit assignment
in cooperative multi-agent scenarios. Moreover, existing MADRL solutions for IoT have
tended to optimize for isolated objectives — typically either latency or energy — with-
out jointly addressing the coupled constraints of QoS compliance, energy efficiency, and
system resilience. This gap in the literature constitutes the primary motivation for the
research presented in this thesis.

1.2.3 The Promise of MAS and DRL Integration

The integration of Multi-Agent Systems with Deep Reinforcement Learning offers a com-
pelling path toward addressing these limitations. MAS provides a natural architectural
metaphor for IoT deployments — distributed, autonomous agents correspond directly
to the heterogeneous nodes and services that populate real-world deployments — and
supplies a rich theoretical foundation for reasoning about agent interaction, coordina-
tion, and emergent collective behaviour. DRL, meanwhile, offers the capacity for agents
to learn complex, non-linear policies from high-dimensional inputs without requiring ex-
plicit environment models, through trial-and-error interaction guided by scalar reward
signals.

The Centralized Training with Decentralized Execution (CTDE) paradigm represents
one of the most productive recent developments in MADRL, enabling agents to be trained
with access to global information while retaining the capacity for fully autonomous decen-
tralized execution at deployment time. This paradigm is particularly well suited to IoT
service management, where global coordination information is available during system
design and training phases but must give way to local decision-making at runtime due
to communication and latency constraints. Hierarchical extensions of CTDE, in which
agents at different levels of an organizational hierarchy specialize in decisions at differ-
ent temporal and spatial scales, further enhance the scalability and expressiveness of the
approach.

1.3 Problem Statement

This thesis addresses the following core problem:

How can a hierarchical multi-agent deep reinforcement learning framework be designed
to jointly optimise service composition, energy efficiency, QoS compliance, and system
resilience in large-scale, heterogeneous, and dynamic IoT environments, while preserving
decentralised autonomy and achieving scalable coordination across multiple levels of system
abstraction?

This problem is notable for three interlocking dimensions of difficulty. First, the scale
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and heterogeneity of target deployments preclude both exhaustive search and uniform
policy design, necessitating hierarchical decomposition and specialised learning strategies
at each level. Second, the multi-objective nature of the optimisation — jointly address-
ing latency, reliability, energy consumption, and fault tolerance — requires careful reward
shaping and inter-level coordination mechanisms that prevent objectives from being opti-
mised in isolation at the expense of others. Third, the decentralised autonomy constraint
— reflecting the communication and privacy requirements of real loT deployments — pro-
hibits reliance on a centralised controller at execution time, demanding that agents be
capable of high-quality, coordinated decision-making based solely on local observations.

1.4 Research Questions

The research presented in this thesis is organised around three principal research ques-
tions, each targeting a distinct facet of the overarching problem:

RQ1: How can decisions be coordinated across device, service, and system levels in a
scalable manner within large-scale IoT deployments?

RQ2: How can energy efficiency, QoS compliance, and system resilience be jointly
optimised under highly dynamic and uncertain IoT operating conditions?

RQ3: How can learning mechanisms be designed to preserve decentralised agent au-
tonomy while enabling effective alignment with global system-level objectives?

RQ1 targets the architectural and algorithmic foundations of hierarchical multi-agent
coordination, asking how a structured decomposition of the service management problem
across levels of abstraction can yield scalable performance without sacrificing coordi-
nation quality. RQ2 concerns the reward engineering and multi-objective optimisation
dimensions of the framework, examining how competing performance criteria can be
balanced within a unified learning paradigm. RQ3 addresses the fundamental tension
between global coherence and local autonomy, investigating how the CTDE paradigm
can be extended and refined within a hierarchical setting to achieve both.

1.5 Proposed Approach

To address the identified research questions, this thesis proposes a hierarchical and graph
attention MADRL framework specifically designed for adaptive, energy-efficient, and re-
silient service management in dynamic [oT environments. The frameworks build upon
and substantially extends our prior work on MAS-DRL for dynamic service optimization
in distributed IoT systems, advancing that foundational contribution along three prin-
cipal dimensions: hierarchical architectural structure, explicit IoT constraint modeling,
and scalability and resilience-oriented design.

Our Approach operates through a three-level hierarchical architecture, with each
level hosting specialized DRL agents responsible for decisions at a distinct spatiotemporal
scale. The levels and their respective roles are as follows:

 High Level — System Coordination: A global coordination agent optimises
long-term, system-wide objectives including stability, resilience, and aggregate en-
ergy efficiency. By preventing oscillatory behaviour, pre-empting failure cascades,
and minimising redundant reconfiguration events, high-level coordination indirectly
reduces system-wide energy consumption while maintaining service continuity.
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Mid Level — Service Filtering and Composition: A two-stage filtering pro-
cess — comprising context discovery followed by QoS-driven selection — dramati-
cally reduces the effective search space for service composition optimization. Con-
text discovery identifies environment-relevant parameters and candidate services;
QoS-driven selection ranks and selects compositions based on latency, reliability,
user preferences, and energy budget. By constraining the environment complexity,
this mid-level process enables both higher decision quality and lower computational
overhead.

Low Level — Device Interaction and Conflict Resolution: Atomic agents in-
teracting directly with physical devices and actuators employ the CTDE paradigm
to detect and resolve conflicting control actions. By ensuring coordination at the
fine-grained level of individual actuations, the low level prevents energy waste
from competing control signals and guarantees interoperability across heteroge-
neous hardware.

The three-level design implements CTDE globally: during training, agents at all lev-
els have access to shared global state information, enabling the learning of cooperative,
globally coherent policies. At execution time, each agent acts exclusively on the basis of
its local observations, satisfying the decentralized autonomy constraint. This architec-
ture is the first, to our knowledge, to apply hierarchical CTDE specifically to the joint
optimization of service composition, energy efficiency, and resilience in IoT environments.

1.6 Contributions of Thesis

The thesis makes the following original contributions to knowledge:

Table 1.1: Summary of Contributions

# | Contribution Description
C1 | Hierarchical MADRL | A three-level hierarchical multi-agent DRL framework
Architecture and graph attention framework based on CTDE, de-
signed for scalable and adaptive service management in
heterogeneous and dynamic IoT environments.
C2 | Context-Aware  Ser- | A two-stage coordination mechanism combining context
vice Coordination discovery with QoS-driven service composition, enabling
dynamic, constraint-aware service orchestration.
C3 | Resilience-Oriented High-level coordination mechanisms explicitly designed
Coordination to enhance system robustness and maintain service con-
tinuity under device failures and disturbances.
C4 | Energy-Aware Selec- | A selective agent activation strategy that reduces en-
tive Activation vironmental energy consumption by engaging only
context-relevant agents, with formal analysis of energy-
performance trade-offs.
C5 | Formal Verification a complete Event-B modeling of the proposed IoT sys-
tem modeling and System with MDP reduction for Well-
definedness, safety and correstness.
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1.7 Scope and Delimitations

The research presented in this thesis focuses specifically on the service management layer
of TIoT systems, treating the underlying communication and perception layers as given.
While the frameworks are designed to be communication-protocol-agnostic, experimen-
tal evaluation is conducted in simulated environments calibrated to realistic IoT deploy-
ments; evaluation at full-scale physical infrastructure is identified as a direction for future
work. The MADRL algorithms employed — specifically variants of Proximal Policy Op-
timisation (PPO) and Multi-Agent PPO (MAPPO) — are chosen for their stability and
sample efficiency; the thesis does not claim that Hi-MAD and GAMMA are optimal for
all possible DRL algorithmic choices, and sensitivity analyses with respect to algorithm
selection are presented in Chapter 4.

Security and privacy aspects of the [oT deployment — including data confidentiality,
access control, and adversarial robustness — are treated as orthogonal concerns and
are not the primary focus of this thesis, though their interaction with the proposed
management framework is discussed in the concluding chapter.

1.8 Thesis Structure

The remainder of this thesis is organized as follows:

o Chapter 2 — State of Art: provides a comprehensive review of the relevant litera-
ture, covering loT service management, Service-Oriented Computing, Multi-Agent
Systems, Deep Reinforcement Learning, and prior work on MAS-DRL for IoT. The
chapter positions the contributions of this thesis within the current state of the art
and identifies the key gaps that motivate the proposed framework.

o Chapter 3 — IoT System Modeling Conceptualization: presents the IoT system
model and the foundational formal concepts, including the service composition
problem formulation, the multi-agent Markov decision process model, and the math-
ematical of the components in multiple layers.

o Chapter 4 — Hierarchical and Graph- Attention MADRL Frameworks for IoT Ser-
vice Optimization: details the hierarchical and graph attention architecture, learn-
ing mechanisms, and algorithmic components of the proposed frameworks. The
chapter covers the design of each hierarchical level, the CTDE training procedure,
the reward engineering approach, and the selective agent activation strategy. Hi-
MAD and GAMMA work complementary to achieve the system objectives and
ensure the stability of the environment.

o Chapter 5 — Formal Verification & Experimental Validation: presents the Event-B
architecture of the contributions related to Hi-MAD and GAMMA and verify
the safety and the correctness of theirs deployments. And describes the experimen-
tal setup, simulation environments, baseline comparisons, evaluation metrics, and
results.

o Chapter 6 — Conclusion and Future Work: summarizes the thesis contributions,
discusses the limitations of the current work, and outlines directions for future
research, including full-scale physical deployment, formal policy verification, and
extensions to privacy-preserving and adversarially robust IoT management.
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Chapter 2

State of Art

2.1 Introduction

[oT services enable seamless integration of heterogeneous devices and applications, but
their efficient management requires sophisticated mechanisms for composition, coor-
dination, and adaptation in highly dynamic environments. This chapter surveys the
state of the art in IoT service composition and coordination with a particular focus on
MAS-DRL. We first trace the evolution from rule/model-driven and optimization-based
methods to Al-enabled solutions and decentralized frameworks (including blockchain-
based coordination and federated/edge-centric learning). We then analyze how MAS-
DRL instantiates these ideas in practice—through training regimes such as centralized-
training—decentralized-execution (CTDE) versus fully decentralized learning, communi-
cation topologies and coordination mechanisms, and methods that explicitly account for
robustness, safety, privacy, and resource constraints. Throughout, we emphasize transfer-
ability to real deployments and draw connections to system-level metrics and service-level
agreements (SLAs).

This chapter has four aims. (A1) Map the IoT service-composition literature across
five families, rule/model-driven, optimization-based, Al/learning-based, decentralized/
blockchain-oriented, and federated /edge-centric to establish a consistent vocabulary and
baseline (Sec. 2.3, supported by Sec. 2.2). (A2) Develop a taxonomy for MAS-DRL
in loT—training regime (CTDE vs. fully decentralized), communication/topology, coor-
dination mechanisms, robustness/safety, privacy/trust, resource-/energy-awareness, and
scalability—and organize representative methods accordingly (Sec. 2.4). (A3) Provide a
comparative analysis across these approaches using QoS/QoE, latency—energy trade-offs,
privacy, and resilience criteria, highlighting strengths, limitations, and transferability to
real deployments (Sec. 2.5). (A4) Synthesize the key insights into design principles and
open problems that directly motivate the thesis’s technical contributions (Sec. 2.6).

2.2 Background

This presents the foundational components and formal concepts essential for service man-
agement into IoT environments.
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2.2.1 IoT System Architecture

An IoT system can be formally modeled as a dynamic environment £ comprising a set
of heterogeneous interconnected devices where each device d; € D performs three core
functions: sensing, communication, and actuation. At discrete time steps ¢, device d;
observes a local state 33 € §;, where the state may encode temperature, occupancy,
energy consumption, or other relevant environmental features. Based on 5§'> the device
selects an action aﬁ- € A; through a local policy 7; : §; — A;. Thus, the environment
evolves according to stochastic dynamics: s5"' ~ P;(s5"! | 55, al), and the device receives
a scalar reward r = R;(s}, a}), which evaluates the effectiveness of its action relative to
system objectives (e.g., energy saving, delay minimization).

IoT generates vast data volumes, requiring a hierarchical architecture that manages
processing and storage across tiers to balance latency, scalability, and computational
efficiency as illustred in 2.1. The most widely referenced IoT architecture comprises

three distinct layers, each serving a critical function in the data lifecycle:

Perception Layer: It is the physical interface of an IoT system, consisting of sen-
sors and actuators that collect data and execute actions. It incorporates technologies
like RFID, embedded systems, and short-range communication protocols to enable local
processing and device-level connectivity.

Network Layer: It facilitates reliable communication between IoT systems layers, han-
dling tasks such as routing, data aggregation, and protocol translation. It uses net-
work protocols (e.g., 6LOWPAN, LoRaWAN) and lightweight messaging protocols (e.g.,
MQTT, CoAP) for efficient data transfer. Gateways play a vital role by managing edge
communication, security, and protocol conversion, while broader connectivity is enabled
through technologies like 4G/5G, Wi-Fi, etc.

Application Layer: It represents the topmost level of the IoT architecture, delivering
intelligent, domain-specific services by leveraging data from lower layers. It handles tasks
such as data analysis, visualization, service provisioning, and user interaction. Built on
SOA principles and powered by APIs, it ensures modularity and interoperability across
diverse platforms. This layer enables real-world applications like industrial monitoring,
remote healthcare, and smart city management.

To overcome latency and scalability issues in traditional IoT models, a hierarchical
architecture—comprising Edge, Fog, and Cloud layers—has emerged. The Edge layer
enables ultra-fast local processing near devices, the Fog layer supports regional analytics
and decision-making, and the Cloud layer handles global, resource-intensive tasks. This
structure enhances responsiveness, reduces bandwidth use, and supports scalable IoT
deployment.

2.2.2 Service Management

Service management in IoT represents a foundational shift from traditional ITSM, which
operates in controlled, resource-rich environments with stable network topologies, homo-
geneous infrastructures, and centralized orchestration models such as ITIL and SOA.
In contrast, IoT environments are inherently dynamic, heterogeneous, and resource-
constrained, comprising vast numbers of mobile, intermittently connected devices with
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Figure 2.1: IoT System Architecture

limited computation, energy, and bandwidth. Effective IoT service management must
therefore support decentralized, scalable, and context-aware orchestration capable of
real-time adaptation to variations in user behavior, environmental context, and device
conditions. This involves continuous optimization of services across the edge—fog—cloud
continuum, where services .S; are dynamically mapped to nodes N; such that Quality of
Service (QoS) constraints are satisfied, expressed as:

manC(Si,Nj) subject to  QoS(S;, Nj) > 6;,

R(Nj) Z Rmim E(N_]) S Emax

where C' denotes cost, QoS reflects latency, availability, or throughput thresholds
0;, and R, E represent resource and energy constraints, respectively. Unlike ITSM’s
static SLAs, [oT service management requires runtime SLA negotiation and enforcement,
supported by lightweight protocols, edge intelligence, and adaptive discovery mechanisms
that align with the fluidity and scale of IoT architectures, as illustrated in Figure 2.1.

2.2.3 Key Terminology & Concepts

Service Provisioning: Allocating resources to deliver a service S to a user or device
U, typically under constraints:

min C(x) st. R(z) > Rum, E(x) < Foax,

zeEX

where C'(z) is the cost, R(x) the resource availability, and F(z) the energy consumption.

Service Discovery: Locating available services via protocols such as mDNS, CoAP
RD, or decentralized registries. The discovery time is typically modeled as a function of
network characteristics: Tgiscovery = f(IN, B, L), where N is the number of nodes, B is the
available bandwidth, and L is the network latency.
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Service Orchestration: Dynamic coordination of services across devices, often mod-
eled as a directed graph G(V, E), where V represents service tasks and E encodes de-
pendencies between them. The orchestration is typically optimized using scheduling
algorithms to ensure efficient execution and resource utilization.

Quality of Service: FEnsuring non-functional attributes where QoS parameters are
often optimized through multi-objective functions depending on the system’s performance
requirements.

QoS = {Latency (L), Availability (A), Reliability (R)}.

Service Level Agreement: A formal contract specifying the expected QoS guaran-
tees. SLA violations are measured as:
SLAviolation = ~ E;;l 1qQos, <Threshold; Where 1 is the indicator function, returning 1 if the

QoS for service i is below the required threshold, and 0 otherwise.

Context-Awareness: The ability of a system to adapt services based on environmental
or user context C. A context-aware service S can be modeled as: S = f(D,C) where D
denotes sensor data, and C' is the context vector (e.g., location, time, device state).

The overall control challenge lies in designing distributed policies that ensure co-
ordinated, intelligent behavior under partial observability, dynamic environments, and
constrained communication.

2.2.4 Multi-Agent System Architecture

Figure 2.2 illustrates a generic Multi-Agent System (MAS) architecture, which integrates
autonomous agents, the environment, communication channels, and collaboration strate-
gies. MAS are widely recognized as a fundamental paradigm for modeling distributed,
intelligent, and adaptive systems, particularly in domains such as Internet of Things
(IoT), edge computing, and cyber-physical infrastructures. The distinguishing feature
of MAS is the ability of agents to operate both independently and collectively, enabling
decentralized problem solving in dynamic and uncertain environments.

Multi-Agent System: A Multi-Agent System (MAS) is a distributed system com-
posed of multiple autonomous agents that perceive their environment, reason about their
states, and act upon the environment or communicate with other agents to achieve indi-
vidual or collective goals. Formally, a MAS can be described as:

M=(AECS,T,G) (2.1)
where:

e A={aj,as,...,a,} is the set of autonomous agents;

« & is the environment in which agents act, including a physical environment &, and

a knowledge base &:
E=EU&; (2.2)

o C represents the communication channels used for message exchange;
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« &S denotes the collaboration strategies governing coordination, such as task alloca-

tion and information

sharing;

o T is the global transition function defining the system dynamics;

G ={91,92,--.,9m} represents the set of individual or collective goals.

This definition ensures that the MAS captures both the structural components (agents
and environment) and the interactional mechanisms (communication and collaboration).

Agent Model:

An agent is an autonomous computational entity capable of perceiving

its environment, reasoning about its internal state, and executing actions to achieve
defined objectives. Each agent a; € A can be formally modeled as:

with:

a; = <Si7 731 Vp AJ L, 7%')

S; the internal state space of the agent;

(2.3)

PIV,: € — 20LU/i the perception function, mapping environment states to observa-

tions;

AJU, the action space available to the agent;

w0 S; x O|f, = AJU, the policy function defining how the agent selects actions
given states and observations.

This abstraction highlights the autonomy of agents: each a; is capable of reasoning

locally while contributing to the system’s global objectives.
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Environment Dynamics: The environment is the external context in which agents
operate. It provides stimuli (perceptions) and evolves according to agents’ actions, thus
forming a feedback loop. The environment evolves according to the transition function:

pgxﬁAmfw (2.4)

i=1

which updates the environment state based on the joint actions of all agents, represented
by the action vector
a=(a,ag,...,a,).

This captures the interdependence of agents’ decisions: the outcome of one agent’s action
often depends on the actions of others.

Communication and Collaboration: Communication in MAS is the process through
which agents exchange messages to coordinate, negotiate, and share information in order
to achieve local or global objectives. Agents coordinate through explicit communication,

represented by:
COMM: Ax A— M[}, (2.5)

where M [} denotes the message space. Such communication supports:

o« Task Allocation:

ALLOC : G x A— G; (2.6)
which distributes global goals G among agents, ensuring balanced workload and
efficiency;

o Information Sharing:

enabling agents to collaboratively update and query the shared knowledge base.

These strategies ensure that local reasoning contributes to coherent global behavior,
a central challenge in distributed problem-solving.

System Utility: The utility function quantifies the performance of the system or indi-
vidual agents. It can represent either a shared objective (cooperative MAS) or individual
objectives (competitive MAS). The performance of the MAS is evaluated using a utility
function:

n
U:&x[[AlY, =R, (2.8)
i=1
which quantifies the quality of outcomes. In cooperative MAS, a shared global utility U
is maximized, whereas in competitive MAS, each agent optimizes an individual utility
Ui-

This architecture emphasizes the cyclic interactions between agents and their envi-
ronment: agents perceive, decide, and act, while continuously exchanging knowledge and
coordinating tasks. The combination of autonomy, communication, and collaboration
makes MAS highly suitable for distributed domains such as IoT, edge/fog computing,
and service composition, where scalability, resilience, and adaptability are critical re-
quirements.
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2.2.5 Deep Reinforcement Learning

Reinforcement Learning (RL) is a computational paradigm inspired by behavioral psy-
chology, where an agent interacts with an environment to maximize long-term cumulative
rewards. Formally, RL is modeled as a Markov Decision Process (MDP) defined by the

tuple:
M - <S7 A? P7 R7 7)
where:
o &S is the set of states,

A is the set of actions,

P(s'|s,a) is the transition probability from state s to s’ after action a,

R(s,a) is the reward function,

v € [0, 1] is the discount factor balancing immediate and future rewards.

The objective is to find an optimal policy 7*(a|s) that maximizes the expected cumu-
lative discounted reward:

J(m) =E;

Z Vtrt] .
t=0

Value Functions and Bellman Equations: To evaluate policies, RL employs value
functions:
Sop = S] s

SOZS,CLQZCL].

1. The state-value function:

V7(s) =E,

o0

t
E YT
t=0

2. The action-value function (Q-function):

o0

Z 7t7"t

t=0

Q" (s,a) =E,

3. The recursive Bellman optimality equation is defined as:

Q*(s,a) = Ey [R(s, a) + 7 max Q* (s, a’)} .
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From RL to Deep Reinforcement Learning: Traditional RL struggles with high-
dimensional state and action spaces. Deep Reinforcement Learning (DRL) addresses this
by leveraging deep neural networks (DNNs) as function approximators for policies and/or
value functions.

For instance, the Deep Q-Network (DQN) introduced by Mnih et al. approximates
the action-value function as:

Q(s,a;:0) = Q" (s, a),
where 6 are the parameters of the neural network. Training minimizes the temporal-
difference (TD) loss:

‘C<9) = IE‘:'(s,a,r,s’) |:(T + va}XQ(S,7 a,; 9_> - Q<S7 a; 0))? 5
with 6~ representing the target network parameters periodically synchronized for stability.

DRL Interaction Loop: The fundamental DRL process is illustrated in Figure 2.3.
It represents the closed feedback loop between the agent and the environment:

1. Agent: At each time step ¢, the agent observes the state s; and processes it through
a DNN parameterized by 6. This network outputs either a policy my(a|s) (policy-
based) or a value estimate Qy(s,a) (value-based).

2. Action Selection: Based on this output, the agent selects an action a; € A.

3. Environment: The environment executes a;, transitions to a new state s;y; ac-
cording to P(s;41]8¢,a¢), and returns a reward r; = R(sy, az).

4. Learning: The agent updates 6 using the observed (s, as, ¢, s¢11), refining its

policy to maximize:

t=0

‘](71-9) = Eﬂe

A

Agent Reward

take action | Enyironment

>

parameter O

Observe state

Figure 2.3: Deep Reinforcement Learning loop.

This cycle embodies the essence of DRL: trial-and-error learning with deep function
approrimation.
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DRL Paradigms: Deep Reinforcement Learning methods are commonly categorized
into three main paradigms:

1.

Value-based methods: These approaches aim to approximate the optimal action-
value function Q*(s,a). Examples include Deep Q-Network (DQN), Double DQN,
Dueling DQN, and Rainbow DQN.

Policy-based methods: These approaches directly optimize the policy ma(als)
using gradient ascent on the expected return. The policy gradient is given by:

Vo () = Ex, [Vologme(als) Q™ (s, a)].

Examples include REINFORCE, Advantage Actor—Critic (A2C), and Prozimal Pol-
icy Optimization (PPO).

Actor—Critic methods: These approaches combine value-based and policy-based
techniques. The actor updates the policy, while the critic estimates value functions.
Examples include Asynchronous Advantage Actor-Critic (A3C), Deep Determinis-
tic Policy Gradient (DDPG), Twin Delayed DDPG (TD3), and Soft Actor—Critic
(SAC).

2.2.6 Multi Agent Deep Reinforcement Learning

Multi-Agent Deep Reinforcement Learning (MADRL) extends Reinforcement Learning
to settings where multiple agents simultaneously interact with a shared environment.
As multiple agents adapt and interact, complex emergent behaviors arise, often exceed-
ing the scope of individual policies. These behaviors include cooperation, competition,
coordination, and negotiation, as illstred in Figure 2.4.

Formal Foundations: The formal model underlying Multi-Agent Deep Reinforce-
ment Learning is the Decentralized Partially Observable Markov Decision Process (Dec-
POMDP):

M = <N757 {Al}N T, {Oi}z‘]\ihzvra')/)?

=1

where:

N is the number of agents,

S is the global state space,

A; is the action space of agent i, A = x¥, A; the joint action space,
T(s" | s,a) defines the state transition probability,

O; is the observation space of agent 1,

Z(o | s,a) the observation distribution,

r: S x A— Ris the reward function,

v € [0,1) is the discount factor.
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Figure 2.4: Multi-Agent Deep Reinforcement Learning.

Each agent maintains a local policy:

mo,(al | 7)), = (o},al,....0l),

(2 7

and the joint policy is factorized as:

ol | ) = HWGG|T

The objective is to maximize the expected discounted return:

nytr(st,at)] )

= E?Te

Methodological Paradigms:

1. Independent Learning:

Each agent learns independently, updating its value function:

Q7 (s, a,)

g Vri(sg,ap) | so = s,a) = ]
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The policy gradient for agent ¢ is:

Vo, Ji(0;) = E[Vy, logmg, (a; | 7:)Q7 (s,a;)] .

2. Centralized Training with Decentralized Execution (CTDE)

A centralized critic evaluates the joint Q-function:

Q" (s,a1,...,an),
while decentralized actors optimize:
Vo, J(0;) = E [V, logm, (a; | 7:)Ai(s,a)],

with the advantage function:
Ai(s,a) = Q"(s,a) 27@ a | 7)Q" (s, (2, z))

3. Value Decomposition:

The global Q-function is factorized:

Qiot(s,a) = f(Q1(01,a1),...,Qn(oN,an),s),

where f satisfies the monotonicity constraint in QMIX:

aC«?tot > 0

9q, =" V1.

Learning Architectures:

1. Multi-Agent Actor—Critic: each agent updates with respect to a centralized
critic:

Vo, J () = E [Vo, log mp, (a; | 7:)Qs (s, )] -

2. Counterfactual Multi-Agent Baseline (COMA): credit assignment is com-
puted via the counterfactual advantage:

A (s,a) Zﬂe a; | 7:)Q(s, (ai, ;).

3. Value Decomposition Networks (VDN): simple additive decomposition:

Qiot(s,a) = ZQi(Oiaai)'
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4. Attention-Based Critics: introduce a critic that weights interactions between
agents dynamically:

N
_ o s _exp(ey)
Qs(s,a) =g (; Ozz]hj(oj,aj)) .y S oxplen)

Representative Algorithms:

1. Independent Q-Learning / PPO: agents optimize individual returns without
coordination.

2. MADDPG (Multi-Agent Deep Deterministic Policy Gradient):
Critic:
Q(s,ay,...,ayn).

Policy gradient:
Vo, J(0;) = E[Vo,p0,(0:)Va, Q5 (s, a1, ... ,an)].

3. COMA: actor—critic with counterfactual baselines for credit assignment.

4. VDN and QMIX: value decomposition methods; QMIX enforces monotonicity
to ensure consistency.

5. MAPPO: multi-agent adaptation of PPO with clipped surrogate objective:

LEMP(0) = B, [min (py(0) Ay, clip(pe(0),1 — €, 1 + €)A,)].

6. Transformer-based Critics: employ attention weights for scalability and adapt-
ability in high-dimensional systems.

2.2.7 Graph Attention Networks

Graph Neural Networks (GNNs) have emerged as the standard paradigm for learning
representations from non-Fuclidean, graph-structured data. Early and highly successful
variants, such as Graph Convolutional Networks (GCNs), operate by aggregating feature
information from a node’s local neighborhood. Standard GCNs, however, rely on a
static, structure-dependent normalization scheme—typically derived from node degree—
to weigh the contribution of neighboring nodes.

This isotropic aggregation treats all neighbors equally, or scales their contributions
purely according to structural properties, fundamentally limiting the model’s capacity to
recognize that certain neighbors are inherently more informative than others. Graph At-
tention Networks (GATs) resolve this limitation by bridging graph-based deep learning
with the self-attention mechanisms originally popularized in natural language process-
ing. The conceptual distinction between the two aggregation regimes is illustrated in
Figure 2.5.
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Figure 2.5: From graph convolution to graph attention.

The Core Mechanism: Self-Attention on Graph Nodes

The primary innovation of the GAT architecture is the application of a shared self-
attention mechanism to compute the hidden representation of each node in the graph.
Rather than relying on graph topology to dictate aggregation weights, a GAT dynamically
learns the importance of each neighbour from the actual node features. This anisotropic
approach allows the network to assign arbitrary, data-driven importances to different
nodes within a neighbourhood, regardless of the neighbourhood’s size or the node’s degree.
A high-level overview of the layer is provided in Figure 2.6.

Mathematical Formulation of the Attention Layer

The operation of a single GAT layer begins with a set of input node features, denoted h =
{hl, hg, .. h ~}, where N is the number of nodes and h € R is the feature vector of node
1 with F features. The layer outputs a new set of node features, h' = {hl, h’z, cee N}7
with ] € RE.

To transform the input features into higher-level representations, a shared learnable
linear transformation parameterised by a weight matrix W € R *F is applied to every
node. A shared attentional mechanism a : RF" x R — R then computes the unnor-
malised attention coefficients

eij = a(Wl_ii, Wﬁj) ) (2.9)

where e;; indicates the importance of node j’s features to node 7. To inject graph structure
into the mechanism, the model performs masked attention—computing e;; only for nodes
j € N;, where N; is the neighbourhood of node i (typically including node i itself).

To make the coefficients comparable across different nodes, they are normalised with
a softmax function over all choices of j:

exp(e;;)

S exp(en) (2.10)

Q5 = SOftman (62‘]‘) =

In the standard GAT implementation, the attention mechanism a is a single-layer
feedforward neural network parameterised by a weight vector & € R?¥, followed by a
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Figure 2.6: Architecture overview of a Graph Attention Network layer.

LeakyReLU nonlinearity. Fully expanded, the normalised coefficients are

exp (LeakyReLU (ET [Wﬁz I Wﬁ]] ) )

N > ken, 6XD (LeakyReLU (ar [Wf_iZ I Wﬁﬂ)) ’

where || denotes concatenation. Once the normalised coefficients are obtained, they are
used to form a linear combination of the corresponding transformed features, followed by
an activation o, yielding the output feature of node :

JEN;

Stabilisation via Multi-Head Attention

To stabilise the learning process of self-attention, GATs employ multi-head attention,
a concept akin to the Transformer architecture. K independent attention mechanisms
execute the transformation of Equation (2.12), and their outputs are concatenated:

- K =
i = szla(z ol W’fhj>, (2.13)
JEN;

where afj is the normalised attention coefficient computed by the k-th mechanism and
WF* is the corresponding input linear transformation. If multi-head attention is applied
in the final prediction layer, concatenation is typically replaced by averaging to produce
the output.

Key Advantages and Expressivity

GATs offer several critical theoretical and practical advantages:
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Figure 2.7: Overview of the clustering task.

« Computational efficiency. The operations of the self-attention layer can be
highly parallelised across all edges, and the computation of output features can be
parallelised across all nodes.

e Inductive capability. Unlike spectral GCNs, which are bound to a specific graph
structure during training and require access to the full graph Laplacian, GATs rely
purely on local neighbourhoods. This allows them to perform inductive learning
seamlessly—evaluating nodes on completely unseen graphs.

« Interpretability. The learned attention coefficients cy;; inherently provide a degree
of interpretability, as they quantify the relative influence of neighbouring nodes on
the target node’s representation.

2.2.8 The Unsupervised Learning Paradigm

In the landscape of machine learning, unsupervised learning involves identifying hidden
structures within unlabelled data. Unlike supervised learning, which relies on ground-
truth annotations to guide the optimisation process, unsupervised models must infer the
natural topology of the data space autonomously. Clustering is the most prominent task
within this paradigm. Its fundamental objective is to partition a dataset into mean-
ingful subgroups (clusters) such that data points within the same cluster exhibit high
intra-cluster similarity, while points in different clusters demonstrate high inter-cluster
dissimilarity. This principle is illustrated in Figure 2.7.

Formal Definition and Similarity Metrics

The clustering problem can be formally defined over a dataset of N observations, X =
{x1,Xy,..., XN}, where each observation x; € R? is a d-dimensional feature vector. The
goal is to assign each observation to one of K clusters, C = {C4,Cy, ..., Ck}, such that
the clusters jointly reconstruct the dataset, Ufil C; = X, and remain mutually disjoint,
CiﬂCjZQfOI‘Z'%]’.

The notion of similarity is foundational to any clustering algorithm and is strictly dic-
tated by the chosen distance metric. The most ubiquitous choice for continuous variables
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is the Euclidean distance,

d
d(Xi,Xj> = Z (Izm - l’jm)z. (214)

m=1

Depending on the nature of the feature space, alternative metrics—such as the Manhattan
distance, cosine similarity, or Mahalanobis distance—may be employed to better capture
the underlying data distribution.

Taxonomy of Clustering Methodologies

Clustering algorithms are generally categorised according to their underlying theoretical
assumptions regarding what constitutes a cluster. The field is broadly divided into three
primary paradigms, summarised in Table 2.1.

Table 2.1: The three primary paradigms of clustering.

Methodology Core concept Example Key strength
algorithm
Partitioning Divides data into K-Means Computationally efficient and
non-overlapping subsets based highly scalable for large
on distance to centroids. datasets.
Hierarchical Builds a tree-like structure Agglomerative Does not require pre-specifying
(dendrogram) of nested clustering the final number of clusters.

clusters based on linkage
criteria.

Density-based Groups contiguous regions of DBSCAN Highly effective at discovering
high data density separated by clusters of arbitrary,
sparse areas. non-convex shapes.

Mathematical Formulation: Partitioning via K-Means

As the most widely implemented partitioning method, K-Means seeks to minimise the
within-cluster sum of squares (WCSS), also known as inertia. Given a predetermined
number of clusters K, the algorithm iteratively refines a set of centroids pu = {1, po, . . ., g }-
The objective function to be minimised is

J=30 30 I —mell (2.15)

=1 X ECi

where ||x; — p;]|* is the squared Euclidean distance between a data point x; and the
centroid p; of its assigned cluster C;. Because finding the global optimum of this problem
is NP-hard, the algorithm employs a heuristic (Lloyd’s algorithm) that alternates between
an assignment step and an update step until convergence is achieved.

Evaluation of Cluster Quality

Assessing the performance of a clustering algorithm is inherently challenging due to the
absence of ground-truth labels. Consequently, evaluation relies heavily on internal vali-
dation metrics that quantify the structural integrity of the resulting clusters.
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Figure 2.8: Overview of a bi-objective minimisation problem in objective space.

A prominent measure is the Silhouette Coefficient, which evaluates how similar an
object is to its own cluster compared with other clusters. For a given point ¢, the silhouette
score is b

i — Q4
§; = ———— 2.16
* max(ay, b;)’ (2.16)
where a; is the mean intra-cluster distance and b; is the mean nearest-cluster distance
(cf. Figure 2.7b). The score ranges from —1 to 1, where a value closer to 1 indicates
that the point is well matched to its own cluster and clearly separated from neighboring
clusters. Other standard internal metrics include the Davies—Bouldin Index and the
Calinski-Harabasz Index, both of which mathematically balance intra-cluster variance

against inter-cluster separation.

2.2.9 Multi-Objectives Optimization

In classical mathematical programming, the optimisation process is generally driven by
a singular goal: finding a solution that minimises or maximises a solitary scalar objective
function. The majority of complex real-world engineering, economic, and scientific sys-
tems, however, inherently require the simultaneous optimisation of two or more conflicting
objectives. Multi-Objective Optimisation (MOO) provides the fundamental framework
for addressing these multifaceted scenarios.

Unlike single-objective problems—where the superiority of one solution over another
is straightforwardly determined by comparing scalar values—MOO lacks a single global
optimum. Because the objectives are in conflict, improving the performance of one ob-
jective typically necessitates a trade-off, or a degradation, in at least one other. The
resulting structure of optimal trade-offs is depicted in Figure 2.8.

Mathematical Formulation

Formally, a multi-objective optimisation problem seeks a decision vector x that optimises
a vector-valued function of m distinct objectives. Assuming a minimisation paradigm
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Table 2.2: Solution strategies grouped by the moment of preference articulation.

Strategy Articulation of Methodology & characteristics
preference
A priori Before optimisation  Aggregates objectives into a single scalar function using

predefined weights (e.g. the Weighted Sum Method).
Computationally inexpensive, but requires deep prior
domain knowledge.

A posteriori After optimisation Generates a representative set of Pareto optimal
solutions, leaving the final selection to the user.
Multi-Objective Evolutionary Algorithms (MOEAs) such
as NSGA-II are prominent examples.
Interactive During Iteratively involves the decision-maker to refine
optimisation preferences and progressively guide the search toward the
most desirable region of the Pareto Front.

without loss of generality, the problem reads

min F(x) = (fi(x), f2(%), -, (), (2.17)

subject to the constraints that define the feasible decision space (2,
gi(x) <0, j=1,...,p; hi(x) =0, k=1,...,q, (2.18)
where x = (z1,7,...,7,)" € R"is the n-dimensional decision vector and f;(x) : Q@ — Ris

the i-th objective function. The image of the feasible decision space €2 under F' constitutes
the objective space ) C R™.

Pareto Dominance and Optimality

Because the components f; are typically in conflict, standard relational operators cannot
totally order the solutions in §2. Instead, MOO relies on the fundamental concept of
Pareto dominance. A decision vector x; € € is said to (strictly) dominate another vector
Xy € (), denoted x; < X», if and only if

fi(x1) < fi(xe) Vie{l,...,m} and f;j(x1) < fj(x2) for at least one j.  (2.19)

A solution x* € € is Pareto optimal if no other feasible solution dominates it. The set
of all such optimal decision vectors is the Pareto Set Pg, and its image in the objective
space is the Pareto Front,

Pr={F(x)|x€Ps} (2:20)

The ultimate goal of many MOO algorithms is to find a discrete set of solutions that
approximates the true Pareto Front as closely and as diversely as possible (Figure 2.8),
providing the decision-maker with a complete spectrum of optimal trade-offs.

Taxonomy of Solution Strategies

Approaches to solving MOO problems are broadly categorised according to when the
decision-maker’s subjective preferences are articulated relative to the optimisation pro-
cess, as summarised in Table 2.2.
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Evaluation Metrics for Approximate Fronts

When using a posteriori approximation methods, evaluating algorithmic performance is
complex because it requires measuring two competing goals: convergence (proximity to
the true theoretical Pareto Front) and diversity (uniform distribution and spread of the
solutions across the front).

Hypervolume (HV). This metric calculates the m-dimensional volume of the objec-
tive space strictly dominated by the obtained approximation set, bounded by a
predefined reference point r (the shaded region in Figure 2.8). It is highly regarded
because it is strictly Pareto-compliant, capturing both convergence and diversity
simultaneously.

Inverted Generational Distance (IGD). This metric computes the average Euclidean
distance from a set of uniformly distributed reference points sampled from the true
Pareto Front to their nearest respective solutions in the obtained set. A lower IGD
value indicates better overall performance.

2.2.10 Formal Methods in Architecture Modelling

In the design of complex, safety-critical systems, the system architecture serves as the
fundamental blueprint defining components, their interactions, and the overarching sys-
tem behaviours. Architectures are traditionally modelled using semi-formal graphical
languages such as UML (Unified Modeling Language) or SysML (Systems Modeling Lan-
guage). While these languages excel at visualisation and stakeholder communication,
they lack rigorous mathematical semantics. This ambiguity can allow critical design
flaws, deadlocks, and safety violations to propagate undetected into the implementation
phase.

To bridge this gap, formal methods employ discrete mathematics and logic to specify
and verify system architectures. Event-B, an evolution of the classical B-method devel-
oped by Jean-Raymond Abrial, has emerged as a premier formal modelling language. It
allows architects to mathematically prove that a system’s architectural design satisfies
strict safety and functional properties before a single line of code is written.

Structural Foundations of Event-B

Event-B is a state-based formal method grounded in first-order logic and Zermelo—
Fraenkel set theory. An Event-B model represents a system through a clear separation of
concerns, dividing the specification into static and dynamic components, as summarised
in Table 2.3 and illustrated in Figure 2.9.

Table 2.3: The two structural components of an Event-B model.

Component Core elements Architectural purpose
Context Sets, Constants, Axioms, Defines the static structural topology of the
Theorems architecture (node types, immutable network

configurations, system constants).

Machine Variables, Invariants, Events Defines the dynamic behavioural state of the
architecture (component states, message passing,
active connections).
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Figure 2.9: Structural foundations of an Event-B model.
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Figure 2.10: Semantics of a single event and its associated proof obligation.

Contexts can be extended by other contexts, and machines can see contexts to use
their static definitions. This modularity aligns naturally with component-based system
architecture.

Mathematical Formulation of State and Events

The dynamic state of an Event-B machine is represented by a vector of state variables
v. The valid state space is constrained by an Invariant I(v), a strictly defined logical
predicate. In the architectural setting, the invariant formally expresses the critical safety
properties that the architecture must never violate (e.g. mutual exclusion, resource limits,
or secure state transitions).

State transitions are driven by Fwvents. An event e models a specific architectural
behaviour—such as a component fault or a message transmission—and is formally defined
as

e = any t where G(t,v) then v' = S(¢,v) end, (2.21)

where t are the local parameters of the event, G(t,v) is the Guard—a first-order predi-
cate dictating exactly when the event is enabled—and S(t,v) is the Action (generalised
substitution) defining how the state transitions from v to its successor v'. This transition,
together with the property the architecture must preserve, is depicted in Figure 2.10.

System Architecture through Stepwise Refinement

The most powerful architectural paradigm in Event-B is stepwise refinement. Designing
a complex architecture in a single step is highly error-prone; Event-B instead adopts a
top-down, correct-by-construction approach (Figure 2.11).

The architect begins with a highly abstract machine M, that models the core purpose
of the system. Through refinement, new structural details, components, and communi-
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Figure 2.11: Stepwise refinement as a correct-by-construction architectural pipeline.

cation protocols are incrementally introduced in subsequent machines My, M, ..., M,.
During this process, abstract variables may be replaced by more concrete architectural
representations (data refinement), and abstract events may be decomposed into finer-
grained interactions (event refinement).

Proof Obligations for Architectural Verification

The rigor of Event-B lies in the automated generation of Proof Obligations (POs): math-
ematical theorems that must be proven true—typically with automated provers such as
the Rodin platform—to guarantee the consistency and correctness of the model. For an
architecture to be deemed correct, two critical classes of PO must be satisfied.

Invariant preservation (INV). It must be proven that whenever the system is in a
valid state (the invariant holds) and an enabled event is triggered (the guard is true), the
resulting state still satisfies the invariant:

I(v) A G(t,v) AV = S(t,v) = I{). (2.22)

Guard strengthening (GRD). When an abstract architecture is refined into a con-
crete one, a concrete event must not occur under conditions in which its abstract coun-
terpart would be forbidden. With abstract guard G 4(va), concrete guard G (ve), and a
gluing invariant J(va, ve), the obligation is

I(’UA) A J(UA,Uc) N Gc(v()) - GA(UA). (223)

Mapping Architectural Semantics to Event-B

To apply Event-B to architecture modelling, practitioners map structural elements to
formal constructs. System components are typically modelled as elements of defined sets,
while architectural connectors and communication channels are modelled using mathe-
matical relations or functions mapping sender components to receiver components. The
verification process then mathematically guarantees that the proposed architecture is
structurally sound, behaviourally consistent, and entirely free from the design faults tar-
geted by the invariants.
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2.3 Service Management in IoT

Emerging paradigms such as intent-based networking (IBN), Al-driven orchestration, and
blockchain-enabled trust frameworks [58] are reshaping the landscape of service coordi-
nation. These innovations need the intelligent management of ephemeral service work-
flows—supporting predictive maintenance, automated trust negotiation, and cross-layer
resilience—where microservices are dynamically orchestrated to enforce security policies
and optimize resource utilization. Despite significant advances, existing [oT service man-
agement approaches exhibit paradigm fragmentation (e.g., isolated Al or optimization
models), architectural rigidity, and unresolved trade-offs between scalability, security,
and efficiency. This review proposed by Bemrah et al. [18] addresses these limitations
by synthesizing insights across multiple paradigms and evaluating hybrid frameworks
that enable integrated, autonomous, and resource-aware service orchestration in next-
generation [oT ecosystems.

Specifically, we systematically examine the state-of-the-art in IoT service manage-
ment, analyzing their strengths, limitations, and domain applicability. We establish a
comprehensive taxonomy encompassing rule-based and model-driven methods, heuris-
tic and metaheuristic optimization strategies, Al-driven learning techniques, and decen-
tralized federated learning mechanisms. This review provides a consistent and richly
detailed synthesis, capturing both foundational principles and cutting-edge innovations
across diverse application domains. By consolidating recent advances, we identify critical
research gaps and outline future directions—including quantum-resistant security mod-
els and privacy-preserving federated analytics—that serve as a foundation for scalable,
resilient, and intelligent service management in latency-sensitive, large-scale IoT deploy-
ments.

[oT service management requires a multi-disciplinary strategy that balances real-time
constraints, distributed architectures, energy efficiency, and security. Recent approaches
span Al-based scheduling, federated learning, blockchain identity systems, and context-
aware orchestration. Figure 2.12 represents a taxonomy of major techniques with repre-
sentative studies.

2.3.1 Optimization-Based Approaches

These methods leverage mathematical modeling, heuristics and metaheuristic algorithms
to find near-optimal solutions for complex IoT service management problems under dy-
namic, large-scale, and constrained environments

Deterministic and Heuristic Optimization Techniques

[oT service management often involves solving highly complex optimization problems,
where deterministic methods guarantee reproducible exact solutions while heuristic and
metaheuristic approaches offer efficient ways to reach near-optimal results in dynamic
environments. For instance, Nabavizadeh et al. [00] develop a MILP model to opti-
mize home healthcare delivery during COVID-19, improving caregiver routing, workload
balancing, and uncertainty management in loT-based scheduling. Similarly, heuristic ex-
tensions like Tang et al. [33]’s ISFLA enhance solution diversity and convergence through
weighted inertia and advanced exploration, though scalability in real-time environments
remains a challenge.
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Figure 2.12: Taxonomy of Service Management Approaches and Techniques in IoT Systems.

Beyond scheduling, optimization techniques are applied to network reliability and re-
source allocation. For example, Chen et al. [28] introduce EDLoG, a real-time greedy
detection mechanism for LoRaWAN IoT networks, ensuring reliable communication in
critical domains such as intelligent transportation. In cloud and fog infrastructures,
Masoori et al. [63] improve the efficiency of server allocation by refining the FirstFit al-
gorithm, while Wibowo et al. [95] show that Round-Robin scheduling can significantly
reduce latency and energy consumption in wireless sensor networks, thereby enhancing
service responsiveness. More advanced metaheuristic approaches focus on multi-objective
QoS optimization. Vakili et al. [25] propose a GWO-MapReduce framework that opti-
mizes latency, cost, and reliability in cloud—IoT systems, while Liu and Deng [50] in-
tegrate Whale Optimization with a Genetic Algorithm for QoS-aware service discovery,
improving both energy and access efficiency. Along similar lines, Bey et al. [24] design
a quantum-inspired PSO for edge service placement, which improves energy use, delay,
and load balancing simultaneously. Hybridization between heuristics and learning-based
methods has also gained traction. For instance, Farhadi et al. [39] combine ACO with
DRL to enable group-based service recommendations in Social IoT, boosting adaptabil-
ity and personalization. Likewise, Dhaini et al. [34] propose EnergyNetAware2-SA, a
simulated annealing-based VM placement model for fog computing, effectively reducing
energy consumption while improving overall resource efficiency.

Deterministic and heuristic optimization techniques provide a rich toolkit for ad-
dressing IoT service management challenges, from scheduling and routing to QoS-aware
composition and resource allocation. While deterministic approaches ensure correctness
and rigor, heuristic and metaheuristic methods offer scalability and adaptability, though
many still face limitations in energy efficiency and real-time responsiveness.

Strategic and Multi-Objective Decision Techniques

In IoT service management, many problems involve optimizing multiple conflicting objec-
tives—such as latency, energy efficiency, cost, and reliability—simultaneously, which re-
quires advanced multi-objective and strategic decision-making approaches. For example,
Bandyopadhyay et al. [11] propose EdgeMatch, a preference-based scheduling mechanism
that enables IoT devices and edge nodes to autonomously select optimal partners by bal-
ancing delay and resource criteria. Building on this trend of bio-inspired decision-making,
Ait Hacene Ouhadda et al. [1] introduce DALOA, a lion-inspired algorithm designed for
multi-objective QoS-aware service composition, which improves efficiency but struggles
to adapt to highly dynamic distributed IoT systems.
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Other works focus on strengthening QoS management and resource efficiency. Singh
et al. [30] apply multi-objective optimization (MOO) techniques in IoT/WSN environ-
ments to enhance robustness and resource allocation at the edge, while Li et al. [52]
integrate NSGA-II into a large language model-assisted operating system for dynamic
service function chain deployment, thereby improving adaptability and service quality.
Complementing these approaches, Sharma et al. [79] propose a hybrid framework com-
bining fuzzy logic with NSGA-II, which increases solution diversity and convergence in
QoS-aware service composition, although it lacks scalability and real-time responsiveness.

In summary, strategic and multi-objective optimization techniques provide powerful
tools for balancing competing QoS requirements in IoT environments. While preference-
based, evolutionary, and hybrid methods demonstrate strong adaptability and efficiency,
challenges remain in ensuring scalability, responsiveness, and applicability to dynamic
real-world deployments.

2.3.2 Al-Driven and Learning-Based Approaches

These techniques leverage artificial intelligence to enable adaptive, data-driven decision-
making in dynamic and uncertain IoT environments, allowing systems to learn optimal
behaviors from experience rather than relying solely on predefined rules.

Learning Techniques

Learning techniques aim to enable IoT services to autonomously improve performance
and make intelligent decisions from data, moving beyond rigid rule-based methods to-
ward adaptive, data-driven intelligence. For example, apply a Random
Forest—based strategy to improve prediction accuracy and adaptability in dynamic I1oT
systems using real-time sensor data. Building on the same principle of learning from
data, Alangari [9] address IoT security by combining K-means clustering for trust-based
grouping with a hybrid Genetic-Firefly algorithm, thereby achieving secure and efficient
routing. In a different application domain, Wadhwa et al. [37] demonstrate the effec-
tiveness of DBSCAN for IoT-based weather forecasting, showing its ability to detect
complex, non-linear patterns in spatially distributed data without requiring predefined
cluster counts. Complementing these unsupervised and ensemble approaches, Hizal et al.
[13] propose a deep learning—based intrusion detection system that integrates DNN, CNN,
and LSTM models to enhance real-time DDoS attack detection in IoT networks through
a two-level classification strategy.

Learning techniques provide powerful tools for extracting knowledge and optimizing
performance across diverse [oT domains, from prediction and routing to forecasting and
intrusion detection. However, while effective in specific tasks, they often lack adaptabil-
ity to highly dynamic, multi-objective scenarios—limitations that motivate the use of
adaptive and hybrid learning approaches, which are explored in the next subsection.

Adaptive and Hybrid Learning Techniques

Adaptive and hybrid learning techniques combine multiple algorithms to dynamically ad-
just to changing [oT environments, enhancing robustness, efficiency, and generalization
across heterogeneous tasks. For instance, Abdulazeez and Askar [1] propose a hybrid fog
offloading approach that integrates fuzzy logic for selecting the appropriate layer with a
Deep Q-Network (DQN) for optimizing fog node allocation, thereby improving QoS and
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balancing load. Along similar lines, Khansari and Sharifian [18] develop DRLMCF, a
Deep Reinforcement Learning—based algorithm for decentralized microservice composi-
tion in serverless fog-based IoT systems, eliminating the need for expert tuning or labeled
data. Other works exploit hybrid models to enhance automation and QoS prediction.
For example, Harrabi et al. [12] design a multi-agent smart home system with contextual
learning to support automation and energy management, though its dependency on ad-
vanced infrastructure constrains deployment in resource-limited environments. Similarly,
Jithendra et al. [17] introduce ANFIS-COOT, a model that combines Adaptive Neuro-
Fuzzy Inference Systems with COOT optimization for accurate QoS prediction in IoT
web services. Extending this idea, Sundaram and Vijayan [$1] present NFGOA, which
integrates neuro-fuzzy clustering and genetic optimization to improve QoS in wireless sen-
sor networks, achieving higher throughput, energy efficiency, and reliability. At a larger
architectural scale, Abdulazeez and Askar [2] propose a hybrid offloading mechanism
within an Edge-Fog-Cloud environment that combines fuzzy logic and DRL to reduce
latency and optimize task execution, though its reliance on substantial computational
resources limits adaptability in dynamic networks.

Overall, adaptive and hybrid approaches extend the strengths of single learning tech-
niques by combining fuzzy logic, reinforcement learning, and evolutionary optimization,
enabling improved scalability, energy efficiency, and QoS assurance in IoT systems. How-
ever, these solutions often face challenges in balancing computational overhead with real-
time adaptability, highlighting the need for more efficient hybridization strategies.

2.3.3 Decentralized and Blockchain-Based Approaches

These approaches leverage distributed architectures and cryptographic consensus mech-
anisms to enable secure, transparent, and autonomous [oT service management, partic-
ularly suited for trustless and resource-constrained environments.

Decentralized Infrastructure and Trust Enforcement Techniques

Ensuring secure, transparent, and scalable service management is a critical challenge in
[oT environments, where decentralized infrastructures such as blockchain offer promising
solutions. To address consensus scalability and security, Chen et al. [30] propose DAG-D,
a dual-DAG consensus protocol that improves throughput and communication efficiency
in heterogeneous IloT networks. Along similar lines, but with a focus on lightweight vali-
dation, Kim et al. [50] develop PoA?, a Proof-of-Authority-and-Association protocol that
achieves secure, low-latency, and energy-efficient transaction processing tailored to IoT
constraints. Expanding the scalability dimension, Pang et al. [71] introduce TrustPay, a
dual-layer blockchain framework leveraging REFEREE consensus to enhance transaction
trust and support large-scale [oT service exchanges.

Complementing blockchain-based consensus methods, Mandaric et al. [61] propose a
MAS-driven framework where agents collaboratively negotiate and adapt service delivery
in real time. While this work demonstrates the benefits of distributed intelligence for dy-
namic [oT service environments, it highlights a common limitation of many decentralized
infrastructures—mnamely, the lack of scalability strategies for large-scale deployments.
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Secure Service Control and Privacy Assurance Techniques

As IoT ecosystems handle sensitive and large-scale data flows, ensuring secure service
control and privacy-preserving mechanisms has become essential for trustworthy ser-
vice management. To tackle these issues in resource-constrained environments, Zhang
et al. [102] design a blockchain-based architecture optimized for lightweight decentralized
processing, providing a secure foundation for IoT services. Building on access control,
Zhang et al. [101] propose PE-RBAC, a privacy-enhanced system that integrates APSI
and garbled Bloom filters to manage roles efficiently while safeguarding sensitive informa-
tion. Extending this direction, Sareddy and Khan [78] introduce an Al-driven mHealth
framework that combines HIBE, RBAC, and SMC to secure collaborative healthcare
data access in IoT-driven medical applications. To further strengthen privacy and au-
thentication, Pathak et al. [72] develop Z-PMA, a Zero-Knowledge Proof-based mutual
authentication protocol integrated with permissioned blockchain, achieving both fast and
scalable privacy-preserving service access.

Complementing these cryptographic and blockchain solutions, Arif et al. [12] propose
a DRL-based routing model that not only enhances QoS and QoE but also supports
threat detection through a layered architecture, though its computational demands and
energy limitations constrain its deployment in resource-limited IoT systems.

Privacy-Preserving Mechanisms

Ensuring privacy in [oT service management is critical, particularly as federated and col-
laborative learning approaches introduce new risks of data leakage and security breaches.
To address this, Pauu et al. [73] introduce an IRS-aided UAV framework that integrates
federated learning with dynamic differential privacy, thereby enhancing both model ac-
curacy and data protection in emergency communication scenarios. Building on the
combination of federated learning and privacy-preserving techniques, Adnan et al. [3] de-
velop a vehicular IoT (IoV) framework that couples federated learning with differential
privacy, enabling accurate localization while safeguarding sensitive user data. FExtend-
ing privacy protection to encrypted training, Manh et al. [62] propose a blockchain-based
[oT security system that leverages homomorphic encryption, allowing Al models to detect
cyberattacks in real time without compromising confidentiality.

Together, these approaches highlight the potential of combining federated learning,
differential privacy, and encryption to protect sensitive data in [oT environments. How-
ever, balancing strong privacy guarantees with efficiency and scalability in highly dy-
namic, resource-constrained systems remains a pressing challenge for future research. In
summary, secure service control and privacy assurance techniques—ranging from blockchain-
based architectures and advanced cryptographic protocols to Al-driven security mod-
els—provide robust foundations for safeguarding [oT services. However, balancing strong
security guarantees with scalability and energy efficiency remains a pressing challenge for
real-world deployments.

2.3.4 Comparison & Discussion

The comparative analysis of IoT service management techniques represented in Ta-
ble 2.4 reveals a clear trend toward hybrid, context-aware, and decentralized solutions
that can scale with the increasing complexity and distribution of IoT systems. While
rule-based and model-driven approaches offer foundational transparency and domain

40



Table 2.4: Comparative Analysis of Service Management Approaches

in IoT Systems

Approach Technique Types Strengths Limitations Use Cases
Rule-Based IF-THEN rules [32], Petri Verifiable, inter- Poor scalability, Smart homes,
& Model- Nets [77], MDD-based DSL pretable, strong low adaptability to agriculture, SLA
Driven [16], Semantic Ontologies [17] domain abstraction | dynamic environ- analysis, digital
ments twins
AI-Driven Random Forest [33], K-means Adaptive, pre- Data and compute- Industrial IoT,
& Learning- & AHGFFA [9], DBSCAN dictive, handles intensive require weather forecast-
Based [87], DNN/CNN/LSTM [43], non-linear and labeled data in ing, cyberattack
Deep Q-Networks [1], DRL large-scale data, many cases detection, fog com-
[18] DRL-MAS [19], ANFIS- anomaly detection puting
COOT [417], NFGOA [381]
Optimization-| MILP [66] , Greedy [28], Mathematical rigor | Solution quality Healthcare lo-
Based FirstFit [63], Round-Robin balances multiple vs. time trade-off, gistics, edge-fog
Methods [95], WO+GA [56], PSO objectives (e.g. la- sometimes unsuit- resource allocation,
[24], SA [34], ACO [39], tency, cost, energy) | able for real-time smart cities, cloud-
Game Theory [14], MOO[30], tasks fog orchestration
NSGA2 [52]
Decen- DAG-based consensus [30)], Trustless coordina- Throughput and mHealth, consumer
tralized & TrustPay [71], PE-RBAC tion, immutable latency concerns, IoT, smart grids,
Blockchain- [104], HIBE4RBAC [78], logs, privacy- integration over- blockchain-IoT
Based ZKPs [72], Smart Contracts enhancing access head fusion platforms
[102], PoA2[50] control
Federated SOH-FL [59], StatAvg [20], Privacy-preserving, Coordination com- IoT security, smart
& Edge- COMSPLIT [69], DQN-based scalable learning plexity affected by cities, emergency
Centric Offloading [58], IRS-FL+DP without data cen- non-IID and poor response, connected
Learning [73], FL-DP [3], HE-based FL tralization connectivity vehicles
]

specificity, their static nature and limited adaptability underscore their unsuitability
for rapidly evolving environments. In contrast, Al-driven and learning-based methods
demonstrate significant and efficient advancements in adaptability, prediction, optimiza-
tion and anomaly detection, particularly in dynamic contexts like industrial IoT and
network security [18].

However, these methods often demand substantial labeled data and high computa-
tional resources, making them less viable for constrained edge devices. Optimization-
based techniques, both deterministic and heuristic, show strength in structured resource
allocation and SLA fulfillment but often struggle with real-time responsiveness and scal-
ability. Emerging research on blockchain-integrated service management addresses trust,
access control, and privacy through verifiable, decentralized protocols, yet concerns around
latency and integration overhead persist, especially in low-power devices. Finally, feder-
ated and edge-centric learning marks a pivotal shift toward privacy-preserving intelligence
at the edge, but challenges remain in managing data heterogeneity, device participation
variability, and secure model aggregation. Collectively, these findings highlight a key
research gap: the need for lightweight, multi-modal frameworks that blend semantic rea-
soning, learning adaptability, optimization efficiency, and trust-aware decentralization for
[oT service management.

2.4 Multi-Agent Deep Reinforcement Learning for
IoT

To enhance scalability, robustness, and distributed intelligence in complex IoT envi-
ronments, Multi-Agent Systems (MAS) have been adopted as they enable multiple au-
tonomous agents to collaboratively or competitively address tasks that exceed the capa-
bilities of individual agents [51]. This decentralized approach suits IoT systems requiring
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Figure 2.13: Taxonomy of MADRL in IoT Systems

local decisions under partial observability, but traditional MAS methods lack adaptive
learning, limiting their responsiveness to dynamic conditions. [32]. Consequently, to over-
come these limitations, Multi-Agent Deep Reinforcement Learning (MADRL) integrates
the collaborative and distributed nature of MAS with the adaptive learning strength of
DRL. MADRL offers a flexible framework for optimizing behavior across large-scale and
dynamically evolving IoT systems. Its applications span a range of domains, including
edge-cloud collaboration, adaptive routing, energy management, and security [35].

Despite the growing interest in MADRL for IoT, there remains a critical need for
a unified, in-depth review that not only maps current advances but also systematically
evaluates their effectiveness in addressing the core challenges of IoT environments. FEx-
isting works are often fragmented, limited to specific domains or techniques, and lack
a comparative perspective across learning paradigms, coordination strategies, and ap-
plication scenarios. We, Bemrah et al. [20] fill that gap by delivering a comprehensive
and structured synthesis of the state of the art in MADRL for IoT. It categorizes the
recent contributions across key IoT domains and contrasts major learning frameworks.
Furthermore, it highlights unresolved issues in scalability, non-stationarity, and partial
observability. By bridging theoretical foundations with practical applications, this re-
view provides a critical reference point to develop next-generation IoT systems that are
intelligent, distributed, adaptive, and resilient.

This subsection explores MADRL approaches in IoT by examining its applications.
Figure 2.13 presents a comprehensive taxonomy of MADRL in IoT systems Bemrah et al.
[20], categorizing approaches by domain applicability, learning models, and communica-
tion paradigms. This visual overview highlights the diverse methods and innovations
applied to enable intelligent, adaptive, and distributed control within IoT ecosystems,
offering a structural lens to understand current trends and research directions.

2.4.1 Domain-Specific Applications of MADRL in IoT

MADRL has shown substantial potential across various loT application domains by en-
abling distributed, adaptive, and scalable decision-making. This subsubsection outlines
key areas where MADRL is effectively applied.
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Smart Cities

Smart cities increasingly depend on intelligent, decentralized systems to manage urban
infrastructure, ensure efficient resource utilization, and support sustainable development.
To this end, Vishnoi et al. [$0] propose PS-DC-DDQN, a MADRL-based framework
designed for RIS-assisted, NOMA-enabled UAV-to-D2D communications in 6G environ-
ments, which enhances resource allocation and energy efficiency in complex urban net-
works. Complementing this, Moudoud et al. [65] introduce a privacy-preserving frame-
work that combines multi-agent federated learning with DRL to secure Internet of Drones
(IoD) networks, where a reputation-aware scheduler prioritizes reliable UAVs while min-
imizing communication overhead.

Focusing on urban mobility, Antonio and Maria-Dolores [11] present adv.RAIM, a
MADRL-based autonomous intersection manager trained via self-play, which enables
connected and autonomous vehicles (CAVs) to coordinate traffic flows without traditional
signaling systems, improving safety and efficiency. Similarly, Bansal et al. [15] address
service deployment in smart urban environments through UrbanEnQoSPlace, a DRL-
based service placement framework that optimizes multiple QoS metrics using a dueling
deep Q-network. While effective in improving latency, reliability, and efficiency, this
approach struggles with multi-user scalability and high computational demands.

Overall, these works demonstrate the potential of MADRL and hybrid learning frame-
works to optimize communication, security, mobility, and service placement in smart
cities. However, scalability, real-time adaptability, and computational efficiency remain
open challenges in deploying these solutions at metropolitan scale.

Industrial Internet of Things (IIoT)

The Industrial Internet of Things (IIoT) connects machines, sensors, and controllers in
industrial environments to enable intelligent automation, predictive control, and real-time
optimization. In this domain, MADRL has emerged as a powerful tool for handling dy-
namic task allocation and resource management. For instance, Wang et al. [92] propose a
two-stage MADRL framework leveraging MAPPO and attention mechanisms to optimize
task offloading in IIoT systems, significantly reducing latency and energy consumption
in edge computing environments. Building on similar principles, Ling et al. [53] address
dense SIIoT scenarios by integrating attention-based coordination with prioritized learn-
ing, which enhances load balancing and improves task completion success rates under
high-demand conditions.

Together, these studies illustrate the promise of MADRL and hybrid learning tech-
niques for addressing the complexity of industrial IoT service management. Nonetheless,
balancing scalability, computational efficiency, and real-time responsiveness remains a
critical barrier to their deployment in large-scale industrial environments.

Smart Grids

Smart grids are evolving into intelligent energy systems where distributed generation,
demand response, and decentralized control must be managed dynamically. MADRL
has become a key enabler in this context, allowing autonomous agents to coordinate en-
ergy flows, optimize resource allocation, and ensure grid stability. For example, Alferidi
et al. [10] propose a DRL-based system for smart microgrids that enables real-time de-
vice scheduling and peer-to-peer energy trading, effectively lowering electricity costs and

43



reducing dependence on centralized grids. Complementing this, Wang et al. [93] develop
a MADRL-driven local control strategy for large-scale PV inverter scheduling, where
inference-aided actor structures and composite loss optimization improve decentralized
coordination across distributed energy resources.

Together, these approaches demonstrate the potential of MADRL to enhance flexibil-
ity, resilience, and cost-efficiency in smart grid management, though challenges remain
in scaling to ultra-large networks and maintaining robust performance under uncertain
demand and supply conditions.

Healthcare

Healthcare systems represent highly dynamic, sensitive, and decentralized environments
where effective decision-making requires both adaptability and strong privacy guarantees.
MADRL offers promising capabilities to address these challenges by enabling distributed
agents to collaborate in real time while ensuring security and efficiency. For instance,
Sahoo et al. [75] enhance federated reinforcement learning for medical image diagnosis by
improving fairness and enabling personalized convergence across heterogeneous clients,
thus tackling the variability of patient data. Building on this need for secure and adaptive
solutions, Al-Marridi et al. [5] integrate blockchain with deep multi-agent Q-learning to
optimize decision-making, reduce latency, and strengthen privacy in decentralized health-
care networks.

Together, these works highlight the transformative role of MADRL in healthcare,
demonstrating its potential to improve diagnostic accuracy, decision efficiency, and trust,
though challenges remain in balancing scalability with strict privacy and resource con-
straints.

2.4.2 Learning Approaches in MADRL for IoT

The design of learning architectures in Multi-Agent Deep Reinforcement Learning (MADRL)
plays a crucial role in shaping agent coordination, learning stability, convergence speed,
and the overall effectiveness of deployed policies in IoT environments. This subsection
presents a structured overview of core MADRL learning paradigms and their relevance
to the decentralized, dynamic nature of IoT systems.

Independent vs. Joint Learning

Independent and joint learning strategies form the foundation of coordination paradigms
in MADRL, offering different trade-offs between autonomy and cooperation. In Indepen-
dent Learning, each agent treats other agents as part of the environment and learns its
own policy m;(a;|s;) based solely on local observations and rewards [10]. This method
supports scalability and simplicity, allowing agents to operate autonomously in loosely
coupled environments.

In contrast, Joint Learning emphasizes inter-agent cooperation. Agents coordinate
their actions, share observations or learned parameters, and optimize a joint policy or
value function. This collaborative strategy improves performance in tightly coupled or
interdependent tasks common in IoT environments, such as coordinated sensing or coop-
erative control [33]. Leveraging shared knowledge enables agents to converge faster and
perform more efficiently in complex, multi-agent tasks.
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Overall, the choice between independent and joint learning depends on the nature
of agent interactions in IoT systems, with independent learning favoring scalability and
simplicity, while joint learning provides superior performance in highly collaborative or
interdependent scenarios.

Centralized Training with Decentralized Execution (CTDE)

A key challenge in MADRL for IoT lies in reconciling the need for scalable execution with
the benefits of stable, sample-efficient training. To address this, the Centralized Training
with Decentralized Execution (CTDE) paradigm has emerged as the dominant approach.

During training, agents can access global state and joint actions to learn centralized
critics (e.g., Q;(s,a)), which significantly improves stability and convergence [91]. At run-
time, however, each agent relies only on its local observation o; and policy m;(a;|o;) to act
independently, ensuring scalability in distributed IoT environments. Despite its advan-
tages, CTDE can introduce considerable communication overhead in resource-constrained
networks. In contrast, Decentralized Training and Decentralized Execution (DTDE)
eliminates this overhead by relying solely on local learning, but it suffers from degraded
performance in highly coupled environments where coordination is essential [100]. To
overcome these limitations, hybrid strategies that combine centralized critics with de-
centralized actors have been proposed, offering a robust balance between accuracy and
scalability that is well-suited to heterogeneous and latency-sensitive IoT systems [51].
Along these lines, Noureddine et al. [70] proposed a DRIL-enhanced agent-based archi-
tecture for real-time, autonomous IoT decision-making. Their approach demonstrated
significant improvements in latency, resource utilization, and adaptability, illustrating
the potential of hybrid learning strategies. However, it also highlighted the persistent
challenge of training overhead, which remains a critical barrier in resource-constrained
[oT settings.

In summary, while CTDE provides a powerful learning paradigm for MADRL in
[oT, its practical deployment requires careful balancing of coordination benefits against
communication costs, motivating continued exploration of lightweight hybrid strategies.

Communication-Aware Learning

In highly dynamic IoT environments, where tasks are interdependent and devices op-
erate under heterogeneous and resource-constrained conditions, effective communication
among agents becomes a cornerstone of robust coordination. To address these challenges,
MADRL frameworks increasingly integrate communication-aware mechanisms that en-
able agents to exchange goals, observations, and policies in real time.

Differentiable Communication Channels represent one such solution, allowing
agents to learn both when and what to communicate through backpropagation-compatible
mechanisms. By filtering out irrelevant messages, these methods enhance communica-
tion efficiency and significantly reduce bandwidth usage in dynamic ToT networks [10].
Building upon this principle of selective sharing, Attention-Based Message Filtering
introduces mechanisms to prioritize important signals while suppressing noise, thereby
strengthening cooperation under resource constraints or network congestion [53]. Comple-
menting these selective communication strategies, Graph Neural Networks (GNNs)
provide a structured way to model inter-agent interactions as dynamic graphs. By en-
abling scalable reasoning, structured message passing, and policy synchronization, GNNs
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support more advanced forms of decentralized coordination and task decomposition across
IoT agents [32].

Taken together, these approaches illustrate a clear evolution from simple message
exchange to intelligent, structured, and context-aware communication, highlighting the
importance of communication-aware learning for achieving scalability, adaptability, and
efficiency in IoT service management.

Learning Generalization

Ensuring robust generalization is a critical challenge for MADRL agents deployed in
heterogeneous IoT environments, where variations in network dynamics, topologies, and
task distributions require adaptability beyond task-specific optimization. To address
this, research has primarily advanced along two directions: transfer learning and meta-
reinforcement learning.

Transfer Learning (TL) enables agents to reuse knowledge from prior tasks or do-
mains, thereby accelerating learning in new environments. For example, Cho et al. [31]
propose a distributed DQN framework with daily model transfer to optimize power con-
trol in solar-powered small cells, demonstrating the efficiency of knowledge reuse across
time-varying conditions. Complementing this, Namiki et al. [68] develop a stable trans-
fer mechanism designed to mitigate negative transfer, effectively reducing learning time
in multi-agent control tasks such as base station sleeping control. Together, these ap-
proaches illustrate how TL can reduce training overhead while maintaining performance
in evolving IoT scenarios.

Meta-Reinforcement Learning (Meta-RL) | often described as “learning to learn,”
equips agents with meta-learned priors that allow rapid adaptation to novel tasks. For
instance, Hossain et al. [11] introduce an MRL-based task offloading and power control
mechanism in MEC environments, enabling fast adaptation and reduced power consump-
tion in both binary and partial offloading schemes. Similarly, Faramarzi et al. [35] apply a
meta-learning-enhanced DRL algorithm to UAV-mounted active RIS systems, achieving
efficient dynamic resource management in highly variable aerial networks. These studies
highlight the strength of Meta-RL in enabling agents to generalize across diverse and
rapidly changing IoT contexts.

Overall, by combining knowledge reuse through TL with rapid adaptability via Meta-
RL, MADRL frameworks are becoming increasingly capable of handling the diversity and
unpredictability of real-world IoT service management scenarios.

2.4.3 Communication and Coordination Strategies in MADRL

In MADRL-based IoT systems, effective communication and coordination among agents
are critical to ensuring scalable, stable, and intelligent behavior across distributed envi-
ronments. This subsubsection outlines key strategies that facilitate inter-agent interaction
and decision synchronization in IoT contexts.

Shared vs. Individual Rewards

Reward design plays a pivotal role in guiding agent behavior within MADRL frameworks,
directly influencing coordination, scalability, and learning efficiency in IoT environments.
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The central debate lies in whether agents should optimize shared rewards or individual
rewards, as each strategy brings distinct advantages and trade-offs.

Shared rewards align agent objectives by promoting collective performance, thereby
encouraging cooperation and improving global outcomes in interconnected IoT tasks [55].
However, while this approach fosters strong collaboration, it may also lead to credit
assignment issues, where individual contributions to the overall performance become
difficult to distinguish. Conversely, individual rewards incentivize agents to optimize
their own performance, enabling specialization and independent decision-making [90].
This can enhance scalability in loosely coupled environments but risks creating conflicts
when global coordination is required.

In practice, the choice between shared and individual rewards often depends on task
structure: tightly coupled IoT applications benefit from shared incentives, whereas het-
erogeneous or weakly coupled scenarios are better suited to individual ones. Hybrid
reward schemes that combine both paradigms are emerging as promising solutions, bal-
ancing cooperation with specialization to ensure efficiency and fairness in complex IoT
ecosystems.

Explicit Message Passing vs. Implicit Coordination

Communication is a cornerstone of multi-agent interaction in IoT systems, and MADRL
frameworks typically adopt either explicit message passing or implicit coordination strate-
gies. The choice between these approaches strongly influences scalability, energy effi-
ciency, and robustness in dynamic environments.

In explicit message passing, agents directly exchange observations, beliefs, or pol-
icy parameters to align decisions in real time. For example, Zhang et al. [101] address
communication constraints in dynamic IoT networks by introducing a DNA-based multi-
agent reinforcement learning algorithm, which allows each UE to optimize its offloading
strategy using historical data while still benefiting from message exchanges. By contrast,
implicit coordination reduces communication overhead by enabling agents to learn coop-
erative behaviors without direct message passing. Li et al. [51] exemplify this approach
with a value-based MADRL algorithm, where IoT devices independently learn offload-
ing policies from experience data, achieving lower energy consumption while maintaining
coordination.

Overall, explicit communication provides more precise coordination but increases
bandwidth and energy costs, whereas implicit approaches scale better in resource-constrained
[oT systems but may suffer from slower convergence. Hybrid strategies that balance both
paradigms are increasingly explored as a way to combine the strengths of efficiency and
collaboration.

Edge—Cloud Collaboration

[oT systems increasingly rely on hierarchical architectures that combine cloud platforms,
edge servers, and local devices. MADRL frameworks can effectively exploit this struc-
ture by distributing computation, learning, and decision-making across layers, thereby
improving scalability, responsiveness, and resource efficiency.

For instance, Giannopoulos et al. [11] propose COOLER, a latency-aware MADRL
framework that enables cooperative offloading decisions across edge and cloud layers.
By optimizing local, horizontal, and vertical computation flows, their approach reduces
task drop rates and latency in the edge—cloud continuum. Extending this idea, Xu et al.
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Table 2.5: Comparative Analysis of IoT Multi-Agent DRL Applications and Ap-

proaches

Specific ‘Works Methodologies Advantages Challenges Domain

Aspect & Innovations Affinity

Smart RIS-assisted NOMA UAV- Dynamic resource allo- High environmental dy- Urban in-

Cities to-D2D (PS-DC-DDQN) cation, Reduced comms | namics, Security vulner- frastructure,
[36], Privacy-preserving overhead, Autonomous abilities, Heterogeneous Mobility.
FL/DRL with reputa- traffic flow. agents.
tion [65], Signal-free CAV
coordination [11].

Industrial Attention-based MAPPO Latency/energy reduc- Real-time constraints, Manufacturing,

IoT for offloading [92], Prior- tion, Improved load Safety-critical ops, Par- Supply chain.
itized learning in dense balancing, Scalable tial observability.
deployments [53]. coordination.

Smart P2P energy trading sys- Reduced grid depen- Energy volatility, Large- | Energy dis-

Grids tems [10], Inference-aided dency, Cost optimiza- scale coordination, tribution,
actor structures for PV tion, Decentralized Cyber-physical threats. Microgrids.
control [93]. coordination.

Healthcare Fairness-aware federated Privacy preservation, Data sensitivity, Reg- Medical di-
MRL [75], Blockchain- Personalized conver- ulatory compliance, agnostics,
integrated Q-learning [5]. gence, Secure decision- Device heterogeneity. Patient moni-

making. toring.
CTDE Hybrid centralized critics Policy consistency, Single-point failure risk, Cross-domain.
[91], Decentralized actors Mitigated non- limited post-deployment
[54]. stationarity, stable adaptability.
training.

Commu- Differentiable comm Bandwidth optimiza- Reward design com- Bandwidth-

nication channels [416], Attention- tion, Adaptive re- plexity, Coordination- constrained

Aware based filtering [53], GNN- silience, Noise suppres- quality trade-offs. networks.
structured messaging [32]. sion.

Generaliza- Transfer learning (daily Reduced retraining, Catastrophic forgetting, Dynamic envi-

tion model transfer) [31, 68], Cross-domain adapta- Over-generalization ronments.
Meta-RL (rapid adapta- tion, Fast deployment. risks.
tion) [14, 38].

Comm. & Shared Rewards [55], Indi- Shared: strong coop- Shared: credit assign- IToT (shared);

Coordina- vidual Rewards [90]. eration, Individual: ment, Individual: selfish | Healthcare

tion device-specific opti- behavior risks. (individual).

mization.

Explicit vs.

DNA-based MADRL (ex-

Explicit: precise coor-

Explicit: bandwidth

Safety-critical

[97].

processing.

Implicit plicit) [101], Value-based dination, Implicit: low intensive, Implicit: sub- (explicit),
Coord. independent learning (im- comms overhead. optimal decisions. large-scale
plicit) [51]. (implicit).
Edge-Cloud | Latency-aware COOLER Latency optimization, Synchronization com- Latency-
Collabora- framework [11], Dynamic hierarchical intelli- plexity, cross-layer sensitive
tion blockchain + R-MADRL gence, trustworthy security risks. applications.

[97] integrate a dynamic blockchain (DBC) scheme with a rotating multi-agent DRL (R-
MADRL) algorithm to jointly optimize task offloading, resource allocation, and consensus
in end—edge collaborative IIoT systems. Their solution enhances trustworthy processing
efficiency and reduces task timeout rates, showcasing the benefits of secure and coordi-
nated edge—cloud interactions. These studies highlight that edge—cloud collaboration not
only improves latency and task allocation but also strengthens scalability and fault toler-
ance. By ensuring that agents can continue operating under communication disruptions,
decentralized architectures preserve service reliability and responsiveness in critical IoT

applications such as smart grids, healthcare, and industrial automation.

Together, these communication and coordination strategies define the structural axes
along which MADRL algorithms can be tailored for specific IoT applications. The optimal
choice depends on task complexity, inter-agent coupling, bandwidth availability, and real-
time execution demands. Carefully balancing these strategies enables the deployment of
robust, adaptive, and efficient MADRL-powered IoT systems.
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2.4.4 Comparison & Discussion

This section synthesizes and critically compares the findings presented in previous sec-
tions, highlighting key trends, trade-offs, and unresolved challenges in applying MADRL
to IoT domains. The analysis focuses on three core dimensions: application domains,
learning approaches, and communication/coordination strategies shown in Table 2.5 of
[20]. MADRL enables domain-specific IoT optimizations—smart cities prioritize latency-
aware coordination, healthcare emphasizes privacy-preserving individualized rewards,
[ToT requires safety-driven explicit messaging, and smart grids leverage edge-cloud sta-
bility—yet faces fundamental trade-offs between CTDE’s training stability and real-time
adaptability. Communication strategies further reveal tensions: explicit coordination
ensures precision at high bandwidth costs, while implicit methods sacrifice optimality
for scalability, with edge-cloud collaboration (e.g., COOLER/R-MADRL) emerging as a
balancing mechanism. Critical gaps persist in real-world validation, adversarial security
for centralized components, and certifiable safety for rapid adaptation techniques like
Meta-RL. Ultimately, cross-domain success hinges on orchestrating specialized learning,
coordination, and infrastructure layers within deployment-ready frameworks.

2.5 MAS-DRL for IoT Service Composition

In IoT environments, service composition requires balancing multiple QoS criteria such
as latency, reliability, and energy efficiency under dynamic conditions. Traditional ap-
proaches often lack the adaptability and intelligence needed to handle such complexity.
Multi-agent systems (MAS) provide distributed coordination and autonomy, while deep
reinforcement learning (DRL) enables continuous optimization through experience. Their
integration offers a powerful framework for context-aware, QoS-driven service composi-
tion. This section explores how MAS-DRL combinations advance IoT service manage-
ment beyond conventional methods.

2.5.1 Service Composition with MAS and DRL

Service composition in IoT must adapt to highly dynamic conditions, where fluctuating
resources, heterogeneous devices, and diverse QoS requirements create significant chal-
lenges for traditional methods. Recent studies highlight the integration of Multi-Agent
Systems (MAS) with Deep Reinforcement Learning (DRL) as a powerful paradigm for
enabling adaptive, autonomous, and scalable service orchestration. By combining the
distributed intelligence of MAS with the learning capabilities of DRL, these frameworks
optimize service selection, execution, and coordination under uncertainty—making them
highly relevant for next-generation IoT applications. Recent research has explored the
integration of MAS and DRL to enhance the performance, adaptability, and efficiency of
[oT service composition under dynamic conditions. In this part of studying the related
work, we survey approaches combining MAS coordination with DRL learning, embodying
the convergence of autonomy and intelligence required for next-generation IoT systems.
The selected works highlight cooperative multi-agent architectures and hybrid learning
models that seek to balance scalability, energy efficiency, and QoS. Zeng et al. [99] pro-
posed Multi-D3QN, a multi-strategy DRL method using Double DQNs to enhance service
composition accuracy and adaptability, effectively balancing QoS and cost, though limited
by high training costs and untested scalability. Wang et al. [39] proposed a DRL-based
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adaptive service composition framework designed for dynamic and partially observable
environments. By integrating recurrent neural networks and a heuristic behavior selec-
tion strategy, their method enhances scalability, adaptability, and efficiency in large-scale
[oT service composition under uncertain conditions. Boutarfa et al. [25] introduced a
cooperative multi-agent approach for service composition in multi-cloud environments,
integrating DQL to jointly optimize service selection and composition. Their method
effectively addresses the NP-hard nature of multi-cloud service composition by enabling
localized decision-making and achieving optimal combinations of atomic services across
heterogeneous clouds.

Zhuo et al. [105] proposed a DRL-based service composition strategy for Cyber-
Physical-Social Systems using Proximal Policy Optimization. By customizing the action
space and refining the reward function, it enables adaptive orchestration under varying
QoS constraints and surpasses conventional DRL and heuristic methods in scalability and
efficiency, though its applicability to complex real-time CPSS remains limited. Similarly,
Chen et al. [29] introduced a DQN-based model for smart manufacturing, integrating
noise networks and prioritized experience replay to balance exploration and convergence.
Despite improved performance, its evaluation does not fully reflect real-world IoT condi-
tions. Yi et al. [98] presented a pretraining-and-policy-based deep reinforcement learning
approach for QoS-aware service composition, integrating maximum likelihood estimation
and policy scoring to balance exploration and exploitation. They demonstrated that the
method efficiently finds near-optimal compositions with superior performance compared
to other algorithms. Ma and Xu [60] proposed SkyDRL, combining skyline optimiza-
tion with advanced DQN techniques to improve energy efficiency and QoS in multi-cloud
environments. While achieving significant energy savings, it lacks QoS prediction and
multi-agent coordination mechanisms. Zhang et al. [103] introduced a MADRL approach
for collaborative edge—cloud offloading in Augmented Intelligence of Things vehicular
environments. By integrating caching mechanisms and clustered edge server coordina-
tion, the approach significantly improves offloading success rates, reduces latency, and
enhances overall system resource utilization. Baek and Ko [13] introduced a multidi-
mensional multi-agent federated reinforcement learning framework for optimizing IoT
services in dynamic environments. By employing a parallel neural structure for inde-
pendent cluster learning and an environment-centric communication protocol for context
interpretation, MultiFedRL enhances adaptability and user satisfaction, and improved
training efficiency over federated learning approaches.

Together, these works demonstrate that MAS-DRL approaches are transforming IoT
service composition by addressing adaptability, scalability, and QoS-awareness in ways
traditional methods cannot. However, challenges such as training efficiency, computa-
tional overhead, and real-world validation remain open. This makes MAS-DRL not only
a promising research direction but also a cornerstone for future IoT ecosystems, where
autonomous, intelligent service orchestration will be essential for enabling smart cities,
healthcare, manufacturing, and beyond.

2.5.2 MADRL and GAT-based Service Composition

Mohajer et al. [6] proposed a graph-attentive multi-agent TD3 framework for SLA-aware
service offloading and orchestration that improves QoS, reduces delay, and enhances
resource utilization under dynamic edge traffic conditions. Xiao et al. [96] proposed
MACNS, a GNN-enhanced PPO-based multi-agent reinforcement learning framework for
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collaborative navigation that improves route optimization, adaptability, and convergence
in dynamic environments. Huang et al. [15] proposed a graph attention-based collec-
tive reinforcement learning (GAT-CRL) approach that enables knowledge collaboration
among distributed DRL agents for efficient and adaptive resource allocation in 6G-enabled
[oT environments. Fan et al. [30] presented a multi-agent graph reinforcement learning
framework with attention mechanisms for service restoration in active distribution sys-
tems, improving resilience and coordination under partially observable conditions. Cao
et al. [27] proposed a Web service recommendation method that combines heterogeneous
graph attention networks with FiBiNET to model feature interactions and improve rec-
ommendation accuracy and QoS-aware ranking. Liu et al. [57] proposed ADSAC, an
attention-diffusion-aided DRL approach for QoS-aware multi-AIGC service orchestration
in edge networks, improving user utility and system reliability under resource constraints.
Fan et al. [37] proposed a graph-based heterogeneous multi-agent reinforcement learning
approach that leverages GAT and multi-head self-attention to enhance coordination and
achieve efficient service restoration in distribution systems.

2.5.3 MADRL Service Optimization with MO and GAT

We introduced DRL-MAS Bemrah et al. [19], a hybrid framework that combines multi-
agent systems with deep reinforcement learning to enhance adaptability and resource
efficiency in distributed IoT environments. The framework achieves decentralized opti-
mization of service composition while maintaining stringent Quality of Service require-
ments. Then Hi-MADsignificantly extends our previous work Bemrah et al. [19] by
introducing a hierarchical architecture of DRL agents, enhancing and refining the un-
derlying DRL models, enabling efficient data distribution across edge and fog nodes,
and ensuring greater resilience through advanced coordination and adaptive decision-
making mechanisms. And we propose a hybrid service composition framework GAMM A
that integrates MADRL, multi-objective optimization, and GAT to jointly address scala-
bility, adaptability, and complex service dependencies. MADRL enables decentralized
decision-making across distributed agents, while multi-objective optimization ensures
Pareto-efficient trade-offs among conflicting QoS metrics such as latency, cost, and reli-
ability. In addition, GAT captures structural relationships within heterogeneous service
graphs, allowing agents to focus on the most relevant interactions. This combined design
improves convergence, solution quality, and generalization in dynamic large-scale service
composition environments compared to existing single-method approaches.

2.5.4 Comparison and Discussion

The reviewed literature highlights a growing convergence between Multi-Agent Systems
(MAS) and Deep Reinforcement Learning (DRL) for IoT service composition, along-
side increasing interest in formal methods to ensure correctness and reliability in such
complex environments. While each approach contributes valuable strengths, persistent
limitations open important opportunities for further advancement. Table 2.6 highlights
that existing approaches only partially address the key requirements of IoT service com-
position. While several works incorporate MADRL or GAT-based modeling, they often
lack a unified treatment of context-awareness, multi-objective optimization, QoS guar-
antees, energy efficiency, and scalability. For instance, some studies focus primarily on
QoS optimization or energy efficiency but overlook contextual filtering or graph-based
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relational modeling. Others leverage GAT or MADRL individually, yet fail to integrate
them with multi-objective selection strategies or scalable loT-specific composition mecha-
nisms. Moreover, clustering-based context discovery and comprehensive MO formulations
are largely underexplored across the literature:

o IoT Service Composition: Studies such as Tang et al. [$3] and Sharma et al. [79] con-
firm the central role of service composition in enabling flexibility, context-awareness,
and efficient functionality within IoT systems. However, existing approaches often
fall short in handling dynamic service variability and integrating seamlessly across
heterogeneous environments, particularly when scalability and resource constraints
are critical.

o MAS-based Approaches: Contributions including Berrani et al. [23], Harrabi et al.
[12], and Mandaric et al. [01] demonstrate that MAS frameworks excel at manag-
ing distributed interactions, supporting adaptability, and tailoring services in real
time. Yet, these solutions frequently depend on advanced infrastructure and still
lack robust strategies for scaling efficiently or addressing energy-aware operation in
resource-limited IoT deployments.

o DRL-based Optimization: DRL frameworks, such as those by Zeng et al. [99], Wang
et al. [89], and Ma and Xu [60], highlight the potential of learning-driven optimiza-
tion to enhance QoS, accelerate convergence, and improve adaptability under un-
certainty. Nonetheless, their widespread adoption is hindered by computationally
expensive training, limited support for multi-agent coordination, and insufficient
integration of contextual or resilience-aware mechanisms.

o Hybrid and Cooperative Strategies: Efforts like Boutarfa et al. [25] and Zhuo et al.
[105] explore hybrid models that combine MAS, DRL, or heuristic methods to
address multi-objective optimization. These hybrid approaches often outperform
single-method solutions in flexibility and scalability, but they still face gaps in
rigorous real-time validation and large-scale deployment readiness.

Overall, the comparative analysis indicates that while MAS and DRL offer comple-
mentary strengths—distributed intelligence on one hand and adaptive optimization on
the other—their integration remains underexplored in practice. Most existing frame-
works address isolated aspects of service composition but fall short in delivering holistic
solutions that can balance scalability, energy efficiency, and resilience in dynamic IoT
environments. Bridging this gap calls for novel hybrid architectures, real-world valida-
tion in edge/fog contexts, and deeper attention to resource-awareness, making this an
especially promising and impactful area for future research.

As shown in Table 2.6, most existing approaches fail to simultaneously address the full
spectrum of critical factors—including QoS, context-awareness, energy efficiency, scala-
bility, and resilience—within a unified framework. In the table, @ indicates full support
for a criterion, © indicates partial or limited consideration, and O indicates no support
or mention of the criterion in the respective work. Many existing models remain nar-
rowly focused on a single dimension (e.g., QoS optimization or scheduling efficiency) or
are constrained by high computational costs and restrictive infrastructural assumptions.
To overcome these shortcomings, our proposed framework integrates a hierarchical MAS
architecture with DRL-based optimization across three operational layers. This design
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not only ensures adaptive and resilient service composition but also explicitly incorpo-
rates energy constraints and supports decentralized execution in resource-constrained IoT
environments. Moreover, the framework introduces a dual optimization mechanism that
combines context discovery with QoS-aware service selection, enabling holistic decision-
making that dynamically adapts to both environmental and user requirements.
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3 Ait Hacéne Ouhadda et al. [1] 2024 @ O @ O O O O © O O
4 Sharma et al. [79] 2024 @ O @ @€ O O O O O O
5 Vakili et al. [37] 2024 € O ® ® O O O O O ®
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20 Ma and Xu [60] 2023 O O @ @€ O O @ @ O @
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Table 2.6: Comparison of related works on MAS-based IoT services across key criteria.

In conclusion, this comparative analysis underscores the novelty and strength of our
contribution. Unlike prior works, our framework unifies adaptability, resilience, scalabil-
ity, and energy efficiency into a single, coherent solution, positioning it as a comprehensive
and practical approach for managing complex, real-world IoT service ecosystems.

2.6 Conclusion
This chapter mapped IoT service-composition literature into five methodological fami-

lies, introduced a taxonomy for MAS-DRL in IoT, and compared existing approaches
across key criteria such as QoS, energy-latency trade-offs, privacy, and resilience. From
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this analysis, we distilled design principles and identified open challenges that directly
motivate the technical contributions developed in the following chapters. Specifically, our
contributions focus on IoT system modeling in edge/fog environments, managed through
a MADRL framework with a hierarchical architecture designed to optimize performance
while ensuring quality of service.
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Chapter 3

IoT System Modeling and
Conceptualization

3.1 Introduction

Traditional cloud-centric solutions often fail to meet these requirements due to commu-
nication delays and scalability limitations. To address these challenges, edge and fog
computing have emerged as paradigms that extend computation and decision-making
closer to end devices, enabling low-latency service delivery, improved scalability, and bet-
ter resource utilization. However, the distributed and dynamic nature of edge/fog-based
[oT systems demands intelligent management strategies capable of adaptive resource al-
location, service composition, and coordination across multiple layers of the architecture.
In this context, Multi-Agent Deep Reinforcement Learning (MADRL) provides a powerful
framework for enabling decentralized decision-making and cooperative optimization. By
leveraging agents that learn policies through interaction with the environment, MADRL
can support scalability, robustness, and adaptability in complex IoT ecosystems.

This chapter introduces the modeling of 10T systems under edge/fog architectures
and presents a MADRL-based hierarchical management framework. The framework is
designed to optimize system performance while ensuring quality of service (QoS), balanc-
ing computation, communication, and energy efficiency across heterogeneous layers. The
chapter first details the system modeling approach, then elaborates on the hierarchical
architectural design, and finally explains how MADRL is applied to manage resources,
coordinate agents, and adapt to dynamic IoT scenarios.

The reminder of this chapter is organized as follow; Section 3.2 describe the layered
proposed architecture. Section 3.3 details the IoT system modeling across the five layers.
Section 3.4 presents the use case for the system modeling in the smart city. And Section
3.5 concludes the chapter.

3.2 IoT System Agent-based Architecture

To manage the complexity and dynamic nature of large-scale IoT environments, the
proposed approach by Bemrah et al. [21] relies on a formal [oT system model that com-
bines hierarchical decision-making with distributed intelligence. The IoT environment is
modeled as a Multi-Agent Partially Observable Markov Decision Process (MPOMDP)

within a Multi-Agent Deep Reinforcement Learning framework, enabling decentralized
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and coordinated decision-making among heterogeneous [oT entities. In this setup, agents
operate under partial observability, learning adaptive control policies through shared ex-
periences and limited communication, which together ensure scalable, intelligent, and
context-aware management across the [oT ecosystem.

The IoT system is defined formally as [oT = (D, N,C, MAD, SV (), where:
e D denotes the set of IoT devices,

o N signifies the set of edge-fog computing nodes,

o (' represents the underlying communication network assuring interactions,

o MAD denotes the multi-agent DRL governed by Hi-MAD. It empowers agents to
learn, collaborate, and make joint decisions, dynamically optimizing performance
metrics; and

o SV indicates the provided services.

Our proposed modeling architecture structures the IoT ecosystem into five coordinated
layers that collectively ensure scalability, energy efficiency, and resilience through hierar-
chical interaction among devices, edge/fog nodes, and intelligent agents.

3.3 IoT Environment Modeling

Figure 3.1 illustrates the multi-layer architecture of the proposed Hi-MAD framework
within a typical IoT ecosystem. The architecture is organized into five layers. At the
Physical Layer, various loT devices and sensors—such as temperature, humidity, air qual-
ity, and carbon detectors—collect real-time environmental data. The Edge-Fog Layer
performs local processing and filtering through edge nodes, while fog nodes handle in-
termediate computation and storage to reduce latency and communication load. The
Network Layer manages data transfer and connectivity between nodes using standard
communication protocols. The Platform Layer hosts the Hierarchical MADRL frame-
work, composed of high, mid, and low-level agents responsible for adaptive decision-
making and coordination. Finally, the Application Layer includes end-user domains such
as smart homes, healthcare, industry, and traffic systems, where our frameworks enable
intelligent, efficient, and context-aware management across diverse IoT services.

3.3.1 The Physical Layer

The physical layer corresponds to the set of IoT devices D where each IoT device d; € D
acts as a data-producing or service-requesting endpoint (e.g., sensors, actuators, and
smart thermostats). These devices supply raw sensor data to edge and fog nodes for fur-
ther processing and decision-making. Additionally, they generate service requests based
on contextual information or predefined user objectives. Devices are dynamically man-
aged and reconfigured through the MAS framework, allowing them to respond effectively
to environmental changes and ensure coordinated system-wide performance aligned with
global objectives. D is defined as d; = (I D, Sens, Act, Dat), where:

o ID: A set of unique identifiers distinguishing each device within the system.
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Figure 3.1: MAS-based IoT System Architecture.
o Sens = {sensy, senss,...,sens,}: A set of sensors, with each sensor sens; collect-
ing specific environmental data.
o Act ={acty,acty, ..., act,}: A set of actuators, with each actuator act; performing

defined actions in response to system commands or established policies.

o Dat(t) = {dat;(t),dats(t),...,dat,(t): Raw data acquired by the device at time t,
encompassing unprocessed measurements, anomalies, or irrelevant data points.

3.3.2 The Edge-Fog Layer

The edge—fog layer corresponds to the set of computing nodes N that are pivotal in
[oT environments, providing essential localized computing and storage capabilities. Po-
sitioned up the device layer, these nodes handle real-time processing of sensor and device
data, thereby enabling rapid response times and minimizing reliance on centralized cloud
infrastructure. They perform preliminary analyses, data filtering, and contextual process-
ing, forwarding pertinent information to higher layers for comprehensive decision-making
and analytics. They are represented as N = (ID, L, I, F, P, Sy, O), where:

o ID: A set of unique identifiers distinguishing each node within the system.

o L: Physical or virtual location information of the edge and fog servers, critical for
latency management.

o I: A set of input data, with each element i € I representing raw data sourced from
[oT devices at edge nodes and from agents at fog nodes.

o F: A registry of available local processing functions within the node, which can be
selectively applied to the input data I.

e P = F'(I): A local processing operation composed of selected functions F’ C
F, applied sequentially to input data I: F' = fp o fr_i0---0 f;, where f; €
Fforalli=1,... k.
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o Shost: Set of deployed services selected from the global service repository, comprising
IoT-specific services for edge nodes and composite services for fog nodes.

e O: Output data generated by processing function P, including transformed and
preprocessed data ready for further analytics or higher-level decision-making.

3.3.3 The Network Layer

The network layer corresponds to the set of communication links C', representing the set of
communication channels between IoT devices D, nodes N, and agents A to facilitate their
interactions. A communication link is modeled as C C (DUNUA) x (DUNUA). These
links rely on lightweight protocols such as MQTT, CoAP, HT'TP, and gRPC, and support
communication patterns including Publish/Subscribe and Request/Response, which are
well-suited for decentralized and distributed architectures. The exchanged data includes
service requests, performance metrics, configuration updates, and policy-related informa-
tion. Ensuring low-latency, fault-tolerant communication is especially critical between
edge and fog layers to maintain real-time responsiveness and system resilience. This
layer ensures reliable, low-latency data exchange and fault-tolerant connectivity among
devices, nodes, and agents. Maintaining robust communication across heterogeneous
infrastructures is vital for sustaining scalability and real-time coordination.

3.3.4 The Platform Layer

The platform layer hosts the Multi-Agent DRL framework M AD, serving as the core
intelligence layer in the distributed IoT architecture. It orchestrates collaborative learning
and decision-making among autonomous agents, organized hierarchically into high, mid,
and low-level roles with distinct decision scopes. These agents continuously learn, adapt,
and optimize system performance. The MADRL-based framework is defined as MAD =
(A, G, Mgt,Obj) where:

Autonomous Agents (A): they are stratified into functional tiers, each with distinct
responsibilities that collectively enable adaptive and intelligent IoT system behavior.
Organized into three categories: the Low-Level agents continuously monitor and report
the operational states of devices and nodes. The Mid-Level agents dynamically select,
compose, and adapt services based on contextual information and QoS requirements.
The High-Level agents coordinate with peer agents to oversee global objectives such as
service continuity, energy optimization, and system resilience. Each agent operates based
on partial local observability, learning through environmental feedback and inter-agent
interactions. An agent is defined as A; = (I D, role, Sipcat; To;s DRL a140, R;) where:

o ID: A unique identifier assigned to each agent.
o role: The agent’s hierarchical function— Low-Level, Mid-Level, or High-Level.

o Siea: The agent’s local view of the environment, comprising observations and
performance metrics.

« mp,: The agent’s policy, modeled as a neural network parameterized by weights 6;,
mapping observations O; to actions A;: my,(0;) = A;. For a global system con-
taining many agents, each agent learns an optimal global policy 7] that maximizes
the expected cumulative discounted reward over time 77 = argmax, E[> 7, v'r]
where:
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— m;: The agent’s policy function, mapping observed states to actions.
— ~: The discount factor, which balances short-term and long-term rewards.

— 74 The immediate reward received at time ¢.

e DRL 4140: The deep reinforcement learning algorithm employed, such as MATD3,
MAPPO, MADDPG, or DDQN.

e R;: The reward function that guides the agent’s learning process by encoding task-
specific objectives and constraints.

Service Interaction Graph (G): the multi-agent system operates over a dynamic
directed graph G = (V, &, X) where:

e V= {uvy,...,un}: the set of nodes, each representing an active service agent or
[oT resource.

o EFECV xV: the set of directed edges encoding service dependencies, composition
relationships, or communication links, derived from each service’s Comp field and
updated dynamically at each time step.

o X € RV*4: the node feature matrix, where the i-th row z; € R? encodes the QoS
attribute vector of service v; (ResponseTime, Availability, Throughput, ...).

The graph structure is rebuilt at each episode to reflect dynamic service availability,
topology changes, and fault events, ensuring that agent policies remain conditioned on
up-to-date relational context.

Management Functions (Mgt): autonomous agents execute decentralized manage-
ment and orchestration functions to provide intelligent, distributed control in IoT envi-
ronments. By interacting continuously with their surroundings, they adapt their policies
in real time to handle resource limits and varying service demands, achieving local respon-
siveness while maintaining global coordination and efficiency. The set of core management
functions is defined as M gt = {monitoring,decision_making, adaptation} where:

» monitoring: Continuous observation of the system state, including node health,
service performance, and network conditions. It provides agents with real-time
feedback on resource utilization, anomaly detection, and operational metrics.

« decision-making: Intelligent orchestration of actions such as task allocation, ser-
vice composition, routing, and migration. Decisions are informed by real-time data
and system constraints to optimize resource distribution and meet QoS targets.

e adaptation: Dynamic reconfiguration of policies and operational parameters in re-
sponse to performance feedback, environmental dynamics, or user-specific require-
ments. This function ensures system resilience, scalability, and long-term efficiency.

Objectives and Optimization Goals (Obg): the overarching goal of our system is to
enable intelligent and adaptive optimization of key operational functions in distributed
[oT environments. To this end, we define five interrelated and mutually reinforcing
objectives:

o Service Orchestration: Dynamically deploy, compose, and coordinate services across
heterogeneous edge and fog nodes in response to evolving system and environmental
conditions.
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o Energy Management: Minimize aggregate energy consumption—particularly for
resource-constrained devices—without compromising system performance or re-
sponsiveness.

o System Stability: Sustain consistent performance under fluctuating workloads and
environmental variability, ensuring predictable behavior.

o Resilience: Maintain fault tolerance and enable rapid recovery in the presence of
hardware failures, network disruptions, or degraded resources.

o User Requirement Satisfaction: Deliver services in alignment with user-specified
constraints, such as latency thresholds, cost ceilings, and QoS preferences.

3.3.5 The Application Layer

The application layer corresponds to the set of services SV ', dynamically composed in re-
sponse to user requests and the current state of the system, ensuring that service delivery
aligns with contextual needs. These services are flexibly deployed across available edge/-
fog nodes, enabling localized execution and minimizing latency. Deployment decisions
are guided by mechanisms that ensure QoS compliance and efficient resource utilization,
allowing the system to adapt to changing demands while maintaining performance and
reliability across the distributed infrastructure. Each service sve; € SV C' represents an
atomic or composite IoT functionality defined as svc; = (I D, Req, QoS, Comp) where:

o ID: A unique identifier assigned to each service svcy, ensuring distinct referencing
within the system.

e Req: The computational and resource requirements of the service, including CPU
cycles, memory allocation, and latency budget.

e (QoS: The desired Quality of Service profile, specifying performance metrics such
as reliability, throughput, availability, or energy efficiency.

o Comp: The composition structure indicating whether the service is atomic or com-
posite. This is represented as a dependency graph with a list of required sub-services
for composite services.

Together, these layers create a unified architecture where data moves upward from
sensing to decision-making, and control flows downward from intelligence to action. This
interaction allows Hi-MAD to operate in a context-aware, resilient, and energy-efficient
manner, even under changing conditions.

3.4 Smart City use case

We consider a smart city district with several smart buildings (e.g., office towers, a
hospital, a shopping mall, and a residential complex). The goal of the IoT system is
to optimize energy consumption across the entire district, minimize costs, reduce strain
on the main power grid, and maintain occupant comfort, all while addressing real-time
changes such as fluctuating energy prices and varying occupancy levels.
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Figure 3.2: Smart Building

3.4.1 Smart Building Devices

In our scenario, each building is equipped with thousands of these devices, continuously
collecting raw data.

Office HVAC Device OFFICE-BLDG-A-FLOOR12-HVAC25
Sensors: temperature, humidity, occupancy
Actuators: compressor, chiller, burner, fan-speed, damper
Data: {"temp-c”: 22.5, "humidity”: 45, "occupancy”: true, "power”: “on”, "mode”:
"heat”, "fan-speed”: "medium”, "damper-position”: 75, "unit”: "percent”, "times-
tamp”: "2024-10-27T14:30:00Z”}

Smart Light Device ROOM-BLDG-A-FLOOR15-LIGHT5
Sensors: ambient-light, motion, color
Actuators: dimmer, RGB-LED controller, color-temperature
Data: {”ambient-light”: 300, "motion-detected”: true, ”color-temp”: 4000, "bright-
ness”: 80, "state”: “on”, "unit”: "lux”, "timestamp”: 72024-10-27T14:40:00Z"}

Y

Humidity Device OFFICE-BLDG-A-FLOOR20-HUM10
Sensor: capacitive-humidity
Actuators: humidifier, dehumidifier
Data: {"humidity”: 35, "target-humidity”: [45, 50], "power”: ”on”, "unit”: "per-
centRH”, "timestamp”: ”2024-10-21T14:30:00Z” }

CO; (Carbon Dioxide) Device 0FFICE-BLDG-A-FLOOR12-C02-25
Sensor: Non-Dispersive Infrared (NDIR)
Actuators: HRV, damper, thermostat, occupancy alert
Data: {"co2-ppm”: 1200, "fan-speed”: ”high”, "bypass”: false, "window-lock”:
"unlock”, "window-position”: 25, "led-color”: "red”, "buzzer”: "beep-once”, "times-
tamp”: "2024-10-27T14:30:00Z”}
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Particulate Matter (PM) Device OFFICE-BLDG-A-FLOOR12-PM-5
Sensors: laser scattering PM, particle count, VOC
Actuator: air purifier
Data: {"pm1-0”: 8, "pm2-5”: 22, "pm10”: 34, "particles-0-3um”: 15000, "particles-
0-5um”: 8500, "voc”: 220, "fan-speed”: 4, "mode”: "auto”, "power”: "on”, "unit”:
7 g/m3”, "timestamp”: "2024-10-27T14:05:00Z"}

Energy Measurement Device OFFICE-BLDG-A-FLOOR12-ENER27
Sensors: current transformer, voltage, power factor, frequency
Actuators: relay, audio-visual alert, communication
Data: {’current-a” 5.2, "voltage-v”: 240.1, "power-factor”: 0.98, "frequency-
hz”: 59.9, "alert”: "high-usage”, "cost-this-hour”: 1.20, "timestamp”: ”2024-10-
27T14:05:00Z"}

3.4.2 Smart Building Fog and Edge Nodes

Each smart building has its own fog computing node related to local fog and edge nodes.
The building’s sensors primarily communicate with these nodes.

Floor-HVAC Edge Node EDGE-OFFICE-BLDG-A-FLOOR12
Location: Building A, Floor 12, IT Room 12B (GPS)
Inputs: Raw sensor data from all 25 zones on Floor 12
Functions: data-aggregate(), anomaly-detect(), local-policy-enforce(),
occupancy-analyze ()
Processing functions: P = local-policy-enforce o occupancy-analyze o
data-aggregate(I)
Services deployed: zone-comfort-service, energy-monitoring-service, occupancy-
tracking-service
Output: {"floor-avg-temp”: 23.1°C, "total-occupancy”: 45, "energy-usage”: 12.5kW,
"anomalies-detected”: 0}

Building-Level Fog Node FOG-OFFICE-BLDG-A-MAIN
Location: Building A, Basement (Data Center Room)
Inputs: Aggregated data from all edge nodes + directives from Building Agent
Functions: load-forecast(), qos-optimize(), negotiate-energy(), fault-
diagnose()
Processing functions: P = negotiate-energyoqos-optimizeoload-forecast (I)
Services deployed: building-energy-optimizer, predictive-maintenance-service, grid-
interface-service Data Snapshot: {"predicted-peak-load”: 850kW, "optimal-energy-
schedule”: 70.5kW, "maintenance-alerts”: "fair”}

3.4.3 Smart Building Services

Services are deployed across the edge-fog continuum based on latency and resource needS
related to several smart building.

Temperature Control (Atomic Service) ZONE12-TEMPERATURE-CONTROL
Resource Profile: CPU: 0.5 cores, RAM: 256 MB, Latency: < 50ms
QoS Metrics: Availability: 90%, Response Time: < 150ms, Reliability: 99%
Type: Atomic Service
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Energy Management (Composite Service) BLDG-A-ENERGY-MANAGER
Resource Profile: CPU: 4 cores, RAM: 8GB, Latency: < 2s
QoS Metrics: Availability: 99.99%, Energy Efficiency: optimized, Throughput:
1000 req/s
Type: Composite Service
Service Composition: {Data Aggregation Service, Load Prediction Service, Grid
Communication Service, Policy Management Service}

3.4.4 Smart Building Communication links
These are the channels enabling interaction, using appropriate protocols for each link.
« Device-to-Edge (D x N)

— Link: (OFFICE_BLDG_A FLOOR12_Z0ONE3.temperature_sensor,
EDGE_OFFICE_BLDG_A FLOOR12)
— Protocol: MQTT

Pattern: Publish/Subscribe

— Data: Sensor readings published to topic: "buildingA/floor12/zone3/temp"

Edge-to-Fog (N x N)
— Link: (EDGE_OFFICE BLDG_A FLOOR12, FOG_OFFICE BLDG_A MAIN)
— Protocol: gRPC

— Pattern: Request/Response

— Data: Aggregated metrics, service health status, local decisions

Fog-to-Agent (N X A)
— Link: (FOG_OFFICE_BLDG_A_MAIN, Building A_Agent)
— Protocol: HTTP/REST

— Pattern: Request/Response + Publish/Subscribe

— Data: Processed observations, policy updates, coordination messages

Agent-to-Agent (A X A)
— Link: (Building A_Agent, Grid_Operator_Agent)
— Protocol: AMQP

— Pattern: Message Queuing

— Data: Energy negotiation messages, load reduction agreements, price signals

Fog-to-Cloud (N x Cloud)

— Link: (FOG_OFFICE BLDG A MAIN, FOG_OFFICE BLDG B MAIN)
— Protocol: gRPC
— Pattern: Service-to-Service

— Data: Coordinated load shedding plans, shared resource allocation
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3.5 Conclusion

In conclusion, this chapter introduced the modeling of IoT systems under edge/fog ar-
chitectures and laid the foundation for their intelligent management. Building in this
model, we propose in the next chapter, a hierarchical MADRL framework building on
this model that enables context-aware service composition while optimizing performance
and ensuring QoS through adaptive coordination of computation, communication, and
energy resources across heterogeneous layers.
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Chapter 4

Hierarchical and Graph-Attention
MADRL Frameworks for IoT
Service Optimization

4.1 Introduction

The growing complexity and dynamic nature of IoT networks necessitate intelligent,
adaptive frameworks to ensure scalability, resilience, and strict Quality of Service (QoS)
compliance. To address this, Multi-Agent Systems (MAS) offer a decentralized approach
for autonomous, collaborative decision-making [01]. Furthermore, Deep Reinforcement
Learning (DRL) enables agents to continuously learn optimal, context-aware service or-
chestration policies [19]. Crucially, these intelligent strategies must prioritize energy
efficiency to sustain battery-powered and resource-constrained devices [76, 74].

This chapter presents the two complementary frameworks developed in this thesis
for the autonomous management and composition of services in large-scale IoT systems:
Hi-MAD in [21], a hierarchical MADRL framework for resilience and service optimiza-
tion, and GAMMA in [22], a graph-attention, multi-objective MADRL framework for
QoS-aware service composition. Although the two frameworks were designed with differ-
ent primary objectives—Hi-MAD emphasizing hierarchical coordination, resilience, and
energy efficiency, and GAMMA emphasizing relational modeling of inter-service depen-
dencies and Pareto-optimal QoS selection—they share a common conceptual backbone.
Both adopt CTDE paradigm, both decompose the service management problem into a
discovery, selection, and composition pipeline, and both rely on a family of policy-gradient
and value-based learners (MAPPO, MADDPG, MATD3, and DDQN). The chapter first
establishes the shared foundations that unify the two designs, then develops each frame-
work in turn, and finally discusses how the hierarchical perspective of Hi-MAD and the
graph-attentive perspective of GAMMA reinforce one another.

The reminder of this chapter is organized as follows:Section 4.2 describe the overall
hierarchical architecture and graph based. Section 4.3 presents the high level operates
in the cloud to ensure global coordination, focusing on resilience, energy efficiency, and
system stability. Section 4.4, the mid level, deployed in the fog, handle context discovery,
QoS-based service selection, and service composition, simplifying the environment into
smaller through a two-step reduction process. Section 4.5, the low level, deployed at
the edge, multiple agents control individual IoT devices, using shared rewards during
centralized training and acting independently during decentralized execution.
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4.2 Hierarchical Architecture Overview

To achieve robust and adaptive management of complex Internet of Things ecosystems,
we developed a dual-paradigm architecture. As illustrated in Figure 4.1, this approach
integrates two highly complementary frameworks Hi-MAD and GAMMA jthat target
distinct architectural dimensions: IoT infrastructure components and IoT service orches-
tration, respectively. While they address different levels of the [oT environment, both
frameworks are anchored by an identical, centrally depicted operational pipeline. They
diverge significantly, however, in their structural organization and multi-agent coordina-
tion strategies, establishing a comprehensive defense against network complexity.

At the core of the proposed architecture lies a shared, sequential pipeline that drives
decision-making for both infrastructure and service management. This pipeline ensures
that whether the system is managing physical devices or logical services, it follows a
standardized optimization trajectory:

1. Context Discovery: Agents first perceive and map the current state of the en-
vironment, identifying available resources, active services, and environmental con-
straints.

2. QoS-Aware Service Selection: Based on the discovered context, the system
evaluates and filters options according to strict QoS requirements, ensuring that
only viable candidates proceed.

3. Service Composition: Finally, the selected elements are orchestrated into cohe-
sive, optimized structures (either deployed physical configurations or logical service
chains) to execute complex user requests.

As depicted on the left side of the architectural diagram, Hi-MAD (Hierarchical
Multi-Agent Deep Reinforcement Learning) governs the physical and structural compo-
nents of the IoT system. Deployed across the network hierarchy,spanning the Cloud,
Fog, Edge, and Device layers. Hi-MAD organizes its intelligent agents according to their
specific decision scope. The diagram highlights this vertical stratification, showing High,
Mid, and Low Agents distributed across the topology. To handle the immense complex-
ity of a sprawling network, Hi-MAD employs a two-step environmental reduction process
that partitions the global state into smaller, manageable sub-environments tailored to
localized optimization tasks. Within this hierarchical structure, Hi-MAD executes the
shared operational pipeline using three specialized DRL models.

Conversely, the right side of the diagram illustrates GAMMA (Graph Attention
Multi-Objective based MADRL), which operates strictly at the logical service level.
Rather than relying on a static vertical hierarchy, GAMMA organizes agents horizon-
tally across a dynamically structured service interaction graph. Because IoT services
constantly fluctuate based on mobility and demand, GAMMA mediates multi-agent co-
ordination through attention-weighted message passing. This Graph Attention Net-
work approach allows agents to dynamically weigh the importance of their neighboring
nodes and continuously adapt to changing service topologies. To fulfill the shared pipeline
at this service level, GAMMA leverages:

o Multi-head attention coupled with binary K-means clustering for Context-
Aware Discovery.
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Hierarchical Graph Architecture
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Figure 4.1: Hierarchical Graph Approach Overview.

o A Pareto-archived multi-objective MAPPO for QoS-Aware Selection.
e A GAT integrated with MADDPG for graph-based Service Composition.

Ultimately, the visual representation underscores that these two frameworks are pro-
foundly complementary. By uniting Hi-MAD’s hierarchical, scope-based control of phys-
ical IoT components with GAMMA'’s dynamic, graph-driven orchestration of logical IoT
services, the combined architecture bridges the gap between hardware constraints and
software agility. Together, they establish a comprehensive, highly adaptive, and resilient
management architecture capable of sustaining performance in large-scale, unpredictable
[oT environments.

4.3 High-Level Coordination

In Hi-MAD, the high-level agents govern global coordination by supervising the dis-
tributed activities of mid-level agents to ensure consistent fulfillment of system-wide
objectives. Dynamically, the high-level agent allocates sub-goals, monitors aggregated
performance metrics, and refines global strategies in response to real-time environmental
feedback. To achieve robust and scalable decision-making under dynamic IoT condi-
tions, Hi-MAD adopts the Coo-MATD3 algorithm, an enhanced extension of the Multi-
Agent Twin Delayed Deep Deterministic Policy Gradient (MATD3) method specifically
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adapted for hierarchical coordination. The choice of MATD3 at this level is justifying by
its ability to handle continuous control spaces while mitigating the overestimation bias
common in traditional actor—critic algorithms such as MADDPG. By employing dual
critic networks and delayed policy updates, MATD3 stabilizes learning across multiple
cooperative agents operating under partial observability. Building on these strengths,
Coo-MATD3 introduces explicit inter-agent coordination terms within the reward and
policy update processes, promoting synchronized policy refinement and improved consen-
sus among agents across hierarchical levels. This enhancement accelerates convergence,
strengthens system-level resilience, and enables graceful recovery from agent or network
disturbances. By harmonizing decentralized autonomy with global consistency, Coo-
MATD3 allows Hi-MAD'’s high-level agent to achieve adaptive, scalable, and resilient
coordination throughout complex, heterogeneous IoT environments.

4.3.1 Global Objectives Optimization

In Coo-MATD3, the high-level agent optimizes a reward that covers scalability, stability,
resilience, and energy efficiency. Each goal uses simple measures: changes in performance
for scalability, steady actions for stability, quick recovery from faults for resilience and
energy use per task for efficiency. These are combined in a policy update with agent
coordination, enabling synchronized, reliable, and energy-saving decisions that go beyond
standard MATDS3.

o Scalability enables efficient coordination among an increasing number of mid-level
agents, allowing the system to expand without loss of performance. This is achieved
through a coordination gradient term that captures the influence of other agents’
actions «; on agent i’s policy, aligning policy updates and maintaining stable, syn-
chronized learning without centralized control, defined as:

Vgi J(@Z) = ]E[V%Qi(s, ay, CY,Z'> VQ“U/l(Sl) + )\V@iQ(ai, CK,Z'>] s (41)
where:
— Vy,J(0;): Gradient of the objective function of agent i, guiding the optimiza-

tion of its parameterized policy.

— Vo, Qi(s, a;, a_;): Sensitivity of the agent’s action-value function with respect
to its own action, conditioned on the global state s and the joint actions of
the other agents a_;; captures inter-agent strategic dependencies.

— Vo, 1i(s;): Derivative of agent i’s deterministic policy with respect to its pa-
rameters 6;, indicating how policy updates influence the selected action.

— A Regularization coefficient controlling the influence of the cooperative or
stabilizing term.

- Uy, ;) = —% Zj# (o || a; + pija; HQ: Coordination-oriented regularization
term (e.g., consensus, alignment, conflict penalization) modeling structured
interactions among agents.

— AV, Qo a_;) = — Z#i Vij (a; + pija;): Contribution of the coordination
mechanism to the overall policy gradient, enhancing stability, cooperation,
and robustness.
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— E[-]: Expectation over the distribution of visited states and actions, ensuring
statistically representative updates.

Unlike the original MATD3—which treats agents’ updates independently, Coo-
MATD3 maintains scalability through implicit policy coupling, allowing the system
to expand while preserving coordination efficiency.

System Stability is ensured by the Coo-MATD3 Algorithm 1, where dual-critic
and delayed updates reduce overestimation and oscillations, and the coordination
gradient aligns multi-agent policies to prevent divergence. This design stabilizes
continuous control, lowers performance variance, and ensures smooth and reliable
long-term operation, with each high-level agent maintaining two independent critic
networks, Q;1(s,a1,...,an) and Q;2(s, a1, ...,ay), parameterized respectively by
0;1 and 6; 5. During training, the target ()-value is computed as the minimum of
the two target critics in order to mitigate overestimation bias:

yi(t) = Ri(t) +~ min Qtarget( (1), ai(t),...,ay(1)), (4.2)

where:

— R;(t) is the cooperative reward at time ¢,
— v is the discount factor,
— karget are the slowly updated target critics Q;; and Q; ».

— the next-step actions are computed as o/j(t) = u;arget (s(®) + e, g~

N(0,0?). ’

Using the minimum of the two critics ensures conservative value estimation, re-
ducing the risk of policy oscillations and improving stability during cooperative
learning across agents.

Resilience is maintained by continuously monitoring subsystems to detect and cor-
rect faults, while Coo-MATD3 reinforces this through a variance-triggered consen-
sus rule that ensures reliable, fault-tolerant operation:

1
lip| =Y A, =1,1), if Var;(A)) > 0.1,
Cloutput: Clp(’n f ) ' m]aX( arj( )> - (43)
A

, otherwise.

When the action variance exceeds the threshold indicating instability or potential
agent faults, the system replaces individual actions with their mean, thereby mini-
mizing E[ || A; — doutput||?] - This follows from the fact that the mean action A yields
the minimum-variance aggregate response across agents and the clipping operator
keeps actions within safe limits, preventing instability.

Energy Efficiency in the high-level comes from the stable and resilient design of Coo-
MATD3. The dual-critic and delayed updates prevent unstable actions and reduce
extra communication, while the consensus mechanism detects inefficient nodes and
balances tasks, leading to smoother control and lower energy use:

E[Fiotar(t) ZE [Aa;(t)|]] + AVar(A(t)). (4.4)

_ Resilience term

Stablhty term
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Where stable actions (low >, E[||Aa;(t)|*] ) reduce unnecessary device switching,
and resilient coordination (low A\ Var(A(t))) prevents energy-wasting failures or
overcorrections.

4.3.2 Coo-MATD3 Learning for Coordination

Building upon the previously defined global objectives of scalability, stability, resilience,
and energy efficiency, the high-level coordination in Hi-MAD is achieved through Coo-
MATD3, formalizing these objectives within a unified reward function Rg. This reward-
driven design enables smooth, synchronized, and energy-efficient decision-making, ex-
tending MATD3 into a coordination-aware, resilience-enhanced, and energy-optimized
learning framework for large-scale IoT systems, expressed as:

Ra(t) = Rs(t) + Rr(t) + Re(t), where: (4.5)

o Rs(t) = —ns Y, 1Aa(t)]]?, Aai(t) = a;(t) — ai(t — 1), the reward related to the
stability of the system in 4.2.

« Rp(t) = —nrVar(A(t)) = —nr 3, || Ai(t) — fl(t)H2, the reward related to the
resilience computed by the variance in 4.3

e Rp(t) = —np (X, |Aai(t)]* + A Var(A(t))) ,the reward related o the energy effi-
ciency in 4.4.

Within the hierarchical architecture of Hi-MAD, Coo-MATD3 functions as the es-
sential coordination backbone for the mid-level agents, and this is particularly crucial
when managing the complexities of intelligent and energy-efficient smart building con-
trol. As detailed in Algorithm 1 (lines 1-3), the process begins by initializing the core
components, which include the environment itself, the actor and critic networks, their
corresponding target networks, and the replay buffer.

As the algorithm progresses through each episode and individual time step (lines 4-6),
the agents observe the current state of the environment and proceed with action selec-
tion, during which the actor networks generate noisy actions to encourage exploration
(lines 7-8). To ensure the system remains resilient to extreme or destabilizing behav-
iors (lines 9-11), the algorithm actively monitors action variance; if this variance exceeds
a predetermined safety threshold, the erratic actions are immediately replaced by their
clipped average, thereby preserving coordination across the multi-agent system. Once
these regulated actions are executed within the environment, the agents obtain the sub-
sequent states and calculate composite rewards based on stability, resilience, and energy
efficiency, all of which are subsequently stored in the replay buffer for future learning
(lines 12-14). From this buffer, a mini-batch of experiences is sampled (lines 15-16) to
compute target values, utilizing policy smoothing and Double-Q) learning techniques to
stabilize the training process (lines 17-19). Following this, the twin critic networks are
updated by applying gradient descent to minimize their loss (lines 20-21). At specified
intervals (lines 22-27), the actor networks are updated using a specialized, coordination-
aware gradient that intelligently balances deterministic performance with cooperative
multi-agent objectives, which is then immediately followed by soft updates to the target
networks to ensure gradual learning (lines 28-29). Finally, the current state is refreshed
for the next iteration (line 30), allowing the Coo-MATD3 framework to consistently de-
liver stable, highly coordinated, and energy-efficient multi-agent learning throughout the
entire operational lifecycle.
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Algorithm 1 Coo-MATD3 for Coordination

1: Input: Environment state S > Global observation of the environment
2: Output: Coordinated mid-level continuous actions 2
3! Initialize: Actor m, twin critics le s Q92, target networks Qezl s Qeé » Tl s replay buffer R > TD3-style actor—critic architecture
4: for episode = 1 to MaxEpisodes do
5: Observe initial state S > Reset environment at episode start
6: for time step t =1 to T do
7: Action selection
8: A = {a; = 74 (s;) + noise | Vi} > Decentralized actions with exploration noise
9: Resilience check: variance-triggered consensus
10: Compute Var; (A) for each action dimension j > Measure disagreement among mid-level agents Equation 4.3
clip(i S A, -1, 1) , if max; Var;(A) > 0.1,
11: Aoutput = { " > Apply consensus action when coordination degrades
A, otherwise.

12: Environment transition
13: (S/, Rg) = ExecuteActions(Aoutput) > Execute actions and observe next state
14.2 Global reward computation
15: Rg =Rs + Rr+ Rg > Stability, resilience, and energy-aware reward Equation 4.5
16: Store (S, Aoutputs Ra, S/) in buffer R > Off-policy experience replay
17: Sample mini-batch
18: (S, Ap, Ry, Sp) = Sample(R)
19: Target policy smoothing and Double-Q target
20: o/b = ‘rrd)/(S{)) + clipped__noise > TD3 noise smoothing to reduce overestimation
21: yp = Rp + v min(Qszl (S{), a{)), Qe; (S{), ozlb)) > Double critic target for bias reduction Equation 4.2
22: Critic update
23: Lg = (Qo, (S, Ap) — 4p)? + (Qay (Sb, Ab) — yp)?
24: Update 07, 02 via gradient descent > Minimize Bellman error
25: if t mod policy__delay = 0 then
262 Actor update with coordination term
27: Vo, J(0;) = ]E{VaiQi(s, aj,a_i)Vo, ni(s;) + AV, Q(ay, a,i)] > Coordination-aware policy gradient Equation 4.1
28: ¢ ¢+ nVyJ(e) > Delayed actor update improves stability
29: Soft update of target networks
30: {07,05, 9"} « 7{61,02, 0} + (1 — 7){67,05,¢"} > Polyak averaging

1: end if

2: S« S’ > Advance environment
%3: end for

. end for

4.4 Middle-Level Optimization

The Mid-Level layer orchestrates the composition and delivery of IoT services through two
core mechanisms: context-based discovery and QoS-based selection. These mechanisms
enable dynamic adaptation to environmental conditions and contribute to minimizing
energy consumption in real time. This layer is built upon a CTDE paradigm, which en-
sures both scalability and operational autonomy. Agents are trained collectively to learn
optimal policies but function independently during execution. To realize this architec-
ture, we propose three specialized multi-agent learning models. MAPPO-Att+KMeans for
Context Discovery using Multi-Agent Proximal Policy Optimization with Attention and
K-Means clustering , that enhances standard MAPPO with a learned adaptive context,
attention mechanism and clustering, enabling robust and context-sensitive IoT service
discovery in dynamic environments. These additions allow to discover agents based on
their contextual relevance to the environment. MAPPO-QoS+MO for QoS Selection
using Multi-Agent Proximal Policy Optimization with Mulit-Objective Optimization in-
corporates explicit QoS awareness into the state, action space, reward design, and conver-
gence criteria. By enforcing QoS constraints and optimizing service quality, it transforms
MAPPO into an efficient, domain-specific solution for QoS-driven IoT service selection in
order to filter the active agents based on service-specific QoS metrics. Finally, MADDPG-
GNN for Composition with Multi-Agent Deep Deterministic Policy Gradient and Graph
Networks extends standard MADDPG by embedding explicit cooperative semantics in-
tegrating graph-based relational learning, service-level state and reward modeling, and
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Stage 1 — Discovery Stage 2 — Selection Stage 3 — Composition

Service registry QoS attribute model Workflow graph
IoT services, QoS dims Soft + hard constraints Service topology + QoS
Multi-head attention Multi-objective GAE GAT encoder
multi-heads, context encoding Per-objective advantages 4-head node attention
Binary K-means MAPPO actor Actor-critic + GNN
K = 2 context partitions CLIP surrogate objective CTDE paradigm
RL integration Pareto archive QoS aggregation
Cluster-guided MAPPO Non-dominated storage Topology-aware reward
Candidate set > Selected services - Composition plan
Context-relevant subset Pareto-optimal subset Optimal IoT workflow

Figure 4.2: The GAMMA Three-Stages Architecture

composition-oriented coordination mechanisms. It facilitates decentralized coordination
in continuous action spaces, optimizing both collaboration and trade-offs between energy
efficiency and QoS objectives.

Figure 4.2 illustrates the three-stage pipeline architecture of the GAMMA frame-
work. In Stage 1 (Discovery), a Multi-Head Attention mechanism encodes contextual
relevance over a service registry, whose embeddings are partitioned by Binary K-Means
(K = 2) clustering and fed into a cluster-guided MAPPO policy to produce a context-
relevant Candidate Set. This set is forwarded to Stage 2 (Selection), where a Multi-
Objective GAE computes per-objective advantage estimates under soft and hard QoS
constraints, guiding a MAPPO actor optimized via a clipped surrogate objective; non-
dominated solutions are retained in a Pareto Archive, yielding a Pareto-optimal Selected
Services subset. Finally, Stage 3 (Composition) constructs a Workflow Graph over the
selected services, applies a 4-head GAT Encoder to aggregate topology-aware node em-
beddings, and optimizes an Actor-Critic + GNN policy under the CTDE paradigm with
a topology-aware QoS aggregation reward, producing a Composition Plan representing
the optimal deployable IoT workflow.

4.4.1 Context-aware Service Discovery

Definition 1 formalizes this hierarchical optimization process as a transformation of a
full Multi-Agent Markov Decision Process (MDP), denoted by E, into a reduced and
task-specific MDP, Eq as represented in Figure 4.3, through a two-stage agent selection
mechanism. Initially, Context Discovery via CD-MAPPO identifies a relevant subset of
agents suited to the environmental context.

This is followed by QoS-Based Selection via QS-MAPPO, which further narrows down
the agent set based on real-time QoS criteria. The final subset operates under the Co-
MADDPG framework, enabling efficient and adaptive decentralized execution.

Definition 1 (Full MPD). The original environment is modeled as a MAMDP E =
(N,S,%, T, R) where:
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e N ={ay,as,...,an}: Set of all agents representing all the IoT services,

S': State space of the environment,

Y =A{ay,ag,...,an}: Joint action space,

@

Init

( Initial MDP )
I

T(s'"| s,a): State transition function,

R ={Ry,Rs,...,Rx}: Individual reward functions.

Decompose

Y
Each agent a; aims to learn a policy m;(c; | s) that max- ( E= (N5 5T R) )
imizes its expected cumulative reward Context
Ji = E[> 72, 7'Ri] where v € [0,1) is the discount factor (Context ;)iscovery)
that balances immediate and future rewards. To quantify

the scale of this MDP, we compute the following structural

I
Context MDP
Y

(Ec = <N07 Su 207 Tca Rc))

components: |
QoS
1. Total number of agents n, which directly impacts the ( QoS Setlection )
coordination ,
overhead and policy learning complexity. Q5 gIor

[Eq = <qu Sq» EququqO
2. Aggregate action space size Aiotal, as the sum of indi- Optimize
vidual agent

action spaces.

A 4

( Optimal_ MDP )
Ellld

3. Joint state dimensionality Sjoint, derived from concate-

nating . Figure 4.3: MDP Reduc-
individual observation vectors. )
tion Steps.

4. Approximate transition space size T, estimated using
IT] ~ |Sjoint| - [Atotar| - 7 which captures the exponen-
tial growth in environment dynamics relative to agent
count.

These metrics serve as the baseline for evaluating reductions achieved in subsequent
filtering phases, particularly under a centralized training scheme where agents observe a
joint state, act jointly, and share a global reward signal. The reduction process occurs in
two stages: Context Discovery, where CD-MAPPO identifies agents that are contextually
relevant to the environment, and QoS-Based Selection, which QS-MAPPO filters agents
based on predefined QoS metrics. This ensures that only agents that meet QoS constraints
are retained in the final MDP, improving both efficiency and scalability.

In large-scale IoT environments, raw QoS attributes alone are insufficient to capture
the latent contextual relationships among heterogeneous services. We therefore introduce
a multi-head self-attention encoder that transforms the original service feature space into
a context-enriched embedding space, enabling downstream agents to reason over inter-
service dependencies.

Multi-Head Self-Attention Mechanism

Rather than relying on a single attention function, we employ H parallel attention heads
to capture diverse contextual patterns simultaneously. Each head h € {1,..., H} main-
tains its own learnable projection matrices: Wg € R¥xd  Wh ¢ Rixde = Tyl g RIxd,
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with dy = d, = d/H to maintain the total parameter count. Each head computes:
head), = Attention(X Wg, XWpe, XW{) € RV*, (4.6)

The H head outputs are concatenated and linearly projected through an output matrix
Wo € Réx4.
MHA(X) = Concat(head, ..., heady) Wy € RV*%

To facilitate gradient flow and preserve the original service features, we incorporate a
residual connection followed by layer normalisation: Z = LayerNorm(MHA(X) + X) €
RN where z; € R? denotes the contest-aware embedding of service i. Each z; now
encodes not only the intrinsic QoS profile of service ¢ but also its contextual relationships
with all other services in the registry. The layer normalization operates across the feature
dimension for each service independently: LayerNorm(z;) = L{;&E ® v + B,, with per-

2
: _ 1Nyd ; 2 _ 1y 2
service mean ju; = 3> . 4 Zg, variance o7 = 5> 1, (zx — p;)°, and learnable affine
parameters v, 3 € R%.

Context-Based Service Partitioning via Binary K-Means Clustering

After obtaining the context-aware embeddings {z;}Y ,, the discovery stage must partition
the service registry into two disjoint subsets: context-verified services ST that satisfy the
contextual requirements of the current IoT task, and non-verified services S~ that do
not. We formulate this as a binary K-Means clustering problem with K = 2. We first
reduce each context-aware embedding to a scalar context score that measures the degree
of contextual fitness. A learnable projection followed by a sigmoid activation is applied:
¢ =o(wlz; +b) € (0,1), Vie{l,. .. N} where w. € R? and b. € R are
learnable parameters, and o(-) is the sigmoid function. The context score ¢; encapsulates
the attention-weighted contextual fitness of service ¢ into a single discriminative value.

Given the set of scalar context scores C = {c1,¢a,...,cn}, we apply K-Means with
K = 2 to obtain two clusters. The objective is to minimise the within-cluster sum of
squared errors (SSE):

. +\2 N2
min g (ci—pt)” + E (ci—p)7, (4.7)
RO st i€S—
N TV - TV
context-verified cluster non-verified cluster

J/

where p* and p~ are the centroids of ST and S, respectively.

Integration with the MAPPO Model

Only services in ST are forwarded to the downstream MAPPO agents for reinforcement
learning-based discovery. This pre-filtering yields two key advantages:

1. Reduced action space. The RL agents operate over |ST| < N services, acceler-
ating convergence and reducing sample complexity.

2. Quality assurance. Non-verified services in S~ are excluded before any costly QoS
evaluation, preventing low-quality candidates from corrupting the reward signal.
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At each training episode, the attention parameters {Wg,Wﬁ,W&}fﬂ, the output
projection Wy, and the context projection (w,,b.) are jointly updated by minimizing a
binary cross-entropy loss over the clustering assignments:

N
1
Leos = N ; [yi logc; + (1 — y;) log(1l — ¢;) |, (4'8)

where y; = W[i € ST] is the binary cluster label derived from the K-Means assign-
ment. This end-to-end training ensures that the attention encoder progressively learns
to produce embeddings that are maximally discriminative for context-based service par-
titioning.

The context relevance function is defined as:

C(a;, s) = exp (— Z wj - |sj — sj7opt7i|> (4.9)

J€O0;

The function C(a;, s) decays exponentially with the aggregated weighted deviation be-
tween the observed state and the agent’s optimal state. When s; & $; opt.i, C(a;, s) — 1,
indicating low intervention need. Else, if the deviation is large, C'(a;, s) — 0, signaling a
high need for agent activation. For activation purposes, we define the relevance score (or
activation confidence) as:

R(a;,s) =1—C(a;, s)

This value R(a;,s) € [0,1] reflects priority for effective intervention. A higher value
corresponds to greater deviation and a higher likelihood that agent a; should be activated
to take corrective action. MAPPO in service discovery aims to balance task objectives,
contextual relevance, and multi-agent coordination. Thus, we design an affective reward
function guiding the learning process to ensure adaptive decision-making defined as:

Riotal = Riask + a.C(a, s) + B.Load + .Energy + 0. Rate

where:

_ dmin(s())_dmin St
® Rtask(sta at) - >\l : Hsuccess + )\2 : WO)()

of service discovery with progressive shaping, I uccess be a binary indicator (1 if the
service is found), dpin(s;) the minimum distance to the target service at state sy,
and t the number of time steps elapsed.

— A3 - t models success/failure reward

o ((a,s) is the context relevance calculated with Eq. 4.9.

e L=1-— CaL“ — models the load balancing to avoid overloading servers/agents with
pacity

the current resource utilization L, and the maximum available resources Capacity.

o Energy=1— % € [0,1] discourages energy-wasting behaviors: agents are

rewarded proportionally to the fraction of energy saved relative to the maximum
budget, incentivizing minimal consumption while maintaining service quality.

* Rate(s, a;) = p-—Overlap(a,)+pz-Coverage(ay)+us-d_; 5 sim(a;, a;)-I[services a;, a;
are complementary] with Overlap(a;) = —>_,,; Ila; = a;] which penalizes redun-
dant actions across agents by summing over all pairs (i # j) where the same action
is taken, using the indicator function I[].

#unique services discovered

Coverage(a;) = Total agents
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Algorithm 2 MAPPO-Att+KMeans for Context Discovery

Require: Agents N, QoS attributes J, clusters K|, initial thresholds {s—soc))pt +}» weights {w;}, horizon T, PPO epochs M,

0
Vs Ay € Ay M, Ty My Ndecay A0 e, Br, ves 0B
Ensure: Policies {mg, }, critic Vi, thresholds {s; opt,i}

1: Init {0:}, 6, {Wq, Wik, Wy }; centroids {uk}f:dl via k-means++; ep < 0

2: repeat
3: epep+1; D+ o > On-policy: clear buffer
4 fort=20,..., T—1 do
-
W, i w :
5 h; ¢+ 25’\]—1 softmax(%\/df}(o]’t)wvoj' + > Multi-agent attention
) j= & s
6 Pik < SOftmax(—”h,i’t—“kH2/T); Ci +— >k Pik thi,t > Soft KMeans context
7. Sample a; ¢ ~ ﬁgi(< | 05,¢, hi ¢) for each agent 4
8 Rt < Reask,t + @cC; —BrLLt —vg€t — dp By
9 Store (s¢, 0¢, at, {log W(g’id}v Rt, 5441, Vg(st)) in D
10: end for_ R R R R
11: GAE: Ap < 0; fort=T—1...0: & « Re+~vVy(st41) — Vo(se), Ap ¢ 8¢ + A A1, Vi + A + Vy(se)
12: for each agent 7, each QoS j do > Context threshold update
. =~ . . = 0
13: Ci + 754 Cis 8j0pt,i < clib(sj opt,i +nwj sign(s;—s;,0pt,i) Ci S;yg,pm + Amax)
14: end for
15: for k=1,..., K. do > EMA centroid update
16: B 4 (1=np) pi + Ny mean(; 1): arg max, p, =k Pist
17: end for
182 for m =1, , M do > PPO-clip update
19: Ti < o, /wgld, 0; < 0; — ;. Vg, [—% > min(riAt, clip(r;, 1xe) Af)] Vi
. 7 \2
20: ¢ b= Volg T (Vp(s) =107

21: end for
. 0
220 5 Mecay 1 Amax — Al(1 = ep/Kmax)
23: until ep > Kmax or Dip (P ||x(P~1)) < e or |AR| < ep or max; j |Asj opt,il < €s

quantifies how agents are exploring or covering distinct services.

(]Synergy(a;) Z sim(a;, a;) - I[services a;, a; are complementary]|

quantifies how well two services work together.

Algorithm 2 details the MAPPO-Context Discovery procedure with Attention and
K-Means clustering. The framework is initialized with agent policies {my,}, critic V,
attention projection matrices {Wy, Wy, Wy }, and K-means++ centroids {p} (Line 2).
At each time step t of the on-policy rollout (Lines 4-10), a multi-head attention mecha-
nism aggregates inter-agent observations into contextual embeddings h;; (Line 5), which
are then soft-assigned to cluster centroids via temperature-scaled softmax to compute the
context relevance score C; (Line 6). Each agent samples an action conditioned on both its
local observation and the attention embedding (Line 7), and receives a composite reward
combining task performance, context relevance, load, energy, and bandwidth penalties
(Line 8). After rollout completion, Generalized Advantage Estimation (GAE) computes
advantage targets A, and value targets V; for the full trajectory (Line 11). Context-aware
QoS thresholds s; opt,; are then updated via a weighted gradient rule clipped to a decaying
perturbation budget Ay,ax (Lines 12-14), while cluster centroids are refined through Ex-
ponential Moving Average (EMA) over the assigned embeddings (Lines 15-17). Finally,
M epochs of PPO-clip policy updates are applied to all agent actors and the shared critic
(Lines 18-21), followed by learning rate decay and A, annealing (Line 22). Training
terminates when the maximum episode count K., is reached or when KL divergence,
reward improvement, and threshold shift all fall below their respective convergence tol-
erances €., €g, and €5 (Line 23).

CD-MAPPO is trained to optimize the context selection policy mc(Ne | ) = [1,,en,, mi(i |
S), that determines the subset of agents N, resulting a reduced multi-agent MDP E¢
defined in Definition 2.

76



Definition 2 (Context-Based MDP). A context-based MDP is Ec = (N¢, Sc, 2c, Te, Re)
where:

e No ={a; € N | Cla;) > 0c} C N is the subset of selected agents representing
services that satisfy a predefined context threshold 0¢.

o Sc represent the context state space where the mid-level agent maintains a learned
context vector capturing contextual preferences: ¢ = (cf ;. ch,, ..., c4;).

o Yo represent the action spaces correspond to the services selected by agent a; at
time t.

o Te defines the transition function specific to the selected context defined by Equation

4.9,

o R¢ is the adjusted reward function, reflecting context-driven decision-making and
scales with context relevance, defined as: Rc = Ryusk +  Clai, s), values near 1
indicate strong matches, around 0.5 partial relevance, and near 0 poor or mismatched
contexts, quiding the agent to optimal service choices.

4.4.2 QoS-based Service Selection

Given the set of candidate services Vi discovered in the previous pipeline stage, the
service selection problem consists of identifying the subset that jointly optimizes multiple
QoS objectives while satisfying minimum quality guarantees. We formulate this as a
multi-agent multi-objective optimization problem and solve it using MAPPO-QoS+MO,
a multi-objective extension of Multi-Agent Proximal Policy Optimization with adaptive
preference learning to produce a more reduced QoS-based MDP given in Definition 3.

Definition 3 (QoS-Based MDP). A QoS-based MDP is Eg = (Ng,Sq,%0,To, Rg)
where:

e Ngos € N¢ is the final subset of agents representing services that satisfy (oS
constraints. Agents meeting the QoS threshold 0¢,s are selected: Ngos = {a; € N¢ |

QOS(CM‘) > ers};
o Sgos Tepresents the state space satisfying the oS,
o Ygos Tepresents the action spaces of the selected agents.
o Thos defines state transitions under QoS constraints computed by Equation 4.10.

o Roos is the reward tailored to QoS optimization, that yields a scalar, bounded, and
interpretable reward in which higher values directly correspond to improved overall
service quality. As a result, it facilitates efficient credit assignment and enhances
learning stability within QS-MAPPQO, computed by :

k
RQos = Ryask + Z W QOSj (al)

J=1
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QoS Attribute Model

Each candidate service v; € Vi exposes a vector of m QoS attributes q; = [¢;(1), ¢:(2), . . ., ¢i(m)],
where each attribute j represents a measurable quality dimension (e.g., response time,
availability, throughput, reliability, cost). We partition the QoS attribute index set into

two disjoint subsets:

« Hard-constraint attributes J,,.q: attributes for which services must meet a
strict minimum threshold 6, (7).

o Soft-optimization attributes J,.: attributes that are optimized in a best-effort
manner through weighted utility aggregation.

For each soft attribute j € Jsof, we define a normalization function f; : R — [0, 1] that
maps raw QoS values to a common utility scale. For benefit attributes (higher is better),

we use: f;(q:(4)) = % and for cost attributes (lower is better): f;(¢;(j)) = Zina,(—:zi,gj

) J J J J
where ¢;"" and ¢;"** denote the minimum and maximum observed values of attribute j
across Ve.

Before the reinforcement learning agents operate, we apply a two- filtering mechanism
to prune the service space to a feasible subset Vg C V. The first stage enforces hard
constraints via a conjunction over all critical attributes, and the second stage evaluates
a weighted utility score over soft attributes. A service v; is admitted into Vg if and only
if it satisfies both conditions simultaneously:

A (4(7) = Omin(4))

jEJhard
Vo=<v,eVa!| A (4'10)
> wj fi(qi(4)) = Ousitity
JE€Jsoft
where w; denotes the importance weight assigned to soft attribute j (3 .., w; = 1),

and Oygiry € [0, 1] is the minimum acceptable aggregated utility score. This filtering step
significantly reduces the action space for the downstream multi-agent selection, improving
both convergence speed and solution quality.

Rather than collapsing all QoS dimensions into a single scalar a priori, we maintain
separate reward signals for each objective throughout the learning process. At time step
t, the per-objective reward for dimension j aggregates the normalized QoS contributions
of all selected services:

=2 fi@(), vie{l...m} (4.11)

These per-objective rewards are scalarized into a single training signal using the adap-
tive preference vector A\* augmented with quadratic constraint violation penalties:

m m
t k.t . 1) 2
R = E Aj T — E t; max(0, Omin(j) — 7)) (4.12)
j=1 j=1
—— ~ ~~ -~
Preference-weighted utility Constraint violation penalty

where cj;? is the mean QoS value of attribute j across selected services at time ¢, and x; > 0
are penalty coefficients that control the severity of threshold violations. The quadratic
penalty ensures smooth gradients near the constraint boundary, guiding the policy toward
feasible regions while allowing temporary violations during early exploration.
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Multi-Objective Generalized Advantage Estimation

To enable stable policy optimization with reduced variance, we employ per-objective crit-
ics {Vy, }721, each estimating the expected return for a specific QoS dimension. For each
objective j, we first compute temporal difference (TD) residuals: d;, = 7t 4V, (s") —
Vi, (s'), where v € [0,1) is the discount factor. The Generalized Advantage Estimation
for objective j at time step ¢ is then: flj,t = ZT:_Ol_t(’y/\gae)e j 140, where Agae € [0, 1] is the
GAE smoothing parameter that controls the bias-variance trade-off. The multi-objective
advantages are aggregated using the current preference weights: A, = Z;nzl /\f flj,t. This
aggregated advantage drives the PPO clipped surrogate objective. Each per-objective
critic is trained independently via regression on target returns: ]A%jyt = /Alj,t + Vi, (s),

R TR

critic
Pareto Archive and Convergence

Throughout training, we maintain a Pareto archive P that stores non-dominated solution
vectors. At the end of each episode e, the return vector:

T—1 T—-1
G =) A D A (4.13)
t=0 t=0

is added to P if it is not dominated by any existing solution. A solution G* dominates
G’ if G4 > G for all j and G > G for at least one j.

Training terminates when dual convergence criteria are met: the hypervolume in-
dicator of the Pareto front stabilizes and all constraint violations fall below acceptable
levels:

|HV(P)* — HV(P)*'| <e A maxv; <e, (4.14)
J

where HV (P) measures the volume of the objective space dominated by P relative to
a reference point, € is the hypervolume convergence tolerance, and ¢, is the maximum
acceptable constraint violation. The first condition ensures that the Pareto front has
stabilized (no further trade-off improvements), while the second condition guarantees
that all QoS thresholds are satisfied in expectation.

Algorithm 3 details the MAPPO-QoS+MO for multi-objective QoS-aware service se-
lection. The framework is initialized with a shared actor 74, per-objective critics {Vy, },
an empty Pareto archive P, and uniform preference weights \! = 1/m (Line 3). At
the beginning of each epoch, hard and soft QoS constraints are jointly enforced to filter
the candidate set Vi into a feasible selection pool Vg (Line 5). During the inner roll-
out (Lines 7-14), each agent observes a state augmented with its QoS profile and the
current preference vector \* (Line 9), executes a joint action, and receives per-objective
rewards 7”;- aggregated via objective-wise aggregators A;, alongside a penalty term for
hard constraint violations (Lines 11-12). The cumulative per-objective return vector
G° of each episode is evaluated for Pareto dominance and, if non-dominated, inserted
into P with crowding-distance pruning to capacity Pyay (Lines 16-19). Multi-Objective
GAE is then computed in a backward recurrence for each objective j independently
(Lines 21-27), producing per-objective advantage estimates AJt and value targets th
which are aggregated into a single scalar advantage A, via the current preference weights
and normalized (Line 28). The PPO update phase (Lines 30-33) optimizes the shared
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Algorithm 3 MAPPO-QoS+MO Selection.

1: Input: Vo; {min(4), k5, fj, Aj }?:1? soft weights {w;}, threshold 6¢i1ity; hyperparameters v, Agae) €clips B Ngps Mep s 1> Pmax

2: Output: 7y, {ij }}":1, Pareto archive P

3: Init. shared 7y, critics {Vw]. }, P+, AL —1/m, HVO?+o0 > Uniform initial preference; empty archive
4: for epoch k =1,...,K do

5: Vg « {v; €Ve : /\je‘]hard q; () > O0min(d) A Zje]s()ft wj f5(qi(3)) zeumity} > Feasibility pre-filter (hard QoS + soft utility)
6: B+ o > Reset rollout buffer
7: for episode e =1,..., M do

81 fort=0,...,7—1 do

9: of « [s, QoS(v;), AF]; aﬁ ~7e (- | 05), Vie Vg > Preference-conditioned observation; sample actions

10: Execute a'; observe St+1, dt, {qi )} > Step the environment
11: (j; “— .Aj({qf @, r; — > £ (q,f (7)) > Per-objective aggregation and vector reward
12: Rt « Zj A?r’; — Zj £ [Omin(5) — cj;]i > Scalarized reward with quadratic constraint penalty
13: Store (st, at, log Thord’ RY, {r;}, st+1, dt) in B > Cache transition for the update phase
14: end for
15: G +— [Zf 'ytr;};ﬂzl > Discounted per-objective episodic return vector
16: if G° non-dominated in P then
17: P+ (P\{G<G°})U{G®}; prune to Ppax by crowding > Archive insertion; drop dominated, cap size
%3: end if

: end for

% Multi-objective GAE (backward recurrence)

20: for j=1,...,m do
21: Aj,T < 0; for t=T—1 downto 0: > Per-objective advantage estimation
22: St r; + W(l*dt)ij (stt1) — ij (s?) > TD residual
23: AM — ¢+ 'ykgae(l—dt)Aj.Hrl > GAE accumulation
24: R.N — A]"t + ij (sY) > Per-objective value target
25: end for
26: Ay Zj )\?AN; normalize Ay > Scalarize advantages under current preference

% PPO wupdates

272 for u=1,...,U do

28: Sample minibatch; py <= ﬁ(j}(afi\o;)/ﬂ'd)old (a,ti\oﬁ) > Importance ratio
29: ¢ ¢+ npVy [LICLIP(pt, Ay €clip) + ﬁH[Wd,H > Clipped actor update with entropy bonus
30: Pj P —ny ij (ij (st) — Rj)t)2, Vi > Per-objective critic regression
31: end for

% Adaptive preference update

32: vj = E[[@min(§) — 5]+ ], Vi; V Ej’ v > Mean residual violation per objective
33: Vj )\? if V <eg else ’Uj/V > Violation-proportional target (fallback if all satisfied)
34: ARFL (lfn))\k’ + nv; renormalize > Smoothed preference shift toward violated objectives

35 HVF « HV(P; zyer)
36: ifk>2and |[HVF—HVF~!|<e and max; vj <€, then break
37:  endif

38: end for

> Hypervolume of current archive

> Stop on HV plateau + near-feasibility

actor via the clipped surrogate objective augmented with an entropy bonus 5 H[me], while
each per-objective critic V. is updated independently by minimizing its squared value
error. Finally, the preference vector \**! is adaptively reweighted toward objectives with
the largest hard-constraint violations (Lines 35-37), and the hypervolume indicator HV*
is recomputed over P (Line 38). Training terminates early when both the hypervolume
improvement and the maximum constraint violation fall below their respective tolerances
e and ¢, (Line 39).

After selecting the optimal agent subset modeled as a reduced MDP Ej, we train
them using Co-MADDPG which enables agents to learn coordinated policies while main-
taining decentralized execution. The centralized critic provides a global perspective for
learning, while individual actors focus on their optimal strategies. This approach effec-
tively balances inter-agent dependencies, leading to an optimized service composition.

4.4.3 Optimization of Service Composition

After discovery and selection based on context constraints and QoS, the composition
phase employs a unified MADDPG-GNN algorithm that integrates graph-based relational
learning with cooperative multi-agent reinforcement learning to address QoS-aware ser-
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vice composition in [oT environments. The model captures inter-service dependencies
through GAT and leverages these representations to guide decentralized decision-making
under a centralized training paradigm.

Graph Attention Encoder

Let G = (V,&, A) denote the service dependency graph, where V = {vy,..., vy} is the
set of N candidate services, £ C V x V is the edge set, and A € RY*¥ is the weighted
adjacency matrix. A;; = sim(Z;,2;) - ¥[sim(2;, ;) > 6]. Each of the H heads (per-head
dimension dj, = doy/H) applies the shared projection h; = Wx;, then computes additive
attention scores

eg.“) = LeakyReLU (agnghEk) + aéﬁiThy)) : (4.15)
masked to graph neighbors and normalized via softmax:
(k)
exp(e,:
o = ple;’) = JEN() (4.16)
ZleN(i) exp(e;)
The head output and multi-head concatenation are
7 (k) _ (k)3 (k) _1H 5k
B =" an = Y (4.17)
JEN (@)

Stacking L such layers with layer normalization and ELU activation,
hgz) = ELU(LayerNorm(GATLayer(Z)(hl(-e_l), A))> : (4.18)
yields per-node relational embeddings z; = hz(L) € R% and a global graph embedding:
2 = MLPread(% Y zi) € R, (4.19)

The mean embedding z = % >_; 7 and zg serve as relational context fed to both actors
and critic.

QoS Aggregation and Composition Reward

Let Qs € RM*C stack the QoS vectors of the M selected services. The composite value
g. for attribute c follows attribute-dependent aggregation:

(S e c € {RT, Lat} (sequential)
maxy, Gk c € {RT, Lat} (parallel)
Ge = TIL, clip(gr.e/100,0.01,1) - 100 ¢ € {Avail, Rel} (4.20)
ming g, ¢ = Thru
\ ﬁ 23:1 Qk.c otherwise

These rules reflect standard composition semantics: additive accumulation of delays on
sequential paths, independent-failure probability multiplication for reliability metrics,
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min ,max

and pipeline-bounded throughput. Pool-level bounds ¢*'", ¢7** are precomputed, and
each composite value is mapped to [0, 1] with direction-aware scaling:

. 4 ¢ € {RT, Lat}
_ . QR — g + ¢
ge = clip O i ,0, 1. (4.21)
qC - qc

otherwise

qénax _ qénin + ¢

The scalar composition reward is the weighted sum

c
r= ch e, we > 0, ch =1, (4.22)
c=1 c

with (w.) configured to emphasize availability (0.20), response time, reliability, and
latency (0.15 each), throughput and successability (0.10 each), and compliance, best-
practices, documentation (0.05 each). This shared reward drives all agents cooperatively
through the centralized critic, which performs implicit credit assignment via the joint
action gradient.

MADDPG Actor-Critic with GNN Integration

Algorithm 4 describes the MADDPG-GNN for [oT service composition. The algorithm is
initialized by constructing a service graph G = (V, &, A) from the QoS similarity matrix,
instantiating the GAT encoder f, actor networks {y, }, centralized critic @4, and their
respective target copies, along with an empty replay buffer D and initial exploration
noise o <— oy (Lines 4-7). At each environment step, actions and service slot assignments
are selected via masked greedy argmax with additive Gaussian noise (Lines 11-12), and
a composition reward r! is computed from the QoS attributes of the assigned services
(Lines 13-14), with the resulting transition tuple stored in D (Line 16). Once the buffer
reaches the minimum batch size B, a minibatch is sampled and GAT embeddings Z,
zg, and Z are recomputed from the current graph (Lines 19-21). The centralized critic
is updated by minimizing the Bellman residual L. against bootstrapped targets y®
constructed from target actor and critic networks (Lines 23-27), with the GAT encoder
parameters 1 updated jointly through the same loss (Line 28). Each actor 6; is then
updated via the deterministic policy gradient applied to L’;?tor, with gradients selectively
detached for all agents j # i to isolate per-agent learning (Lines 30-35). Finally, target
networks are smoothed via Polyak averaging and the exploration noise is geometrically
decayed (Lines 36-39).

4.4.4 Complexity Analysis

To address practical deployability concerns, we analyze the computational cost of GAMMA,
and discusses how it enables execution in realistic IoT /edge settings. Let N denote the
size of the service pool, d the embedding dimension, H the number of attention heads,
|€| the number of edges in the service graph, and M the number of agents. The per-step
cost of each stage is:

o Stage 1 (MAPPO + multi-head self-attention + soft K-Means): relies on the time
execution of MAPPO O(N?d) that depends on the number of services N and the
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Algorithm 4 MADDPG-GNN for Service Composition

1: Inputs Service pool QoS Q € RNXQ, config: 7, 7,00, Omin, Adecay
2: Outputs Trained actors {,u,ei}?il, critic Qg, GAT encoder fy,
2: Initialize:
. Build service graph G = (V, £, A) from Q using QoS similarity
D: Initialize GAT encoder fuy s actors {”91' }, critic Qg
6: Copy to targets: Gé —0;, ¢ — ¢
7: Initialize replay buffer D < @, noise o « og
8: for episode = 1,..., Emax do
9: Observe initial states {5? ivil
103 for stept =0,..., 7T —1do
11: Action Selection
12: It at « SelectActions({sf}, {ro;}; fyp, 0, explore=True)
133 Reward Computation
14: rt, g* « CompositionReward(Q[I?])
15: Observe next states {s§+l}, done flag d*
16: Store ({si},at’,'rt',{sfrl},dt) in D
17: if |D| > B then
18: Sample minibatch B = {(s<b> R a(b>, r(®) s s'(®) s d(b))}bB:1 from D
19: Recompute GAT embeddings
20: Z,zg « fyp(X,A); Z <+ %E] zj
21: Update Critic
22: forb=1,...,B do
23: a,:.(b) — Ky (sfi<b)7 Z, zg) for each agent 14
k2
. b b _
24: y<b) «—r® 4 (1 — d(b))Q¢/ (311(1\31’ a’1(;131’ Z1:M> 2G)
25: end for
. b b) 2
26: Leritic — 5 Dty (Qd)(s(l:,)\/p aﬁz,)w, Z1:M52G) — y(b))
27: Update ¢, ¢ by minimizing Lcritic
28: Update Actors
292 for agent : =1,..., M do
30: Recompute Z, zg «+ fy (X, A)
. ) ro,(s5, %, 2g) j=i
31: aj ST L
e, (55,7 2G)detach 7 1
. (1) 1 B (b)  ~(b) o
32: Lactor & B 2b=1 Qd)(Sl:Mv“l:Mle:MvZQ)
33 Update 6; by minimizing Ei?mr
%42 end for
5: Soft Target Update
36: 0 « 70; + (1 — )0} forall i=1,..., M
37: ¢ — 1o+ (1—1)¢
38: Noise Decay
39: o < max(min, 0 * Adecay)
40: end if

41: end for

42: end for

> Edges from pairwise QoS similarity
> Shared encoder, per-agent actors, centralized critic

> Target networks for stable bootstrapping

> Off-policy memory; initial exploration scale

> Selected service indices + actions with exploration noise
> Aggregate QoS of the chosen composition

> Cache transition

> Begin learning once buffer is warm

> Uniform random sampling

> Node embeddings, graph summary, mean-pooled context

> Target actions

> TD target from target critic

> Centralized MSE Bellman loss

> Joint critic + GAT update

> Fresh embeddings for the policy gradient

> Differentiate only through agent i; freeze others

> Deterministic policy gradient objective

> Polyak averaging of actor targets

> Polyak averaging of critic target

> Anneal exploration toward floor

embedded dimension d, multi-head self-attention O(NdH) and NdH stands, and
soft K-Means O(N K ) where K, which results to O(N?d + NdH + NK).

o Stage 2 (MAPPO-QoS+MO): O(|Vs|m + m|0,|) per update, with |Vs| the sub-
dataset of services satisfying the QoS hard and soft constraints and m objectives;
the m per-objective critics scale linearly in m.

o Stage 3 (MADDPG-GNN): O(L H |E|dy, + M |0,] + |0g|) per update, where the
sparse GAT encoder (edge threshold 7eqq.) keeps |E] < N2

The use of sparse attention and the upstream filtering (N — |Vo| — |Vs]|) keeps overall
complexity tractable even for large registries.

Memory complexity. The full GAMMA pipeline requires under 1 GB of memory in
our setup: attention encoder (&~ 35k parameters), three per-objective critics (= 100k
each), GAT encoder (= 12k), six MADDPG actors (=~ 50k each), and the centralized
critic (&~ 200k), plus a replay buffer of 105 transitions (= 80 MB). This is well aligned
within the capacity of commodity fog nodes (e.g., industrial gateways with 4-8 GB RAM).
Table 4.1 summarizes the computational profile of each stage.
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Table 4.1: Computational profile of GAMMA on QWS2.

Stage Parameters Peak RAM Episodes to converge Wall-clock

Stage 1 ~ 75k ~ 220 MB ~ 500 ~ 6 min
Stage 2 ~ 420k ~ 310 MB ~ 30 (of 60) ~ 8 min
Stage 3 ~ 510k ~ 460 MB ~ 200 (of 2000) ~ 14 min
Total ~1.0M <1GB — ~ 28 min

Deployment feasibility. GAMMA is explicitly designed for edge/fog deployment through
the CTDE paradigm: the centralized critic and GAT encoder are required only during
training (typically executed offline on a fog or cloud node), whereas at inference time
each agent runs only its local actor network conditioned on its observation and the GAT-
aggregated neighborhood embedding. The inference cost per decision is therefore reduced
to a single forward pass through a lightweight MLP (< 128 hidden units, < 50k param-
eters per agent), executable in sub-millisecond latency on commodity edge hardware.
The service graph is rebuilt incrementally per episode, and attention coefficients are re-
estimated only over the local neighborhood N, which scales linearly with the average
node degree rather than with N.

4.5 Low-Level Interaction

Low-level agents act as interconnected decision-makers that learn decentralized, lightweight
policies from local observations and shared rewards to optimize both individual and global
system performance [19]. A low-level agent is modeled as A; = (S;,0;, X, T}, R;, ma,),
where:

o S;: The state space comprises local environmental variables that define the system’s
current conditions, guiding agent decision-making and optimizing service composi-
tion.

e O;: Observations refer to the subset of the state space S; that is accessible to an
agent, providing partial information to guide its decision-making and interactions
within the system.

e . The action space defines the set of possible actions an agent can execute, deter-
mining its interactions and influence within the system.

o Ti(s' | s,a, Ranarea): The transition function defines how an agent’s actions modify
the environment by mapping the current state s and chosen action to a new state
s = s+ As(a, Rgpared) -As is the state update caused by the agent’s action and the
shared reward Rgpareq effect- shaping system dynamics over time. Additionally, the
shared reward influences the new state by reinforcing cooperative behaviors and
aligning agent decisions with overall system objectives.

o R;(s,a): The reward function integrates both individual and shared rewards, as-
signing incentives or penalties based on actions to guide policy optimization, en-
suring agents achieve both their own objectives and overall system efficiency R; =
Rindividual + ARshared Where:

— Rindividqua: Local reward for optimizing device-level performance.
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— Rgharea: Global reward for ensuring system-wide efficiency.

— X\: Weight balancing local and shared objectives.

o 7y, : The policy function, parameterized by Double Deep Q-Network (DDQN)
neural networks, maps an agent’s observed state to an optimal action by estimat-
ing Q-values, enabling efficient decision-making through value-based reinforcement
learning. my, : S; — X where 0; is the parameters of the trained DDQN Q-network.

Centralized C'ritic for Joint Learning. Each agent’s critic network evaluates joint
actions, ensuring that learning occurs in the context of the decisions of other agents. The
centralized critic enables agents to capture inter-agent dependencies, improving overall
coordination. The Q-value function for each agent is updated using a centralized critic
that considers global information:

Qi(s,on, ... an) =E[R; +7Qi(s', (), ..., un(s"))], where:

o Qi(s,aq,...,ay) represents the Q-value for agent a;, conditioned on all agents’
actions.

e R; is the immediate reward received by agent a;.
o 7 is the discount factor for future rewards.

» s’ is the next state, and p;(s’) is the next action according to the agent’s policy.

Decentralized Ezecution. After training, agents perform actions independently using
their trained actor networks. At execution time, agents no longer require access to global
information, as each operates based on its learned policy. The deterministic policy for
each agent is given by a; = g, (s;) where:

o [1p, is the actor-network of agent a;, parameterized by 6; < 62<%°" . V, J(6;).
o s; represents the agent’s local observation of the state.

Composition Through Policy Updates. To ensure that agents refine their policies while
considering compositions with other agents, each agent updates its actor-network using
a policy gradient method to maximize its expected return. The gradient is computed as
Vo, J(0;) = E[Va,Qp:(s,a1,...,an) - Vo,mp,(s;)], where:

o J(0;) is the objective function for agent i (expected cumulative reward).
e (Qy, is the centralized critic evaluating joint actions.
o Ty, (s;) is the actor network generating agent ¢’s action.

Stabilized Learning with Target Networks. To enhance stability, target networks are
updated using soft updates rather than direct weight replacements, preventing instability
from rapidly changing Q-value estimates. The soft update rule is 6,**" < 7-6; + (1 —
7) - 0 and @i < 7o + (1 — 1) - @8 where: T is a small update rate (e.g.,
7 = 0.01), ensuring gradual parameter adjustments and ;""" ©!****" are the parameters

of the target actor and critic networks.
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Shared Reward Policy Learning for Interactive Agents

Interactive IoT agents must learn policies that enable them to independently optimize
their objectives while effectively coordinating with other agents. The shared reward
promotes cooperative local policies, ensuring consistent service parameters and balanced
energy usage across loT nodes. This coherence stabilizes the input environment for
the mid-level Co-MADDPG agents responsible for service composition. As a result,
Co-MADDPG achieves smoother convergence, reduced coordination conflicts, and more
resilient orchestration under dynamic conditions. The Q-function update rule in DDQN
incorporates a shared reward component:

Qo, (51, ) = Qp, (55, 2:) + B [(Rindividual + AMRsharea) + 7Qu (s, &) — Qo, (51, ;)| , where:
(4.23)

e Qp,(8;,;): The Q-value estimate for state-action pair (s;, «;).

Rindividual + ARsharea: The reward received after executing action «;.

. Q@;(S/ ,a'): The target Q-value from the target network, stabilizing updates.

~v and B: Discount factor showing future reward importance and the learning rate.

o s and o represent the next state and the next selected action, respectively.

The agent selects the best action using the DDQN model by evaluating the Q-values
for all possible actions and choosing the one that maximizes the expected cumulative
reward: «; = argmax, Qy,(s;, @) according to Equation 4.23, which modifies the agent’s
state according to the transition function T;(s’ | s, a, Rspared)-

Training Process for Shared Reward Learning.

The Q-value function quantifies the expected cumulative reward an agent can obtain by
selecting an action «; in a given state s;, following an optimal policy, adapting dynamically
to their actions and the evolving environment.

Algorithm 5 describes the learning procedure of the low-level DDQN agents with
shared reward coupling. The algorithm starts by specifying the inputs and outputs
(lines 1-2), followed by the initialization of the online Q-network, target Q-network,
and replay buffer for each agent to ensure stable off-policy learning and reduced tempo-
ral correlation (lines 3-8). The main hyperparameters governing exploration, learning
dynamics, reward coupling, and target updates are then defined (line 9). For each train-
ing episode, agents first observe their initial local states (lines 10-13). At every time
step, each agent selects a discrete action using an e-greedy policy to balance exploration
and exploitation based on its current Q-function (lines 14-22). The selected actions are
executed in the environment, producing the next state along with both individual and
shared reward components that capture local performance and global coordination objec-
tives; these transitions are stored in the replay buffer (line 23). Each agent then samples
a mini-batch of past experiences to perform off-policy learning (line 25), computes the
greedy next action using the online network as required by Double Q-learning (line 26),
and updates its Q-values according to Equation 4.23, which integrates individual and
shared rewards into a coupled temporal-difference update (line 27). To maintain learning
stability, the target network is softly updated toward the online network (line 28). Fi-
nally, the exploration rate is gradually decayed to favor exploitation as training progresses
(line 30).
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Algorithm 5 DDQN for Low-Level Agent Learning with Shared Reward

1: Input: current environment state s

2: Output: discrete action maximizing Qei (s,a)

z: Initialization:
. for each agent i do

5 Initialize online Q-network Qgi (s,a) > Approximates optimal action-value function
6 Initialize target Q-network Qg (s, a) with 62 — 0; > Stabilizes TD learning
i
7. Initialize replay buffer D; > Breaks temporal correlations
g: end for
. Set hyperparameters: exploration rate €, learning rate 3, discount factor v, reward coupling factor A, soft-update factor 7
0: for episode = 1,..., M do

11: for each agent i do
12: Observe initial state S; o > Initial state
13: end for
14: for time step t =0,...,7T — 1 do
15: for each agent ¢ do
16: Select action «; using e-greedy policy > Balances exploration and exploitation

random action, w.p. €,

a; =

arg maxgq Qgi (Si,t, @), otherwise
17: end for
18: for each agent 7 do
].9: Execute «a; in the environment
20: Observe next state S; ¢y1 > state transition
21: Observe Rindividual @and Rghared > Local performance and global coordination signals
22: Store (Sj,¢, @, Rindividuals Rshareds Si,t+1) in D; > Experience tuple
23: end for
24: for each agent i do
25: Sample mini-batch from D; > Off-policy learning
26: Compute greedy next action using online network > Double Q-learning action selection

o/, = argmax Qg (s, a’)

J o/ 0;\55>
272 Q-value update using Equation (4.23): > TD update with individual-shared reward coupling
ror
Qo,; (sj,aj) < Qo (sj, ;) + 5[(Rind,j + ARgn,j) + ’VQg; (sj,aj) — Qei(sjvaj)]
28: Soft-update target network > Ensures slow and stable target drift
’ ’
0, —70; +(1—71)0;
28: end for
3 : Decay exploration rate > Gradual transition to exploitation
€ < max(€emin, € - decay)
%12 end for
. end for

4.6 Conclusion

Hi-MAD and GAMMA share an identical three-stage pipeline for context discovery, QoS-
aware selection, and service composition, yet they diverge significantly in their agent co-
ordination strategies. Hi-MAD), organizes agents hierarchically by decision scope, using
a environmental reduction process. GAMMA, on the other hand, ensure a dynamically
structured service interaction graph. It fulfills the shared pipeline using multi-head at-
tention with binary K-means clustering, a multi-objective MAPPO, and a GAT-coupled
MADDPG framework.
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Chapter 5

Formal Verification & Experimental
Validation

5.1 Introduction

The rapid evolution of IoT ecosystems has given rise to architectures that are inherently
complex, highly distributed, and adaptive—especially when integrated with MADRL and
GAT. Because these advanced systems operate with a high degree of autonomy, constantly
engage in dynamic interactions, and rely on partial observability, validating their behav-
ior presents a significant challenge. While traditional testing and simulation methods
remain practically useful, they inevitably fall short of guaranteeing absolute correctness.
They are frequently hindered by state-space explosion, inherent nondeterminism, and the
unpredictable nature of emergent behaviors.

To comprehensively address these limitations and demonstrate the robustness of our
proposed approaches, this section is divided into two synergistic parts. First, we em-
ploy formal verification to establish a mathematically rigorous foundation that guaran-
tees system correctness. Second, we present an experimental validation to practically
demonstrate the real-world performance and efficacy of our models. Together, these dual
pillars—mathematical proof and empirical evidence—powerfully highlight the strength
and reliability of the methodologies introduced in this thesis.

The reminder of this chapter is organized as follow: Section 5.2 describe the 10T
system model verification. Section 5.3 describe the GAMMA framework verification.
Section 5.4 describe the MDP reduction process verification. Section 5.5 and 5.6 describe
the experimental validation of HIMAD and GAMMA.

5.2 10T System Architecture Verification

To complement the empirical evaluation, we developed a formal model of the Hi-MAD
system structure and its operational lifecycle in Event-B and verified it mechanically with
the Rodin platform. The objective is threefold: to establish, by machine-checked proof,
that the architecture defined in Chapter 3, the tuple 0T = (D, N,C, MAD, SV C) is in-
ternally consistent; that the layered decomposition is introduced by behavior-preserving
refinement; and that a collection of domain safety properties holds in every reachable sys-
tem state. We adopt a correct-by-construction refinement discipline; the resulting model
is considerably larger in scope, jointly covering devices, edge/fog nodes, the communica-
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Figure 5.1: Event-B refinement architecture of the Hi-MAD system model.

tion network, the hierarchical multi-agent platform, and QoS-aware services !.

5.2.1 Event-B Architecture and Modeling Approach

The development is organized as two contexts (the static, immutable domain) and a chain
of four machines (the dynamic behavior), related by the three structural mechanisms of
Event-B: EXTENDS (context-to-context, a monotone accumulation of the static theory),
SEES (machine-to-context, read-only use of the static domain), and REFINES (machine-
to-machine, a behavioral simulation discharged by proof obligations). Figure 5.1 shows
the resulting architecture.

We use superposition refinement: each machine adds the state and events of one ar-
chitectural layer on top of the previous one without removing or re-typing the variables it
inherits. Consequently the gluing invariants relating successive machines are identities,
and every refinement step is data-preserving by construction; the refinement obligations
then reduce to showing that each concrete event simulates its abstract counterpart and
respects the frame of the abstract model. Two further decisions shape the model. First,
the heterogeneous entities of the system are drawn from a single carrier set ENTITY,
partitioned into devices, nodes, agents, sensors and actuators; this yields uniform mem-
bership reasoning and a single finiteness assumption finite(ENTITY), which is what the
cardinality- and removal-related obligations depend on. Second, SERVICE is kept as a
separate carrier set, since services are composed and requested rather than physically
deployed like entities.

!The complete Rodin project, together with the ProB/VisB animation, is available in the project
repository Github link
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CONTEXT CO__Topology MACHINE MO0__AbstractloT

SETS SEES CO_ Topology
ENTITY, SERVICE, ROLE, LAYER
VARIABLES
CONSTANTS active__devices, active__nodes, active_ services, active__agents,
DEVICE, NODE, AGENT, SENSOR, device_ layer, node__layer, agent_layer, svc_ layer, agent_role,
ACTUATOR, LOW, MID, HIGH, sys_ ok, fault__set
PHYS__LAYER, EDGE_FOG__ LAYER,
NET_LAYER, PLAT LAYER, APP_ LAYER INVARIANTS
AXIOMS

invO_1 : active__devices C DEVICE

invO_5 : device_ layer € active_ devices — LAYER

inv0_12 : Vd-d € active_devices= device_layer(d) = PHYS__LAYER
inv0_16 : Val,a2-(al € active_agentsA agent_role(al) = HIGHA

axm0_1 : partition(ENTITY, DEVICE, NODE, AGENT,
SENSOR, ACTUATOR)

axm0_2 : partition(ROLE, {LOW}, {MID}, {HIGH})

axm0_3 : partition(LAYER, {PHYS_LAYER},
{EDGE_FOG_LAYER}, {NET_LAYER},

{PLAT_LAYER}, {APP_LAYER}) inv0_17 : sys ok = TRUE <« fault_set = @
axm0_4 : DEVICE # & inv0_18 : Va-a € active_agentsA agent_role(a) = HIGH = a ¢ fault_ set

axm0_5 : NODE # & inv0_19 : finite(fault_set)
axm0_6 : AGENT # @

a2 € active__agentsA
agent__role(a2) = HIGH) = al = a2

axm0_7 : SENSOR # & EVENTS
axm0_8 : ACTUATOR # @ INITIALISATION
axm0_9 : finite(ENTITY) Device_Register

Agent__Register HIGH
Service_ Deploy
END END

5.2.2 The static domain: contexts

CO_Topology fixes the topological vocabulary. It declares the carrier sets ENTITY, SER-
VICE, ROLE and LAYER, the partition of ENTITY into DEVICE, NODE, AGENT, SENSOR
ACTUATOR, the three hierarchical roles {LOW, MID,HIGH}, and the five architectural
layers introduced. (PHYS,EDGE_FOG, NET, PLAT,APP). Non-emptiness of each entity
kind and finite(ENTITY) complete the context (4 sets, 13 constants, 9 axioms).

C1_QoSLearning EXTENDS CO_Topology and adds the learning- and quality-related
theory: the enumerations QOS_DIM (latency, energy, reliability, throughput, availabil-
ity), COMP_TYPE (atomic/composite), DRL_ALGO (MATD3, MAPPO, MADDPG,
DDQN), MGT_FUNC (monitoring, decision-making, adaptation) and LINK_PROTO (MQTT,
CoAP, HTTP, gRPC); and the numeric parameters that the dynamics are bounded
by—QOS_MIN = 90, CONTEXT_THRESHOLD = 70, ENERGY_MAX = 1000, MAX_AGENTS =
500 and VARIANCE_THRESH = 30, the last being the threshold of the variance-triggered
consensus rule of Coo-MATD3 (5 sets, 23 constants, 10 axioms).

5.2.3 The behavioral model: the refinement chain

Each machine introduces the state and operations of one layer and re-establishes the
global invariants over the enlarged state.

MO_AbstractIoT (SEES CO) is the abstract root. It maintains the active populations
active__devices, active_nodes, active__agents, active services, their layer maps, the role
map agent_role, the boolean health flag sys ok and the fault set, and provides the
lifecycle events: registration and removal of each entity kind, fault injection, fault re-
covery, and health update. The global safety properties (layering, single coordinator,
fault-health consistency) are stated here.

M1_PhysicalEdgeFog (SEES C1, REFINES M0) adds the physical and edge—fog detail:
sensors and actuators attributed to devices, their readings and commands, the node pro-
cessing pipeline (node_input_load, node__output_ready, node_processing) and service
hosting (svc_host, node_hosts suvc).

M2_NetworkPlatform (REFINES M1) introduces the network and platform layers: the
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Table 5.1: Domain safety properties of the Hi-MAD model.

ID Property Invariant(s) Machine

SP1 Every active entity resides in its designated architectural layer inv0_12—-inv0_15 MO
(device—physical, node—edge—fog, agent— platform, service—applica-
tion).

SP2 At most one high-level (global coordinator) agent exists at any time. inv0_16 MO

SP3 A high-level coordinator never belongs to the fault set (coordinator inv0_18 MO
robustness).

SP4 The system-health flag is true iff the fault set is empty (health consis- inv0_17 MO
tency).

SP5 Composition referential integrity: every active service is hosted by a invi_11, inv1_15, inv1l_18 M1
single active node and is recorded in that node’s hosted-service set.

SP6 No dangling device references: sensors and actuators map only to active invi_12, inv1_13 M1
devices.

SPT7 Pipeline safety: a node reports output-ready only when its input load inv1_17 M1
has been cleared.

SP8 Network well-formedness: communication links connect only active en- inv2_1, inv2_11 M2
tities and contain no self-loops.

SP9 Role-consistent control: each agent’s DRL algorithm and supervisor inv2_12—inv2_14, inv2_17—inv2_19, inv2_23 M2

are fixed by its role (HIGH—MATD3, unsupervised; MID—+MAPPO/-
MADDPG, supervised by HIGH; LOW—DDQN, supervised by MID),
and a HIGH agent carries all management functions.
SP10 QoS and energy bounds: every completed service meets the minimum inv3_15, inv3_17 M3
aggregate QoS (> QOS_MIN) and total system energy never exceeds the
budget (< ENERGY_MAX).

communication relation comm_ links C (DUNUA) x (DUN U A) with its protocols, the
per-agent DRL algorithm and management-function assignment, the supervision relation
agent__supervisor, the binding of low-level agents to nodes, monitoring sets, the bounded
performance metric and the training mode flag.

M3_ApplicationQoS (REFINES M2) completes the model with the application layer:
per-dimension service quality (svc_qos), composition type and the dependency graph
(svc__deps), the two-stage agent selection (context selected O qos_selected), energy ac-
counting (node__energy, total__energy), the request lifecycle (pending requests, completed_requests)
and the resilience accounting of the consensus rule (faulty_tasks, recovered__tasks, action__variance).

5.2.4 Safety Properties

The invariants fall into two groups. The first is a layer of well-formedness conditions
that type the state—subset constraints on the active populations (active devices C
DEVICE, ..) and total/partial-function typings of every attribute map (agent_role €
active__agents — ROLE, svc__qos € active__services x QOS_DIM % N, ..). The second
group, listed in Table 5.1, are the domain safety properties SP1-SP10 that the model
is designed to guarantee; each is a machine-checked invariant established at the level
indicated.

Several auxiliary invariants reinforce these guarantees, including the disjointness of
pending and completed requests (pending _requestsNcompleted__requests = &, inv3_20),
the irreflexivity of the service dependency graph (inv3_18), the recovery bound recovered__tasks <
faulty tasks (inv3_19), and the containment qos_ selected C context selected (inv3_7)
that mirrors the two-stage Context-Discovery/QoS-Selection filtering of the mid level.

5.2.5 Verification by proof obligations

From the model, Rodin generates and tracks the standard families of proof obligations

(POs):

e Well-definedness (WD); every function application, cardinality and division is
only used where it makes sense (argument in the domain, set finite, divisor non-
Z€ro).
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Figure 5.2: Proof Obligations Discharged

« Invariant preservation (INV); every event keeps every invariant true: if it held
before the event, it still holds afterwards.

e Guard strengthening (GRD); a refined event may fire only when its abstract
counterpart could also fire, so it is never less restrictive.

« Simulation (SIM); a refined event’s effect on the shared variables matches what
the abstract event would have done.

» Feasibility (FIS); every nondeterministic action has at least one legal value to
choose, so the model can never get stuck.

e Equality/frame (EQL); a refined event leaves untouched every abstract variable

that its abstract counterpart does not change.

The model was developed iteratively until all generated proof obligations were dis-
charged. The overwhelming majority were proved automatically by Rodin’s auto-provers
(the Atelier-B provers PP/ML and the integrated SMT solvers Figure 5.3a ). A small mi-
nority required interactive proof—case splitting, hypothesis addition and instantiation—
and concerned, characteristically, the well-definedness of partial-function lookups, finite-
ness and cardinality, the bound on an integer-division expression, the cascade cleanup
performed by entity-removal events (which must subtract the removed entity from every
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(a) Proof Tree

% Proof Control [T Statistics 3 [2] Rodin Problems

Element Name Total  Auto  Man. Rewv. Und.
 HIMAD 339 331 8 0 0
C0_Topology 0 0 0 0 0
C1_QoSLearning 0 0 0 0 ]
MO_AbstractloT T0 70 0 0 o
M1_PhysicalEdgeFog 68 68 0 0 0
M2_NetworkPlatform 107 103 4 0 o
M3_ApplicationQos o4 %0 4 0 0

(b) Proof Obligations Statistics

Figure 5.3: Proof Obligation in Rodin.

variable keyed on it to preserve referential integrity), and one frame correction where an
abstract recovery event was wrongly modifying a retained performance variable. Table ??
reports the per-machine statistics.

Discharging these obligations establishes that the model is type-correct and internally
consistent, that every safety property of Table 5.1 is inductively preserved by every event,

and that each machine is a sound refinement of its predecessor as shown in Figure 5.2,
5.3b.

5.2.6 Discussion and Conclusion

The formal modeling of the Hi-MAD architecture successfully establishes a mathemati-
cally verifiable blueprint. By successfully discharging the INV and WD obligations, we
certify the internal consistency of the design. Similarly, the GRD and SIM proofs confirm
that each machine is a sound refinement of its predecessor, protecting abstract behav-
ioral rules as deep architectural details are superposed. This Event-B model significantly
advances prior formal verification baselines in IoT research. While earlier studies—such
as the work by Toman et al.—focused predominantly on basic service interoperability,
our formalization validates an entire hierarchical multi-agent structure, a dynamic QoS
filtering pipeline, and strict energy/resilience parameters.

It is important to acknowledge the deliberate scope constraints of this formalization.
The model evaluates the structural safety and logical correctness of the architecture,
leaving the evaluation of numerical learning dynamics (such as DRL convergence speed
or exact energy reduction percentages) to our subsequent experimental phase. Ultimately,
this creates a deeply complementary validation framework: while empirical simulations
demonstrate how well the system performs, the Event-B verification unequivocally proves
that the coordination it performs is always safe and well-formed.
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5.3 Environment Size Reduction (GAMMA) Verifi-
cation

Beyond its empirical performance, the soundness of the context-aware discovery stage
of GAMMA, which we term Environment Size Reduction (ESR)—is safety-critical: it
decides which services are removed before any QoS evaluation or composition takes place.
An over-eager filter that discards a feasible service can silently make a downstream com-
position infeasible, and no later stage can recover it. We therefore contribute a complete
correct-by-construction formalization of ESR in Event-B, mechanically verified in
the Rodin platform and model-checked with ProB. To our knowledge this is the first
machine-checked guarantee that the search-space reduction in a MADRIL-based service-
composition pipeline is sound (it removes only non-compliant services), complete (it
retains every compliant service), composition-preserving (it never destroys a feasible
workflow), and scalability-bounded, while remaining fully discharged by automated
provers.

—> refines
- - > sees
—> extends MO_AbstractRepository 5 inw
1| AvailableServices, CandidateServices; DiscoverServices 2 events
1
CO_FoundationalSets K A
1 .
SERVICES, Q0S, RULES 1 refines
1
A ' . . ina
sees M1_ContextFiltering i/; o
! 2 thm
;| Evaluated/Eligible/Removed; Filter, Activate, Evaluate 4 events
extends . 4
ll’l 0 .
4 refines
¥
. . 3 . 1 . . .
Cl1_ContextEligibility M2_SizeReduction 11 inv
--r- 1 thm
eligible, sat, compServices, atomComp OriginalSize, ReducedSize, ReductionRate; Measure 5 events
A A
Static structure (contexts) N refines
\\
N
AN M3_CompositionReadiness 6 inv
2 thm
FeasibleAfter, composed; PrepareComposition 6 events

Behavioural refinement chain (machines)

Figure 5.4: Event-B refinement architecture of the Environment Size Reduction (ESR)
process

5.3.1 Event-B Architecture and Refinement Strategy

The specification follows the correct-by-construction discipline of Event-B: an abstract
model is enriched through a chain of provably consistent refinements, so that every
property established at one level is preserved at all subsequent levels. The architecture
(Fig. 5.4) comprises two contexts fixing the static theory and four machines introducing
behavior:
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« CO0__FoundationalSets declares the carrier sets (SERVICES, QOS_ATTRIBUTES,
RULES, COMPOSITIONS), the finite non-empty service registry, and the nine QoS
dimensions of the QWS dataset partitioned into benefit and cost attributes.

« C1_ ContextEligibility (extending C0) defines the QoS value model, the per-
attribute thresholds, the context rules, and—crucially—a single declarative
definition of service eligibility against which every machine is later proven correct.

« MO__AbstractRepository models the abstract repository and a non-deterministic
discovery step; M1__ContextFiltering refines it into context-based filtering;
M2_ SizeReduction adds the quantitative size-reduction metric;
and M3__CompositionReadiness establishes composition readiness.

All four machines see C1_ContextEligibility, so they share one ground-truth notion
of eligibility, and each machine refines its predecessor. This mirrors the three-stage
GAMMA (discovery — selection — composition) under the CTDE paradigm, the program-
counter variable phase encoding the stage ordering.

CONTEXT C1_ ContextEligibility

CONTEXT CO__FoundationalSets

EXTENDS
SETS CO__FoundationalSets
ilélalllj((:)EsSr,nONCéONTEXTS, RULES, QOS__ ATTRIBUTES, CONSTANTS
qos, sopt, weight, ruleOf, sat, eligible, thetaUtility, utility,
CONSTANTS compServices, atomComp
Registry, NO, nQoS, RT, AV, SU, TH, REL, COMP, BP, LAT, AXIOMS

DOC, benefitAttr, costAttr

AXIOMS axml_1 : qos € Registry — (QOS__ATTRIBUTES — 0 .. 100)

axml_2 : sopt € QOS__ATTRIBUTES — 0.. 100
axml_3 : weight € QOS__ATTRIBUTES — 0 .. 100

axm0_2 : finite(Registry) axml_4 : ruleOf € QOS_ ATTRIBUTES »» RULES
axm0_2b : finite(SERVICES)

axm0_3 : Registry # @&

axm0_3b : SERVICES # &

axm0_4 : partition(QOS__ATTRIBUTES,
{RT}, {AV}, {SU}, {TH}, {REL},
{COMP}, {BP}, {LAT}, {DOC})

axm0_5 : nQoS =9

axm0_6 : card(QOS__ATTRIBUTES) = nQoS

axm0_7 : partition(QOS_ATTRIBUTES, benefitAttr, costAttr) axml_11: Vs - (s € eligibles>

axm0_1 : Registry C SERVICES

axml_5 : sat € RULES <« Registry

axml_6: Vj, s - (j € QOS__ATTRIBUTES A s € Registry=-
((ruleOf(j) — s) € sat < qos(s)(j) > sopt(j)))

axml_7 : utility € Registry — 0 .. 100

axml_8 : thetaUtility € 0 .. 100

axml_9 : thetaUtility = 35

axml_10 : eligible C Registry

axm0_8 : costAttr = {RT, LAT} (V4 - (j € QOS_ATTRIBUTES = (ruleOf(j) — s) € sat)))
axm0_9 : benefitAttr = {AV, SU, TH, REL, COMP, BP, DOC} || axm1_12 : finite(eligible)

axm0_10 : NO = card(Registry) axml_13 : compServices € COMPOSITIONS — P(Registry)

axm0_12 : COMPOSITIONS # & axml_14 : atomComp € Registry — COMPOSITIONS

axml_15: Vv - (v € Registry => compServices(atomComp(v)) = {v})
END

END

5.3.2 Mathematical Modeling of ESR

Let R C SERVICES denote the finite, non-empty registry of Ny = |R| services, and J
the set of nine QoS attributes. After min—max normalization and benefit-form flipping of
cost attributes, each service v exposes a value map ¢(v) : J — [0, 100], and each attribute
J carries an optimal threshold sqp(j). A context rule is satisfied iff the corresponding
attribute meets its threshold; combined with a soft-utility screen u(v) > 6,, this yields
the eligibility predicate, the formal ground truth of ESR:

eligible = {v eR ) (V5 € T+ q0)(G) > sope(5)) A u(v) > 6, } (5.1)
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ESR is then modeled as a deterministic transition system whose state records the avail-
able, evaluated, retained (KEligibleServices) and removed (RemovedServices) service sets,
together with the size metrics and a composition oracle compServices : COMPOSITIONS —
P(SERVICES). The pipeline executes five events in a fixed order:

ActivateContext — EvaluateRules — FilterServices — MeasureReduction — PrepareComposition.
The decisive event, FilterServices, commits the partition
FEligibleServices = Evaluated N eligible, RemovedServices = Evaluated \ eligible, (5.2)

and MeasureReduction records the reduction rate. To keep the metric verifiable by au-
tomated provers we avoid division by a variable and instead pin the integer percentage
p = ReductionRate by its floor characterization

p+No < 100 (Ny — |EligibleServices|) < (p+1)- Ny, p € 0..100, (5.3)

which is provably equivalent to p = |100 (Ny — | EligibleServices|)/ Ny .

5.3.3 Invariants and Refinement Soundness

Correctness is captured by gluing and safety invariants discharged at every refinement

level. The central ones are: the subset safety CandidateServices C AwvailableServices

(MO); soundness EligibleServices C eligible and disjointness EligibleServicesN RemovedServices =
@ (M1); the exactness gluing phase=3 = EligibleServices = FvaluatedNeligible (M1); the
bound ReducedSize < OriginalSize with p € 0..100 (M2); and the composition-feasibility
invariants (M3). The refinement of the abstract discovery step by FilterServices uses the
witness cand = Fvaluated N eligible, so guard-strengthening and action-simulation obli-
gations discharge directly from the soundness invariant.

5.3.4 Proof-Based Verification

The ESR process is thus established to be sound (Thm. 1), complete (Thm. 2), composition-
correct (Thm. 3), live (Thm. 4), and scalability-preserving (Thm. 5)—all machine-checked,
with 98/98 proof obligations discharged in Rodin and zero invariant violations across the
full reachable state space in ProB. This elevates the search-space reduction of GAMMA
from an empirically observed optimization to a formally guaranteed property, ensuring
that scalability is achieved without ever sacrificing the feasibility of QoS-aware service
composition.

Theorem 1 (Soundness). In every reachable state, EligibleServices C eligible; i.e. every
retained service satisfies all context rules and the soft-utility threshold of eq. (5.1).

Proof sketch. FilterServices assigns Evaluated N eligible, and the inclusion is preserved
by all later refinements.

Theorem 2 (Completeness). Upon filtering, Evaluated N eligible C EligibleServices and
RemovedServices N eligible = @; no eligible service is ever discarded.

Together, Theorems 1-2 give the exactness FEligibleServices = Evaluated N eligible: ESR
retains precisely the compliant services, neither more nor fewer.
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Figure 5.5: ESR Proof Obligations

Theorem 3 (Composition preservation). For every composition ¢ whose support lies in
the eligible pool (compServices(c) C eligible and C Evaluated), ¢ remains feasible after
reduction (c € FeasibleAfter). Consequently, ESR never removes a service required by a
feasible composition.

Proof sketch. By exactness, compServices(c) C Evaluated N eligible = EligibleServices,
hence c satisfies the comprehension defining FeasibleAfter.

Theorem 4 (Liveness). Whenever retained services exist, a feasible composition exists:
for every v € FEligibleServices, its atomic composition atomComp(v) € FeasibleAfter,
hence EligibleServices # @ = FeasibleAfter # &.

Theorem 5 (Reduction bound and scalability). The reduction metric is well defined and
bounded, 0 < ReductionRate < 100 with ReducedSize < OriginalSize, and the action
space exposed to the downstream selection and composition stages shrinks monotonically,
R = [Ve| = |Vs].

Theorem 5 provides the verification-backed justification for the complexity argument of
GAMMA: because the O(N?d) attention cost and the GAT encoder operate on EligibleServices
rather than on R, the proven monotone shrink directly bounds their per-step cost.

The development generates proof obligations in Rodin, of which are discharged auto-
matically (lasso + PP/ML/SMT) (Figure 5.6a and interactively, the reduction-rate bound
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(a) Proof Tree
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Element Mame Total Auto Man. Rev.  Und.
ESR_EventB 98 96 2 0 0
C0 Foundational5ets 2 2 0 0 0
C1_ContextEligibility 3 3 0 0 0
MO_AbstractRepository 2 8 0 0 0
M1_ContextFiltering 39 37 2 0 0
M2_SizeReduction 28 28 0 0 0
M3_CompositionReadiness 12 18 0 0 0

(b) Proof Obligations Statistics

Figure 5.6: Proof Obligations in Rodin.

and the composition-liveness witness—so that all obligations are discharged (Figure 5.5).
The verified guarantees are summarized by the following results in Figure 5.6b, each a
machine-checked invariant or theorem of the model.

5.3.5 Model Checking with ProB
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Figure 5.7: ProB Visualization

To complement the deductive proofs with exhaustive state-space exploration, the
model is checked in ProB. The model checking reports zero invariant violations
and full operation coverage, confirming the deductive results independently. The ProB
animation executes the ESR pipeline as a single deterministic trace: each operation is
guarded by the phase counter, so it becomes enabled only once the previous stage has
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Figure 5.9: ProB Visualization

completed. Stepping through it on the QWS2 cardinality (2507 — 1789 — 1085) proceeds
as follows.

o Step 0 — Initialization. The machine starts in phase = 0 with the whole registry
available (AwvailableServices = Registry, 2507 services); all filtered sets are empty
and measured = composed = FALSE. This is the unreduced environment—the full
search space GAMMA starts from, before any context or QoS screening.

e Step 1 — ActivateContext. phase moves 0 — 1 and nothing else changes
Figure 5.7. A context is selected and the discovery stage is armed. This is a pure
control step: the phase counter enforces stage ordering, preventing, for instance,
measurement, before filtering.

o Step 2 — EvaluateRules. phase moves 1 — 2 and Fvaluated := AvailableServices
(all 2507). Every service is now scored against the context rules—the abstract coun-
terpart of GAMMA'’s attention encoder and context score. The model captures the
effect of scoring, not the learned weights.

« Step 3 — FilterServices (context, 2507 — 1789). phase moves 2 — 3 and the
context partition is committed: EligibleServices := Evaluated N eligible (1789) and
RemovedServices := Fvaluated \ eligible (718). Context-aware discovery removes
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Figure 5.10: ProB Visualization

services whose attributes fail the contextual thresholds. This step establishes sound-

ness (every retained service is context-valid) and completeness (no eligible service
is discarded).

o Step 4 —FilterQoS (QoS, 1789 — 1085). phase moves 3 — 4 and the QoS parti-
tion is committed within the context-verified set: QoSServices := EligibleServicesN
qosEligible (1085) and QoSRemovedServices (704) Figure 5.8. QoS-aware filtering
further narrows the pool to services that also meet the QoS requirements—the
second reduction—and yields the nested chain QoSServices C EligibleServices C
Registry.

e Step 5 — MeasureReduction. No sets change; the metrics are recorded and
measured := TRUE: ContextReducedSize = 1789, ReducedSize = 1085, ContextRate =
28% and ReductionRate = 56% Figure 5.9. This quantifies the shrink at each
stage and overall, and confirms the monotone-shrink invariant ReducedSize <
ContextReducedSize < OriginalSize (1085 < 1789 < 2507).

« Step 6 — PrepareComposition. composed := TRUE and FeasibleAfter := {c |
compServices(c) C QoSServices} = {ca,cp}. The system checks which composi-
tions remain feasible on the final pool; ¢¢ is excluded because it requires a context-
removed service. This demonstrates composition preservation and liveness: a fea-
sible composition survives the 56% reduction.

o Terminal state. Once composed, no pipeline operation is enabled (phase = 4,
measured and composed both TRUE); only the read-only RealReductionRate query
remains firable, as a self-loop, so model checking reports no deadlock Figure
5.10. The pipeline has reached its designed fixed point: the environment is reduced
2507 — 1789 — 1085, every invariant held at every step, and a feasible composition
survived.

5.3.6 Discussion and Conclusion

The ESR process is thus established to be sound, complete, composition-correct, live,
and scalability-preserving. All machine-checked, with all proof obligations discharged in
Rodin and zero invariant violations across the full reachable state space in ProB. This
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elevates the search-space reduction of GAMMA from an empirically observed optimization
to a formally guaranteed property, ensuring that scalability is achieved without ever
sacrificing the feasibility of QoS-aware service composition.

5.4 MDP Reduction Verification (HIMAD)

While the experimental evaluation in the next Section demonstrates the empirical per-
formance of Hi-MAD, the structural correctness of its two-stage filtering mechanism war-
rants an independent, machine-checkable guarantee. To this end, we formalize the MDP
reduction pipeline presented in (Definitions 1-3) in Event-B and mechanically verify its
correctness using the Rodin platform. The verification is complementary to the deep re-
inforcement learning components: it does not address learning dynamics, convergence, or
reward optimality, all of which remain empirical concerns. Rather, it establishes that the
agent-filtering pipeline over which the DRL agents operate is structurally sound — every
retained agent provably satisfies its admission criteria, the agent set decreases monoton-
ically across filter stages, and action execution is restricted to validated agents.

5.4.1 Verification Architecture

We adopt the Event-B refinement methodology because the three-stage reduction £ 1
E¢ 3 Eg naturally corresponds to a refinement chain of formal machines. Event-B’s cen-
tralized treatment of state, events, and invariants enables compositional reasoning: each
refinement step introduces new state and events while preserving the structural invari-
ants of its abstraction, and the proof obligations generated at each step are mechanically
discharged by the Rodin prover suite.

The verification scope covers the discrete, structural aspects of Hi-MAD: the agent
universe, the threshold-based filtering predicates, the subset chain Ng € No € N un-
derlying the cardinality reductions, and the safety of action execution under the filtered
MDP. Continuous DRL operations — policy gradients, GAE estimation, replay-buffer dy-
namics — fall outside this scope, as classical refinement reasoning is unsuited to stochastic
learning processes. The formal model is structured as one Event-B context (CO_Agents)
shared across three machines (MO_FullMDP, M1_ContextMDP, M2_QoSMDP) connected by
a refinement chain. Figure 5.11 illustrates the architecture and its correspondence with
Definitions 1, 2 and 3.

Context CO_Agents The context fixes the universe of discourse. It declares three car-
rier sets, AGENT (all candidate IoT-service agents), STATE (global environment states),
and ACTION (discrete action labels corresponding to ¥ in Definition 1). It introduces
five constants: the population N C AGENT, the scoring functions context score :
AGENT x STATE — N (formalising Eq. 6) and qos_score : AGENT — N (formalising
Eq. 7), and the thresholds 6¢,6; € N. Real-valued scores in the original specification
are encoded as scaled naturals (multiplication by a fixed constant followed by rounding),
which is sound for threshold comparisons because the predicates of interest involve only >
relations. Seven axioms establish typing, non-emptiness (N # &), totality of the scoring
functions, and finiteness of N (required for cardinality reasoning).

101



—> refines e e \
|

---> sees [
—_— . |
extends : MO_ FullMDP & inw
””””””””””””””” - o ACTIVE, S, LAST__ACTION; ad- ‘f thm
sees . . )
R mit__agent, execute__action 4 events
CO0__Agents |.--1 ‘ A
|
AGENT, STATE, ACTION | refines
: L | ‘
|
M1_ ContextMDP 2 inv
|
extends ! L + CTX__PASSED; discover_ con- 1 thm
. ; .
| A text, revoke context, activate G events
‘ Ll |
o A
C1_Scores e ! refines
N, O¢, 0¢, con- << ‘ | ‘
L |
text__score, qos_score 1 Tl M2_QoSMDP 3 inv
N + QOS__PASSED; select__qos, 2 thm
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, execute_action’ (active = qos) G events
|
Static structure (contexts) I

Behavioural refinement chain (machines)

Figure 5.11: Event-B Architecture of MDP Reduction

Abstract Machine MO_FullMDP The abstract machine formalizes Definition 1. It de-
clares three variables: the active agent set active C N, the global state s € STATE, and
the most recent joint action last__action € active + ACTION. Three asserted invariants
establish typing and the well-formedness of last action. Four events specify the abstract
operational semantics: INITIALISATION (non-deterministically selects an initial ac-
tive set), admit__agent (admits a new agent to active, refined in subsequent machines),
execute__action (records an action by an active agent), and transition (updates the global
state).

First Refinement M1_ContextMDP The first refinement formalizes Definition 2 by in-
troducing context-aware filtering. It adds the variable ctx passed C N, representing
agents that have passed context discovery. Three new asserted invariants capture the
central correctness properties at this level:

invl :  ctx__passed C N (5.4
mv?2 . active C ctx__passed (5.5
invs: Ya-a € ctx_passed = context_score(a— s) > O¢ (5.6

Three new events extend the abstract semantics: discover__context (admits an agent to
ctz__passed if the context threshold is met), revoke_context (cascades removal when the
threshold is no longer met), and activate__agent (refines admit__agent with the strength-
ened precondition a € ctx_passed). The transition event is refined with a precondition
forcing context-threshold preservation across state changes, making context drift explicit
in the formal semantics.

Second Refinement M2_QoSMDP The second refinement formalizes Definition 3 by in-
troducing QoS-based filtering on top of context filtering. It adds qos_passed C ctx__passed
and the gluing invariant active = qos_passed, binding the operational active set to the
doubly-filtered set. Five asserted invariants and two derived theorems are introduced at
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CONTEXT CO_ Agents MACHINE MO_ FullMDP

SETS SEES CO_ Agents

AGENT, STATE, ACTION VARIABLES
CONSTANTS active, s, last__action
N, context__score, qos__score, theta_ C, theta_ Q INVARIANTS
AXIOMS
invl : active C N
axl : N C AGENT inv2 : s € STATE
ax2: N # @ inv3 : last__action € active —» ACTION

ax3 : context__score € AGENT x STATE — N
ax4 : qos__score € AGENT — N

ax5 : theta. C € N EVENTS
ax6 : theta_ Q € N INITIALISATION
ax7 : finite(N) execute_action

transition
admit_agent
END END

this level. The new event select_qos refines activate _agent, requiring qos_score(a) > 6g
as an additional precondition. The execute action event is further refined to require both
threshold conditions, formalizing the safety of action execution under the doubly-filtered
MDP.

5.4.2 Verification Process

The verification establishes nine correctness properties across the two refinement ma-
chines, partitioned into asserted invariants (verified per-event) and derived theorems
(verified once from existing invariants). The distinction reflects the role of each prop-
erty: asserted invariants must be preserved by every event of the machine, providing
strong operational guarantees; derived theorems are consequences of existing invariants,
documenting useful summaries and corollaries.

Asserted Invariants Six asserted invariants capture properties the system must main-
tain across every state transition.
(I11) Context filter well-formedness — M1_ContextMDP, invl.

ctr__passed C N

Every context-passed agent originates from the declared population.
(12) Active—context consistency — M1_ContextMDP, inv2.

active C ctr_passed

Operationally active agents must have passed context discovery.
(13) Context threshold preservation — M1_ContexztMDP, inv3.

Va - a € ctr_passed = context_score(a — s) > O¢

The context filter is sound: every retained agent satisfies the context threshold under the
current state.
(14) QoS threshold preservation — M2_{oSMDP, inv_qos_threshold.

Va-a € qos passed = qos_score(a) > 6g

The QoS filter is sound: every QoS-passed agent satisfies the QoS threshold.
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(15) Cross-filter consistency — M2_(oSMDP, inv_ctz_threshold.
Va - a € qos_passed = context__score(a — s) > ¢

QoS-filtered agents simultaneously satisfy the context threshold, formalising the compo-
sitionality of the two-stage filter.
(16) Action-execution safety — M2_QoSMDP, inv_safe_ezecution.

Va - a € dom(last action) => qos_score(a) > 0g A context score(a — s) > B¢

Any agent that has executed an action provably satisfies both filtering thresholds, estab-
lishing that the operational pipeline never permits action execution by an unvalidated
agent.

Derived Theorems Three derived theorems are proven once from the asserted invari-
ants and document key consequences of the filtering structure.
Theorem 1. Subset chain (Definition 3) — M2_QoSMDP, thm_monotone.

qos_passed C ctx__passed N\ ctx__passed C N

The hierarchical inclusion Ng € N € N from Definition 3 is mechanically established.
Theorem 2. Cardinality reduction — M2_{oSMDP, thm_card_reduction.

card(qos_passed) < card(ctz_passed) < card(N)
Theorem 3. Context filter soundness (summary) — M1_ContextMDP, thm_ctz_sound.
Va-a € ctr_passed = a € N A context_score(a — s) > O¢

Combines (I1) and (I3) into a single soundness statement, used as a citable summary
lemma.

Proof Obligation Discharge

The Rodin platform automatically generates proof obligations from the model. Each in-
variant produces one preservation obligation per event that modifies a referenced variable;
each derived theorem produces a single consistency obligation; each refinement link pro-
duces simulation, guard-strengthening, and witness obligations. Figure 5.12a summarizes
the distribution and discharge status across the verification.

The proof obligations span four categories: (i) well-definedness obligations (/WD),
automatically generated for every function application and discharged by the predi-
cate prover given the totality axioms of context score and qos_score; (ii) invariant
preservation obligations (/INV), one per event-invariant pair; (iii) refinement obliga-
tions (/SIM, /GRD, /EQL), generated at refining events to verify simulation of the abstract
event, guard strengthening, and gluing-invariant preservation; and (iv) theorem obliga-
tions (/THM), one per derived theorem.

The clean structure of the refinement chain — each level introducing a single filtering
stage with strengthened guards — allows Rodin’s auto-tactic to discharge all generated
obligations without manual intervention. This automation reflects the structural sim-
plicity of the verification rather than a weakness of scope: every invariant is preserved
by construction through the strengthened guards of the refining events, and every de-
rived theorem follows directly from the asserted invariants via standard set-theoretic and
arithmetic reasoning.
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Figure 5.12: Proof Obligations in Rodin.

ProB Model Checking

The Event-B refinement proof was complemented by explicit-state model checking in
ProB. Exhaustive exploration of the reachable state space for a representative six-agent
instance (52 states, 187 transitions, fully explored) reported no invariant violations and
no deadlocks, confirming that the two-stage filtering pipeline preserves all structural
and safety invariants under every admissible operation sequence. Figure 5.13 shows the
corresponding VisB visualization, in which the population contracts from six agents to
three after context filtering and to two after QoS selection, with action execution confined
to the doubly-filtered (active) set.

5.4.3 Discussion and Conclusion

The verification demonstrates that Hi-MAD’s MDP reduction pipeline is structurally
sound: the agent set decreases monotonically across filter stages, every retained agent
satisfies its admission criteria, and action execution is provably safe with respect to both
filtering thresholds. The reduction is formally guaranteed (Theorem 2.), and the safety
property (I6) ensures that the DRL agents operate exclusively over a validated subset of
the agent universe.

Three caveats define the boundary of these guarantees. First, the verification is purely
structural: it makes no claim about the convergence, optimality, or reward properties of
the DRL policies, which remain empirical. Second, the encoding of real-valued scores as
scaled naturals is sound for the predicates considered (involving only threshold compar-
isons), but does not extend to verifications requiring continuous arithmetic. Third, the
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Figure 5.13: ProB Visualization

model abstracts the temporal evolution of the system to discrete events; liveness proper-
ties (e.g., guaranteed eventual admission of qualifying agents) would require an extension
to Event-B with explicit fairness constraints, which is left for future work.

Within these boundaries, the verification provides a complementary layer of assurance
to the empirical evaluation in following Section: the DRL adaptation operates over a
search space whose structural correctness has been mechanically established, addressing
reviewer concerns regarding the soundness of the two-stage filtering mechanism.

5.5 Experimental Validation of HIMAD

This section presents the experimental evaluation of the proposed Hi-MAD framework?
First, we describe the simulation setup and the parameters configuration used to emulate
realistic smart-building conditions. Then, the subsequent subsections analyze Hi-MAD'’s
performance across multiple criteria, including framework scalability, coordination effi-
ciency, and energy-resilience optimization. Comparative results are then reported to
highlight the advantages of Hi-MAD and the proposed multi-layer architecture. Fi-
nally, a discussion synthesizes key findings and insights, emphasizing how Hi-MAD
achieves balanced trade-offs among stability, resilience, and energy efficiency in dynamic
[oT environments.

2The implementation, the simulation environment, and the results are available on Github link and
updated according the progress.
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5.5.1 Simulation Environment and Parameters

To evaluate the effectiveness of the Hi-MAD framework, a realistic simulation environ-
ment was developed to emulate the operation of a smart office building equipped with
interconnected IoT systems. The environment replicates dynamic real-world conditions
— including occupancy variations, temperature changes, and fluctuating energy prices.
Environment sate is randomly generated to simulate unstable and dynamic condition,
ensuring a comprehensive stress-test of the framework’s ability to maintain comfort, sta-
bility, and energy efficiency under unstable and unpredictable conditions.

Environment Setup

The experiments simulate a ten-zone intelligent office building equipped with heteroge-
neous loT devices for climate control, lighting, and air quality management. Each zone
hosts 50 autonomous IoT agents, a total of 500 distributed agents—coordinated through
the hierarchical architecture. The building is assumed to span multiple floors and in-
cludes 10 rooms spread across various functional zones, such as offices, meeting rooms,
corridors, restrooms, and open workspaces.

The agents are classified into six categories based on environmental control relevance.
At the High-Level, a global coordinator based on Coo-MATD3 manages long-term energy
strategies and allocates budgets across zones, maintaining resilience and stability Equa-
tions 4.3 and 4.2. Its multi-dimensional reward function ensures global optimization of
energy, comfort, and reliability objectives Equation 4.5. At the Mid-Level, specialized
agents CD-MAPPO, QS-MAPPO, and Co-MADDPG—orchestrate zone-level operations
after context discovery and QoS selection. They regulate comfort based on occupancy and
environment, optimize subsystem energy use under constraints, and coordinate HVAC,
lighting, and air-quality systems to sustain operational stability and occupant satisfac-
tion. At the Low-Level, individual IoT devices such as thermostats, luminaries, and smart
blinds are managed by DDQN agents. These agents adjust device parameters, adapt to
occupancy changes, and minimize local energy use without compromising comfort—col-
lectively contributing to system-wide efficiency. All simulations follow a centralized train-
ing with decentralized execution paradigm to ensure scalable training while preserving
realistic agent autonomy during deployment, and was implemented in Python 3.10 using
PyTorch 2.0, TensorFlow 2.11, Gymnasium, and PettingZoo, and executed on a worksta-
tion equipped with an Intel® Core™ i7-12700K CPU and 16 GB RAM.

Training Parameters

Each simulation runs for 5000 episodes, corresponding to roughly 6.5 hours wall-clock
time on the test platform. To comprehensively evaluate the effectiveness of Hi-MAD,
we employ a set of key performance indicators that assess thermal comfort maintenance,
energy consumption, and the overall efficiency of agent-based decision-making. These
metrics support an objective comparison between coordinated and non-coordinated ap-
proaches, highlighting the impact of Hi-MAD on system performance. Table 5.2 summa-
rizes the key hyperparameters used across the four DDQN, CD-MAPPO, QS-MAPPO,
Co-MADDPG, and Coo-MATDS3 algorithms, tuned to optimize learning performance,
convergence rate, and policy robustness in the context of smart building coordination
and control.
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DDQN Algorithm (CD/QS)-MAPPO Algorithm Co-MADDPG Algorithm Coo-MATDS3 Algorithm
Parameter Value Parameter Value Parameter Value Parameter Value
Learning Rate («a) 0.001 GAE Lambda (X)) 0.95 Critic Learning Rate 0.0001 Actor Learning Rate 0.001
Discount Factor (v) 0.99 Clipping Epsilon 0.2 Actor Learning Rate 0.0001 Discount Factor (v) 0.99
Exploration Rate (€) 1.0 Entropy Coefficient 0.01 Replay Buffer Size 1,000,000 Replay Buffer Size 10,000
Min Exploration (€,,in) 0.01 Value Loss Coeff. 0.5 Noise Mean 0.0 Policy Noise 0.2
Exploration Decay 0.99 KL Divergence 0.01 Noise Deviation 0.2 Noise Clip 0.5
Replay Buffer Size 10,000 Batch Size 512 Batch Size 256 Batch Size 64
Batch Size 64 PPO Epochs 4 Soft Update (1) 0.01 Critic Learning Rate 0.002
Target Update Freq. 1,000 Reward Scaling True Gradient Clipping 0.6 Target Network Update 0.005
Max Episodes 10,000 Update Frequency 2,048 Update Frequency 500 Policy Delay 2
Max Steps/Episode 500 Gradient Clipping 0.5 Policy Entropy Coeff. 0.02 Variance Threshold 0.1
Gradient Clipping 10 Reward Normalization True Global State Size Full state Resilience Clip Range [—1, 1]

Table 5.2: Summary of hyperparameters for DRL algorithms used in training.

1. Learning Rate () and Optimizer: DDQN and Coo-MATD3 actors use a = 0.001
for balanced convergence; Co-MADDPG and Coo-MATDS3 critics use smaller «
values (0.0001-0.002) to stabilize Q-value.

2. Discount Factor (v): A high discount factor v = 0.99 ensures long-term reward
optimization suited for building control dynamics.

3. Ezxploration Parameters: DDQN uses e-greedy with decay from 1.0 to 0.01; Co-MAD-
DPG and Coo-MATD3 rely on Gaussian noise (o = 0.2) with clipped noise for
Coo-MATD3 (limit 0.5).

4. Replay Buffers and Batch Sizes: CD- and QS-MAPPO use large buffers (1,000,000);
DDQN and Coo-MATD3 use smaller buffers (10,000) with batch size 64 for respon-
sive updates.

5. Target Updates and Polyak Averaging (T). Coo-MATD3 applies Polyak averaging
with 7 = 0.005; Co-MADDPG performs soft updates with 7 = 0.01.

6. Stability Enhancements: Coo-MATD3 uses policy delay (actor every 2 critic steps)
and clipped noise (0.5). Gradient clipping is applied in MAPPO (0.5-0.6) and
DDQN (10).

7. Multi-Agent Parameters: CD- and QS-MAPPO use GAE with A = 0.95, KL con-
straints (0.01), and entropy coefficients (0.01). Co-MADDPG includes full-state
observability and entropy coefficient 0.02.

8. Coo-MATDS Resilience Mechanisms: A variance-based filter triggers smoothing
when variance > 0.1 with actions clipped in [—1, 1] to ensure robust coordination.

Evaluation Metrics

To assess the effectiveness of the Hi-MAD framework, several evaluation metrics are
defined to quantify system performance in terms of energy efficiency, stability, resilience,
and user comfort.

o Energy consumption evaluates how well the hierarchical policy minimizes redundant
actuator activity. Lower values indicate effective collaboration between high-level
coordination and low-level execution: E(t) = Y1V, Pi(t) At.
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e (oS satisfaction captures the functional outcome of mid-level decision modules
(CD-MAPPO and QS-MAPPO). A high ratio means that discovered and composed

services successfully meet user requirements under dynamic workloads: Q(t) =
Ntasks, completed(t) X 100

Ntasks, requested (t)

o Thermal-comfort deviation links physical-world comfort with algorithmic efficiency.
Maintaining comfort with minimal energy reflects the optimal trade-offs achieved
by Co-MADDPG during service composition: C(t) = |Tone(t) — Opt|.

o Stability indexr tied to the dual-critic and delayed-update mechanisms of Coo-
MATD3. Small S(t) values imply smooth, non-oscillatory control actions and low
switching losses, essential for long-term reliability:S(t) = Zfil |Aa;(t)]?,  Aa(t) =

 Resilience score quantifies recovery behavior under simulated node/link faults.
Demonstrates how the variance-based consensus rule in Coo-MATD3 enables self-

healing coordination among mid- and low-level agents: R(t) = %‘W x 100.

o Convergence rate T,: summarizes overall learning efficiency of the hierarchical sys-
tem. hierarchical structured decomposition ensures faster convergence than flat
DRL baselines because each layer learns sub-tasks independently yet cooperatively.

5.5.2 Hi-MAD Framework Evaluation

To validate the effectiveness of the proposed Hi-MAD framework, a comprehensive eval-
uation is performed to assess its performance across all hierarchical levels. The analysis
focuses on how each layer meets its respective objectives using the previously defined
evaluation metrics, providing a holistic understanding of the framework’s scalability, co-
ordination efficiency, energy optimization, and environmental stability.

Environmental Comfort Ensuring

The stability of environmental parameters is essential for maintaining occupant comfort
and ensuring overall system efficiency in smart building environments. In the Hi-MAD
framework, this stability is first supported by CD-MAPPQO, which dynamically discovers
and selects the most relevant services according to the current environmental context and
occupancy conditions. The evaluation focuses on deviations of environmental parame-
ters from their optimal comfort ranges, including temperature, light intensity, humidity,
and air quality indicators (COq, VOC, PMy5). The adopted thresholds (see Table 5.3)
follow indoor ergonomics and air-quality standards: temperature 20°C-26°C, lighting
300-500 lux, humidity 30-50%, COs between 400-1000 ppm, VOC < 0.3 mg/m?, and
PM,5<12 pg/m3. These ranges ensure occupant comfort, health, and energy-efficient
building operation.

Figure 5.14 illustrates the temporal evolution of key environmental parameters, in-
cluding temperature, PM, 5 concentration, COs levels, light intensity, humidity, and VOC
concentration, in order to assess the system’s ability to maintain indoor comfort and air
quality within optimal bounds. In Figure 5.14a, temperature readings remain consis-
tently within the range of 20°C to 25°C, indicating effective thermal regulation and
compliance with standard indoor comfort guidelines. The PMs, 5 concentration oscillates
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Comfort Stability Metric Optimal Range Input Range
Temperature 20°C to 26°C 10°C to 40°C
Occupancy Fewer than 50 occupants | 0 to 150 occupants
Light Intensity 300 to 500 lux 0 to 1000 lux
Humidity 30% to 50% 10% to 90%
CO4 (Carbon Dioxide) 400 to 1000 ppm 300 to 2000 ppm
VOC (Volatile Organic Compounds) < 0.3 mg/m? 0 to 2.0 mg/m?
PMy 5 (Particulate Matter) <12 pg/m3 0 to 150 ug/m3

Table 5.3: Environmental Performance Criteria for Comfort Stability Experiment.
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Figure 5.14: Environmental Sensor State

between 10 pg/m? and 20 pg/m?; thereby confirming healthy air quality conditions. Fig-
ure Figure 5.14b shows CO, levels fluctuating between approximately 400 and 600 ppm,
which is below the commonly accepted indoor comfort limit of 800 ppm. At the same
time, light intensity stabilizes between 350 and 500 lux, ensuring adequate illumination
for office-like environments while avoiding unnecessary energy consumption. In Figure
5.14c, relative humidity is maintained between 35% and 55%, aligning with recommended
indoor comfort ranges. Additionally, VOC concentrations remain consistently low (below
20 units), demonstrating the effectiveness of the proposed ventilation and air purification
mechanisms.

QoS Satisfaction

In this part we evaluate the QoS satisfaction achieved by the QS-MAPPO algorithm as
illustrated on Figure 5.15a, the evolution of QoS satisfaction during the training. The re-
sults demonstrate that QoS satisfaction consistently remains within the acceptable range
of 90%-98%, as indicated by the red dashed thresholds. Despite minor fluctuations in-
herent to dynamic service composition and environmental variations, the system rapidly
converges to a stable operating regime where most episodes maintain QoS levels above
95%. This behavior highlights the robust adaptive capability of QS-MAPPO in main-
taining service quality under changing workload and context conditions.

In Addition, Figure 5.28 presents a comparative analysis of QoS satisfaction across
five different DRL models. The results indicate that QS-MAPPO outperforms all other
models, achieving the highest QoS satisfaction of 95.3%, which is significantly higher than
the second-best model, MAPPO, at 87.5%. This performance advantage underscores the
effectiveness of QS-MAPPO in service selection and ensuring quality in dynamic [oT en-
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Figure 5.15: Quality of Service Evaluation.

vironments. The CTCE model, on the other hand, achieves the lowest QoS satisfaction
at 61.8%, suggesting that its approach does not fully capture the complexity and coordi-
nation needs of multi-agent systems in real-world scenarios. The other models, MATD3
and MADDPG, also show respectable performance, with QoS satisfaction scores of 76.8%
and 80.1%, respectively, indicating their ability to manage service quality but still falling
short of QS-MAPPQO’s results.

As shown in Figure 5.16, the QS-MAPPO model achieves a consistently high accuracy
in service selection across 50 episodes. On average, the number of correct selections
per episode ranges between 100 and 115, while incorrect selections remain below 20,
corresponding to an average accuracy of about 88-92%. During the first few episodes,
incorrect decisions appear slightly higher (around 15-18%) due to exploration and policy
adaptation, but they decrease progressively to below 10% after episode 10 as the policy
stabilizes. This trend, further highlighted by the moving average overlay, demonstrates
that QS-MAPPO efficiently learns to match services with contextual requirements and
improves its decision-making precision over time. The consistently high number of correct
selections also shows strong model generalization and adaptation.

T1r 1111 17171717 T T T T T T T T T T T T T T4 —/———a——T—T
|- - - Correct

aonllm 0l alaannlnnlatanalfalltinllinnnll- - - mcorrect
100 - |

Counts

50 - |

0 | |
12345678910 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 50
Episode

Figure 5.16: Correct vs Incorrect Selections per Episode.
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Hi-MAD Energy Optimization

The goal of this evaluation is to measure how hierarchical agent filtering—through Con-
text Discovery and QoS-based Selection—reduces MDP size, coordination complexity,
and overall energy consumption. By pruning irrelevant or low-performing agents before
coordination, the approach decreases computational overhead and enhances DRL policy
learning efficiency. Additionally, the evaluation assesses energy minimization achieved
through Co-MADDPG-based coordination with the shared reward mechanism used in
DDQN, which together promote cooperative behavior and balanced energy usage across
agents. The simulation involves 500 heterogeneous agents, each defined by a semantic
context and a QoS score in the range [0.2, 1.0].

Context and QQoS-Based MDP Reduction. In the initial phase, we construct a baseline
representation of the full MDP using all 500 agents. Each agent contributes a discrete
action space and a high-dimensional observation space, Table 5.4 summarizes the MDP
size reduction obtained through a hierarchical filtering pipeline applied to the initial
500-agent system. Each agent contributes one unit to both the state and action spaces,
resulting in an initial state shape of (500, 1) and action shape of (500,1). The filtering
process includes two MAPPO-based phases: (1) Context Discovery, which retains only
agents with relevant contextual rules (e.g., low temperature, high brightness, poor air
quality); and (2) QoS-Based Selection, which further prunes agents with QoS scores
below a threshold.

Metric Full Environment | Context-Based MDP | QoS-Based MDP
Number of Agents 500 416 358

State Shape (500, 1) (416, 1) (358, 1)
Action Shape (500,1) (416,1) (358,1)
Selected Agents Count N/A 416 358

State Space Size 2500 ~3.27 x 10150 2316 ~1.69 x 1012 2358 ~ 5.87 x 10107
Action Space Size 2500 2116 2358
Transition Space Size 21000 ~1.07 x 10301 2832~ 2.86 x 102°0 2716 ~ 3.45 x 1071
log,,(Transition Space) ~ 301.03 ~ 250.46 ~ 215.54

Table 5.4: MDP Reduction via Context and QoS-Based Agents Filtering.

Table 5.5 presents a comparative analysis of energy consumption across different agent
types under three configurations: Full Agent Deployment, Context-Based Filtering, and
QoS-Based Filtering. The objective of this analysis is to assess the impact of intelligent
filtering mechanisms on the overall energy efficiency of the multi-agent system in the
smart building environment. In the full deployment configuration, all 500 agents operate
simultaneously, leading to a total energy consumption of 352.25 kWh. This baseline
scenario reflects an unoptimized setup, where all agents are active regardless of their
contextual relevance or QoS constraints. By applying Context-Based filtering, the number
of active agents is reduced to 416, yielding a significant energy reduction of 105.23 kWh, or
29.87%. This demonstrates that contextual awareness—such as occupancy, time-of-day,
or environmental thresholds—can effectively deactivate non-essential agents while still
maintaining operational coverage. Further optimization is achieved through QoS-Based
filtering, which considers service quality criteria (e.g., comfort thresholds, criticality of
control actions). This results in only 385 agents being activated, with energy consumption
dropping to 206.79 kWh, a total reduction of 41.29% compared to the full deployment
scenario.

Among all agent types, Temperature control agents consume the highest share of
energy (2.5 kWh per agent), and their count drops significantly from 123 (Full) to 70
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(QoS), reflecting the importance of intelligent agent activation to optimize power-hungry
control functions. Similar downward trends are observed in other agent categories, such
as Humidity, Light, and Air Quality, albeit with smaller absolute energy reductions due
to their lower unit energy consumption.

Agent eErI;-y Agents E(r)lt::'lgy Agents g:)gt;l ( CEE: Agents | Total En-
Type (kwh) (Full) (Full) (Context) text) (QoS) ergy (QoS)
Temperature | 2.5 123 312.5 85 212.5 70 175

Light 0.015 75 1.125 69 1.035 65 0.975
Humidity 0.5 75 37.5 65 32.5 60 30

Air Quality 0.005 225 1.125 197 0.98 193 0.082

Total — 500 352.25 416 247.02 385 206.79
Energy-

Reduction - N/A N/A 16.8 29.87% 28,4 41.29%

Table 5.5: Energy consumption before and after Context and QoS-based filtering.

Energy Minimization Through Low-Agents The Co-MADDPG-based coordination
agent learns a shared policy that harmonizes the decisions of all DDQN agents, reducing
redundant or opposing actions and promoting smooth transitions toward optimal envi-
ronmental states. This coordination leads to tighter adherence to comfort thresholds,
improved air quality regulation, and more energy-efficient operation as shown in Figure
5.17 and proved in [19]. Tt illustrates the evolution of energy consumption over a series of
training episodes within a multi-agent smart environment. The vertical axis represents
energy cost (ranging approximately from 0 to 0.6), while the horizontal axis denotes the
training episodes (from 0 to 2400).

o FEarly episodes (0-200): High variability and frequent energy spikes are observed,
with values occasionally exceeding 0.5. This behavior reflects inefficient system
control and a lack of coordination among agents during the initial learning phase.

o Post-episode ~600: Energy usage stabilizes and consistently decreases, with most
values falling in the 0.1-0.3 range and fewer pronounced peaks, indicating improved
system behavior.

In contrast to the energy minimization observed in Figure 5.17, where the shared re-
ward and the coordination promote stability and efficiency, Figure 5.18 instead illustrates
the temporal evolution of energy consumption in a non-cooperative environment. The
plot shows a dense distribution of energy values with frequent and irregular spikes, typi-
cally ranging between low and moderately high levels without any observable downward
trend. The variability remains persistent across all time steps, indicating that the system
does not learn or adapt toward improved efficiency. This pattern reflects where agents
behave independently and fail to consider global system performance. Consequently,
conflicting or redundant actions lead to sustained high energy consumption and prevent
convergence toward an optimal regime.

System Resilience & Stability.

To improve stability and resilience in the hierarchical smart-building controller, a resilience-
aware supervisory mechanism is deployed at the high-level Coo-MATD3 agent. This
mechanism, implemented via the ensure_resilience function, monitors the statistical
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Figure 5.17: Energy Use Minimization. Figure 5.18: Energy Use Baseline

dispersion of mid-level agents’ actions and adaptively enforces coordination when insta-
bility is detected defined in Equation 4.3, directly applying the resilience score R(t) by
driving faulty task recovery under simulated node and link faults.

Figure 5.19 shows the evolution of variance among mid-level agents’ policies as an
indicator of system resilience. High variance denotes uncoordinated actions, while low
variance indicates synchronized, cooperative behavior aligned with high-level objectives.
During the early phase (0-100 time steps), variance is high and oscillatory as agents
explore their action spaces. Between 100-200 time steps, variance drops sharply as the
Coo-MATD3 agent enforces coordination by reallocating tasks and correcting inefficient
behaviors. After 200 time steps, variance stabilizes near zero, confirming consistent,
energy-efficient cooperation and demonstrating Hi-MAD’s stable and resilient coordi-
nation across large-scale [oT environments.
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Figure 5.19: Mid-Agent Stability Figure 5.20: Policy Stability over Time
To evaluate the temporal stability of the high-level Coo-MATDS3 policy, we compute
the Shannon entropy of its action distribution over time. Policy stability reflects the
consistency and determinism of agent decisions after convergence defined in Equation
4.2. Entropy values are tracked throughout training, a decreasing trend indicates reduced
uncertainty and increasing policy determinism, while convergence is characterized by
entropy stabilizing at a low value, reflecting confident and consistent action selection.
Figure 5.20 shows the entropy evolution of the high-level Coo-MATD3 and mid-level
Co-MADDPG agents, reflecting the progression from exploration to policy convergence.
Initially, Co-MADDPG maintains high entropy (~2.6), indicating extensive exploration
of coordination strategies needed for adaptive control. By Time Step 200, entropy drops
sharply to near 0.1, demonstrating rapid convergence toward a stable policy capable of

114



| | ‘— (CD‘/QS)MAP‘PO | | | C‘o—MADDP(‘}
MADDPG 300 | MAPPO —
2 200 | MATD3 | ° MATD3
§ § 200 .
= =
100 |- | 100 | y
| | | | | 0b— \ \ \ —
0 1,000 2,000 3,000 4,000 0 1,000 2,000 3,000 4,000
Episode Episode

Figure 5.21: (CD/QS)-MAPPO Reward vs  Figure 5.22: Co-MADDPG Reward vs
Other DRL Models Other DRL Models

maintaining coherent orchestration under dynamic conditions. Conversely, Co-MATD3
starts with moderate entropy (~1.0) and stabilizes around 0.2 within the same period,
showing faster but narrower convergence focused on global optimization. The consistently
lower entropy of Co-MADDPG and Coo-MATD3 confirms superior long-term stability.
Together, both layers achieve synchronized policy stabilization, ensuring coherent, energy-
efficient, and resilient system performance across the hierarchical framework.

5.5.3 DRL Models Performance Evaluation

To evaluate the practical applicability of each DRL algorithm in the multi-agent smart
building environment, we analyzed convergence time and reward evolution across training
and testing phases. This assessment highlights how efficiently each algorithm stabilizes
its policy and optimizes long-term rewards, revealing their comparative strengths and
real-world suitability for dynamic and distributed [oT control.

Reward Evolution

Figure 5.21 shows that (CD/QS)-MAPPO achieves rapid convergence within approxi-
mately 600-800 episodes, reaching a steady-state cumulative reward of around 250, while
MADDPG and MATD3 plateau at lower values of roughly 130 and 120, respectively,
after nearly 1,500-2,000 episodes. This demonstrates that (CD/QS)-MAPPO learns
nearly 2x faster and achieves about 90% higher reward performance, confirming its su-
perior policy optimization and stability under complex coordination tasks. In the other
side, in Figure 5.22 Co-MADDPG achieves the highest peak reward of about 320 within
700-900 episodes, outperforming MAPPO (~170 reward) and MATD3 (~150 reward).
Co-MADDPG thus provides more performance gain and converges nearly 50% faster than
the baselines. Finally, Figure 5.23 shows that Coo-MATD3 rapidly converges within ap-
proximately 600-800 episodes, achieving a peak cumulative reward of around 450, while
MADDPG stabilizes near 230 and MAPPO around 150 after more than 2000 episodes.
This represents roughly a 95% improvement in reward performance over MADDPG and
a 200% gain over MAPPO. Moreover, Coo-MATD3 exhibits smoother convergence with
minimal oscillations.

Figure 5.24 shows that DDQN agents achieve strong and stable performance dur-
ing testing, consistently obtaining positive rewards in about 90 of 105 episodes. Early
episodes (e.g., 8, 16, 30) display occasional low or negative rewards (down to —3) due
to exploration, but from episodes 35-80, rewards stabilize between 5 and 15, indicating
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policy convergence. Peaks around episodes 66 and 73 reach nearly 21, demonstrating opti-
mal decision-making under favorable conditions. Under the coordination of the mid-level
Co-MADDPG agent, the low layer agent achieves an average reward of 7.5, confirming ro-
bust learning, effective task distribution, and high reliability for real-time smart building
control.

Convergence Time

The comparative analysis highlights distinct convergence behaviors across algorithms
due to their learning architectures and coordination mechanisms. (CD/QS)-MAPPO
achieved the fastest convergence at 600 episodes under the MAPPO setup, owing to its
CTDE paradigm and efficient policy-gradient optimization, which promote rapid stabi-
lization. Co-MADDPG followed closely, converging at 800 episodes under the MAD-
DPG setup, benefiting from cooperative actor—critic updates that accelerate learning in
dynamic multi-agent environments. Coo-MATD3 reached convergence at 700 episodes
within the MATD3 framework, balancing stability and exploration through twin critics
and delayed updates that suppress policy oscillations.

5.5.4 Statistical Validation and Discussion

Overall, the obtained results confirm that Hi-MAD effectively maintains environmental
comfort by keeping all critical parameters—thermal conditions, air quality, lighting, and
humidity within optimal comfort ranges throughout system operation. This performance
highlights the efficiency of coordinated multi-agent control in ensuring stable, healthy,
and comfortable indoor environments.

The results also confirm that Hi-MAD achieves high selection precision with minimal
error propagation, demonstrating its robustness and accuracy in dynamic IoT service or-
chestration while ensuring QoS, and that the filtering using CD-MAPPO and QS-MAPPO
is not only reduces MDP complexity but also significantly improves energy efficiency by
eliminating high-energy-consuming and less-informative agents, while retaining the most
impactful subset for decision-making.

Therefore, the entropy reduction across both levels confirms the emergence of adaptive
stability, ensuring that once optimal behaviors are learned, they are maintained even as
the external conditions shift. This balance between early exploration and long-term sta-
bility underpins Hi-MAD’s capacity to deliver sustained coordination, efficient energy
use, and reliable adaptation in complex, dynamic [oT ecosystems. The results under-
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line the importance of algorithm and architecture choice in multi-agent DRL systems,
with CD-MAPPO, QS-MAPPO, Co-MADDPG and Co-MATD3 proving most efficient
for rapid convergence, making them well-suited for time-sensitive IoT control applica-
tions over their baseline counterparts, MAPPO, MADDPG and MATD3, in terms of
both learning speed and reward stability.

Overall, the results demonstrate that this hierarchical architecture with policy-gradient
and coordinated-learning ((CD/QS)MAPPO, Co-MADDPG, Coo-MATD3) substantially
reduce convergence time compared to traditional value-based methods, ensuring faster
adaptation and computational efficiency in large-scale multi-agent systems. The Hi-
MAD framework faces challenges such as high training costs and sensitivity to hyper-
parameter settings. Achieving the best performance requires significant computational
resources and careful tuning of learning and coordination parameters for different envi-
ronments.
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5.6 Experimental Validation of GAMMA

This section presents the experimental evaluation of the proposed framework for QoS-
aware service composition in large-scale IoT environments. The experiments are designed
to assess the effectiveness of the complete workflow, including context-aware representa-
tion learning, multi-objective service selection using, and final composition through the
GAMMA framework. Using the QWS2 dataset, we simulate realistic service composi-
tion scenarios and evaluate the framework’s ability to optimize multiple QoS attributes
while capturing inter-service dependencies.

5.6.1 Experimental Settings

The experimental evaluation of GAMMA framework is carried out using the QWS
Dataset 2.0 [7], which consists of 2507 real-world web services characterized by nine
QoS attributes, including response time, availability, throughput, successability, reliabil-
ity, compliance, best practices, latency, and documentation . These attributes provide a
comprehensive basis for assessing both performance and reliability aspects of service com-
position. Simulations ran on the same hardware of the HIMAD experiments, providing
the necessary performance for MADRL services scenarios. The software stack included
Python 3.10, PyTorch 2.0, Stable-Baselines3, and Gymnasium, alongside NumPy and
Matplotlib for data processing and visualization. All the experiments settings are de-
tailed in tables 1, 2, and 3.

To ensure a fair and reproducible comparison, all baselines (MAPPO, QS-MAPPO
[21], MATD3, MADDPG, CTCE, Genetic Algorith, Particle Swarm Optimization , Ant
Colony Optimization and QAOA [67]) and the proposed GAMMA framework were trained
and evaluated under identical conditions on the QWS2 dataset, using the same train/-
validation split, the same nine normalized QoS attributes, and identical hard- and soft-
constraint thresholds (Av. > 70%, Suc. > 70%, Rel. > 50%, RT < 1000 ms; Ouiity =
0.35). All learning-based methods share the same actor/critic backbone (2 hidden lay-
ers, 128-256 units, ReLU /tanh activations), the same optimizer (Adam), discount factor
(v = 0.99), GAE parameter (Age = 0.95), and gradient clipping norm (0.5).

5.6.2 GAMMA Framework Evaluation

The experimental evaluation uses the QWS Dataset 2.0 [8], where QoS attributes are nor-
malized and realistic service composition tasks are generated with candidate service sets
for each abstract task. The framework integrates a MAPPO multi-head self-attention
encoder for context-aware representations, followed by MAPPO-QoS+MO for multi-
objective service selection and a MADDPG-GNN model for dependency-aware service
composition under a multi-agent setting. Performance is assessed using QoS-based met-
rics, convergence behavior, and computational efficiency, with scalability validated across
varying task sizes and results averaged over multiple runs for robustness.

MAPPO-Att-KMeans Context Discovery Evaluation

The MAPPO-Att-KMeans for context discovery module is evaluated on the QWS2 dataset
[6], comprising 2507 real web services characterized by 9 QoS attributes. All attributes are
min-max normalized to [0, 1], and cost-type attributes (e.g., response time, latency) are
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Figure 5.25: Service Distribution after to the context discovery step

transformed into benefit-type representations. This ensures that the functional-context
predicate reduces to the monotonic condition: Vj : ¢; > 5jpts. When the MAPPO-
Att-KMeans module processes a web service, it does not keep the service as a simple
list of nine QoS numbers. Instead, the multi-head self-attention encoder transforms each
service into a 32 number fingerprint which is an abstract representation in which ser-
vices with similar quality profiles end up with similar fingerprints. The problem is that
a 32-dimensional space cannot be drawn on paper. This is where Principal Component
Analysis (PCA) comes in. PCA is a mathematical technique that finds, among all pos-
sible 2D views of a high-dimensional cloud of points, the one that preserves the most
information. It does this by identifying the two directions along which the data varies
the most:

o PCl1 is the direction of largest variance in the 32-dimensional embedding space. It
captures the single most important axis along which services differ from each other.
In our case, PC1 alone preserves 48.5% of all the variation in the 32-dimensional
fingerprints.

o PC2 is the direction of second-largest variance, perpendicular to PC1. It captures
another 19.1% of the variation.

The KMeans-attention panel of Figure 5.25 demonstrates the efficiency of the module
at three levels. First, the soft-KMeans head partitions the 2507 services into two spatially
coherent clusters, Cluster 0 and Cluster 1. Cluster 1 can be read as the candidate region
containing services with higher-quality QoS fingerprints). The alignment between the
dominant embedding axis and the cluster boundary is a direct consequence of co-training
the encoder and the cluster head under the shared cluster-context reward o, C(a;, s;),
confirming that the two modules converge to mutually consistent representations. Second,
the partition aligns perfectly with the context predicate in one critical direction: all
34 functional services fall inside Cluster 1, and zero fall inside Cluster 0. This is the
agreement between the unsupervised clustering and the supervised verification that the
interpretation paragraph refers to —the two mechanisms independently identify the same
elite region of the embedding space.

Based on this analysis, the context-verified sub-dataset V, retained for subsequent
processing corresponds to Cluster 0 (V. = 1789 services, 71.4% of the original dataset),
which is identified by the MAPPO-Att-KMeans module as the population of services
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Figure 5.26: QoS hard-constraints distributions of the QoS-based sub-dataset
(Vs, n=1085)

exhibiting QoS drift from the learned functional context and is therefore flagged for
corrective adaptation—a prerequisite for ensuring the operational stability of the IoT
environment in which these services are deployed.

Collectively, these observations demonstrate that the discovery module provides: (i)
a geometrically separable functional subset suitable for subsequent QoS-aware selection
(Stage 2), (ii) a structured neighborhood enabling sensitivity analysis under relaxed con-
sensus criteria, and (iii) an interpretable ranking of non-functional services. These prop-
erties cannot be achieved using traditional percentile-based QoS filtering methods.

MAPPO QoS+MO Selection Evaluation

To evaluate the effectiveness of the MAPPO-QoS+MO selection module, the algorithm
is trained on a context-relevant sub-dataset comprising V, = 1789 services. Following
the training phase, a refined QoS-based sub-dataset is generated. At this stage, the pol-
icy’s role is to evaluate composition-level QoS feasibility under both hard and soft con-
straint regimes. Each candidate service v; € Vi is evaluated against the hard-threshold
predicate A\ c; (¢i(j) = 6min(j)) on the four binding dimensions (Availability > 70%,
Successability > 70%, Reliability > 50%, ResponseTime < 1000 ms), and is simultane-
ously scored by the soft-utility aggregate U; = > g Wi fj(qi (j )) on the five remaining
dimensions (Throughput, Compliance, BestPractices, Documentation, Latency). Only
services that jointly pass the hard-threshold test and exceed the soft-utility threshold
Ui > Ousitity = 0.35 are retained in the verified set V.

In our evaluation, this dual screening yields Vg = 1085 services, corresponding to
a 39.4% reduction relative to Vo and a pass rate of 60.6%. The rejected complement
Ve \ Vs, containing 704 services, comprises candidates that either fail at least one hard
threshold, fall below the soft-utility cutoff, or both; these are preserved for diagnostic
analysis but excluded from the MARL training loop.

As shown in Figure 5.26, the retained services strictly satisfy all hard QoS constraints
with clear margins. The empirical distributions indicate mean values of response time
A 246.9ms, availability ~ 89.1%, successability &~ 92.5%, and reliability ~ 76.2%, all
comfortably above their respective thresholds. Complementarily, Figure 5.27 confirms
near-perfect compliance rates, with 100% satisfaction for availability (> 70), success-
ability (> 70), reliability (> 50), and response time (< 1000ms), and an overall soft-
constraint satisfaction of 97.6%.

As illustrated in Figure 5.28, the filtered dataset enables superior learning performance
across existing models. The proposed approach achieves the highest QoS satisfaction
(99.5% for MAPPO-QoS+MO), outperforming MAPPO [19] (87.5%), QS-MAPPO [21]
(95.3%), MATD3 (76.8%), MADDPG (80.1%), heuristics methods - GA (72%), PSO
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Figure 5.28: QoS Satisfaction Comparison
(76%), ACO (80%), QAOA (90%) [67]- and CTCE (61.8%), demonstrating that the

screening process preserves high-quality candidates while facilitating more effective policy
learning.

Service Composition Optimization

We evaluate MADDPG-GNN on a subset of 1085 web services, all services in the pool
satisfy the hard QoS constraints imposed upstream in the pipeline, so the composition
stage receives a pre-verified candidate set. The MADDPG-GNN composer combines two
components. A two-layer Graph Attention Network with four attention heads encodes
each service as a 32-dimensional relational embedding. Nodes correspond to services,
while edges are established between pairs whose cosine similarity exceeds 0.85 on z-score-
normalized QoS features. A MADDPG module instantiates agents per workflow slot,
each implemented as an actor network that outputs a preference vector over the 1085
candidate services, conditioned on its local state, the mean GAT node embedding, and
the global graph embedding. A centralized critic evaluates the joint composition under
the CTDE paradigm.

The radar chart in Figure 5.29 compares the mean normalized utility of services se-
lected by the composition (Vs, solid green) against those not selected (Vi\ Vs, dashed red)
across nine QoS attributes. Consistently, the green curve lies outside the red curve on ev-
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ery axis, confirming that the learned policy systematically selects higher-quality services
across all dimensions. Notably, this dominance directly translates into a 100% composi-
tion success rate, indicating that the selected services are not only individually superior
but also collectively reliable in satisfying all the context-rules and the QoS constraints
without failure. The strong separation on attributes such as Availability, Reliability,
Response Time and Successability highlights the key drivers behind this perfect success
rate, as these dimensions are QoS hard constraints and critical for ensuring robust and
executable compositions. This behavior aligns with their higher weights in the reward
function and the energy model’s sensitivity.

Figure 5.30 compares the success rates of different algorithms for service composition.
Traditional metaheuristic approaches such as GA (78%), PSO (82%), ACO (85%) and
QAOA (95%) show moderate performance. In contrast, the proposed MADDPG-GNN
approach achieves a perfect 100% success rate, clearly outperforming all baselines.

Energy Efficiency Minimization

Energy is not directly provided as a QoS attribute in the QWS2 dataset. Therefore,
to evaluate energy minimization, we construct an energy model based on existing QoS
metrics and assess how well the learned policy reduces energy while preserving QoS
constraints. We define the energy consumption of a service E; as:

Avail;, Rel;
100 100

E; = ART,; Thru; + ju Lat; + v Poae, (5.7)
with A=200, ©=100, =80, Ppase=60 W, and ﬁi,mi,fa\ti € [0, 1] min—max normal-
ized against the full QWS2 bounds so that energies remain comparable across stages.
The cumulative pool energy at stage k is then E;()]ZZ)I = Zsl_e s L.

First, the term RT x Thru represents the total computational workload. Response
time reflects how long a request occupies system resources, while throughput indicates
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Figure 5.30: Success Rate of Service Composition

how many requests are processed. Their product therefore approximates CPU usage
over time, which is a primary driver of energy consumption in data centers. Second,
latency contributes to energy because higher delays often indicate inefficient resource
usage or waiting times, which increase idle power consumption. Third, availability and
reliability are included because maintaining high values typically requires redundancy,
replication, and fault-tolerance mechanisms, all of which introduce additional energy
overhead. Finally, Pp.s represents the static power consumption of the system (e.g., idle
servers and infrastructure), which is always present regardless of workload.

Table 5.6: Filtering-induced size and energy reduction.

Stage N Epool (W) E (W) Asize Aenergy

QWS2 (raw) 2,507  272,397.51 108.65 — —
Context-Based 1,789 185,297.86 103.58 28.6% 31.9%
QoS-Based 1,085 105,914.63  97.62 56.7% 61.1%

Table 5.6 reports E;()’;ll at the three pipeline stages. E is the per-service mean energy.
This table highlights the cumulative impact of a multi-stage filtering pipeline on reduc-
ing the size of the service pool as well as on their average and total energy consumption.
We first observe an initial context-based filtering phase, which acts as a mechanism for
roughly reducing the search space. It reduces the number of services from 2507 to 1789,
a decrease of 28.6%. This step is already accompanied by a substantial decrease in the
pool’s total energy consumption (from 272,397.51 W to 185,297.86 W), indicating that
the elimination of context-irrelevant services also removes energy-intensive components.
In a second step, filtering based on QoS constraints further refines the selection by incor-
porating stricter performance criteria. This step further reduces the number of services to
1085, corresponding to an overall reduction of 56.7% compared to the initial dataset. At
the same time, total energy consumption drops to 105,914.63 W, representing an overall
improvement of 61.1%. We also observe a gradual decrease in average energy per service
(from 108.65 W to 97.62 W), suggesting that filtering affects not only the quantity but
also the energy efficiency of the retained services.

The right figure of Figure 5.31 presents the energy efficiency metric, defined as
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Figure 5.31: Energy Consumption
n = R%‘ﬁ, where the QoS reward is divided by the total energy consumption. The

composition optimization policy (blue line) consistently achieves higher efficiency values
than the flat policy, with several peaks reaching nearly 0.75, while the flat policy remains
mostly between 0.2 and 0.35. This indicates that the MADDPG-GNN-based composition
strategy not only reduces energy consumption but also maintains better service quality
per unit of energy used. Although the running min-policy consumes less energy overall, it
is not shown as the most efficient because lower energy alone does not guarantee high QQoS.
Therefore, the composition optimization policy demonstrates the best trade-off between
performance and energy consumption, confirming the effectiveness of MADDPG-GNN in
energy-aware optimization.

The left figure of Figure 5.31 shows the energy trajectory of three policies across 100
episodes: the flat policy, the composition optimization policy learned by MADDPG-GNN,
and the running min-policy. The flat policy maintains the highest energy consumption,
remaining around 2.0-2.2 units, which indicates inefficient resource utilization due to the
absence of adaptive coordination. In contrast, the composition optimization policy sig-
nificantly reduces energy consumption and stabilizes around 1.2-1.4 units, demonstrating
that MADDPG-GNN successfully learns cooperative decisions that minimize unnecessary
energy usage. Although the running min-policy achieves the lowest energy consumption,
it may do so by overly restricting system operations, which can negatively affect ser-
vice quality. This shows that the MADDPG-GNN composition policy provides a better
balance between energy saving and system performance.

Figure 5.32 illustrates the reward evolution of the MADDPG-GNN algorithm across
200 training episodes, highlighting its learning stability and convergence capability. The
blue curve represents the smoothed reward, which shows a steady upward trend from an
initial value of approximately 0.47 to above 0.52 in later episodes, indicating continuous
improvement in policy quality. The red dashed line marks 95% of the maximum reward,
while the green vertical line at around episode 100 indicates the convergence point where
the learning process becomes stable. This demonstrates the power of MADDPG-GNN
in efficiently learning optimal cooperative strategies among multiple agents. By com-
bining MADDPG with GNN, the model captures both agent interactions and system
dependencies, enabling faster convergence and better coordination than traditional rein-
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Figure 5.32: Reward Evolution and Convergence

forcement learning methods. The stable convergence after episode 100 proves that the
algorithm successfully learns a high-quality policy with reduced training instability, mak-
ing it highly effective for complex service composition optimization problems where both
QoS and energy efficiency must be jointly optimized.

5.6.3 Experimental results discussion

MAPPO-Att+KMeans enhances service discovery by learning meaningful representa-
tions, organizing services into context-consistent clusters, and ranking non-functional
properties along a clear severity scale. Together, these capabilities show that attention,
clustering, and threshold optimization operate as an integrated system, outperforming
traditional percentile-based QoS filtering. On the verified pool of services, MAPPO-
QoS+MO jointly enforces the hard-threshold contract and the soft-utility preference, con-
verging to a Pareto-optimal frontier of service compositions whose aggregated QoS profile
dominates uniformly-random selection on all three objectives (ResponseTime, Through-
put, Reliability) while satisfying every composition-level constraint by construction. The
results show that the filtering pipeline is structurally effective: it significantly reduces
the search space while improving the energy characteristics of the service pool, which is
a favorable prerequisite for downstream optimization and composition mechanisms. Re-
sults demonstrate that the MADDPG-GNN-based composition optimization significantly
improves system energy performance. While the flat policy exhibits the highest energy
consumption and lowest efficiency, the learned composition policy reduces energy usage
while maintaining superior QoS, resulting in the highest energy efficiency. Although
the running min-policy achieves lower absolute energy consumption, it likely sacrifices
service quality. Therefore, MADDPG-GNN successfully learns a balanced cooperative
strategy that optimizes both energy expenditure and operational effectiveness. Results
also indicate that integrating multi-agent deep reinforcement learning with graph neural
networks enables more reliable and consistent compositions, effectively capturing complex
dependencies between services and ensuring successful execution in all cases.

Three deployment factors merit explicit acknowledgment. First, training is performed
offline; periodic retraining (e.g., daily or weekly) is sufficient for the time-scales of QoS
drift observed in QWS-class registries. Second, the upstream filtering stages substantially
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shrink the action space exposed to Stage 3 (from 2,507 to 1,085 services), which is the
principal driver of the observed convergence speed. Third, for very large registries (N >
10%), the O(N?d) attention cost in Stage 1 becomes the dominant bottleneck; in such
regimes, replacing full self-attention with a linear-attention variant would preserve the
framework’s behavior while reducing complexity to O(Nd?).

5.7 Conclusion

This chapter established the correctness and effectiveness of the proposed frameworks
along two complementary axes: formal verification, which guarantees that the structural
transformations underpinning our pipelines preserve the properties they are intended to
preserve, and experimental validation, which demonstrates that these guarantees translate
into measurable performance on a realistic service pool.

We formalized the IoT system architecture as an Event-B context-and-machine hier-
archy and discharged its proof obligations, establishing an internally consistent, invariant-
preserving substrate for the reduction proofs that follow. On this basis we verified the two
reduction mechanisms that make large-scale composition tractable: GAMMA’s Environ-
ment Size Reduction, proven through a multi-machine refinement chain to contract the
candidate set monotonically while preserving feasibility so that no admissible solution is
discarded, and HIMAD’s MDP reduction, shown to yield a reduced decision process whose
optimal policies remain sound with respect to the original formulation. The numerical
reduction reported empirically in Table 5.4 (500 — 416 — 358) is formally guaranteed:
the agent count is non-increasing across filter stages.

The formal guarantees were then corroborated empirically. The experimental vali-
dation of HIMAD confirmed that the verified MDP reduction preserves solution qual-
ity while substantially lowering the effective decision space, yielding the expected gains
in convergence and composition quality on the benchmark dataset. The validation of
GAMMA likewise demonstrated that the proven Environment Size Reduction delivers
the anticipated contraction of the service pool without degrading the QoS of the result-
ing compositions, evidencing the practical efficiency that the formal proofs promise in
principle.

Taken as a whole, this chapter closes the loop between specification and behavior:
the properties asserted by the Event-B models are exactly those observed to hold under
evaluation, so the performance reported here is attributable to provably correct reductions
rather than to unverified heuristics. This dual guarantee—formal soundness paired with
empirical efficiency—constitutes the principal contribution of the chapter and motivates
the work that follows, where these verified components are integrated into the end-to-end
composition framework and examined under broader operating conditions.
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Chapter 6

Conclusion and Future Work

This thesis has introduced Hi-MAD and GAMMA a three-level hierarchical and graph
attention multi-agent DRL framework for managing large-scale IoT services with re-
silience and efficiency. Its core contributions span the design of a hierarchical DRL ar-
chitecture (global/mid/low levels), a context-aware QoS-driven coordination mechanism,
and specialized layer-specific learning agents. Together, these advances enable adaptive
service orchestration, high resilience to failures, and significant energy savings. In our
smart-building case study, achieved over 99.5% QoS satisfaction, success rate of 100%
of service composition, and reduced energy use by 40% compared to baselines. Nev-
ertheless, practical deployment faces challenges: for instance, even hierarchies struggle
at Internet-of-Things scale (thousands to millions of devices), and each agent has only
partial observability of the system (a POMDP scenario). To address these, future work
will incorporate transfer learning (to speed up training), federated multi-agent RL (to
scale and preserve privacy), and adversarial learning for security (robust against evolving
attacks). The following sections summarize the chapters’ contributions, discuss practical
constraints, and outline a phased roadmap for future research.

6.1 Summary of Contributions

This work addresses key research questions about scalable, resilient IoT service man-
agement by decomposing the problem into hierarchical layers illustrated in Figure 6.1.
Chapter 1 formulated the problem and defined the research goals (such as “How can a
decentralized IoT control architecture ensure service QoS and resilience under dynamic
conditions?”). Chapter 3 introduced the IoT-MAS architecture. The frameworks uses
centralized training, decentralized execution to balance coordination with local autonomy.
Chapter 4 developed a context-aware QoS coordination mechanism, a two-stage algorithm
that discovers context (e.g. network conditions) and dynamically composes services to
meet application constraints and detailed the layer-specific learning algorithms: each
agent learns a policy tailored to its scope, with fast convergence and stability. Finally,
Chapter 5 validates the contributions across Event-B formal verification and use case
with real dataset experimentation: we demonstrated that the hierarchical model signifi-
cantly improves system resilience (fault tolerance) and energy efficiency while satisfying
QoS requirements (over 99.5% satisfied) compared to flat baselines. The methodological
advances include integrating centralized training/decentralized execution (CTDE) in a
multi-level IoT control loop, and incorporating high-level resilience objectives into the
reward structure.
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6.2 Limitations and Practical Considerations

While Hi-MAD and GAMMA demonstrate strong performance in simulation, several
practical constraints must be acknowledged. Our experiments used up to 500 agents;
real IoT deployments may involve orders of magnitude more endpoints. Beyond a point,
simple hierarchical designs may need dynamic clustering or additional meta-coordination
to manage complexity. Real-time demands and cost: Each layer’s DRL agents require
significant training (computational cost) and may introduce latency. Fast inference is
necessary for real-time IoT control, so computational efficiency (e.g. lightweight models
or on-device acceleration) must be considered. The centralized training phase, while en-
abling coordination, also assumes reliable data collection and communication: in practice,
transmitting experiences for CTDE can be bandwidth- and energy-intensive. Partial Ob-
servability: In most [oT scenarios, no single agent has full system knowledge. Hi-MAD$
design approximates a Partially Observable MDP: each agent acts on local observations
(similar to other UAV /IoT studies) and must infer missing information. This may degrade
optimality if system state is not properly estimated. Domain-specific factors: Our case
study (smart building control) may not capture all IoT domains. For instance, industrial
IoT might impose stricter safety or timing constraints; mobile ToT (like vehicles) adds
topology changes. Adapting Hi-MAD to such domains may require custom observa-
tion models or safety constraints. Cost and infrastructure: Deploying and maintaining a
multi-agent DRL system entails overhead (development, tuning, monitoring). Assurance
of robust operation (e.g. against hardware failures) may require additional safeguards
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beyond the DRL policies. In summary, our approach advances loT management theory
and methods, but real-world use will involve addressing these scalability, observability,
and infrastructure challenges.

Three deployment factors merit explicit acknowledgment. First, training is performed
offline; periodic retraining (e.g., daily or weekly) is sufficient for the time-scales of QoS
drift observed in QWS-class registries. Second, the upstream filtering stages substantially
shrink the action space exposed to Stage 3 (from 2,507 to 1,085 services), which is the
principal driver of the observed convergence speed. Third, for very large registries (N >
10%), the O(N?%d) attention cost in Stage 1 becomes the dominant bottleneck; in such
regimes, replacing full self-attention with a linear-attention variant would preserve the
framework’s behavior while reducing complexity to O(Nd?).

6.3 Future Work

To further advance this research, we envision several directions. Transfer Learning: Lever-
aging prior knowledge can greatly reduce training effort. For example, hierarchical trans-
fer learning has achieved 78% fewer training episodes in a related IoT energy control
task. We will explore policy transfer across similar IoT contexts (e.g. different buildings
or time periods) so that new agents can quickly adapt without learning from scratch.
This could involve transferring neural network weights between environments or using
meta-RL techniques. Federated Multi-Agent Reinforcement Learning: Privacy and scal-
ability can be addressed by enabling decentralized model training. In a federated setup,
edge nodes (or mid-level controllers) would train local policies and share model updates
rather than raw data. Such Federated MARL allows each agent to learn independently
while contributing to a global model, this creates “a secure, distributed MARL paradigm”
suited for large-scale, privacy-sensitive environments. Future work will develop FRL
protocols for our approach, including secure aggregation and asynchronous updates, to
deploy across distributed IoT networks (smart buildings, cities, etc.). Robust Security
and Adversarial Training: IoT systems face active threats. We plan to integrate adver-
sarial learning into our approach: for example, training against simulated “attackers”
(malicious agents) or perturbations. Recent work shows that co-training a hierarchical
defender against an evolving attacker yields policies that remain effective against novel
(“zero-day”) threats. Adapting such adversarial frameworks will improve our approach’s
resilience to cyber-physical attacks. Large-Scale and Industrial Deployment: Ultimately,
our approach should be tested in real or emulated industrial IoT settings. Near-term
phases will involve scaling experiments (e.g. thousands of simulated agents) and inte-
grating with digital-twin platforms.
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Table 1: Experimental settings for MAPPO-Context discovery on QWS2.

MAPPO-Context Discovery — Experimental Configuration

Parameter

Value

Dataset

Source QWS2 dataset
QoS attributes J
Normalization

QWS2 dataset 2507
9
Min-max [0, 1] + benefit-form flip

Multi-agent setup
Number of agents N
Action space (per agent)
Max episodes Kmax
Buffer policy

4

Discrete {0 = reject, 1 = accept}
500

On-policy (cleared each episode)

Attention encoder

Type

Embedding dim dp,odel
Number of heads

Residual + LayerNorm
Actor / critic hidden units

Multi-head self-attention
32

4

Yes

128 (2 layers, ReLU)

Soft KMeans

Number of clusters K
Initialization

Softmax temperature 7
Centroid EMA rate 7,

2
k-means++
1.0

0.05

PPO / MAPPO optimization

Optimizer

Learning rate o,

PPO epochs M

Mini-batch size

Clip ratio €

Discount v

GAE coefficient A

Entropy / value coefficients

Adam (joint actors + critic 4+ encoder)
3x107*

4

32 steps

0.2

0.99

0.95

0.01 / 0.5

Threshold update

o
J,0pt,i
Context learning rate n

Initial value s

Decay Adecay
Trust-region ASS;X

0.5 (midrange)
1072

0.995 / episode
0.25 (linear shrink)

Reward weights
Cluster-context bonus a.
Latency penalty B,
Energy penalty v¢
SLA-violation penalty dp
Hard SLA floor

0.20
0.10
0.05
0.20
10th percentile per attribute

Convergence thresholds

Policy KL e 10-3

Critic drift ey 5x 1073
Reward stability ep 1073
Threshold stability e 5x 104
Implementation

Framework PyTorch 2.x
Language Python 3.11

Consensus rule (verification)

Majority vote (> [N/2])
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Table 2: Experimental settings for MAPPO-QoS+MO on QWS2.

MAPPO-QoS+MO — Experimental Configuration

Symbol / Parameter Value
Dataset € constraints
Pre-qualified pool [V{"| 1789
Verified set |Vg| 1085

Hard constraints Omin (5)

Soft weights w;
Utility threshold 0y¢itity

Av.>70%, Suc.>70%,
Rel.>50%, RT<1000 ms
(0.30, 0.20, 0.25, 0.15, 0.10)
0.35

Multi-objective formulation
Number of objectives m
Aggregators A;

3 (RT, Thr, Rel)
sum, min, product

Penalty coefficient & ; 2.0
MAPPO architecture

Number of agents N 6
Hidden units 128
Hidden layers 2, tanh

Shared policy 7y
Centralized critics {ij };”:1

parameter sharing
one per objective

Training schedule

Epochs K 60
Episodes per epoch M 500
Horizon T 8

PPO iterations U 6
Minibatch size B 128
Policy LR 7 3x 1074
Critic LR 7y 1x1073
Grad-norm clipping 0.5
Discount v 0.99
GAE parameter Agae 0.95
PPO clip range €ciip 0.2
Entropy coefficient 8 0.01
Moulti-objective control

Preference update rate n 0.10
Archive capacity Pmax 60

Archive pruning
Zero-violation guard g

HV convergence tolerance &
Violation convergence &€,

NSGA-II crowding distance
106
10~4
103

Reproducibility
Wall-clock per run

~~ 8 minutes
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Table 3: Experimental settings for MADDPG-GNN composition on QWS2.

Category

Symbol / Parameter

Value

Dataset & task

Candidate pool Ve 1,085 verified services

QoS attributes dqos 9

Aggregation rules Aj sum / product / min / mean

Graph construction

Edge rule - Cosine similarity on z-scored QoS

Edge threshold Tedge 0.85

Attention variant - Sparse GAT

GAT encoder

Input dimension din 9

Hidden dimension dy, 64

Output dimension dout 32

Number of layers LeaT 2

Attention heads H 4

MADDPG architecture

Actor network 1o, 3-layer MLP, 128 hidden, ReLLU

Actor output activation — tanh

Critic network Qy, 3-layer MLP, 256 hidden, ReLU, CTDE
Reward formulation

Reward function R (I =XA)Rqgos — A Eworkﬂow

Energy weight A 0.30

Normalization - Min-max (energy), [0, 1] per attr. (QoS)
Training schedule

Episodes K 2000

Batch size B 64

Replay buffer |D| 10° transitions

Actor learning rate N6 1x107%

Critic learning rate Ne 1x 1073

Discount factor 0% 0.95

Soft target update T 0.01

Exploration noise o Gaussian, 00=0.1, decay 0.995, omin=0.01

Gradient clipping

0.5 (global norm)
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Abstract

T'This thesis proposes a hierarchical multi-agent deep reinforcement learning (MADRL)
framework for adaptive IoT service management in dynamic environments. The approach
enables scalable coordination, QoS-aware service composition, and energy-efficient operation
using a CTDE paradigm. FEvaluations in a smart building scenario with up to 500 agents
demonstrate fast convergence, 95.3% QoS satisfaction, and a 40% reduction in energy
consumption compared to DRL baselines.
keywords: Internet of Things (IoT), Multi-Agent Systems, Deep Reinforcement Learning,
Hierarchical Architecture, Service Composition, Quality of Service (QoS), Energy Efficiency,
Resilience.

Résumé

CCette these propose un framework hiérarchique multi-agents basé sur le DRL pour la
gestion adaptative des services [oT dans des environnements dynamiques. L’approche permet
une coordination scalable, une composition de services sensible & la QoS et une optimisation
énergétique via le paradigme CTDE. Les résultats, dans un scénario de batiment intelligent
avec jusqu’a 500 agents, montrent une convergence rapide, 95,3 % de satisfaction QoS et une
réduction de 40 % de la consommation énergétique.
mots-clés: Internet des Objets (IoT), systemes multi-agents, apprentissage par renforcement
profond, architecture hiérarchique, composition de services, qualité de service (QoS), efficacité
énergétique, résilience.
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