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The complexity of autonomous systems presents significant challenges for their formal
specification and verification, especially when integrating Al controllers based on quantized
neural networks (QNNSs). These networks utilize fixed-point arithmetic to accommodate
the limited computational capabilities of embedded systems. Fixed-point arithmetic
allows for the representation of weights, activations, and gradients using low-bit integers,
enabling efficient computation with deterministic precision. This is particularly crucial in
resource-constrained environments where floating-point units (FPUs) may be unavailable
or prohibitively costly in terms of power and latency.

However, this quantization introduces numerical errors due to truncation and round-
ing, which can propagate through the network and impact decision-making. As a re-
sult, verifying QNNs, whether modeled with integers or bit vectors, has been shown
to be PSPACE-complete.

In this thesis, we present three major contributions to the formal specification and verifi-
cation of quantized neural networks (QNNs) based intelligent controllers in the domains of
autonomous vehicles (AVs) and avionics. First, we propose a formal specification process
for AV requirements, which involves a step-by-step transformation of textual requirements
into formal properties. Second, we outline a sound and incomplete method for verifying
QNN s that does not rely on integer or bit-vector theories. This method combines set theory,
rational approximation, and SMT verification to validate the formal properties defined
in our first contribution. We evaluate this method in the context of autonomous vehicles
using the HIGHWAY-ENV simulator, alongside Z3 and Marabou as SMT solvers. Third, We
introduce a quantization method for artificial neural networks (ANNSs) that serves as an
optimization technique that aims to preserve the properties of ANNs by identifying the
largest perturbation that consistently maintains these properties. This perturbation acts as
a threshold for applying the precision tuning tool, Popinns, which generates the optimized
format of the quantized version of ANNSs based on the specified threshold using SMT
solver. We implement this method in the avionics domain, evaluating it using the ACAS
Xu benchmark and Marabou. The results of our contributions demonstrate the efficiency
and soundness of our proposed methods compared to traditional SMT solvers.

Keywords: Fixed point arithmetics, Quantized neural network, Formal verification,
Specification, Autonomous Vehicles, Avionics, Satisfiability Modulo Theories.
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La complexité des systemes autonomes présente des défis importants pour leur spécifi-
cation et leur vérification formelles, en particulier lorsqu’il s’agit d’intégrer des controleurs
d’IA basés sur des réseaux neuronaux quantifiés (RNQs). Ces réseaux utilisent 1’arith-
métique en virgule fixe pour s’adapter aux capacités de calcul limitées des systemes
embarqués. L’arithmétique en virgule fixe permet de représenter les poids, les activations
et les gradients a 1’aide d’entiers de faible poids, ce qui permet un calcul efficace avec une
précision déterministe. Toutefois, cette quantification introduit des erreurs numériques
dues a la troncature et a ’arrondi, qui peuvent se propager dans le réseau et influer sur la
prise de décision. Par conséquent, la vérification des RQNs, qu’ils soient modélisés avec
des entiers ou des vecteurs de bits, s’est avérée PSPACE-complet.

Dans cette these, nous présentons trois contributions majeures pour la spécification et
la vérification formelles des controleurs intelligents basés sur des RNQs, appliqués aux
domaines des véhicules autonomes (VAs) et de ’avionique. Premiérement, nous proposons
un processus de spécification formelle des exigences des VAs, transformant pas a pas des
exigences textuelles en propriétés formelles. Deuxiemement, nous décrivons une méthode
fiable mais incomplete pour vérifier les RNQs sans recourir aux théories des entiers ou
des vecteurs de bits. Cette méthode combine la théorie des ensembles, ’approximation
rationnelle et la vérification SMT pour valider les propriétés formelles définies dans notre
premiére contribution. Nous 1’évaluons dans le contexte des véhicules autonomes a 1’aide
du simulateur HIGHWAY-ENV, ainsi que des solveurs SMT Z3 et Marabou. Troisiémement,
nous présentons une méthode de quantification pour les RNA qui préserve leurs propriétés
en trouvant la plus grande perturbation admissible. Ce seuil permet a 1’outil Popinns
de générer un format optimisé via un solveur SMT. Nous implémentons cette méthode
dans le domaine de I’avionique en I’évaluant sur le benchmark ACAS Xu avec Marabou.
Les résultats de nos contributions démontrent 'efficacité et la fiabilité de nos méthodes
par rapport aux solveurs SMT traditionnels.

Mots clefs : Arithmétique en Virgule Fixe, Réseaux Neuronaux Quantifiés, vérification
Formelle, Spécification, Véhicules Autonomes, Avionique, Théories de Modulo de Satisfiabi-

lité.
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1.1 Research Motivation and Context

Autonomous systems are self-operating technologies that intelligently perform tasks with-
out human intervention, relying on sensors, Al, and real-time decision-making [ABGT20,
TZW ™23, RZB18, SMN19]. These systems are closely related to embedded systems [ELS18,
SEI*24], which provide the essential hardware and software foundation for efficiently
processing data, controlling actuators, and executing tasks in dynamic environments with
low power consumption and reliable, real-time operation [J[SNA19, ADAATS, SEI*24].

Intelligent controllers constitute the foundational component of autonomous systems,
seamlessly integrating hardware and software to facilitate real-time decision-making[ APW89,
dJP23]. These systems leverage advanced control algorithms, such as fuzzy logic [DCV21],
Bayesian probability [Gad17], neural networks [AAE22], and PID controllers [VSD*21], to
enhance precision and adaptability [SMN19, RZB18, TZW 23, XMW 18]. By processing
sensor data from LiDAR, cameras, and IoT devices, they facilitate environment perception
and autonomous navigation. Machine learning techniques further optimize performance,
allowing self-learning and predictive control in dynamic environments [KPK 23, KPK"23].

Great efforts are currently underway to utilize neural networks (NNs) as controllers,
driven by their capability to learn complex, nonlinear dynamics and adapt in real time.
Recent research highlights advancements in deep reinforcement learning (DRL) , which
enable NN to outperform traditional control methods in robotics and autonomous systems.
Recent studies [GDNC15, TKAKP22] demonstrate their efficiency in resource-constrained
environments. These innovations pave the way for smarter, self-learning control systems
across various industries.[CF17, BL17, YZ18], where reliability and low latency are essential.
Key challenges such as energy efficiency and miniaturization [ABG 20, JRBA19, ZDRF21]
are being addressed through optimized embedded architectures, including SoCs and
FPGAs [REGSV93, DJS16].

The future of these systems lies in creating more intelligent, collaborative, and trustwor-
thy machines that seamlessly integrate into human environments. However, certifications
for both security and reliability are essential in these domains. However, numerous studies
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have demonstrated that NNs, due to their complex architecture and highly nonlinear na-
ture, often exhibit unpredictable behavior. They can make dangerous control errors under
edge-case conditions or when subjected to adversarial perturbations, raising concerns
about their deployment in real-world scenarios [SKS19, Spr22].

How to prove the Reliability of Intelligent Controllers Based on Neural Networks?

To enhance the reliability of intelligent controllers based on neural networks, various studies
have proposed two fundamental verification paradigms: sound and unsound verification
methods [KKR24, UM21]. Unsound verification provides scalable checks using techniques
like adversarial testing and heuristic analysis. However, because these methods are un-
sound, they do not guarantee that the system satisfies all required formal properties, such
as correctness or safety. While they can efficiently detect potential issues or improve confi-
dence in the system, their results may include false negatives (missed violations) or false
positives (spurious warnings). It treats the neural network as a white box and generates test
cases to optimize various coverage criteria, including neuron coverage and condition/deci-
sion coverage [SWR ™18, PCYJ18]. In contrast, sound verification provides mathematically
rigorous proofs of system correctness using formal methods, ensuring no overlooked
violations, albeit at the cost of higher computational complexity [KBD*17, GMD"18, ea21].

Formal verification of autonomous systems ensures correctness and safety by mathemat-
ically proving that the system meets specified requirements under all possible conditions.
Formal methods exhaustively analyze system behavior using techniques such as model
checking [Bie21], reachability analysis [EHSH21], theorem proving [LSM 24], and abstract
interpretation [CC92]. These methods verify critical properties, including collision avoid-
ance, deadlock freedom, and real-time responsiveness, in autonomous vehicles, drones, and
robotics. However, challenges remain in scaling to complex hybrid (discrete-continuous)

dynamics and verifying machine learning components, such as neural networks.

Deployment of Neural Networks on Embedded Systems

Another factor affecting the deployment of neural networks in autonomous systems is
their high computational demands, memory constraints, and power consumption, all
of which are critical in real-time, resource-constrained environments. Neural networks,
particularly deep learning models, often require significant processing power and memory,
making them challenging to run efficiently on embedded hardware with limited resources
[MGL"22]. To tackle these issues, quantization has emerged as a key optimization technique
[WMYY24a, NBHP *21], transforming floating-point neural networks performed in floating-
point arithmetic into quantized neural networks (QNNs) that are more hardware-friendly.

Quantization reduces the precision of the network’s weights and activations (e.g.,
from 32-bit floating-point to 8-bit integers), significantly decreasing memory footprint and
energy consumption while maintaining acceptable accuracy [B"19, X" 22, RAK22]. Unlike
full-precision networks, QNNs leverage fixed-point arithmetic instead of floating-point
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operations, enabling faster computations on embedded processors that lack dedicated
floating-point units [LJVD23a, HPP24]. This shift not only reduces memory bandwidth
but also accelerates inference by optimizing for fixed-point operations, which are more
efficient on edge devices like microcontrollers and Field Programmable Gate Array (FPGAs)
[GSZ23]. As a result, it enables efficient execution on autonomous systems while ensuring
real-time performance and energy efficiency as illustrated in the Figure 1

High Performance Computer

32 bit

16 bit
8 bit
4 bit
2 bit

1bit

Figure 1: Quantization: Turning the 32-bit floating-point neural network to an 8-bit or even lower
bit integer network [WMYY24b].

This thesis focuses on the formal verification of intelligent controllers that use neu-
ral networks, specifically quantized neural networks (QNNs). QNNs offer substantial
benefits in computational efficiency and memory footprint for embedded deployment.
Our analysis will concentrate on two safety-critical autonomous systems that rely on
autonomous vehicles and avionics, which will serve as case studies for evaluating our
contributions. These domains are particularly suitable for examination due to their robust
reliability requirements, real-time operational constraints, and the growing implementation
of neural network-based control systems.

1.1.1 Intelligent Controllers for Autonomous Vehicles

Intelligent controllers are advanced systems that enable autonomous vehicles (AVs) to
perceive, decide, and act in real-time with minimal human intervention [SEIT24, Ara22].
These systems heavily rely on ANNs across all core AVs components to ensure robust
and adaptive performance [INF18, Ara22].

% Neural Networks in AVs Control. In perception, deep learning models like Convo-
lutional Neural Networks (CNNs) and Vision Transformers (ViTs) process raw sensor
data from cameras, LiDAR, and radar for tasks [TV22, BMKL23] such as object detection
(e.g., YOLO, Faster R-CNN) [SDB21], and semantic segmentation (e.g., U-Net, DeepLab)
[MHU"22]. Additionally, Recurrent Neural Networks (RNNs) and Long Short-Term Mem-
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ory (LSTM) networks enhance temporal perception by tracking dynamic objects and pre-
dicting trajectories [HXL"19]. For decision-making and planning, Reinforcement Learning
(RL)-based policies, including Deep Q-Networks (DQNs) and Proximal Policy Optimiza-
tion (PPO), facilitate high-level behavior planning in complex traffic scenarios such as lane
changes, merges, and intersection navigation [INF18, Ara22].

% Formal Verification of AVs. In verification, several research studies have formally
verified properties of AVs, such as collision avoidance, lane-changing safety, and robust-
ness, using various methods [FBEG16, MI23, Alt10]. For collision avoidance, techniques
like reachability analysis (e.g., Hamilton-Jacobi Reachability) [Alt10, BCHT17] and formal
model checking have been applied to ensure that AVs maintain safe distances under dy-
namic conditions [ADK19, GMSL18]. For lane-changing, approaches such as temporal logic
(e.g., Linear Temporal Logic (LTL)) have been utilized to validate proper merging behaviors
[MRMAZ20]. Robustness verification against sensor noise and adversarial perturbations has
been explored using neural network verification tools (e.g., Marabou, Reluplex) to ensure
that AVs operate safely under uncertainty [KBD 17, WIZ*24]. Collectively, these methods
enhance the reliability of AVs systems by mathematically proving critical safety properties.

% AVs Simulators. In the context of autonomous driving, several simulators for au-
tonomous vehicles (AVs) have been developed to model complex driving scenarios in
virtual environments [DRC*17, RST*20, SDLK18, Leul8]. These simulators enable rig-
orous testing of safety and functionality before real-world deployment. They simulate
Level 5 autonomy [KEM 23], where the vehicle operates independently under all condi-
tions without human input. Notable tools include CARLA [DRC*17], an open-source
simulator that supports perception and control validation, and LGSVL [RST"20], which
integrates with ROS/ROS?2 for testing full autonomy stacks. WEBOTS [Mic04] offers a
high-fidelity environment for prototyping and verification based on formal methods, while
AIRSIM [SDLK18] provides photorealistic simulations with APIs for verifying perception
and planning. Together, these tools enhance correctness through simulation-based model
checking, temporal logic verification, and falsification testing.

* HIGHWAY-ENV. In this work, we utilized the HIGHWAY-ENV simulator [Leul8], an
open-source reinforcement learning (RL) environment designed specifically for autonomous
driving research. This simulator is particularly well-suited for the formal verification of
QNN in autonomous driving, especially when compared to more complex simulators
like CARLA, AirSim, or LGSVL [DRC"17, RST*20, SDLK18], due to its lightweight, cus-
tomizable, and deterministic nature. HIGHWAY-ENV [Leul8] offers a simplified yet highly
controllable 2D environment optimized for reinforcement learning (RL) and formal ver-
ification tasks. This simplicity enables efficient and repeatable testing of QNN-based
controllers. Since QNNs introduce quantization errors that may impact decision-making,
HIGHWAY-ENV s deterministic dynamics facilitate precise perturbation analysis and ad-
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versarial scenario generation. Additionally, its integration with OpenAI Gym [BCP"16]
supports automated testing frameworks, making it easier to apply formal verification tools
like Marabou [WIZ"24] for neural network verification.

1.1.2 Intelligent Controllers for Avionics

Modern avionics systems are increasingly adopting intelligent controllers that leverage
machine learning algorithms and specially neural networks to enhance aircraft performance,
safety, and operational efficiency[WKJC22, BMN 19, CEFG"22]. These advanced control
systems provide superior handling of complex, nonlinear flight dynamics compared to
traditional methods[JEMLS17, DJ10, JPH20].

% Neural Networks for Avionics Control. In flight control systems, deep neural networks
and recurrent architectures like LSTMs enable adaptive flight envelope protection and
fault-tolerant control [GWLP22, ZLDC23]. For navigation and guidance, vision-based
ANN s process satellite imagery and sensor fusion data to improve GPS-denied navigation
[AAM23]. Meanwhile spiking neural networks offer ultra-low-power solutions for onboard
processing in unmanned aerial vehicles [SVB"20]. The autopilot systems increasingly
employ reinforcement learning to optimize flight trajectories in real-time, considering
weather, fuel efficiency, and air traffic constraints [BDKG18]. Collision avoidance systems
leverage deep learning for real-time processing of radar data [MWMC10]. For cyber-
physical security, ANNs detect anomalies in avionics networks through unsupervised
learning, protecting against false data injection and spoofing attacks [Mal19].

% Formal Verification of Flight Control Systems. The certification of Al-driven systems
remains challenging, leading to research on formally verified neural networks and explain-
able Al techniques that rigorously analyze neural network decision boundaries to ensure
they adhere to specified input-output relationships under all possible operating conditions.
Robustness verification uses interval bound propagation to certify that navigation and con-
trol networks maintain stable performance despite sensor noise, adversarial perturbations,
or edge-case inputs [FMP20, MBT *22]. Safety-critical properties like collision avoidance
and flight envelope protection are verified through reachability analysis tools that com-
pute provable safe regions in the system’s state space [vdBd V18], while temporal logic
verification ensures real-time compliance with strict avionics timing constraints [DKHO09].
The verification process must also address implementation-specific concerns, including
the effects of quantization and fixed-point arithmetic in deployed models.

% Benchmarks and Simulators. There are several benchmarks and simulation tools
specifically designed to support the development and validation of neural networks in
avionics applications. Airborne Collision Avoidance System for Unmanned Aircraft (ACAS
Xu) [JK19] provide standardized collision avoidance scenarios for formal verification of



1. Introduction 7

ANNs safety properties, Meanwhile FlyNet [DMY *20] offers vision-based flight datasets
for perception system evaluation. For simulation, high-fidelity platforms such as AirSim
[SDLK18] enable realistic testing of NN-driven flight controllers in virtual environments,
complemented by lightweight options like JSBSim [SJA *24] for rapid prototyping. These
tools often integrate with reinforcement learning frameworks and hardware-in-the-loop
systems to thoroughly validate NN performance under various flight conditions, bridging
the gap between theoretical development and real-world aerospace implementation while

meeting stringent certification requirements.

% ACAS Xu. In this thesis we use ACAS Xu system [JK19] is a neural network-based
decision-making system designed to help unmanned aerial vehicles (UAVs) avoid mid-air
collisions. This system represents a crucial advancement in automated aviation safety
[OPM 19, MJ16]. Quantized versions of ACAS Xu neural networks (e.g., 8-bit or 4-bit
models) enable faster execution and lower power consumption, which are critical for
real-time avionics hardware. However, quantization introduces verification challenges, as
reduced precision may affect decision boundaries and robustness. This makes ACAS Xu a
key benchmark for studying the trade-offs between efficiency, accuracy, and verifiability

in quantized avionics neural networks.

1.2 Research Problem Statement

In the context of formal verification, the formal specification of ANNSs plays a crucial role
by providing a rigorous mathematical framework for expressing and analyzing system
requirements. This process systematically transforms high-level textual specifications
into formal properties, including safety properties (e.g., collision avoidance guarantees)
[BES16], temporal properties (e.g., Linear Temporal Logic (LTL) or Signal Temporal Logic
(STL) [Koy90], and robustness constraints (e.g., adversarial perturbation tolerances) [ZH18,
MBT *22]. Formal specifications serve as a bridge between high-level safety objectives and
low-level verification, enabling engineers to demonstrate that ANNs comply with critical
requirements in all operational scenarios while also identifying potential violations. This
is essential for deploying trustworthy Al in safety-critical applications.

Various methods verify floating-point neural networks [KBD 17, WIZ*24, GMD"18],
addressing challenges such as the non-linearity of activation functions (e.g., ReLU, tanh,
sigmoid), architecture-specific demands (e.g., CNNs, RNNs), and property-specific needs
(e.g., robustness, safety). Each of these factors influences the design and precision of
the verification method [Sou24].

Generally, the formal verification of neural networks is categorized into two broad
types: complete methods and incomplete methods [Sou24, UM21]. Complete methods offer
formal guarantees by exhaustively analyzing all possible behaviors of the network within a
defined input space. these methods rely on using SMT and Integer Linear Programming
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(ILP) which provide rigorous guarantees about network behavior. Notable SMT-based tools
include Marabou [WIZ24], which extends the Reluplex [KBD17] algorithm to verify
properties like robustness and safety in deep neural networks (DNNs) by solving quantized
or floating-point constraints, and NeVer [DGPT24], which combines SMT solving with ab-
straction techniques for scalable verification. For ILP-based approaches, MIPVerify [TXT19]
formulates DNN verification as a mixed-integer program to certify adversarial robustness,
while Planet [Ehl117] encodes ReLU-based networks into linear constraints for exact verifica-
tion. These works ensure soundness and completeness and demonstrate how SMT and ILP
provide foundational frameworks for DNN verification, balancing precision and computa-
tional tractability in Verifying neural network correctness. However it often face scalability
limitations due to the high computational complexity of floating-point arithmetic and deep
network structures. Incomplete methods [GMD " 18, MKE23] trade absolute guarantees for
improved scalability by using abstract interpretation, which has emerged as a powerful
framework for scalable formal verification of neural networks. These methods use domain-
specific abstractions to approximate network behaviors while preserving soundness. Key
approaches include interval analysis [LLY " 19], which propagates input bounds layer by
layer using hyperrectangular over-approximations, and zonotope-based methods [SFG22],
which utilize affine arithmetic to capture linear dependencies between neurons for tighter
bounds. Advanced domains like polyhedra [MSS™21] further enhance precision by model-
ing nonlinear activations with polynomial approximations. Tools such as ERAN [SBR™]
unify these abstractions within a configurable framework, enabling the verification of safety
and temporal properties. Although inherently incomplete due to over-approximation, these
methods excel at scaling to large networks, such as ResNet-50 [Koo21], and are widely
adopted in autonomous systems certification, as demonstrated by AI2’s ReluVal [GMD*18]
for collision avoidance verification. Recent extensions combine abstract interpretation with
SMT refinements [KBK 23] to mitigate conservatism, thereby striking a practical balance
between precision and computational tractability in industrial-scale applications. While
these approaches can handle larger networks and more complex properties, they may
produce over-approximations or false positives due to relaxed precision constraints.

The complete and incomplete methods, primarily designed for floating-point or ReLU-
based networks, often struggle to scale efficiently with low-bit-width quantization (e.g.,
4-bit) due to the non-linear and discrete nature of quantization. Furthermore, scalability
issues emerge when using integer or bit-vector encodings in SMT verification, which have
been shown to be PSPACE-complete [HLZ21], resulting in an exponential increase in
computational resource requirements as the network size grows. Recent works propose
alternative approaches to mitigate these challenges. In [HLZ21], they reduce and simplify
the encoding of a Quantized Neural Network (QNN) using fixed-point arithmetic for SMT
verification. Similarly, in [ZZC*22], the authors convert non-linear activation functions
into integer linear constraints for verification via ILP. Additionally, [HWY "24] employs
Gradient-Based Heuristic Search Methods and interval propagation to reduce the search
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space before applying integer linear programming. Another strategies focuses on verifying
the constraints of the quantization error bound between a Deep Neural Network (DNN)
and its quantized counterpart, ensuring that the quantized model adheres to acceptable
deviation limits [Z5523, BMS22, BM24b]. In QEBVerif [Z5523], the authors utilize a hybrid
method based on Differential Reachability Analysis (DRA) and Mixed-Integer Linear
Programming (MILP). DRA efficiently approximates the reachable sets of both the DNN
and QNN, while MILP refines the error bounds with exact constraints.

The objective of this thesis is to propose a robust formal verification method for in-
telligent controllers based on neural networks, particularly quantized neural networks,
while avoiding the use of integer and bit vector theory. In this thesis, we propose a formal
specification method that involves transforming AV requirements into formal proper-
ties. Additionally, we proposed a sound, and incomplete verification method to verify
QNNSs based on SMT and abstract interpretation using interval analysis and set theory
to verify safety properties. Furthermore, we design a quantization method that utilizes
precision tuning and formal methods to achieve the most optimized precision format

while preserving safety properties.

1.3 Research Contributions

1.3.1 Contribution 1: Formal Specification of AVs Textual Requirements

Our aim in the first contribution is to transform the textual and informal requirements
of autonomous vehicles (AVs) into formal properties that can be exhaustively verified on
neural networks (NNs). We achieve this through five steps designed to extract logical
constraints and range values using the concepts of abstract and logical scenarios derived
from the AVs’ informal requirements. This process helps identify a formal safety property
to be verified using SMT verification with HIGHWAY-ENV [BSG25]. We defined all the
details and these steps in Chapter 5.

1.3.2 Contribution 2: SMT Verification of QNN for AVs based on Set Theory
and Rational Approximation

In the second contribution, we proposed a sound yet incomplete formal verification method
for QNN in autonomous vehicles (AVs). This method focuses on using the rational approx-
imation of QNNs and set-based theory, which involves introducing bounded perturbations
to the output of the approximated rational neural network. Additionally, we ensured
that the output sets of the perturbed rational neural network include those of both the
QNN and its rational approximation. The distance between these output sets is computed
using the p-norm and interval propagation. To evaluate our methodology, we utilized
the Highway-env autonomous vehicle simulator.

In this contribution, we summarize the experiments with the following points:
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% Identification of the most effective norm for validating the proposed verification
method in terms of time, memory, and verification results for the requirements of
autonomous vehicles (AVs) [BSG25].

% Comparison of the proposed verification method to bit-vector/integer encoding using
SMT solvers [BSG25].

# Evaluation of the impact of quantization as an optimization technique for accelerating

the verification process of neural networks [BSG24].

% Evaluation of the effects of parallelism by concurrently verifying sub-properties,
focusing on execution time and memory usage in our verification method [WB24].

We will details this contribution in Chapter 6.

1.3.3 Contribution 3: Design of Quantization Method of ANNSs using Precision
Tuning and Formal Methods for Avionics.

In the third contribution, we propose a quantiztion method of ANNs based on formal meth-
ods and pecision tuning, we focus on preserving safety properties by identifying maximum
bounded perturbations and using them in precision tuning to evaluate the error between
the (ANN) and its quantized version, enabling us to determine the optimized format of the
generated QNN that meets fixed-point constraints. This method is evaluated using Acas
Xu [JK19], a neural network-based decision-making system designed to help (UAVs) avoid
mid-air collisions, along with its safety properties, and Marabou [WIZ24] as an SMT solver.

We summarize the ideas behind this method in the following two major phases :

% The first phase begins by verifying the safety properties of the initial neural network
using SMT. If the property is violated, we conclude that it is invalid for both the initial
neural network and its quantized version. If the property holds, we proceed to ensure
its preservation by introducing bounded perturbations to the neural network’s output
and verifying the same property identifying the maximum robustness threshold
that guarantees the property. The output of this phase is the maximum robustness
threshold needed to preserve the safety property.

# In the second phase, we consider the output from the previous phase as an error
between the NN and its quantized version to use in the precision tuning tool Popinns
[BBKBM22]. Using this tool, we produce an optimized precision format for the QNN
that satisfies both the fixed-point constraints and the safety property based on the
specified error. Consequently, if these conditions are met, we can confirm that the
QNN also satisfies the safety property; otherwise, it is deemed violated.

We examine the details of this contribution in Chapter 7 and 8
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1.4 Organization of the Dissertion

The remainder of this dissertation is divided into 3 parts:

Part I : State of the art
This part consists of three chapters that outline the background and related works
pertinent to our thesis.

Chapter 2 provides the necessary background knowledge on computer arithmetic
to understand and follow the concepts presented in this thesis. We begin with an
overview of floating-point arithmetic, followed by essential concepts related to fixed-
point arithmetic and its elementary operations. Additionally, we briefly discuss
interval analysis and its fundamental operations.

Chapter 3 introduces the concept of neural networks, including their common ar-
chitectures and activation functions. We also discuss several compression methods
applied to artificial neural networks (ANNSs) for use in intelligent controllers. Next,
we define quantized neural networks (QNNs) and their activation functions.

Chapter 4 introduce common formal methods such as model checking, abstract
analysis, static analysis, and SMT. Additionally, we present a summary of existing
techniques and tools concerning the formal verification of neural networks and
quantized neural networks.

Part II : Specification and SMT Verification of QNN for Autonomous Vehicles
This part is organized into two chapters, addressing the specification and formal
verification of QNNs proposed in this thesis.

Chapter 5 Identifies the process of specifying the requirements for autonomous

vehicles and transforming them into formal properties for verification.

Chapter 6 outlines a robust formal method for verifying QNNs, based on rational
approximation, set-based theory, and SMT verification. We begin with a set-based
overview and the general verification process of the proposed method. Next, we
present a mathematical proof, followed by a detailed explanation of each step in the
process.

Chapter 5 and 6 are revised versions of the following articles:

¢ Wahiba Bachiri, Yassamine Seladji, Pierre-Loic Garoche,Formal Specification and
SMT Verification of Quantized Neural Network for Autonomous Vehicles,Science of
Computer Programming,2025,103316,ISSN 0167-6423,

https://doi.org/10.1016/j.scico.2025.103316.

*¢ Wahiba Bachiri, Yassamine Seladji, Pierre-Loic Garoche. “Formal Verification of

Quantized Neural Network,” 2024 International Conference of the African Federa-
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tion of Operational Research Societies (AFROS), Tlemcen, Algeria, 2024, pp. 1-5,
doi: 10.1109/ AFR0OS62115.2024.11037165.

% Wahiba Bachiri, Seladji Yassamine, Pierre-Loic Garoche. Parallel Verification of
Quantized Neural Network for Autonomous Vehicle. ISCC'24, Oran, 12-13 Novembre
2024.

Part III : Design of QNNs by Preserving Their Safety Properties for Avionics
This part is organized into two chapters that present a quantization method of ANNs
using formal method and precision tuning.

Chapter 7 explains and defines the quantization method for ANNSs, which considers
a floating-point neural network as input. We then introduce bounded perturbation,
which relies on the maximum output perturbation that satisfies the property. This
perturbation serves as input for a precision tuning tool, Popinns, designed to identify
the optimized QNN format for each neuron that meets the safety property.

Chapter 8 presents the case study used in the experimentation: Acas Xu. We outline
the results of our methods through 45 NNs and 10 properties. Then, we discuss the
results of 4}, and the results of Popinns.

Chapter 9 : Conclusion and Prospectives
In this chapter, we summarize the contributions presented in this dissertation and
outline several propositions for future research directions and perspectives.
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2.1 Introduction

omputer arithmetic refers to the methods and systems used to perform numerical
calculations in digital computing, encompassing both hardware and software imple-
mentations of mathematical operations. Unlike idealized mathematical operations
that assume infinite precision and continuous ranges, computer arithmetic must address
finite storage, limited precision, and discrete representations. This leads to fundamental
challenges such as rounding errors, overflow, and underflow [Par02, MM16].
In this chapter, we present some of fundamentals of computer arithmetic to help the
reader to gain intuition about situations that may compromise the quality of numerical
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computation results and how to avoid these issues. We will focus on floating-point arith-
metic, which uses a sign, exponent, and significand to dynamically scale numbers, allowing
for a wider range of values. However, this method also introduces complexities such as
rounding errors and catastrophic cancellation. We will also explore fixed-point arithmetic,
which represents numbers with a fixed number of integer and fractional bits. This approach
is often suitable for embedded systems and digital signal processing due to its deterministic
performance. Additionally, we will examine interval arithmetic, which bounds errors by
working with ranges instead of exact values.

The design of computer arithmetic systems involves trade-offs among speed, accuracy,
energy efficiency, and hardware complexity [MBdD " 18, DBL85]. Applications vary from
high-performance scientific computing to low-power edge devices. Ultimately, the choice
of arithmetic system depends on the specific problem domain, balancing the need for
precision with constraints such as real-time performance and power consumption [MM16].

2.2 Floating-Point Arithmetic

Representing and manipulating real numbers efficiently is essential in many fields of
science and engineering. Since the emergence of electronic computing, various methods
for approximating real numbers on computers have been developed. However, floating-
point arithmetic remains the most widely used method for representing real numbers
in modern computers [MM16, MBdD*18].

Simulating an infinite, continuous set (the real numbers) with a finite set (the “machine
numbers”) is not a straightforward task; it requires finding clever compromises between
factors such as speed, accuracy, dynamic range, ease of use, implementation, and mem-
ory cost [MBdD"18]. Floating-point arithmetic, with appropriately chosen parameters
(radix, precision, extremal exponents, etc.), proves to be a very effective compromise for
most numerical applications [DBLS85].

2.2.1 Representation of Floating-Point Numbers

Since its inception, IEEE754 [DBLS85] has established itself as the scientific standard for
specifying floating-point arithmetic. It specifies the bitwise representation for numbers,
and specifies parameters for how arithmetic is to be performed.

In this standard, each floating-point number can be represented by five integers [PU20b],
(s,B,e,M,p), consisting of :

e Signse {0,1} nIN
* Radix orbase e N, > 2
* Exponentee Z

e Mantissa M € IN
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* Precision p € N, p > 2, p represents the number of “significant digits” , or the length
of M.

Floating-point numbers can be formatted with specific precision, such as single or dou-
ble, as illustrated in Table 2.

Definition 2.1 formally defines a floating-point number. IF represents the set of floating-
point numbers, where F < R [MBdD"18].

Definition 2.1. Let x € IF a floating point number of base 2 defined as follows :
x=s.M.p P! (2.1)

There is two extremal exponents e,,y,, €max € Z such that e,;,, < e < epax and M =
do.dy...d;...dp_1,d; € {0,1} and 0 < i < p. The values of ey, emax and p are given in Table 1

Figure 2 illustrates the representation of a floating-point number in single-precision for-
mat (FP32), which consists of one bit for the sign, an 8-bits exponent, and a 23-bits mantissa.

32-bit Single Precision Floating Point

s Exponent Mantissa

1 bit 8 bits 23 bits

Figure 2: Representation of IEEE 754 single-precision format

In Table 1, we display the various precisions and formats for number representation
in the IEEE754 standard.

The first row indicates the total number of bits used to represent a floating-point number,
while the second row provides its name. The third and fourth rows specify the number of
bits allocated for the mantissa (p) and exponent (), respectively. The last two rows present
the minimum and maximum values that the exponent can assume [PU20b].

Format | binary FP16 binary FP32 binary FP64 binary FP128
Name | Half precision | Single precision | Double precision | Quadruple precision
4 10 23 52 112
e 5 8 11 15
Crmin —14 —126 -1122 —16382
Emax +15 +127 +1223 +16383

Table 1: Parameters defining the IEEE754 floating-point formats.

Example 2.1. We assume radix B = 2, precision p = 4, ey,iny = —7, and ey = +8. The number
41619 = 110100000, is a floating-point number. It has one representation only, with integral
significand 1319 and exponent 81, since

416 = 13.208-4) (2.2)
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IEEE754 [DBLS85] defines several types of values: normalized numbers (the default
representation for most values, using a hidden leading 1 in the mantissa), denormalized
(subnormal) numbers (which preserve gradual underflow by allowing tiny numbers near
zero to lose the hidden bit), and special values like signed zero (+), infinities (+-c0), and NaN
(Not a Number) for invalid operations. Floating-point operations can be performed using
different rounding modes to control how results are approximated when they can’t be repre-
sented exactly. Additionally, the standard specifies five types of exceptions that flag unusual
conditions (like division by zero or overflow), which can either trigger hardware interrupts
or be silently recorded in status flags [For92, Thél4]. These features work together to
provide a robust, predictable system for numerical computation while balancing precision,
range, and performance. A detailed and rigorous discussion of floating-point arithmetic
can be found in Muller et al.’s Handbook of Floating-Point Arithmetic [MBdD"18].

2.2.2 Elementary Operations in Floating-Point Arithmetics

Processors with hardware-supported floating-point operations require complex circuitry
to handle basic IEEE754 standard data operations. Whether performed in software or
hardware, these arithmetic operations involve multiple steps [PL03, AASA11].

Floating-Point Addition

The steps for floating-point addition and subtraction are identical, regardless of the format.
To add or subtract two floating-point numbers x; and x;, the following operations are
performed as follows [HH13, MBdD 18, PL03]:

1. Extract the exponents e,; and ey,.

2. Extract the mantissas My and M,,, and convert them into 2’s complement numbers,
using the signs s,1 and sy;.

3. Shift the significand with the smaller exponent right by |e,; — ex2|.

4. Perform addition (or subtraction) on the mantissas to get the mantissa of the result,
M,. Remember that the result may require one more significant bit to avoid overflow.

5. If M, is negative, then take the 2’s complement and set S, to 1. Otherwise set Sr to 0.

6. Shift M, until the leftmost 1 is in the “hidden” bit position, and add the shift amount
to the smaller of the two exponents to form the new exponent e,.

7. Combine the sign s,, the exponent e,, and significand M, to form the result.

Example 2.2. The floating-point addition of 7.875(1.11111 x 22) and 0.1875(1.1 x 23) is 8.0625
(1.0000001 x 23). The fraction and exponent bits are extracted, and the implicit leading 1 is
prepended. Next, the exponents are compared by subtracting the smaller exponent from the larger
one. This difference indicates how many bits the smaller number must be shifted to the right to align
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the implied binary point, ensuring the exponents are equal. The aligned numbers are then added.
Since the sum has a mantissa greater than or equal to 2.0, it is normalized by shifting it right by one
bit and incrementing the exponent. In this example, the result is exact, so no rounding is necessary.
Finally, the result is stored in floating-point notation by removing the implicit leading one from the
mantissa and prepending the sign bit. [HH13]

Floating-Point Multiplication

To multiply two floating-point numbers x; and x, , the following steps are performed
[AASA11, PLO3]:

1. Compute the sign of the result s,

2. Extract the exponents ¢, and e,

3. Extract the mantissa M, and M,

4. Multiply (or divide) the mantissa to form M,.

5. Add (or subtract) the exponents (in excess-N) to get e,.

6. Shift Mr until the leftmost 1 is in the “hidden” bit position, and add the shift amount
toe,.

7. Combine the sign s,, the exponent ¢,, and mantissa M, to form the result

Example 2.3. let the IEEE754 representation of 40 and -7.5 as follow 0100001000100 and
1100000011110 respectively. After extracting the exponents, we multiply the mantissa 1.0100
x 1.1110 = 1001011000. We place the decimal point : 10.01011000. Next, we add exponents
(10000100 + 10000001 = 100000101). The exponent representing the two numbers is already shift-
ed/biased by the bias value (127) and is not the true exponent; So we should subtract the bias from
the resultant exponent otherwise the bias will be added twice : 100000101 — 01111111 = 10000110.
We obtain the sign bit and put the result together: 11000011010.01011000. we normalize the result
so that there is a 1 just before the radix point (decimal point). Moving the radix point one place to
the left increments the exponent by 1; moving one place to the right decrements the Exponent by 1 :
11000011010.01011000 (before normalizing) 1100001111.001011000 (normalized) The result is
(without the hidden bit): 11000011100101100. The mantissa bits are more than 4 bits; rounding
is needed. If we applied the Truncation rounding mode then the stored value is: 1100001110010
[AASA11].

2.2.3 Rounding Errors

Since the set of floating-point numbers is not closed under most operations, such as addition
or multiplication. The IEEE 754 standard defines three exceptions [Ple17, PU20b, Thé14]
that can occur during these operations:
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* Anoverflow occurs when rounding the exact result with no constraint on the exponent
range leads to a number larger in magnitude than the largest floating-point number.
For instance, adding (P — 1)p¢m~F*+1 to itself would raise an overflow.

* An underflow after rounding occurs when rounding the exact result with no con-
straint on the exponent range leads to a nonzero number, smaller in magnitude than

peérin . For instance, dividing e ~7*1 by B would lead to an underflow.

¢ An underflow before rounding occurs when the exact result is nonzero and smaller
in magnitude thanf»in .

Floating-point arithmetic allows for a wide dynamic range in numerical computation
but inherently introduces rounding errors due to its finite precision representation of real
numbers. These errors occur when arithmetic operands have already been rounded, which
can lead to a catastrophic loss of significant digits and ultimately result in entirely incorrect
outcomes. While each rounding error may be small on its own, their cumulative effect can
propagate through computations, rendering the final output meaningless[Ben21, PU20b].

2.3 Fixed-Point Arithmetic

Fixed-point arithmetic is a numerical representation system where numbers are stored
with a fixed number of integer and fractional bits, making it ideal for resource-constrained
systems like embedded devices and digital signal processors (DSPs) [BM24b, Naj14, Lop14].
Unlike floating-point, fixed-point avoids hardware-intensive operations by maintaining a
constant scaling factor, enabling faster and more power-efficient computations. However,
its precision and range are inherently limited by the chosen bit allocation, requiring careful
design to avoid overflow or excessive quantization errors [ATD05, HPP24].

2.3.1 Representation of Fixed-Point Numbers

Fixed-point arithmetic represents real numbers by separating them into integral and frac-
tional parts with a binary point. Both the integer and fractional parts have a predetermined
length, and the position of the binary point can be adjusted as necessary [Par02, HH22].

Xw,fy represents a fixed-point number. The total width (word width) of £, 7, is de-
noted by w € IN, where w = k+ f. k, f € IN represent the number of bits for integer
and fractional parts, respectively.

Definition 2.2 (Fixed-point Number). Let F represents the set of fixed-point numbers, we define
the fixed-point number X, r, € F as follow :

Let xeR,felN, ZRgp =|x=* 2f (2.3)

where |.| corresponds to the integer part, which is either less than or greater than the nearest whole
number.
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We focus on the binary format of fixed-point arithmetic because it is widely used in
hardware and software implementations. Additionally, developers utilize both signed and
unsigned fixed-point formats depending on their intended usage. The signed or unsigned
format determines whether the bit pattern representing the fixed-point number should be
interpreted as a signed or unsigned integer, respectively [BHL"20a, HH22].

For instance, Fig. 3 shows a 16-bit register storing a fixed-point number £(1610,- In
this case, 6 bits are allocated for the integer part, including 1 bit for the sign, and 10
bits are allocated for the fractional part.

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

So. | 2™ 20 Lz—l i~
! . — r ’
Sign bit Integer Part Binary Point Fractional Part

k = 5bits + 1signed bit f = 10 hits

Figure 3: Representation of Fixed-point Number £,¢ 1, on 16-bit.

Example 2.4. We consider a real number x = 1.234 , the fixed-point representation of x on word
width format w of 8 bits and fractional part of 5 bits.

(g5 = [1.234 2% = 39
its binary representation defined as follow :

R85 = 001.00111,

2.3.2 Elementary Operations in Fixed-Point Arithmetic

Fixed-point operations involve processing numerical data with a predetermined and con-
stant position of the decimal point throughout computations. Unlike floating-point arith-
metic, which dynamically adjusts precision, fixed-point arithmetic relies on integer-based
manipulation with implicit scaling. Common operations include addition, subtraction,
multiplication, and bit shifts, all of which require careful handling of overflow and quan-
tization errors [HH22, Ben22, Najl4, Lop14].

Addition

Let 1w, 1) and %5 ¢y, £ be two fixed-point numbers , where w1, w, f1, f2, k1, and k> rep-
resent the word width , fractional bits and integer bits of £1 ¢, 7,y and £ «, f,, Tespectively.
In fixed-point addition denoted as @, it involves aligning the lengths of the fractional parts,
denoted as f; and f5, as illustrated in Fig 4. f, refers to the fractional part of the results. If
f1 > fr, we truncate f1 — f; bits. Otherwise, we append f, — f1 zeros to the right of £y (, 7,
The same procedure is applied to £, f,). The length of the integer part of the result k,
should be the greater value between k; and k». If a carry occurs, we increase the number of
bits in the integer part by 1. Otherwise, the result will be incorrect [BMS22]. The detailed

explanation of fixed-point operations is available in [Naj14].
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‘ S1 ‘ 2k1 ‘ ‘ ‘ 2f1 |0 X1 <wyfr>
@ —
S 0 O I B o e
k. ~fr P
I O 5 O

Figure 4: Addition of two fixed-point numbers.

Example 2.5. In order to add two fixed-point numbers, they must have the same scaling. Adding
2.25(0010.0100) and 1.50 (0001.1000) with word width of 8 bits, 4 integer part bits, and 4
fractional part bits, yields 3.75 (0011.1100) after binary addition as illustrated in Figure 5. If
formats differ, the operand with fewer fractional bits must be shifted left. Overflow can occur if the
result exceeds the representable range, requiring careful bit-width selection. Fixed-point addition is
efficient but demands alignment and range checks [PU20a].

(2.25) |0 [0 | 1 olo 1000/ ®icous

@

(1s50) |0]|0]o 111 0lofo]| %csas

@375 |0]o]1 111 1/0[0]| %ss

Figure 5: Example of fixed-point addition of two fixed point numbers in format of 8 bits with 4 bits
to the fractional parts

Multiplication

Unlike addition and subtraction, multiplication in fixed-point arithmetics imposes no
constraints on the formats of the multiplicands.

Let £1,w,, 1) and %, ¢, ) be two fixed-point numbers , where wy, wy, f1, f2, k1, and k>
represent the word width , fractional bits and integer bits of %1,y and %3 w, f,, r€spec-
tively.

We denote ® the operator for multiplication in fixed point arithmetic, where %, ¢, f,
represents the result of this multiplication, such that £, 1y = 21,0w,,55 ® £2,¢y, f2)-

The number of bits of the fractional f, and integer k, parts of the result is defined in Defi-
nition 2.3

Definition 2.3. The number of bits in the integer part of fixed-point multiplication is given by:
ky = ki +k» (2.4)
And the number of bits in the fractional part of fixed-point multiplication is given by:
fr=HA+1 (2.5)
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The figure 6 illustrates fixed-point multiplication in the required format (k,, f;). In
this figure, 21 represents the most significant bit (MSB) and 2/ the least significant bit
(LSB) of %1 w, sy (similarly for £; 4, 1,3)-

The result of this multiplication is obtained by computing the binary sum of the in-
termediate partial products. such that:

* The first intermediate multiplication involves multiplying all bits of £1 ¢, 1, by the
rightmost bit of £5 (, f,)-

* Next, we compute the product of all bits of %; ¢, r, with the second bit (from the
right) of %5 (4, 1), then shift this result left by one position.

This process repeats until the last bit of £; (4, 1, is processed. the product’s magnitude
may exceed the representable range of the output format, leading to overflow, which can
be mitigated through techniques like saturation (clamping to the maximum/minimum
value) or by using extended-precision intermediate storage.

2 -
|51 | 24 X1 cwy f1>

[
® 5

150 O I et

Figure 6: Multiplication of two fixed-point numbers [Naj14].

Example 2.6. Consider the multiplication example illustrated in Figure 7, where two fixed-point
numbers with identical formats are multiplied, having parameters fi = f, = 3, ki1 = ko =5, and
w1 = wp = 8. The operation produces a fixed-point result £, 116 6,, where the total number of bits in
the result 16 equals the sum of the bit widths of both multiplicands, and the number of fractional
bits 6 equals the sum of the fractional bits from both operands.

[fofefrrfe]efe] e

| | | | | l | | | xz’<BV3 ]

.
elolepglr]]
.
elofofefafs plofofe]
.

(o[ Lo e olals o s fo a3 o o]0] fer

Figure 7: Multiplication of two fixed-point numbers [PU20a] in format of 16 bits with 3 bits of
fractional parts
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2.3.3 Rounding and Special Values

In fixed-point arithmetic, rounding and the handling of special values are essential to
maintaining precision and stability, particularly in systems with limited computational
resources such as embedded systems and digital signal processors (DSPs). Rounding
becomes necessary when the result of an operation exceeds the number of fractional bits
available. Several rounding modes are commonly used: truncation (round toward zero),
round toward positive or negative infinity, and round to nearest. Each mode has trade-offs
between computational simplicity and error minimization [Naj14, Ben22].

Unlike floating-point arithmetic, fixed-point formats do not support special values
such as NaN (Not a Number), positive or negative infinity, or denormalized numbers.
Instead, fixed-point systems handle extreme values through overflow and underflow
behavior, often using either wrap-around (modulo) arithmetic or saturation. Saturation
ensures that values beyond the representable range are clamped to the nearest maximum
or minimum value, preventing wrap-around errors that can cause instability in control
or signal processing systems [PU20a, PU20b, Lop14].

Additionally, some hardware and libraries implement status flags to indicate overflow
or rounding events. Due to the absence of standardized special values, system designers
must carefully define application-specific behaviors to handle exceptional cases robustly.
This makes rounding and overflow handling not just numerical issues, but also critical
design decisions in fixed-point arithmetic [ATDOS5].

2.4 Interval Arithmetic

Interval arithmetic, introduced by Moore [MY59], provides a framework for bounding
numerical errors in computational processes. Unlike floating-point arithmetic, which ap-
proximates real numbers with single values, interval arithmetic represents variables as
ranges, explicitly accounting for finite precision. In practice, these ranges are confined
to intervals, and the computation rules ensure that the true result is always enclosed
within the final interval [MKC09].

2.4.1 Representation of Interval Numbers

Definition 2.4 (Interval Number). Noting that the closed interval denoted by X is the set of real
numbers given by
X=[ab={xeRa<x<b} (2.6)

Although various types of intervals, including open and half-open intervals, are preva-
lent in mathematical discourse, this work will primarily focus on closed intervals. The
term "interval" will refer specifically to closed intervals.[MKC09]

Definition 2.5 (Equal intervals). Two intervals, X = [a,b] and Y = [c,d], s.t. a,b,c,d € R are
considered equal if they represent the same set. This occurs operationally when their corresponding
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endpoints are equal :
X=Y =a=caAb=d (2.7)

Definition 2.6 (Degenerate intervals ). A degenerate interval in interval arithmetic is a singular
case where the interval collapses to a single real value, indicating no uncertainty or range in the
possible value [MIKC09]. We considered X as a degenerate interval :

Va,be R, X={[a,blra=0b (2.8)

In computations, degenerate intervals simplify operations: for instance, adding [a, a]
to [b, c] yields [a + b,a + c], while multiplying two degenerate intervals [a,4] and [d, d]
produces another degenerate interval [axd, axd|. Their role is particularly significant in
error tracking, as they allow mixed calculations where some terms are exact (degenerate)
and others are uncertain (non-degenerate), enabling algorithms to optimize by reducing
redundant range checks for known values.

2.4.2 Elementary Operations in Interval Arithmetic

Given two intervals [a,b] and [c,d], where a,b,c,d e R Aa <bnac<d:

Definition 2.7 (Interval Addition). We denote +* the interval addition in interval arithmetics :

[a,b] +* [c,d] = [a+c,b +d] (2.9)

Definition 2.8 (Interval Subtraction). We denote —* the interval subtraction in interval arith-
metics :

[a,b] =% [c,d] = [a—d,b—] (2.10)

Definition 2.9 (Interval Multiplication). We denote x* the interval subtraction in interval
arithmetics :

[a,b]x*[c,d] = [ min(axc, axd, bxc, bxd), max(axc, axd, bxc, bxd)] (2.11)

min and max computes the minimum and maximum value between real numbers respectively.

Special Cases for Multiplication
e If [a,b] = RT (both positive):

[a,b]x*[c,d] = [axc, bxd]

e If [a,b] < R~ (both negative):

[a,b]x"[c,d] = [bxd, axc]
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An interval may suffer from inaccuracy due to dependency issues, a common problem
in interval computations. This occurs because each occurrence of the same variable in a
function is treated independently, leading to overly conservative (and often imprecise)
results. For instance, take the function f(x) = x —x with x € [-1,1]. Naive interval
arithmetic produces [—2, 2], while the correct result should be [0, 0] [Mes02, Sou24].

2.4.3 Rational Arithmetic in Interval Arithmetic

Rational arithmetic provides a way to perform exact computations within interval arith-
metic by representing numbers as fractions as defined in Definition 2.10.

Definition 2.10 (Rational Number). let X € Q ,represent rational number where Q refers to the
set of rational numbers , it defines as follow :

Vp,qeZ, andg 40 X = Z (2.12)

His approach avoids the rounding errors inherent in floating-point arithmetic, mak-
ing it ideal for problems that require absolute precision, such as mathematical proofs or
exact geometric algorithms.The operations performed with rational numbers in interval

arithmetic are the same as those used for real numbers [VV07, N 61, Joh92].

In Example 2.7, we present a simple interval addition using rational numbers.

Example 2.7 (Addition of two Rational Intervals). let X = [, 1], and X, = [%, 1] be two
rational interval numbers s.t. :
X+ % = 5]+ gl = [ 3] .13)

However, rational arithmetic has significant limitations, including rapidly growing
denominators during computations, which slows down performance, and the inability
to represent irrational numbers like 77 and /2 without approximation [AA21]. In con-
trast, floating-point interval arithmetic approximates real numbers using finite precision,
enabling much faster computations while rigorously bounding errors through outward
rounding. For instance, the same interval addition performed in floating-point would yield
an approximate but efficiently computed result like [0.5000, 0.7500] . While floating-point
intervals introduce controlled overestimation, they are practical for large-scale numerical
simulations, where exact arithmetic would be prohibitively slow [Joh92].

Since we didn’t use irrational numbers or computations in our experiments, this disser-
tation employs rational interval arithmetic instead of floating-point arithmetic to achieve
more precise and accurate results.
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2.5 Summary

In this chapter, we explore the foundational systems of computer arithmetic that enable
numerical computation in digital systems. We begin with floating-point arithmetic, the
industry standard for general-purpose computing. This method achieves a wider range
through exponent-based scaling but introduces complexities such as rounding errors and
special values (NaN, +inf). Next, we examine fixed-point arithmetic, which represents num-
bers with a fixed number of integer and fractional bits. This approach offers deterministic
performance, making it ideal for embedded and real-time systems, although it has a limited
dynamic range. Finally, we analyze interval arithmetic, a rigorous method that represents
values as ranges to provide guaranteed error bounds. While this is valuable for critical
applications, it can lead to overestimation and increased computational overhead.

This chapter guides readers in selecting suitable arithmetic systems based on appli-
cation requirements, balancing factors such as speed, accuracy, and reliability in mod-

ern computing environments.
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3.1 Introduction

rtificial neural networks (ANNs) have revolutionized machine learning, leading
to significant advancements in image recognition, natural language processing,

and autonomous systems. However, their high computational and memory re-

quirements often limit deployment in resource-constrained environments. Quantization

addresses this challenge by reducing the precision of weights and activations, thereby

enhancing efficiency without a substantial loss in accuracy through fixed-point arithmetic.

In this chapter, we will explore the principles of ANNS, their architectures, and activation

functions in floating-point arithmetic. We will also examine the optimization methods and
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techniques used to deploy ANNs in embedded systems. Finally, we will define quantized
neural networks and activation functions in fixed-point arithmetic.

3.2 Artificial Neural Networks

3.2.1 Artificial Neural Network Definition and Composition

Neural networks (NNs) address problems such as classification, handwriting recogni-
tion, and object detection.

Artificial Neural Networks (ANNSs) primarily consist of an input layer that receives
incoming signals, hidden layers that perform intermediate computations, and an out-
put layer that delivers the solution to the problem at hand. An ANN is composed of
successive interconnected layers, with each layer being a set of neurons that have no
connections between them [GK96].

A neuron takes as input a vector X = (x1,...,x,) € R”", synaptic weights W =
(wy,...,w,) € R", and a bias b € R to calculate the weighted sum of the synaptic
weights, given by Y. ; w;x; + b. This sum is referred to as the affine or pre-activation
function. Subsequently, a function f , known as the activation function, is applied to this
weighted sum. as illustrated in Figure 8.

Figure 8: Architecture of a neurone in FCNN [Ben22]

Formally, we define a neural network as follows in Definition 3.1:

Definition 3.1 (Neuron). In an artificial neural network (ANN) composed of | € Z layers and
n € Z neurons per layer, the function that calculates the output of each neuron is defined by

f:R" —R

X|—>u:f(X):f<Zn:wixi+b>
i=1

Where X is the vector of inputs with elements x;, b is the bias, w; are the synaptic weights and u is

the output of the neuron.
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Neural networks are widely used in machine learning for tasks such as classification,
regression, and function approximation due to their universal approximation capabilities
[HSW89].

3.2.2 Architectures of Neural Networks
Fully Connected Neural Network (FCNN)

Fully connected neural network (FCNN) [SU15] are a type of artificial neural network
ANN characterized by having multiple hidden layers. In these networks, connections
between nodes do not form cycles, allowing information to flow in a single direction, from
the input layer to the output layer. Each layer receives its inputs from the outputs of the
previous layer. Figure 9 illustrates an example of FCNN architecture. The definition 3.2
summarizes the concept introduced above.

Input layer Hidden layers i Output layer
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Figure 9: Architecture of FullyConnected Multilayer perceptron[BGF18]

Definition 3.2 (FCNN). Let X (x1,...,x,) € R" be the input vector to a FCNN where n
and m represent the number of inputs and output of FCNN respectively. The output vector
Y (y1,...,yn) € R™ is computed by applying successive affine transformations and activation
functions across multiple layers. The computation for a single layer is given by:

Y= O'L(WLU'L—l(WL—l - 0'1(W1X + bl) + bll) + bL) (31)

where L is the number of layers, o is the activation function at layer 1, W) and b; are
the weights and biases of layer |, and X is the input to the network.

While fully connected neural networks exhibit robust performance on tabular data
[BLS"24], they face significant challenges when processing high-dimensional data like im-
ages [BDPM20] due to their dense connectivity architecture. The necessity for each neuron
to connect to all neurons in subsequent layers leads to an excessive number of trainable
parameters, resulting in computationally intensive training procedures and substantial
memory requirements. These inherent limitations have motivated the development of
specialized neural network architectures that are better suited for complex data structures.
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Convolutional Neural Networks (CNNs)

Convolutional Neural Networks (CNNs) share fundamental similarities with traditional
Artificial Neural Networks (ANNSs), consisting of self-optimizing neurons that perform op-
erations like scalar products followed by nonlinear transformations [ON15]. Unlike FCNNSs,
CNNis process input data through successive layers to produce class scores, with the final
layer containing class-specific loss functions. The key distinction lies in CNNs’ specializa-
tion for image pattern recognition, where their architecture encodes image-specific features
while reducing parameter counts compared to traditional ANNs [HUKK19]. This addresses
a major limitation of standard ANNs, which struggle with the computational complexity
of image data. For instance, even simple 2828 grayscale images like MNIST [Pei21] digits
require 784 input weights per neuron in a fully-connected ANN, demonstrating why CNNs’
parameter efficiency makes them preferable for image processing tasks [ON15].

CNNs are built upon three fundamental building blocks: convolutional layers for
feature extraction, pooling layers for dimensionality reduction, and fully-connected layers
for classification. The sequential arrangement of these layers forms a complete CNN
architecture, as demonstrated in Figure 10 for the case of MNIST digit classification :

convolution
w/ReLu  pooling fully-connected

—m M
—=

O Uew el

input

output

fully-connected
w/ ReLu

Figure 10: Simple CNN architecture, comprised of five layers [ON15]

¢ the input layer of a CNN directly receives and processes the raw pixel values of the
input image. This layer serves as the entry point for visual data into the network’s

processing pipeline.

¢ The convolutional layer computes neuron activations by performing scalar products
between weight kernels and inputs. These activations are then passed through a
Rectified Linear Unit (ReLU), to introduce non-linearity, in contrast to traditional
sigmoid functions. This combination of local connectivity and non-linear transforma-
tion enables effective feature extraction while maintaining spatial relationships in the
input data [KSH12].

¢ The pooling layer perform downsampling on the spatial dimensions of the input,
further reducing the number of parameters in that activation [ON15].

® The Fully connected layers perform the same functions as those in standard ANNSs,
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attempting to generate class scores from the activations for classification purposes. It is
also suggested that ReLU may be used between these layers to enhance performance.

The success of CNNs in computer vision tasks stems from their ability to preserve
spatial relationships while being robust to positional variations, achieving state-of-the-art
performance in image classification, object detection, and semantic segmentation. Modern
architectures like ResNet [Koo21] and EfficientNet [TL19] have further enhanced these
capabilities through innovations such as residual connections and neural architecture
search. We refer readers to "A Guide to Convolutional Neural Networks for Computer
Vision" by Salman Hameed Khan et al. [KRSB18] for a detailed and formal overview
of Convolutional Neural Networks.

Recurrent Neural Networks (RNNSs)

Recurrent Neural Networks (RNNSs) are a specialized class of artificial neural networks
designed for processing sequential data by maintaining an internal memory of previous
inputs through recurrent connections. Unlike feedforward networks, RNNs process inputs
sequentially while preserving a hidden state that captures temporal dependencies. This
makes them particularly effective for tasks such as time-series analysis, natural language
processing, and speech recognition [Sch19].

The recurrent architecture of these networks allows information to persist across time
steps, enabling them to learn patterns in variable-length sequences [DTS"23].

As illustrated in Figure 11, a typical Recurrent Neural Network (RNN) consists of
three fundamental layers:

¢ Input layer (T) = ((1), (2), e, (T)): A sequence of input vectors at each time step.

e Hidden layer (T) = ((1), @ ..., (T)): Stores relevant information from previous time

steps up to the current step t.

e Output layer (") = (1,2 . (D). Computed using the current input () and previ-
1

ous hidden state (:~1),

The mathematical formulation of an RNN is given by:

U'(Wx(t) + Wh(t—l) +1) (3.2)
c(W,W +,) (3.3)
where W, is the input-to-hidden weight matrix, Wy, is the recurrent connection weight
matrix, W, is the hidden-to-output weight matrix, ;, , are bias vectors for hidden and
output layers respectively and o (-) denotes the activation function [DTS*23].
Standard RNNSs often struggle with long-term dependencies due to vanishing or ex-
ploding gradients during backpropagation through time (BPTT). This limitation has led to



32 3.2. Artificial Neural Networks

(1) (@) ‘@) )
¢ 69 ")
_T\YF _T\Y:r‘ i “f va
AR v ‘/ w40 Wi A
= Rl (2)1 b [ (3) i (T)
G000 —

O b
[: ) ( e ) o)

Figure 11: An example of the architecture of RNN [Sou24]

the development of advanced variants like Long Short-Term Memory (LSTM) networks
and Gated Recurrent Units (GRUs) [She20]. For more details on recuurent neural networks,
or other types of ANNSs, the reader can refer to [GBC16].

3.2.3 Activation Functions

Activation functions play a crucial role in neural networks by introducing non-linearity, but
their implementation in floating-point arithmetic presents unique computational challenges.
This section analyzes the numerical considerations, error propagation, and implementation
trade-offs for common activation functions .

Figure 12 illustrates the graphical representation of the most commonly used activation

functions in deep neural networks (DNNs).
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Figure 12: Visualization of the most common activation functions in DNNs

The ReLu Function

The rectified linear unit (ReLU) activation function [GBB11] is the most commonly used
activation function in deep neural networks (DNNSs). Its unique characteristic is that it

activates only positive neurons, as defined in Definition 3.3.
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Definition 3.3 (ReLU). Let a € R , and ReLU activation function such that :

0 ifa<O
Va € R, ReLu(a) = max(0,a) = f (3.4)
a ifa>0

The Sigmoid Function
The sigmoid function [DBL12], referred to as "sig," is defined in Definition 3.4 as follows:

Definition 3.4 (Sigmoid).

1
Vx e R, sig(x) = 5o (3.5)

The sigmoid function normalizes input data by producing output values within the

range of [0,1]. However, it has some limitations. When inputs are too large or too
small, the gradient of the sigmoid function approaches zero, resulting in slow conver-
gence rates during the training of deep neural networks. This issue is known as the
vanishing gradient problem.

The Softmax Function

The Softmax function [Led21] is commonly used in classification problems, such as image
categorization. It is defined in Definition 3.5 as follows:

Definition 3.5 (Softmax).

VxeR softmax(x) = ——— (3.6)

It is primarily a method for normalizing the outputs of a neural network layer so
that they sum to one. This normalization allows the output values to be interpreted as
class probabilities, facilitating decision-making within a classification context. In other
words, the Softmax function transforms the output values into probabilities, enhancing
the intuitiveness of the predictions made by networks. This simplification is beneficial in
various application domains, including computer vision and natural language processing.

The Tanh Function

The hyperbolic tangent function [GBB11, LBBH98], denoted as tanh, is defined in Definition
3.6 as follows:

Definition 3.6 (Tanh).
eX X
VxeR, Tanh(x)=—— (3.7)
ex + e X
This function normalizes input values to produce outputs in the range of [-1, 1]. Unlike
the sigmoid function, which outputs values between 0 and 1, the tanh function is particu-
larly beneficial in binary classification models. It effectively handles significant variations

and ensures that data points are well separated, capturing much of their meaning.
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3.3 AI-Based Controllers

Autonomous systems, including self-driving vehicles, drones, and industrial robots, de-
pend significantly on advanced control mechanisms to operate efficiently and safely in dy-
namic environments. Traditional control systems, such as Proportional-Integral-Derivative
(PID) controllers, often face challenges in handling complex, nonlinear, and uncertain
real-world conditions. Artificial Intelligence (AI) has emerged as a transformative so-
lution, facilitating adaptive, data-driven control strategies that improve performance,
robustness, and autonomy.

3.3.1 Neural Network-Based Controllers Types

The integration of Artificial Intelligence (Al) into closed-loop control systems (CLCS) intro-
duces innovative approaches to modeling, tuning, and control. Below are the major types
of Al-based controllers, each addressing specific challenges in control system engineering :

Al-Based Process Modeling [SRP22]

Al-based process modeling leverages machine learning algorithms like Artificial Neural
Networks (ANNSs), including feedforward, recurrent (RNNs/LSTMs)[She20], and convolu-
tional (CNNs) networks [D*14], to create data-driven models that approximate complex
system dynamics from sensor data, bypassing traditional physics-based modeling [San12].
Techniques such as Physics-Informed Neural Networks (PINNs) [CMW *21] integrate
known physical laws (e.g., differential equations) into training to ensure plausibility, while
Fourier Neural Operators (FNOs) [LKA *20] efficiently handle partial differential equations
(PDEs) in systems like fluid dynamics. Gaussian Processes (GPs) [See04] offer probabilistic
predictions with uncertainty bounds, useful for safety-critical applications, and simpler
methods like SVMs or Random Forests provide interpretable alternatives for fault detec-
tion. Training relies on high-quality, diverse datasets, often enhanced by transfer learning
(pre-training on simulations) or reinforcement learning (RL) for adaptive tuning [KHL"12].
However, challenges include data bias (missing edge cases), computational costs, and the
"black-box" nature of deep learning, which complicates safety certification. Hybrid ap-
proaches combining Al with physics-based models are increasingly adopted in autonomous
vehicles, industrial robotics, and energy systems to balance accuracy, adaptability, and
reliability. Future advancements aim for real-time learning and explainable Al to enable
broader deployment in critical applications [SRP22].

Full AI-Based Controllers [SRP22]

In this paradigm, ANNs completely replace conventional controllers by directly mapping
reference values and sensor inputs to control actions. These controllers excel in handling
complex, nonlinear, and multivariable systems—Ilike autonomous vehicles or industrial
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robots—by leveraging techniques such as deep reinforcement learning (DRL) for adaptive
decision-making and recurrent neural networks (RNNs) for time-series dependencies.
These controllers are particularly effective for managing multivariable, nonlinear systems
and can identify complex relationships without needing explicit mathematical models.
However, training these networks necessitates extensive, unbiased datasets to encompass
all operational scenarios. While they offer rapid inference times (less than 10 ms on GPUs
and FPGAs), their "black-box" nature raises concerns regarding explainability and safety,
as their behavior cannot be fully validated across all edge cases [YG14].

Hybrid Safety-Critical Controllers [SRP22]
To mitigate risks, hybrid designs integrate Al with traditional control methods:

¢ Fallback Controllers [SSSH17]: An Al-based controller operates alongside a conven-
tional (rule-based or model-predictive) controller, with a safety monitor that contin-
uously checks Al outputs against predefined stability thresholds (e.g., acceleration
limits in autonomous vehicles). If the Al’s decisions deviate from safe bounds—such
as suggesting an aggressive maneuver that could lead to a collision—a fail-safe
switch automatically reverts control to the fallback system (e.g., a PID or MPC-based
controller).

* Bounded AI Influence [RM19] : Hybrid control systems combine conventional con-
trollers (e.g., PID, MPC) for stable, safety-compliant baseline performance with Al
components (e.g., deep reinforcement learning) that dynamically optimize outputs
within predefined limits—enforced via runtime monitoring, constraint layers, or for-
mal verification. This approach is critical in safety-sensitive domains like autonomous
vehicles (adaptive path planning within collision-avoidance bounds), industrial robots
(precision tuning without exceeding mechanical limits), and medical systems (AI-
assisted surgery with fail-safe controls). Emerging techniques, such as run-time
assurance (RTA) and neurosymbolic integration, further enhance reliability, ensuring
these systems balance Al’s adaptability with rigorous safety guarantees. As autonomy
advances, hybrid architectures will remain essential for merging innovation with

trustworthiness.

These hybrid approaches are critical for autonomous vehicles, industrial robots, and
medical systems, where safety and reliability are paramount.

3.3.2 Compression Techniques of NNs for Deployment on Embedded Systems

Neural network compression refers to a collection of techniques designed to reduce the
size, computational cost, and memory footprint of deep learning models while preserving
their accuracy as much as possible. These methods are crucial for deploying models on
resource-constrained devices such as smartphones, microcontrollers (e.g., Arduino, STM32),
and edge AI chips [MPMF23, CWZZ17, DASJCC24].
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Pruning

Pruning removes redundant or less important weights from a neural network, resulting
in a sparse model. Unstructured pruning eliminates individual weights (e.g., by setting
small weights to zero), while structured pruning removes entire neurons, channels, or
layers to achieve hardware-friendly sparsity. Techniques for pruning include magnitude
pruning, which eliminates weights closest to zero, and the Lottery Ticket Hypothesis, which
identifies sparse subnetworks that can be retrained to full accuracy [HMD15, KNvB*23].

Pruning can reduce model size by up to 90% and improve inference speed, but it
requires sparsity-aware hardware (e.g., NVIDIA’s Ampere GPUs) to realize these ben-
efits. A key limitation is that unstructured sparsity often necessitates specialized li-
braries (e.g., TensorFlow’s sparse kernels) for deployment. Furthermore, pruning is
particularly beneficial for high-performance edge devices where memory and compu-
tational resources are constrained, though not as severely as in microcontrollers [Ber21,
DdSJCC24, CWZZ17, MPMF23].

Low-Rank Factorization

Low-rank factorization is a highly effective technique for reducing the size and complexity
of neural networks NNs without compromising their performance. This approach entails
decomposing large, dense weight matrices typically found in deep neural networks (DNN)
into two smaller, lower-rank matrices [HMD15, MPME23]. The fundamental principle of
low-rank factorization lies in its ability to combine these two resulting data matrices to
approximate the original, thereby facilitating compression. This method not only reduces
the model size but also mitigates data processing requirements, enhancing the suitability
of convolutional neural networks (CNN) for deployment in resource-constrained environ-
ments [CWZZ17]. The objective of this process is to capture the most significant information
contained within the network’s weights, enabling a more compact representation with
minimal performance degradation [Ber21, DdSJCC24].

Matrix decomposition and tensor decomposition are commonly applied techniques
in this context. Matrix decomposition in low-rank factorization involves breaking down
large weight matrices into simpler matrix forms. A prevalent method is singular value
decomposition (SVD), which decomposes a matrix into three smaller matrices, capturing
the essential features of the original matrix. This process reduces the number of parameters
in DNN models, leading to decreased storage and computational requirements while
striving to maintain model performance [DdS]CC24]. Beyond matrix decomposition, tensor
decomposition addresses multidimensional arrays (tensors) in DNNS.

Knowledge Distillation

Knowledge distillation is primarily utilized in the field of deep neural networks (DNNs)
for model compression and optimization. This process involves transferring knowledge
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from a large-scale model, known as the teacher, to a smaller-scale model, referred to as
the student. By doing so, it enhances the student’s performance without requiring the
computational resources of the larger model. At its core, knowledge distillation seeks to
extract the informative aspects of the teacher model’s behavior and instill this knowledge
into the student model. This approach allows the student model to maintain high accuracy
while significantly reducing its size and complexity [Ber21, DdSJCC24].

In a teacher-student model framework, a large-scale, well-trained model guides the
implementation of a smaller-scale model. The smaller model aims to replicate the outputs of
the larger model while utilizing fewer parameters and reducing computational complexity.
It is optimized to accurately infer the correct categorization and reproduce the outputs of
the large-scale model, including both predictions and intermediate features. The small-scale
model can be trained to align with either the softmax output or the feature representations
of the large-scale model [GYMT21].

Knowledge distillation is recognized for its ability to encapsulate the functionalities
of larger models into formats that are suitable for deployment in resource-constrained
environments. However, it presents several complex challenges and drawbacks. A sig-
nificant concern is the deployment of large pre-trained language models on devices with
limited memory, which requires a careful balance to optimize performance while managing
system resources effectively . Moreover, the generalization capability of distilled models
may be limited when using public datasets that differ from the training datasets, potentially
diminishing the model’s relevance and accuracy [CH19, MPMF23, DASJCC24].

Binarization

Binarization of neural networks involves reducing weights and /or activations to binary val-
ues (e.g., -1 and +1) to enhance efficiency [HMD15]. This technique, part of neural network
quantization, includes weight binarization, activation binarization, or full binarization, with
methods like deterministic (sign function), stochastic (probability-based), and XNOR-Net
(scaled binary weights). Binarization offers significant memory savings (1/32 of 32-bit
weights), faster binary operations (XNOR/popcount), and lower energy consumption,
making it ideal for edge devices, mobile applications, and specialized hardware. However,
challenges like accuracy loss and training instability are addressed through techniques such
as the straight-through estimator (STE) and gradient clipping [Ber21, DdSJCC24].

In this thesis, we applied quantization as an optimization method for neural networks
deployed on intelligent controllers.

3.4 Quantized Neural Network

The research of quantized neural networks has attracted a lot of attention from the deep
learning community [CBD15, RORF16, Guol8, HPP24, LJVD23a]. Achieving this goal
requires quantizing floating-point neural network models into integer neural networks.
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With quantized neural networks, we can use bitwise operations instead of floating-point
operations for forward and backpropagation thereby saving energy.

The computational operations in these networks primarily involve bitwise operations
performed by the arithmetic logic unit (ALU). An ALU consumes significantly less energy
than a floating-point unit (FPU). Therefore, for mobile applications where power consump-
tion is crucial, a quantized neural network is preferable to its full-precision counterpart
[NFAT]. Neural networks are typically trained using FP32 weights and activations. When
performing inference in FP32, the processing elementary operations must support floating-
point logic, and 32-bit data must be transferred from memory to the processing units. Both
elementary operations and data transfer account for the majority of the energy consumed
during neural network inference. Therefore, using a lower-bit fixed-point or quantized
representation can yield significant benefits. Low-bit fixed-point representations, such as
INTS, not only reduce the amount of data transferred but also decrease the size and energy
consumption of elementary operations [Hor14]. This efficiency arises because the cost of
digital arithmetic typically scales linearly to quadratically with the number of bits used, and
fixed-point addition is more efficient than floating-point addition. [Hor14, AGO" 13, FR17].

The key issue in quantization is designing an appropriate quantization mapping
function and an effective method for calculating quantization parameters. In uniform
quantization, most existing approaches utilize either asymmetric or symmetric quan-
tization mapping functions [GKD22]. The asymmetric quantization mapping func-
tion is defined as follows:

x=Q(%)=s2+D (3.8)
£=Q71(x) = round(?) (3.9)
s =2f (3.10)

Where Q and Q! are the quantization mapping function, Q7! is the inverse func-
tion of Q, round is the rounding operation, x is the floating-point real value, % is the
integer value after quantization.

s and D are quantization parameters s is the scaling factor, and f represents the number
of fractional bits. Power-of-two quantization is a special case of symmetric quantization,
where the scaling factor is limited to a power of two. This choice can enhance hardware
efficiency, as scaling with s corresponds to simple bit-shifting operations.

D is the zero point, chosen such that the 0 value would exactly map to quantized values.
Symmetric quantization is a simplified version of the general asymmetric case [NFA™"]. The
symmetric quantizer restricts the quantization parameter D to 0 [LDW19].

Definition 3.7 (Quantized neuron in QNNS). We define in Eq. (3.12) the corresponding formula
for the i-th quantized Fully-Connected layer with precision of (w, f), where w, f € IN represents the
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word width bits and fractional bits respectively:

X'<w,f> :B + a_i<w,f>(I/'V'<w,f>5(<w,f> (3.11)

i i i—1

A

X-<w’f> :B + a_i<w,f>((wi Sw)(Xi—l Sx)) (312)

1

Where )A(f_u{f -, wa'f ~, Efw’f ~ and ?wa’f ~ represent quantized Input layer, weights, bias,
and activation functions respectively in fixed arithmetics through a specified format < w, f >; W;
and X;_1 indicates the floating-point weights and inputs of the previous layer respectively. s,, and

sx represent the scale factors of inputs and weights [ZWW™' 17, NFA™].

Example 3.1. Figure 13 illustrates a representation of a neuron using floating-point arithmetic and
its quantized version in fixed-point arithmetic, formatted with 8 bits for the word width and 5 bits
for the fractional part.

Let X = (x1,x2,x3,x4) = (0.71,0.81,0.67,0.47) be floating point input vector , W =
(0.03,0.02,0.04,0.1) be floating point weight vector , and floating point bias b = 0.53. The output
of the floating point neurony; = >, X - W + b = 0.64

Quantized input vector X = round(X -2f) = (23,26,21,15) , Quantized weight vector
W = round(W -2f) = (1,1,1,3) and quantized bias b = round(b - 2f) = 17 The output of the
quantized neuron § = 3. X - W + b = 132

071 X4 23 Xy
(a) . (b)
0.81 X3 26 X3
Quantization . )
0.67 X2 y1 = 0.64 21 Xy — —> ;=132
f=5w=38
047 X1 15 %

Figure 13: (a): Representation of a neurone in Real arithmetics , (b) : Representation of a neuron of
quantized neural network according to a word width of 8 bits and 5 fractional bits.
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3.5 Summary

In this chapter, we explored the fundamental concepts of Neural Networks (NNs) and
Quantized Neural Networks (QNNs) for embedded systems-based intelligent controllers.
In §3.2.2 and §3.2.3, we examined Neural Network architectures and common activation
functions. Section §3.3.2 discusses various compression techniques for Artificial Neural
Networks (ANNs) in embedded systems. Among the several compression methods, QNNs
have emerged as a solution, leveraging reduced precision to enable faster inference and
lower energy consumption. We defined QNNs and their activation functions in §4.4.

Ultimately, mastering both NNs and QNN s is essential for building efficient, scalable,
and intelligent systems. This chapter lays the foundation for understanding their role
in the future of Al-driven technologies.

In the next chapter, we will present common formal methods used for the verification
of Neural Networks, along with several works and tools that verify ANNs and QNNSs.



Formal Verification of ANNSs
and QNNIs

vV v Yy
41 Introduction . . . . .. . . . . . . e 41
4.2 Common Formal Verification Methods . . . . . ... ... .. ......... 42
421 ModelChecking . ... ... .. ... ... .. .. ... ... 42
422 Static Analysis by Abstract Interpretation . . . ... ... ... ... 45
423 Satisfiability Modulo Theories . . . ... .. ... ........... 49
424 Linear Programming . . . . . ... ... ... ... ........... 51
4.3 Formal Verification Methods for ANNs . . . ... ... ............ 53
431 CompleteMethods . . . ... ... .. .. .. ... ... .. .. ..., 53
43.2 Incomplete Methods . . . .. ... .. ... ... .. .. ... .. ..., 56
4.4 Formal Verification Methods for QNNs . . . ... ... ... ......... 57
4.4.1 Formal Verification methods of 1-bit QNNs . . . . . . .. ... .. .. 57
4.4.2 Formal Verification methods of multiple-bit QNNs . . . . . ... .. 58
45 Summary . . .. ... 59

4.1 Introduction

ormal verification of quantized neural networks (QNNs) provides mathematical
guarantees about their behavior by exhaustively analyzing all possible inputs within
specified bounds. Unlike empirical testing, it handles the discrete, non-linear nature
of low-bit computations through techniques like SMT solvers and abstract interpretation.
Challenges include managing quantization errors, hardware-specific rounding modes, and
scaling to large networks. This approach is crucial for safety-critical applications where
robustness must be proven, such as autonomous systems. While promising, it faces open
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problems in verifying advanced quantization schemes efficiently. In this chapter we will
describe a common verification methods and we will describe formal tools and methods
for the verification of ANNs as well as QNNs

4.2 Common Formal Verification Methods

Formal methods [MBT 22, BES16, KDM 17, FCAF17, WDF 14, WLBF(09] are mathemati-
cally rigorous techniques used to specify, design, and verify software and hardware systems,
ensuring their correctness and reliability. Common approaches include model checking (au-
tomated verification against temporal logic properties), theorem proving (interactive proof
development), abstract interpretation (static analysis for approximating program behavior),
and SAT/SMT solvers like Z3, which facilitate automated reasoning. These techniques are
essential in safety-critical domains such as aerospace, cybersecurity, and hardware design,
where errors can lead to severe consequences. Although some methods require expert
input, advances in automation are enhancing their accessibility and adoption.

Before delving into common formal verification methods, let us clarify what verification
means by focusing on two key principal properties:

1. Soundness [Bun19]: A verification algorithm is considered sound if it only accepts
properties that are actually true. An unsound verification algorithm may incorrectly
classify properties for which counterexamples exist as true.

2. Completeness[Bun19]: A verification algorithm is considered complete if it can prove
any true property. This is a stringent requirement, as some properties may require
nearly exhaustive enumeration for proof. Most complete methods tend to be compu-
tationally intensive. In contrast, incomplete but sound methods can prove some true
properties, but not all. As a result, false properties, along with some true properties
that the algorithm cannot prove due to its limitations, will remain in an unknown
status.

421 Model Checking

Model checking [BK08] is a verification technique that systematically explores all possible
system states in a brute-force manner. A model checker [CES09], which is the software tool
that performs this verification, examines each potential system scenario to confirm that a
given model meets specific properties. One of the significant challenges is to analyze the
largest possible state spaces manageable with current hardware, such as processors and
memory. State-of-the-art model checkers [BBF" 13, GL94, CCD"14] can handle state spaces
ranging from approximately 10 to 10 states through explicit state-space enumeration. By
employing advanced algorithms and specialized data structures, larger state spaces—from
10%° to even 10%7° states—can be addressed for particular problems. Furthermore, subtle
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errors that may go undetected through emulation, testing, and simulation can potentially
be revealed using model checking [Bie21, SABG19].

The system model is typically generated automatically from a model description spec-
ified in a suitable programming language, such as C or Java, or in hardware description
languages . It's important to note that the property specification defines what the system
should and should not do, while the model description outlines how the system behaves.
The model checker evaluates all relevant system states to determine whether they satisfy
the desired properties [BKO8]. If it encounters a state that violates a property, the model
checker provides a counterexample that illustrates how the model reached this undesired
state. This counterexample outlines an execution path from the initial system state to the
state that violates the property being verified. Using a simulator, the user can replay the
violating scenario, thereby obtaining valuable debugging information and adjusting the

model or the property as needed, as illustrated in Figure 14.

Formalizing Modeling

Property Specification System Model

Model Checking

|

Satisfied = Violated + Counterexample

Location Error

Figure 14: Schematic view of the model-checking approach [BK08]

Example 4.1 (Concurrency and Atomicity [BK08]). We aim to analyze the following concurrent
program, in which three processes: INC, DEC, and RESET, cooperate. They operate on a shared
integer variable, x, which has an arbitrary initial value and can be accessed (read) and modified
(written) by each of the individual processes. The processes are :

PROC INC = while true do if x < 200 then x := x+1 fi od
PROC DEC = while true do if x < 0 then x := x-1 fi od

PROC RESET = while true do if x = 200 then x := 0 fi od
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Process INC increments x if its value is less than 200, DEC decrements x if its value is at least 1,
and RESET resets x when it reaches 200. These actions occur repetitively.

Example 4.1 examines whether the variable x consistently remains within the range
[0, 200]. At first glance, this appears to be true; however, a closer analysis reveals a flaw:
when x = 200, Process Dec checks if x > 0 (which passes), then Process Reset sets x to 0,
and finally, Process Dec decrements x to -1. This scenario occurs because the operations
are not atomic—they execute in separate steps, contrary to the intuitive assumption of
atomicity. Consequently, x can fall outside the expected bounds.

Model Checking Process

In the application of model checking to a design, several distinct phases can be identified:

* Modeling phase The prerequisite inputs for model checking are a model of the system
being analyzed and a formal specification of the property to be verified.

System models provide precise behavioral descriptions, typically represented as
finite-state automata [CL89] with states (capturing variable values, program counters,
etc.) and transitions (defining state evolution). For practical systems, these are
implemented using modeling languages (e.g., C, Java, or VHDL extensions), with
concurrent systems requiring particularly careful abstraction. Simulation [Bal95]
helps detect basic modeling errors early, reducing later verification costs. Rigorous
verification relies on unambiguous property specification, often using temporal logic
[Koy90, Roz11], an extension of propositional logic with time-based operators, to
formalize critical properties like functional correctness, safety ("no bad events"),
liveness ("good events eventually occur"), and real-time constraints. Model checking
validates whether the system satisfies these temporal logic formulas.

Verification involves checking that the design meets the identified requirements; in
other words, verification is about ensuring that "we are building the thing right".
Validation, on the other hand, assesses whether the formal model aligns with the
informal conception of the design; thus, validation ensures that "we are verifying the
right thing" [BKO8].

* Running phase The model checker must first be initialized by appropriately setting
various options and directives for exhaustive verification. Following this, the actual
model checking occurs. This process is fundamentally algorithmic, involving the
verification of the property’s validity across all states of the system model [CLM89].

¢ Analysis phase There are essentially three possible outcomes: the specified property
is either valid in the given model, it is not valid, or the model is too large to fit within
the computer’s physical memory limits [ABM98].
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1. In case the property is valid, the following property can be checked, or, in case
all properties have been checked, the model is concluded to possess all desired

properties.

2. Whenever a property is falsified, the negative result may have different causes.
There may be a modeling error, i.e., upon studying the error it is discovered that
the model does not reflect the design of the system. This implies a correction of
the model, and verification has to be restarted with the improved model.

3. When dealing with models too large for available memory, several strategies can
be employed: symbolic techniques like binary decision diagrams [WBCGO00] and
partial order reduction [Min99] exploit structural regularities; rigorous abstrac-
tions preserve key properties while reducing model size, sometimes requiring
different abstractions for different properties; and probabilistic verification trades
full precision for partial state-space exploration, often with negligible accuracy
loss - with the most effective reduction methods [AP18].

4.2.2 Static Analysis by Abstract Interpretation

Static program analysis [Hen14, W5g05] aims to automatically determine whether a pro-
gram satisfies specific properties, such as "the program never dereferences a null pointer,"
"the program never divides by zero," and "user-specified assertions are never violated."
Abstract interpretation [Hen14, CC77, Cou21] provides the mathematical foundation for
designing such analyses. Developed by Patrick Cousot and Radhia Cousot in the late 1970s,
it offers a unifying framework for static program analysis by approximating the behavior of
programs.

Abstract interpretation involves replacing a precise element of a program with a less
detailed abstraction in order to infer the program’s properties [eal7, CC92]. This process
leads to a loss of certain safe information, which can limit the ability to draw conclu-
sions about all programs. The abstract interpretation of a program can help identify
runtime errors, such as division by zero and overflow, as well as issues related to access
to shared variables and dead code [Boul7].

Figure 15 illustrates the main principle of the approach: the set R represents the non-
computable set of reachable states. Abstract interpretation aims to over-approximate this
set with a simpler set A that includes R. Set A should be sufficiently precise to demonstrate
the absence of bugs; specifically, the intersection of A with the set of error states E2 is empty,
indicating that every state in E2 is proven to be unreachable. In contrast, A intersects with
the set E1, while R does not, suggesting that the over-approximation A is too coarse to
establish the unreachability of the errors in E1 [Henl14].

First, we need to introduce standard definitions needed for describing abstract domain.

Definition 4.1 (Partially ordered set). A Partially ordered set or poset ‘P equiped with partial

order relation (P, E), where < is:



46 4.2. Common Formal Verification Methods

Figure 15: Abstract Interpretation computes over-approximation of the set R. The errors in E2 are
proved unreachable, while the non-empty intersection of A with E1 raises a false alarm [Hen14].

* Reflexiveif VX e P, X = X
* Transitive if VX,Y,Ze P, XEZAZEY — XCY

o Antisymmetricif YX,Y e P,XCYAYC X — X =Y

Definition 4.2 (Lower and Upper Bounds). Let P’ be a subset of poset (P’,=). An element
u € P is an upper bound of P’ < VaeP'.ac u.

Similarly, An element | € P is an lower bound of P! <= VYae P’,l E a.

A least upper bound L1 of a subset P’ is an upper bound of P’ that is less than or equal to any
other upper bound of P’. This is often represented as Li'P’. Conversely, a greatest lower bound of
a subset P’ is a lower bound m of P’ that is greater than or equal to any other lower bound of P’.
This is often represented as mP’

Definition 4.3 (Latice). A complete lattice (P, S, L, m) is a poset in which every pair of element
x,y € ‘P has a least upper bound x L y and great upper bound x my

Definition 4.4 (Monotonic Function). Consider two posets (P, =1) and (P2, =2). A function
f : P1 — P2 is called monotonic if it satisfies the following condition:

Vx,ye P, xcy = f(x) =2 f(y) (4.1)

Definition 4.5 (Galois Connexion). Let (P, =) and (P*, =*) two complete lattices, connected by
two functions: « and vy, such that :

e o : X — X*is monotonic,
e v : X* - X is monotonic,
o Vxe X,Vxt e X¥,a(x) £ x* — x & (x¥)

Function w is called the abstraction function, and <y is the concretization function. A concrete
value x € X can be abstracted by a(x)(which is the best abstraction for x), whose concretization
includes x : x © «y o a(x). Alternatively, an abstract value x* may represent a concrete value y(x*,
whose abstraction is included in x* : w o y(x¥) = x*,
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Definition 4.6 (Concretization-based Abstract Domain). Let P be an ordered set of elements to
be abstracted. X is called concrete domain. We assume that (X, =, 1, m) is a lattice, where E is the
partial order, and L and r are respectively the join and meet operators. An abstract domain over
the concrete domain X is a pair (X*, ), where vy is a function from (X* to X called concretization
function, and (X*,=*, U*, *) is a lattice satisfying the following properties:

o =" is a sound approximation of =:
vat, e X, o 2 yf - () = v () (4.2)
In other words, we can also say that the concretization function vy is monotonic.

* The abstract join operator U* : X*xX* — X* is a sound abstraction of L : XxX — X

vt vt e X, 4 () by (vF) = (2 L) (4.3)

o Similarly, the abstract meet operator m* : X*xX* — X* abstracts m : XxX — X so that:

vt vt e X, 4 (%) by (vF) © y(xF L ) (4.4)

An element x* € X* represents an element y(x*) € X, and is a sound abstraction of any x
such that x = y(x*). Intuitively, we can say that x* is more precise than y* if x* =* y¥, since
it represents a set which is smaller.

Numerical Abstract Domains

Assume a program has two integer variables, X and Y. We can further abstract by only con-
sidering the values x and y of these variables in a given state. This abstraction reduces the
trace semantics to a set of points (pairs of values), as illustrated in the plane in Figure 16(a).
We will now informally illustrate several effective abstractions of an infinite set of points.

* Non-relational Abstractions: The non-relational, attribute-independent, or Cartesian
abstractions [CC79] involve ignoring the potential relationships between the values of
the X and Y variables. Consequently, a set of pairs is approximated through projection
as a pair of sets. Each of these sets may still be infinite and, in general, not exactly
computable, necessitating further abstractions.

The sign abstraction [CC79] , illustrated in Figure 16(b), represents set of integers
with their signs, thereby disregarding their absolute values. The interval abstraction
[CC76] , shown in Figure 16(c), offers a more precise approximation, representing a
set of integers by its minimal and maximal values, including —oo and +o0, as well as
the empty set if necessary.

The congruence abstraction [Gra89], which generalizes the parity abstraction [CC79],
is not directly comparable, as demonstrated in Figure 16(d).
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(BT, y
13,213, ..}

(a) [In]finite Set of Points (b) Sign Abstraction

¥ {z €[3, 27]

x =5 mod 8
y €[4, 32]

y=7mod9

(c) Interval Abstraction (d) Simple Congruence Ab-
straction

Figure 16: Non-relational Abstractions [Cou01]

* Relational Abstractions: Relational abstractions are more precise than non-relational

ones in that some of the relationships between values of the program states are pre-
served by the abstraction. For example, the polyhedral abstraction[SPV17] illustrated
in Figure 17(b) approximates a set of integers by its convex hull. Only non-linear
relationships between the values of the program variables are abstracted. The use
of an octagonal abstraction[Min06], illustrated in Figure 17(a), is less precise, as it
retains only some shapes of polyhedra, or equivalently, considers only linear relations
between any two variables with coefficients of +1 or —1 (of the form +x +y < ¢,
where c is an integer constant). A non-comparable relational abstraction is the linear
congruence abstraction [BTV03], as illustrated in Figure 17(c). The trapezoidal linear
congruence abstraction [Mas92], depicted in Figure 17(d), combines non-relational
dense approximations (such as intervals) with relational sparse approximations (such

as congruences) .

3<r<T
4 x+y <8 . T +3y <5
4<y<h 20 4Ty >0
rT—y<9
(a) Octagonal Abstraction (b) Polyhedral Abstraction

3z +5y=8modT ¥
2z -9y =3modb g

iy 3¢+ Ty € [2,7) mod 8
2z — by € [0,9] mod 4

(c) Relational Congruence Abstrac- (d) Trapezoidal Congruence Abstrac-
tion tion

Figure 17: Relational Abstractions [Cou01]
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4.2.3 Satisfiability Modulo Theories

The Boolean satisfiability decision problem, commonly referred to as SAT problem which
is NP-complete [Co023]. It involves finding a satisfying assignment for a given formula
in propositional logic, which utilizes only Boolean variables and the logical connectives:
and (A), or (v), and negation (—) [MZ09]. An assignment assigns either true or false
to each variable in the formula, and a satisfying assignment is one for which the for-
mula evaluates to true.

Example 4.2. The formula A A B has the satisfying assignment of both A and B being true

Despite its exponential worst-case complexity, very efficient algorithms have been
developed, allowing current Boolean satisfiability solvers to address many practical SAT
problems of industrial size. The majority of state-of-the-art solvers are based on the DPLL
architecture. [BHvMO09, Tin02] provide a detailed description of this architecture.

Propositional logic can express many properties, but some are more easily expressed
in a richer language[DMB11], while others cannot be expressed at all within propositional
logic. Satisfiability Modulo Theories (SMT) extends SAT by incorporating a background
theory or a combination of background theories. SAT was enhanced to support atoms from
a theory 7 in addition to propositional literals, resulting in the decision problem known
as satisfiability modulo theory (SMT). A background theory enriches the language with
a new set of formulas that replaces atoms used in SAT.

For instance, the theories of Linear Integer Arithmetic (LIA) and Linear Rational Arith-
metic (LRA) include atoms of the form (a;x; + - - - + a,x, > C), where (ay, ..., a,,C) are
integer constants, (x1,...,x,) are variables (interpreted over Z for LIA and R or Q for
LRA) , and ~ is a comparison operator such as =, <, <, >,>. LIA and LRA are widely
used in the field of software verification, along with other theories like bit vectors, ar-
rays, and uninterpreted functions.

Example 4.3. ¢ is a formula in the theory of integers.
p=(x<)A(x>1)

Satisfiability modulo theories such as LIA or LRA is NP-complete. However, tools based
on the DPLL(T) architecture [GHN " 04] effectively solve many practical SMT problems.
These tools provide a satisfying assignment when the problem is satisfiable.

DPLL

We briefly summarize the principle of the DPLL algorithm for solving the SAT problem.
The procedure alternates between two phases:

* Decision: This phase heuristically selects a Boolean variable and assigns it a value of
either true or false.
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* Boolean Constraint Propagation: This phase propagates the consequences of the
previous decision to other variables. It is common to encounter a conflict due to
an incorrect choice in the decision phase. In such cases, the algorithm identifies the
reason for the conflict (an erroneous decision) and backtracks, which involves unsetting
the variables assigned between the incorrect decision and the current assignment,
before restarting with a new decision.

The algorithm terminates when either there are no more decision steps to apply
(i.e., all variables are fully assigned) with no conflicts, indicating the answer is SAT,
or when the conflict arises from reasons beyond a simple bad decision indicating the
answer is UNSAT [Henl14].

DPLL(T)

Suppose we have an SMT formula that includes atoms from a specific theory ( 7). The core
principle of DPLL(T) is to integrate a SAT solver with a T-solver tailored to the selected the-
ory.

The DPLL SAT solver and the 7-solver interact by exchanging information as illustrated
in Figure 18. the SAT solver abstracts the SMT formula into a SAT formula with the same
Boolean structure and provides satisfying assignments for this Boolean abstraction to the
T -solver. The T -solver then checks whether this assignment is satisfiable within the theory.
Similar to Boolean Constraint Propagation, Theory Propagation propagates the effects of
decisions based on the theory in use. If the formula is found to be unsatisfiable in the theory,
it returns an unsat clause to prune the search space of the SAT solver. The unsat clause is a
crucial aspect of the algorithm, as it is returned to the SAT solver as a conjunction of Boolean
assignments that are collectively unsatisfiable, providing a second reason for backtracking
(the first reason arises from conflicts identified through Boolean Constraint Propagation
and Theory Propagation). Therefore, it is essential to obtain “good” (or “short”) unsat
clauses to ensure that backtracking is efficient [Hen14, GHN04].

General DPLL(T) Framework

Theory atoms

/‘\

UNSAT SAT SAT
<

T-solver +——

~__

unsat clause

solver

Figure 18: DPLL(T") framework [Hav18]
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SMTLIB

The SMT-LIB standard outlines how to specify theories and communicate with SMT solvers
[BET16]. Two relevant background theories are the theory of fixed-length bit-vectors and
the theory of floating-point arithmetic. The theory of fixed-length bit-vectors allows for
reasoning about bit-vectors of a specified length using common operations such as bitwise
AND, OR, and NOT, as well as basic arithmetic operations that interpret the bit-vectors as
binary numbers. The theory of floating-point arithmetic enables reasoning about floating-
point numbers according to the IEEE754 floating-point standard [DBLS85].

424 Linear Programming

Linear programming problems involve a linear cost function, which consists of multiple
variables that need to be minimized or maximized, subject to a set of constraints. These
constraints are represented as linear inequalities involving the variables of the cost function.
The cost function is often referred to as the objective function. Linear programming is closely
related to linear algebra; however, the most significant difference is that linear programming
typically employs inequalities in the problem statement instead of equalities [Sch00].

Definition 4.7 (Linear programming Problem). A linear programming problem is the problem
of minimizing (or maximizing) a linear function subject to a finite number of linear constraints.
Given variables A = [Aq, ..., An]T, an LP problem in standard form can be given as shown

n
Maximize (or Minimize) Z(\) = Z CiA;
j=1

n
subject To Z ajjAj < b, Vie{l...m}
j=1

A=0 (4.5)

Where Z(A) is the linear objective function, ~ 37iq a;jAj < bj, (Vi€ {1...m}) is the set of linear
constraints, and a; and cj are real coefficients. The linear constraints combined with a linear
objective are called Linear Programs (LPs), and systems that solve them are called LP solvers. Note
that if a constraint is not in the form of equality then we can add a non-negative variable, also called
slack variable.

Any vector A satisfying the constraints of the linear programming problem is called a fea-
sible solution of the problem. Every linear programming problem falls into one of three cate-
gories :

¢ Infeasible. A linear programming problem is infeasible if a feasible solution to the
problem does not exist; that is, there is no vector A for which all the constraints of the
problem are satisfied
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* Unbounded. A linear programming problem is unbounded if the constraints do not
sufficiently restrain the cost function so that for any given feasible solution, another
feasible solution can be found that makes a further improvement to the cost function.

* Has an optimal solution. Linear programming problems that are not infeasible or
unbounded have an optimal solution; that is, the cost function has a unique minimum
(or maximum) cost function value. However, This does not mean that the values of
the variables that yield that optimal solution are unique.

Integer Linear Programming (ILP) is a specialized form of Linear Programming (LP)
where variables are constrained to integer values. Like LD, ILP involves optimizing an
objective function—either maximizing or minimizing it—while satisfying linear equality
and inequality constraints [Ben21]. However, ILP imposes additional integrality condi-
tions on some or all variables, making the problem more complex. Although finding an
optimal solution for ILP is NP-hard, many large-scale ILP problems can still be solved
efficiently in practice [CWMO02].

Mixed Integer Linear Programming (MILP) is an extension of Linear Programming where
some variables are integers while others can be continuous, making it ideal for problems
combining discrete and continuous decisions. In contrast, Integer Linear Programming (ILP)
requires all variables to be integers, restricting it to pure discrete optimization. While MILP
can model complex real-world scenarios like production planning with both whole-unit
constraints and variable resource allocation, ILP is better suited for problems requiring strict
whole-number solutions like employee scheduling or network design. Both are NP-hard,
but MILP problems often have computational advantages since their continuous variables
can sometimes relax the solution space compared to purely discrete ILP formulations.
Modern solvers like Gurobi and CPLEX handle both problem types using similar techniques
(branch-and-bound, cutting planes), though ILP problems typically require more intensive

computation due to their fully constrained nature.

LP Solving

Linear Programming (LP) problems are typically solved using either the Simplex method
[NM65] or Interior-Point methods [LMS94], each offering distinct advantages. The Sim-
plex method [NM65], developed by George Dantzig in 1947, it performs iteratively row
operations on the simplex table. At each iteration, the method moves from a current
basic feasible solution to another basic feasible solution which improves the objective func-
tion value. The method terminates when it cannot decrease the objective function value
any more. While it is highly efficient for most practical problems and provides valuable
sensitivity analysis, its worst-case complexity is exponential, which can lead to slower
performance in certain degenerate cases [Bor12].

In contrast, Interior-Point methods [LMS94], pioneered by Narendra Karmarkar in 1984,
approach the optimal solution by traversing the interior of the feasible region instead of its



4. Formal Verification of ANNs and QNNs 53

vertices. These methods utilize barrier functions to navigate toward the optimum while
remaining within the feasible space, offering polynomial-time complexity and superior per-
formance for large-scale, dense problems. However, they may lack the intuitive geometric
interpretation and post-optimality analysis that the Simplex method provides [RTV05].
Popular commercial solvers such as Gurobi [GO21], and CPLEX [Ilo10] implement
optimized versions of both methods, automatically selecting the best approach based on the
problem structure. Open-source alternatives like GLPK [Lua06], and COIN-OR [Sal02] also
support these techniques, making LP accessible for academic and smaller-scale applications.

4.3 Formal Verification Methods for ANNs

The main challenge we encounter when verifying Al controllers based on artificial neural
networks (ANNs) and their associated interpretation lies in effectively managing the
composition and relationship between its inputs and outputs.

Fortunately, there is a considerable amount of ongoing research dedicated to the formal
verification of neural networks, which specifically tackles this challenge, see e.g. [Ehl17,
WIZ*24, GMD™18, LLX 24, GWZ 21, HKWW17a, KBD"17].

Several factors influence the design of neural network verification methods, including :
(1) The architecture of the networks (e.g., depth, layer types, and connectivity patterns).

(2) The activation functions used (such as ReLU, sigmoid, or tanh, which affect linearity
and differentiability).

(3) The norms employed for measuring robustness and distances (like L1, Ly, or Ly).

(4) The datasets utilized, which determine input distributions and generalization require-
ments [Sou24].

(6) The computational complexity, scalability to large networks, and the trade-off between
precision and efficiency are crucial.

Considerations of These factors collectively shape the development of tailored verification
techniques to ensure reliability and robustness in neural network deployments. From
these methods, we identify Two major formal verification categories for verifying neural
networks, complete methods [KBD 17, MSB22, WIZ"24, FJ18, DJST18] and incomplete
methods [BP23, HRS"23, WXT"13, SBR*, PRA19].

43.1 Complete Methods

A sound and complete verification framework of ANNs guarantees that a method either
proves that the property holds or finds a counterexample to this property. They are based
on SMT [BSST09] or Mixed Integer Linear Programming MILP [MSB22] search engines
and other complete methods based on global optimization or combinations of exact and
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approximate analyses [RHK18, BLT"20]. The main issue with this approach is scalability.
For instance, neural networks used for computer vision tasks contain millions of parameters.
While large neural networks theoretically enable the generation of formal specifications,
in practice, these formalizations are difficult for modern solvers to reason about.

* SMT-based approaches and Tools Common methods have been widely employed
SMT-based approaches [HKWW17b, KBD 17, PT12, SABG " 19] to verify the safety of
ANNSs. The main advantage of these techniques is their soundness and completeness.
However, a significant drawback is their limited scalability due to the NP-HARD
nature of the problem [KBD™17]. They are also constrained when dealing with large
artificial neural networks (ANNs) and their complexities, and they are inefficient for

quantized networks.

The first formal verification method for neural networks was introduced by Pulina and
Tacchella [PT10], focusing on verifying safety bounds for outputs of fully-connected
networks with sigmoid activations. Their approach discretized the activation func-
tions into piecewise linear approximations using interval arithmetic, encoding the
network and safety constraints into an SMT problem. Parallel work by Scheibler et
al. [SWWBI15] applied similar SMT-based bounded model checking to the cart-pole
system, but could only verify basic properties at minimal unrolling depths, further
demonstrating the computational challenges of early SMT approaches to neural net-
work verification. Other proposed SMT-based tools are implemented for the formal
verification of ANNSs; we mention:

— RELUPLEX [KBD"17] Is a specialized SMT-based solver for verifying deep neural
networks with ReLU activation functions. It extends the classical Simplex algo-
rithm to handle the piecewise-linear constraints introduced by ReLUs through a
novel case-splitting approach. The tool transforms neural network verification
problems into a series of linear programming subproblems, where infeasible
ReLU states are incrementally excluded via conflict analysis. RELUPLEX was the
first verifier to successfully analyze the safety properties of fully-connected feed-
forward networks used in airborne collision avoidance systems [JK19]. While
limited to ReLU activations, its sound and complete procedure established foun-
dational techniques for later neural verification tools.

— MARABOU [WIZ*24] is the successor of RELUPLEX , an open-source, SMT-based
neural network verification framework developed by the Weizmann Institute.
It analyzes properties of deep neural networks (DNNs) by encoding them as
SMT queries over real arithmetic and piecewise-linear constraints. MARABOU
supports both complete verification (providing formal guarantees for properties
like robustness or safety) and incomplete counterexample search, handling net-
works with ReLU, sigmoid, and max-pooling activations. Key features include
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parallelization, support for ONNX and TensorFlow models, and integration with
abstraction refinement techniques.

In this thesis, we used MARABOU as an SMT verification tool to evaluate our

contributions.

- DLV [HKWW17b] developed by Huang et al. for verifying local robustness
against adversarial attacks in neural networks. Their layer-by-layer approach
works for general feedforward and convolutional architectures with arbitrary
activation functions by:

+ Reducing the infinite input neighborhood to finite representative points
+ Propagating constraints between layers

+ Verifying consistent outputs across all points

Implemented in their open-source DLV tool using Z3 SMT solver [DMB08a], the
method successfully found adversarial examples in seconds for some MNIST[Pei21]
and CIFAR-10 [KH " 10] cases but faced scalability challenges with larger inputs
like ImageNet, highlighting the computational complexity of complete verifica-

tion.

All these mentioned tools used floating point arithmetic using IEEE754 with precision
of 64 bits, where rational numbers was available only in Marabou with GNU Multiple
Precision Arithmetic Library (GMP) library [Lib23]

* MILP-based approaches and Tools MILP-based formal methods enable exact ver-
ification of neural networks by encoding them as optimization problems. These
problems utilize continuous variables for activations and integer variables for dis-
crete behaviors, with linear constraints modeling the network’s semantics. These
methods provide precise guarantees for properties such as adversarial robustness and
output safety, leveraging powerful solvers like GUROBI [Gur24] and CPLEX [VS10].
Although they are NP-HARD, these methods effectively manage diverse architectures
and activation functions, making them valuable in safety-critical domains.

Fischetti and Jo [F]18] proposed a MILP approach to find adversarial examples and
maximize neuron activations in ReLU networks, using layer-wise optimization with
asymmetric bounds. Their method worked well on small MNIST networks (< 70
neurons) but scaled poorly to larger ones. Bunel et al. [FJ18] introduced BAB, a
branch-and-bound framework unifying prior methods (PLANET, RELUPLEX), with
BABSB [BTT 18] outperforming other variants by smarter input splitting, especially
on deeper networks like ACAS Xu. Dutta et al. [DJST18] developed SHERLOCK, com-
bining MILP with local search to bound outputs of ReLU networks efficiently—scaling
to thousands of neurons but sometimes requiring days. While monolithic MILP solves
small cases faster, SHERLOCK and BABSB show significant speedups over RELUPLEX,
highlighting MILP’s versatility for exact verification despite scalability challenges.
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Finally, Tjeng et al. [TXT19] proposed MIPVERIFY, a MILP-based tool for finding min-
imal adversarial examples (using L1, L2, andL, distances) in ReLU networks. Their
key innovation was progressive bound tightening: first using fast interval arithmetic,
then resorting to exact LP bounds only for uncertain ReLUs. This approach, tested on
MNIST /CIFAR-10 networks with thousands of neurons, proved 100 — 1000x faster
than RELUPLEX, with runtime depending mainly on ambiguous ReLUs rather than
total network size.

There are other complete verification methods for neural networks (NNs) that do not rely
on SMT or MILP. We refer to DEEPGO [KKH18], a global optimization approach for verify-
ing Lipschitz-continuous networks (including ReLU, sigmoid, and tanh activations), which
computes output bounds 36 to 100 times faster than Sherlock and RELUPLEX and can scale to
million-neuron MNIST networks. Concurrently, NEURIFY [WPW 18] has been introduced,
enhancing precision by maintaining input neuron dependencies during ReLU analysis.

43.2 Incomplete Methods

Incomplete verification methods can analyze large neural networks efficiently, typically
within minutes for networks with thousands of neurons, while maintaining soundness
using floating-point arithmetic. However, they may produce false positives. These meth-
ods support diverse architectures, including recurrent networks, and fall into two main
categories: abstract interpretation-based approaches and other techniques using simu-

lation, and linear approximations.

* abstract Interpretation based methods and approaches: The field began with Gehr et
al.’s A12 [GMDC" 18], which introduced abstract interpretation for verifying ReLU
networks using intervals, zonotopes, and polyhedra, demonstrating practical verifi-
cation (<10 seconds) for MNIST networks up to 18K neurons. Subsequent advances
include:

- DEEPZ [BP23] (Singh et al., 2018): A specialized zonotope domain handling
floating-point soundness, verifying 88.5K-neuron CIFAR-10 networks in min-
utes.

— DEePPOLY [HRS 23] (Singh et al., 2019): Combined concrete/symbolic bounds
with adaptive ReLU approximations, outperforming DeepZ in speed and preci-
sion.

- KPOLY [WXT"13] : Jointly approximates k ReLUs, enabling analysis of 107K-
neuron networks in < 8 minutes.

These methods, implemented in ERAN [SBR'] tool, leverage GPU acceleration
(170x speedup) and symbolic propagation (Li et al.) to scale to near-million-neuron
networks. Key trade-offs persist between precision (reduced false positives) and
scalability for complex perturbations (L1, rotations).
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These tools default to floating-point IEEE754 (usually 64-bit double-precision) for
efficiency. However, floating-point arithmetic can introduce rounding errors, which
may compromise soundness if not properly controlled. To address this, they employ
directed rounding, interval arithmetic (explicitly tracking error bounds), and affine
arithmetic or zonotopes (propagating linear error terms).

Other approaches simplify verification by constructing smaller over-approximating
networks:

— Prabhakar & Afzal [PRA19]: Merge ReLU neurons layer-wise using interval
arithmetic, reducing ACAS Xu verification time via MILP encoding (tested with
< 32 abstract neurons), though precision depends on partitioning strategy.

- Sotoudeh & Thakur [ST20]: Generalized to convex abstract domains (beyond in-
tervals) and activations (Leaky ReLU, sigmoid/tanh), with conditions to ensure
soundness or network modifications.

* Other incomplete methods : Recent research has developed efficient but incomplete
methods to estimate neural network robustness bounds, trading exactness for scala-
bility. Weng et al.’s Fast-Lin/Fast-Lip algorithms use symbolic linear approximations
and Lipschitz constants to verify ReLU networks 10,000x faster than exact methods
while maintaining reasonable precision (2-3x bound looseness). Zhang et al. extended
this approach via CROWN [WZX"21a] to support diverse activations (sigmoid, tanh)
with 19-20% tighter bounds.

4.4 Formal Verification Methods for QNN

Existing verification methods of ANNs struggle with QNNs due to their discrete, non-
differentiable operations (e.g., rounding), which violate the smoothness assumptions re-
quired by most techniques. Complete methods (MILP/SMT) face exponential complex-
ity from bit-precise encoding, while incomplete approaches (abstract interpretation) lose
precision when handling discontinuities. Additionally, the lack of standardized tools,
hardware-specific semantics (e.g., overflow behavior), and insufficient theoretical frame-
works for fixed-point arithmetic further limit applicability. Although emerging solutions
like bit-precise SMT solvers and specialized abstract domains show promise, current meth-
ods remain inadequate for scalable, sound QNN verification, a critical gap as quantized
models dominate edge Al deployments.

4.4.1 Formal Verification methods of 1-bit QNNs

There is restricted research on the verification of quantized neural networks (QNNs) com-
pared to floating-point neural networks, particularly 1-bit quantized neural networks,
which refer to binarized neural networks (BNNs) [HCS" 16]. BNNs employ binary weights
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and activations to drastically reduce computational latency and memory usage, making
them attractive for edge devices and real-time applications. However, their verification
remains underexplored compared to their full-precision counterparts.

Some researchers have approached BNN verification by reducing the problem to
Boolean satisfiability (SAT) instances [RORF16, CNHR18], leveraging the discrete nature of
binary operations to apply formal logic-based methods. While this approach is theoretically
sound, its practical applicability is limited due to the NP-hardness of SAT solving, which
scales poorly with network depth and width.

While symbolic interval propagation provides efficient over-approximations, BNN
verification remains challenged by combinatorial explosion and limited applicability to
real-world mixed-precision models [HCS"16]. Recent advances [NSS™16] focus on hybrid
methods combining SAT with abstraction and GPU acceleration to improve scalability, with
future directions extending these techniques to practical low-bit quantized networks.

4.4.2 Formal Verification methods of multiple-bit QNNs

Recently, there has been significant effort in verifying multiple-bit quantized neural net-
works (QNNs) [GHL20, BMS22, HLZ21, MSB22, 7SS23, HWY*24].

As a first step, researchers in [GHL20, BMS22, BM24a] have focused on determining
the appropriate bit-width allocation for the fractional and integer parts of each neuron or
layer in Quantized Neural Networks (QNNSs). This precision-tuning process aims to ensure
both optimal efficiency (minimizing hardware resource usage) and soundness (preserving
network behavior relative to the original floating-point model). Their approaches leverage
formal methods such as interval arithmetic to bound numerical errors and SMT solvers to
verify the adequacy of selected bit-widths under worst-case scenarios. For instance, Gia-
cobbe et al. in [GHL20] proposed a layer-wise mixed-precision optimization framework that
combines gradient-based bit-width search with formal guarantees, while Benmaghnia et al.
in [BMS22] introduced fixed-point encoding strategies with provable error bounds using
SMT-based validation. These methods address the tension between quantization-induced
precision loss and computational tractability, particularly for safety-critical applications
where over-approximation of errors is unacceptable. However, challenges persist in scaling
these techniques to deep networks and reconciling them with hardware-specific constraints
(e.g., FPGA DSP block configurations).

Additionally, zhang et al. in [HWY 24, ZSS23] focus on synthesizing tight error bounds
between floating-point DNNs and their quantized counterparts, employing techniques such
as interval propagation, differential reachability analysis and SMT-based error minimiza-
tion to rigorously quantify precision loss. These methods prioritize optimizing bit-width
allocation per neuron or layer, often using gradient-based search or mixed-integer program-
ming to balance computational efficiency with formal guarantees on approximation error.
However, this line of work largely overlooks the verification of semantic properties (e.g., ro-
bustness, fairness, or safety) that depend on the quantized network’s behavior in real-world
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contexts. For instance, while [ZS523] derives worst-case error bounds for fixed-point arith-
metic, it does not verify whether these errors violate critical specifications under adversarial
inputs or distribution shifts. Recent efforts like [DKSL20] bridge this gap by combining
error-bound synthesis with adversarial robustness verification, but challenges persist in
scaling such approaches to large-scale QNNs with heterogeneous quantization policies (e.g.,
mixed 4/8-bit models). A unified framework for joint precision optimization and property
verification remains an open research direction, particularly for safety-critical applications
where both numerical soundness and functional correctness are non-negotiable.

In [HLZ21], the authors proposed heuristic optimizations including symbolic sim-
plification, abstraction refinement, and parallel SMT solving to reduce the verification
complexity of SMT encodings with fixed-point arithmetic, adversarial perturbations, and
bit-vector constraints which has shown to be PSPACE-complete. While effective for
moderate-sized networks, these methods struggle with large QNNs due to exponentially
growing constraint complexity. Subsequent work has addressed this through hardware-
conscious approaches that co-optimize bit-widths and verification such as FPGA-aware
precision tuning [HYL"24].

Instead of only reducing the coding of a QNN by fixed-point arithmetic, as pro-
posed in [HLZ21], or verifying the constraints of the quantization error bound between a
deep neural network (DNN) and its quantized version, as outlined in QEBVerif [Z5523].
In this thesis, we focus on verifying safety properties of QNN behaviours using SMT-
based verification method that avoids the need for integer or bit-vector encoding, even
with reduced heuristics.

4.5 Summary

In this chapter, we presented formal verification techniques for neural networks (NNs)
and quantized neural networks (QNNSs), focusing on their mathematical foundations,
practical challenges, and applications. We began by examining common formal methods
such as abstract analysis, abstract interpretation, model checking, satisfiability modulo
theories, and mixed linear integer programming. Then, we highlighted several approaches
dedicated to the verification of NNs: complete, incomplete, and hybrid methods. Finally,
we explored recent works that address the formal verification of QNNSs. In the next chapter,
part I, we will examine the first contribution of this thesis which consist of specifying
QNN requirements for Autonomous vehicles.
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5.1 Introduction

here is a growing research area focused on the formal specification of autonomous
systems [LFD 19, WMA12, FDG 19, RPL*20]. This involves transforming the tex-

tual requirements of autonomous systems, as mentioned in a user requirements

document written in natural languages, into a formal specification [FLSM22b, FLSM22a].

This specification can then be converted into various properties and formulas, such as LTL
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properties [FDK12], first-order logic formulas [FRNS17], and Signal Temporal Logic prop-
erties [Aré19]. Recently, there has been a particular emphasis on the formal specification
of requirements and rules for autonomous vehicles that includes the use of real-world
and simulator metrics [GGKT23, STRP23].

In this chapter, we detail the first contribution of this dissertation. We will begin with
a literature review on the formal specification of autonomous vehicle (AV) requirements.
Next, we will present the AV simulator HIGHWAY-ENV as a case study. We will then explain
the process of transforming AVs’ textual requirements into formal properties to be verified
exhaustively on neural networks. Finally, we will demonstrate our proposed process using
AVs’ textual requirements inspired by HIGHWAY-ENV.

5.2 Formal Specification of Autonomous Vehicles

Formal specification of autonomous vehicles (AVs) provides a mathematically rigorous
framework to define and verify safety-critical behaviors, using temporal logic for time-
dependent rules ("always yield to pedestrians") [PW24], contract-based design [TFA24]
for component interfaces, and hybrid systems modeling [ASL91] for vehicle dynamics
[KSAT18]. These specifications enable exhaustive verification through model checking,
theorem proving, and runtime monitoring [RENV20], addressing challenges like state-
space explosion and neural network verification while complying with standards ISO
21448, UL 4600 [GWWR23]. By bridging theoretical precision with practical deployment
needs, formal methods ensure AVs meet provable safety guarantees a mid real-world
uncertainty, resolving ambiguity in requirements and enabling compositional analysis

of complex perception-planning-control stacks.

Formal methods encompass the process of translating abstract specifications into a
system control algorithm or program to ensure that the behaviour of the controlled system
meets these specifications. In response to this necessity, numerous methods have been
proposed in the literature to formalize textual requirements of autonomous vehicles and
formulate formal safety properties [ZHZ 21, GGKT23, FDG 19, RPL 20, WNSO23]. These
methods involve generating abstract scenarios and subsequently transforming them into
logical or concrete scenarios suitable for linear temporal logics (LTL) and signal temporal
logic (STL) properties [Aré19, FDG19]. These properties, which rely on time, are used
to present the specifications of autonomous vehicles for testing in real traffic simulation
tools [RPL720, DRC"17]. A formal verification framework utilizing SMT-based model
checking was introduced in [ZHZ21] which abstracts autonomous vehicle’s behaviour
to SMT predicates, enabling the identification of counterexamples that violate the initial
requirements based on AV standard rules.

In contrast to the approaches outlined previously, which used formal verification to
identify safety violations in autonomous vehicles (AVs) by comparing them to AV rules
or using real-world traffic simulation or testing, our method involves generating logical
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scenarios from AV textual requirements that are converted into SMT predicates for exhaus-
tive verification of Al controller-based neural networks, in particular quantized neural
networks (QNN), using SMT-based model checking.

5.3 Case Study: HIGHWAY-ENV

HIGHWAY-ENV [Leul8] is a Python library that provides a collection of environments for
reinforcement learning (RL) tasks focused on autonomous driving and tactical decision-
making scenarios such as highway driving, parking, and intersections 23. It’s built on top
of OpenAl Gym (now Gymnasium), making it compatible with most RL algorithms.

It uses a Deep Q-Network (DQN) reinforcement learning algorithm [HVP 18] that
employs a Multi-Layer Perceptron (MLP) architecture for ANNSs. This function exclusively
controls the autonomous or ego vehicle (EV), while the other vehicles, referred to as normal
(non-ego) vehicles (NVs), are initialised to operate randomly.

Each vehicle in the environment is characterized by five input kinematic variables:
¢ p;: indicates the presence of the it" vehicle on the road.

* x;: represents its position on the x axes in meters (m).

* y;: represents its position on the y axes in meters (m)

* v,;: denotes the velocity of the vehicle on the x axes in meters per second (m/s)

* v,;: denotes the velocity of the vehicle on the y axes in meters per second (m/s)

The neural network takes as input 25 features corresponding to five vehicles, including
the EV), each vehicle represented by five kinematic variables. The kinematic values of the
EV are absolute, while the kinematic values of the four NVs are relative to the EV.

The correspending neural network produces five Q-values representing the probability
of each possible action. According to the DQN algorithm, the agent selects the action
associated with the highest Q-value, which can be one of the following:

* lane left: Represents the first output of the neural network; it indicates moving one
lane to the left. The vehicle will smoothly change lanes if the left lane is available and

safe.

* idle: Represents the second output of the neural network; it indicates to maintain
the current lane and speed. The vehicle continues at its current velocity without

acceleration or deceleration.

¢ lane right: Represents the third output of the neural network, indicating a lane
change to the right. The vehicle will smoothly change lanes if the right lane is available
and safe.
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* faster: Represents the fourth output of the neural network: accelerate in the current
lane. This increases the vehicle’s speed, up to a maximum speed limit.

* slower: Represents the fifth output of the neural network: "Decelerate in the current
lane." This output decreases the vehicle’s speed, but it will not allow the vehicle to go
negative or reverse.

The kinematic variables are normalized between —1 and 1 before being propagated in
the NN, and the feature values of the non-ego vehicles (NVs) are relative to the EV except
for those of the EV, which are absolute as described in the documentation .

Figure 19: Highway Environment

Figure 20: Roundabout Environment

Figure 22: Merge Roads Environment

Figure 21: Intersection Environment

Figure 23: HIGHWAY-ENV Environments [Leul8]

5.4 Process of Transforming Textual Requirements into Formal
Properties for AVs

In user requirement documents, engineers often rely on scenarios to describe the intended
behaviour of their system. This is particularly relevant for autonomous systems, where
explaining the full requirements using only natural languages can be tedious. Addi-
tionally, translating user requirements into logical statements for autonomous vehicles
is inherently challenging due to the complexity of balancing technical, legal, and ethical

Thttps:/ /highway-env.farama.org/
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considerations. User requirements, such as safety and adherence to traffic laws, often
lack precision and are context-dependent [HZ19].

Therefore, we propose a method for specifying Autonomous Vehicle (AV) requirements,
which transforms textual and informal requirements into formal properties through four
key steps. First, we reformulate the textual requirement if it is unclear or unavailable. Next,
we analyze the textual requirement and identify abstract scenarios or AV observations that
satisfy the constraints defined in the requirements by examining the neural network’s out-
put against the specified values. Subsequently, we generate logical scenarios by converting
relevant observations and value ranges into predicates. Finally, we formalize these predi-
cates into verifiable properties encoded as SMT predicates. If the SMT solver verifies the
property, we conclude that the formal property correctly corresponds to the original textual
requirement. Otherwise, we determine that the textual requirement is inaccurate and must
be reformulated, taking into account the defined values, as illustrated in Figure 24.

This approach is inspired by the abstract scenarios proposed in the literature [ZHZ 21,
GGKT23]. However, our goal is not to identify violations or counterexamples of require-
ments with respect to given rules for self-driving cars. Instead, we aim to exhaustively
verify these scenarios on an autonomous vehicle controller based on neural networks to
demonstrate their reliability. The steps of our method are defined in Figure 24 as follows:

Textual & informal Requirement

Generation of Abstract Scenarios

Generation of logical Scenarios

Identification of formal property

SMT Verification ‘ Invalid property (counterexample)

Valid property

Figure 24: Process of identifying formal properties from textual requirement
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5.4.1 Textual and Unformal Requirement

It also refers to functional scenarios or mission-level requirements that are written in
natural language and focus on the behavior of the EV in relation to the surrounding
vehicles. In this step, we manually reformulate the AV’s textual requirements if they are
unavailable; otherwise, we skip this step and move on to the second step. Due to the
absence of textual requirements for the AVs that correspond to the behavior of the EV in
the HIGHWAY-ENV [Leul8] simulator, we first observed the behavior of the EV in a specific
and well-defined situation by running the trained model of the EV using the highway-env
simulator [Leul8]. Based on these observations, we manually described and formulated
the textual requirements, with a focus on clarity to ensure that each requirement included
measurable values for verification. These observations included the actions and values
of each variable of the ego vehicle (EV) and three surrounding non-ego vehicles (NVs).
at each timestep t;, as mentioned in [Leul8].

Example 5.1 (Running Example). Figure 25, taken from the video recording of the HIGHWAY-
ENV simulator [Leu18], depicts a highway with three lanes showing a slower predicted action
involving the EV and three surrounding NVs.

Textual requirement of slower action TRQ1: The EV shall decelerate smoothly when it is
in the middle lane and surrounded by three vehicles: one at least 20 meters in front, one at
least 15 meters to the left, and one at least 15 meters to the right, provided that the relative
speed of all surrounding vehicles is within the range of -2 m/s to 2 m/s for a continuous
period of at least 5 timesteps.

|

Figure 25: A scene of a video recorder for slower action of HIGHWAY-ENV environment

5.4.2 Generation of Abstract Scenarios

Abstract scenarios represent a set of observations that capture the state (values of each
variable) of the EV and the surrounding vehicles on the road at each timestep t;. To

transform textual requirements into abstract scenarios, we follow two steps:

1. Generation of constraints from textual requirements: From the textual requirements, we
extract the constraints that enable us to select only the set of variable values for the
EV and NVs that meet our textual requirements. To accomplish this, we identified the
action performed by the trained EV model, which represent its outputs. Additionally,
we specify the number of NVs present on the road (L € Z), the position of each
vehicle in the lanes (y; € Q), the minimum relative distance of the NVs compared to
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the EV (x; € Q), and the speed range of all vehicles (vx; € Q) for a defined number of
timesteps (k € Z).

In the running example, we define the constraints from TRQ1 as follows:

"The EV shall decelerate smoothly" = The trained model of the EV in a highway
environment should select the action slower, indicating that the last output has
the highest value compared to the other outputs (actions).

e "when it is in the middle lane and surrounded by three vehicles" — (yp =
dm A L =3)

* "one at least 20 meters in front" = NV1 on the same road as the EV, (y; =

0m A xq =20m).

* "one at least 10 meters to the left" — NV2 in the left lane (y2 = —4m A x, >
10m).

* "one at least 20 meters to the right" = NV3 in the right lane (y3 =4m A x3 >
20m).

¢ "provided that the relative speed of all surrounding vehicles is within the range
of 2m/sto2m/s"= (Vie {1,...,L},vx; € [-2,2](m/s)).

2. Selection of abstract scenarios: Based on the constraints defined in the previous step, we
select a set of k successive variable values for the EV and the NVs, which are obtained
by running the trained neural network of the EV at each timestep t;. In our running
example, TRQ1, we select arbitrary a set of five successive variable values that meet
these constraints.

For instance, for x; of NV1, we select the following values (respectively for the other
variables for each vehicle):

(NVl) : xl(tl) = 33(711), xl(tz) = 34(77’1), xl(tg,) = 36(771),
x1(tg) = 36,5(m), x1(t5) = 37(m) (5.1)

5.4.3 Generation of Logical Scenarios

Logical scenarios provide a detailed representation of abstract scenarios by specifying the
value ranges of locations and variables for each vehicle using formal notation. These state
space variables describe the entities and their relationships. In our case, we extract the
minimum and maximum values for certain variables from the abstract scenarios outlined
in the running example. We then define a logical scenario that considers the value ranges
for specific variables of each vehicle while fixing the others. In HIGHWAY-ENV [Leul8], We
set the variable p, which indicates the presence of the vehicle, to 1 if the vehicle is on the
road and to 0 otherwise. Additionally, the vertical speed vy of all vehicles is set to 0
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In the running example, we define S;1 as the logical scenario corresponding to the
textual requirement TRQ1 in Eq. 5.2 as follows:

EV: po=1,x0=245,y0 =4,0vx € [23,25]

NV1: p1=1,x€[33,39,y1 =0,0x; € [04,0.6]

SL1=4{NV2: py=1,x€[10,20],y2 = —4,vxp € [-2,—1.5] (5.2)
NV3: ps3=1,1x3 =€ [29,38],y3 = 4, vx3 € [L.5,1.7]

NV4: py=x4=ys=0x4=0

According to HIGHWAY-ENV [Leul8] observations, the values of the EV are absolute,
while the NV observations are relative to the EV.

For example, x; = xo — x,1, where x,; and x refer to the absolute positions of NV1
and the EV, respectively. In this context, x; represents the relative position of NV1. We fix
the absolute position x of the EV at 24.5 m as an example, so any value within the range
of [-100, 100] (as defined in the HIGHWAY-ENV documentation) would also be acceptable

and would function the same as the chosen value.

5.4.4 Identification of Formal Property

We can identify the formal property associated with the logical scenarios by transforming
the variables and their value ranges of each vehicle into predicates. In our example, we de-
fine the formal decision property, denoted as ¢, of the logical scenario S;1in Eq. 5.3 as fol-
lows:

Let us define the input vector X = (py, X0, Yo, VX0, 0Yo, - - -, Vy4) € R®.

@1 :YX eR®, sit
(PO = 1/\X0 :24.5,y0 :4/\UX()€ [23,25] AN 0Yo :0)
p1=1Ax1€[33,39] Ay1 =0 Avx; €[04,0.6] A vy =0)

A
A(p2=1Ax2€[10,20] Ayp = —4 Avxp € [-2,—1.5] A vy, = 0)
Ap3=1Ax3€[29,38 Ays =4 Avxze[1.5,1.7] Avys =0)

(

>

pa = X4 = Y4 = x4 = VY4 = 0)

— /\ (outy > out;) (5.3)
0,4],j

where out € R™ is defined as out = NN(X) and out, refers to the probabilistic value
of the slower action.
5.4.5 SMT Verification

In this step, we encode the neural network (NN) and the formal property defined in the
previous step using SMT-LIB. We then verify them using an SMT solver.



5. Specification of Autonomous Vehicles requirements for verifying NNs 69

The results of the SMT verification can be categorized in two ways:

¢ Satisfied Property: If the result is UNSAT, the property is satisfied, indicating that
the textual requirements defined in the first step describe the correct behavior of the
specified AV’s neural network-based controller.

* Violated Property: If the result is SAT with a counterexample, the property is violated,
suggesting that the textual requirements established in the first step do not accurately
describe the correct behavior of the specified AV’s neural network-based controller.

In the running example, TRQ1 ensures the correct behavior of deceleration applied in the
HIGHWAY-ENV.

5.5 Experimentation and Evaluation

To validate our proposed method for specifying Autonomous Vehicle (AV) requirements,
we conducted a series of experiments applying a four-step formalization process to real-
world AV requirements. We evaluated the correctness and robustness of the generated
formal properties using SMT-based verification. This section presents the experimental
setup and results, demonstrating how our method ensures consistency between textual
requirements and their formal representations.

Setup

We implemented our process using Python 3, modifying the HIGHWAY-ENV [Leul8] sim-
ulator to execute our step-by-step process with Stable Baselines3 [RHG"21] and OpenAl
Gym [BCP"16]. We used z3 as SMT solver. All experiments were conducted on an Apple
M1 Ultra with 20 CPU cores and 128 GB of RAM.

Results & Evaluation

Returning to the running example defined in § 5.4.2, we extract the SMT predicates P;
from the property ¢ of TRQI, as defined in Eq. (5.3) in § 5.4.4, where we normalize the
feature values to [-1,1] as a preprocessing step before propagating them in the neural
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network as defined in Eq. (5.4) as follow :

Py= (po=1.0) A (xg =1.0) A (yo = 0.33) A (vxg = 0.2875 A vxg < 0.3125) A (vyo = 0)
PL= (p1=10)A (x;>0.165A x; <0.195) A (y; = 0.0)
A (0x1 = 0.005 A vx; < 0.0075) A (01 = 0)
= (p2=1.0) A (x2=>0.05n2x <0.1) A (y2 = —0.33)
A (vxp = —0.025 A vxp < —0.01875) A (vy2 = 0)
Py = (p3=1.0) A (x3>0.145 A x3 < 0.19) A (y3 = 0.33)
A (0x3 > 0.01875 A vx3 < 0.02125) A (vy3 = 0)
P = ((outd > out0) A (outd > outl) A (outd > out2) A (outd > out3))
pr= J\P=P (5.4)

0<i<3
where out; represents the outputs of the NN as defined in Eq. (5.3) in §5.4.2 We presents
the negation of ¢; using predicates P; in E.q. (5.5) as follow :

- @1 2P0/\P1/\P2/\P3/\—‘P (55)

We encode the neural network (NN) and ( —¢; ) using SMTLib, as demonstrated in
Listing 5.1. The encoding process begins with declaring the variables (Lines 0-6). Next, we
encode the rational NN by defining each neuron by layer, where "layer10" refers to the first
neuron in the first layer (Lines 7-18). After that, we assign the neurons of the last layer to
the output variables. Finally, we encode the negation of the property (Lines 20-28).

0 declaration of variables
1 (declare-fun pO0 () Real)
> (declare-fun x0 () Real)
3 (declare-fun yO () Real)
4+ (declare-fun vx0 () Real)
(declare-fun vyO0 () Real)

7 encoding of rational neural network by defining each neurone in

each layer in the network

s (assert (= layer10 ...)
9 (assert (= layerll ...)
0 (assert (= layer12 ...)
11 o e

> (assert (= layer30 ...)

4 (assert (= outO0 layer30))
5 (assert (= outl 1layer31l))
6 (assert (= out2 1layer32))
17 (assert (= out3 1layer33))
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18 (assert

(= out4 1layer34))

19 encoding of the negation of the property

20 (assert
21 (assert
» (assert
3 (assert
2 (assert

»5 (assert

27 (assert
out3

(= p0 (/ 1.00 1.00)))

(= x0 (/ 1.00 1.00)))

(= yo (/ 33.00 100.00)))

(>= vx0 (/ 2875.00 10000.00)))
(<= vx0 (/ 3125.00 10000.00)))
(= vy0 (/ 00.00 1.00)))

(or (>= outO0 out4 ) (>= outl outd) (>= out2 outd) (>=

out4)

Listing 5.1: SMTLIB encoding of the neural network and the formal property ¢;.

We then applied our method to another requirement that refers to the slower action
denoted TRQ2 and presented in Figure 26.

Figure 26: Textual requirement of slower action (TRQ?2): The EV shall decelerate smoothly when it is
in the the 3rd lane (left lane) and surrounded by at least two cars: the first at least 20 meters in front, the
secound at least 7 meters to the right, provided that the relative speed of all surrounding vehicles is within the

range of -2.5 m/s to 1.5 m/s for a continuous period of at least 5 timesteps.

We extract abstract scenarios from TRQ2 such that :

¢ The EV is positioned in the 3rd (y = 8 m), with an initial speed between 83 and 90
km/h (23 and 25 m/s, respectively).

¢ Itis surrounded by NV1 and NV2: NV1 is in front of the EV (y=0 m), with a relative
position at least (x >= 20m), defining the safety distance. NV2 is in the second lane

(y=4 m), with a relative position at least (x >= 7m) and a minor relative acceleration
ranging from —9 to 3.6 km/h (-2.5m/s to 1.5m/s).

e NV3 and NV4 are not on the road, so their kinematic feature values are all set to zero.

Next, we generate logical scenarios from a set of successive variable values that meet

these constraints. After that, we define the formal property of TRQ2, denoted as ¢, as fol-

lows:
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.0) A (vxg =23 A vxg < 25) A (vyp = 0.0)

P 1 8

Pl=(p1=1)nr(x1 232121 <39) A (y1 =0.0) A (vx1 = =250 A vx1 < =2) A (vy; = 0.0)
P 1 7Axp <10) A (y2 =4.0) A (vx2 = 0.8 Avxy < 1.1) A (vy2 = 0.0)

p

=((out4d > outl) A (outd > out2) A (outd > out3) A (outd > out5))
P2 = /\ Pi/ = P

0<i<2
We encoded both the neural network (NN) and ¢, using SMT-Lib and verified them
using the Z3 SMT solver. Since ¢, is satisfied, we conclude that TRQ2 describes the
correct behavior of deceleration performed by the highway environment agent in the
highway environment.

5.6 Summary

This chapter focused on specifying the requirements for autonomous vehicles (AVs) by
converting textual requirements into formal properties that can be rigorously verified for
neural networks. Given the safety-critical nature of AV systems, it is essential to ensure that
their underlying neural networks adhere to strict behavioral constraints. We outlined a step-
by-step methodology to systematically generate formal properties from high-level textual
specifications, ensuring they were both interpretable and verifiable using Satisfiability
Modulo Theories (SMT) solvers. By leveraging SMT-based techniques, we enabled precise
and automated verification of neural network compliance with these properties, bridging
the gap between natural language requirements and formal, machine-checkable constraints.

In the next chapter, we will build upon these foundations by presenting a novel verifica-
tion method tailored for quantized neural networks (QNNs). Since QNNs are widely used
in embedded and resource-constrained AV systems due to their efficiency, verifying their
correctness is crucial. Our approach will utilize the formal properties identified in this chap-
ter to develop a scalable and sound verification framework, ensuring that QNNs meet the re-
quired safety and performance standards despite the challenges introduced by quantization.
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6.1 Introduction

eural networks have been widely used in autonomous vehicles and a significant
amount of research has been conducted to formally verify them [KBD 17, GPP23,
GMD™"18, MKE23, HKWW17a, WIZ 124, LLX 24, GWZ"21]. These networks
are often limited to resource-constrained devices due to their demand for computational
power and storage space, as well as their lack of floating-point units in certain configura-
tions [HLZ21, BHL20b]. In such cases, the weights and biases of real neural networks are
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compressed and converted to integers through a process called quantization. This process
utilizes fixed-point arithmetic for elementary operations and activation functions [BMS22].
Additionally, quantization allows for neural network computations to be performed using
smaller word sizes, such as 8 and 16 bits. This reduction in word size helps to decrease
training time, inference latency, and memory storage requirements [NHP 21, JKC"18].
However, the verification of QNN faces scalability issues when using integers or bit-vector
encodings, as it is proven to be PSPACE-complete [HLZ21].

In this chapter, we propose a sound and incomplete formal verification method that
combines rational approximations using set-based theory with SMT-based verification of
rational arithmetic programs. This approach is specifically designed to verify the properties
that characterize the behavior of QNNs, rather than those that define the error between
DNNs and their quantized versions [ZS5523].

Firstly, we will outline our approach and describe each step in detail. Next, we will
provide an overview of the method and introduce the concept of §-robustness. Finally,
we will evaluate our method using the HIGHWAY-ENV simulator and the formal prop-
erties discussed in the previous chapter.

6.2 Process of SMT Verification of QNNSs

In this chapter, we introduced a sound yet incomplete formal verification method for
QNN in Autonomous Vehicles (AVs). Our approach utilizes rational approximations of
QNN s along with set-based analysis, applying bounded perturbations to the output of
the approximated rational neural network. Additionally, we ensure that the output sets of
the perturbed rational network encompass those of both the original QNN and its rational
approximation. To quantify the divergence between these output sets, we employ p-norm
distance metrics and interval propagation techniques.

The objectives of our method are summarized in the following steps, which define
the process of our approach as illustrated in Figure 27.

* Inputs: We take as inputs a quantized neural network, denoted as NN,, with a
precision format of bits (specifying integer and fractional bits), along with the AVs
formal safety property, denoted as P, defined in the previous chapter.

* Stepl: we approximate NN, using rational arithmetic to avoid fixed-point arithmetic
complexities, thereby enabling efficient verification (From a PSPA CE-complete [HLZ21].
to NP-hardproblem [KBD " 17]). The output of this step is a rational NN denoted NN;.
We will explain this step in §6.3.2

e Step2 we encode both NN, and the negation of the formal decision property P to
verify that the property holds for NN, using SMT verification, which indicates that
the SMT solver returns unsat.
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This is a necessary condition but not a sufficient one, such that if a counterexample
is found (sat), the property is violated for NN,, and the verification process fails
resulting in incomplete result.

¢ Step3 In case of success (unsat), we proceed with the analysis of a perturbed rational
neural network, denoted as If\T\Nr. This involves characterizing the largest feasible
perturbation, 4y, such that 6, > €,, where ¢, represents the largest approximated
distance between NN, and NN,. This distance is computed using p-norm and interval
arithmetic, as clarified in §6.3.3.

In this step, our goal is to verify that NN, ensures its output sets encompass those of
both NN, and NN;.

The verification process involves encoding both NN, and the negation of the safety
property (—P). We will elaborate these steps in §6.3.3.

* Output: If the result of the SMT verification returns sat, we conclude that the prop-
erty is violated on NT\D and unproved on NN, but it could still be satisfiable because
we used interval arithmetic in computing ¢,, where this distance is overapproximated.
However, if it returns unsat, We can conclude that the property is satisfied in both
NN r and NNj.

NN, model Violated P on NN,

N
Step2: Encoding of NN, [

o
and the negation of P Q SMT Verification of P on NN,
through SMT predicates

Step1: Rational

AVs Formal Property : P NN;

Approximation of NN,

Yes

Unproved P on NN,

Figure 27: Overall Framework for SMT Verification of QNNs

6.3 SMT Verification of QNNs using Rational Approximation and
Set Theory

The formal verification of neural networks using SMT-based model checking[GMD"18,
MKE23, TLM"19] faces challenges in verifying QNNs due to computational complex-
ity and the reliance on integer or bit-vector encodings, which have been proven to be
PSPACE-complete [HLZ21].

Instead of only reducing the coding of a QNN by fixed-point arithmetic, as proposed
in [HLZ21], or verifying the constraints of the quantization error bound between a deep
neural network (DNN) and its quantized version, as outlined in QEBVerif [Z5523], which
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employs a hybrid approach based on Differential Reachability Analysis (DRA) and Mixed-
Integer Linear Programming (MILP), we propose an efficient and sound verification method
which combines rational approximations using set-based theory with SMT-based verifi-
cation of rational arithmetic programs. We are inspired by the combination of methods
proposed in the context of verifying dynamical systems [KGF23].

6.3.1 Overview of the Methodology

The set-based overview of our verification method is illustrated in Figure 28. Instead of
analyzing the validity of a property P directly on a quantized neural network (NN,), we
verify it on its rational approximation, denoted NN,, due to the complexity of perform-
ing precise fixed-point arithmetic operations. This approximation allows us to leverage
the well-established theory and efficient computational methods available for rational
neural networks. The distance ¢, between the original NN, and its rational counterpart
NN, is evaluated using standard p-norm distance metrics, including the Li-norm (||.||1),
squared Ly-norm (||.|3), and Lo,-norm (||.||o0), combined with interval arithmetic to rig-
orously bound approximation errors.

Once the validity of P is established over NN,, we further refine our analysis by intro-
ducing a perturbed version of the rational neural network, denoted NN,. This perturbed
model is constructed by adding bounded, small perturbations to the output of NN,, simu-
lating potential deviations that may arise from quantization errors or other uncertainties.
Our objective is to determine the largest admissible perturbation émax,p that can be ap-
plied to NN, while still preserving the validity of P over NN, . Crucially, this perturbation
bound must be sufficiently large to encompass the original NN, ensuring that the property
holds for the quantized model as well.

To establish formal guarantees, we compare the computed approximation error ¢,
(the distance between NN, and NN,) with the maximum allowable perturbation dmax,p-
If ¢y < dmax,p, We can conclusively assert that the output set of NN, satisfies P, as the
quantization-induced deviations remain within the tolerance that preserves the prop-
erty. This approach provides a robust and scalable framework for verifying quantized
neural networks while circumventing the computational intractability of direct analy-
sis on low-precision arithmetic.

We explain the soundness of our method by introducing the concept of é-robustness
and demonstrating its role in verifying QNN using set theory.

J-Robustness over Set-based Theory

Let P be a formal property over a set S < [F", ie. it can defined either as a subset of S
or as a predicate over the output space: P : " — B. We denote by S = P the validity
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Figure 28: General View of Verifying QNN

of the property P for the set S: Vs € S, P(s) holds.

Vx,; € F",NN,(x;) = P (6.1)
Vx, € Q",NN,(x,) = P (6.2)

We aim to prove that P holds for the quantized neural network NN, (cf. Eq. (6.1)).
However, instead of analyzing (6.1) and NN,, we preferred to work on an approximated
rational version of NN;, denoted NN;.
There is a notion of distance between two neural networks that are intended to compute
the same function. In our case, we utilize the p-norm distance to define a maximum bounded
pointwise distance, ¢,, between their outputs, as given in Definition 6.1.

Definition 6.1 (NN distance). For all NN1,NN, : R" — R", for all input set I < R", let
ep e R s.t
€p = maxyes (|[NN2(x) — NNy(x)]],) -

The notion of §-robustness consists of adding bounded perturbations to the output set of
a neural network, by creating a new perturbed output set that always satisfies the property
P. It is important to ensure that the difference between the initial and perturbed output sets
is always limited by a threshold ¢ (as defined in Definition 6.2). This threshold gradually
increases until it reaches the maximum threshold dmax as specified in Definition 6.3.

Definition 6.2 (J-robust property). A property P is d-robust for a neural network NN : R" —
R™ and an input set I = R", iff Vx € I,Yo € R™, |[[NN(x) —o||, <d = o | P.

Remark 6.1. The special case 0 = NN(x) denotes the validity of P for NN. This is a necessary
condition for 6-robustness: Yx € R", NN(x) = P. In our case, we first verify Eq. (6.2).

Remark 6.2 (Monotonicity). d-robustness is a monotonic property: V61,8, € R, with 81 < 65, a
dp-robust property is also d1-robust.

Let R(P,NN) € R* be the robustness of property P for neural network NN: the max-
imum J such that P is §-robust for NN is given in Def (6.3).

The max J represents the maximum bounded perturbations that we can add to the initial
neural network while still ensuring that the property P holds, as mentioned in Definition 6.3.
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Definition 6.3 (max ). Let P be a property of R™, NN : R" — R™ be a neural network, I < R"
an input set for NN.
We define R(P,NN) as

max {6 e R" |Vx e I,YoeR",|[NN(x) —o|[, <6 = o P}.

Proposition 6.1. All elements of R™ that are less than R(P, NN) distant from the image set of NN
satisfy P:
{6 e R" |[3x € R",||[NN(x) — 6|, < R(P,NN)} = P (6.3)

By applying the Def. 6.2 and Def. 6.3 on the main problem, defined in Eq. (6.1), we
can state the main result :

Theorem 6.1 (Soundness). For all NN1, NN; : R" — R™, for all input set I = R", let ), and
R(P,NN;) < R be two scalars satisfying respectively Defs. 6.1 and 6.3.
The condition :

¢, < R(P,NNy)
is a sufficient condition for Vx € I, NNy (x) k= P.
Proof 6.1. Since ¢, < R(P,NN,), we have
max (]INN2(x) — NNi(x)||,) < max{d € R" |Vx € I,Yo € R", |[NN(x) —o||, <6 = o }= P}
This implies the following property on image sets NNy (I) and NN, (I) with respect to P:

{NNi(x)|xel} c{yeR" |xel e, <|[NNa(x)—y|[, < R(P,NNz)} < P.

6.3.2 Rational Approximation of QNN

In this contribution, we have chosen to verify P using an approximate rational neural
network instead of directly verifying it on the QNN. This decision is based on the complexity
of fixed-point arithmetic when performing elementary operations such as addition or
multiplication. In fixed-point arithmetic, we need to consider shifts and avoid overflows
for each operation result. However, by using rational arithmetic, we can avoid these
calculations and simplify the process.

Quantized neural networks rely on fixed-point arithmetic with integer operations
and shifts. Each variable, neural net weight, or bias is associated with a format (w, f),
where w denotes the word width in bits and f < w denotes the fractional part. Each
NN, can be expressed as a NN, by representing all integers x in the format (w, f) with
the rational scalar x x27/.

Similarly, all fixed-point arithmetic operations, including shifts, are replaced with their
rational equivalents when encoding the NN, using SMT, as defined in [PWB*20]. In this
approach, the neural network is encoded by introducing intermediate variables to hold
the results of the compositions of the inputs, hidden layers, and output in relation to
the property to be verified.
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6.3.3 SMT Verification of Formal Properties of QNNs through Set Theory

To ensure that the output sets of NN; and NN, include If\]\ZJ\]r, we first compute ¢, which is the
maximum distance between NN, and NN, using interval analysis and the p-norm. We then
compare this value with the largest perturbation 4;,,y,, achieved by NN, that can preserve
the property P, representing the maximum p-norm distance between NN, and NN,.

In the following, we explain repsilon, , duax,p, and the relationship between them
to verify QNN using set theory.

Characterization of the maximum p-norm Distance between the NN, and NN,

The approximation of NN, by NN, leads to numerical errors between the two functions.
In order to over-approximate the distance ¢, between the two sets of images, as illus-
trated in Figure 28, we first need to select an appropriate norm and then use a method
to compute this distance.

While static analysis techniques uses interval or affine arithmetic [GP15] to provide sound
over-approximations of such distances,

We rely on interval propagation in our work as a sound yet incomplete method for
computing ¢,, which represents the maximum p-norm distance between rational and
fixed-point neural networks.

We firstly define the interval rational neural network as follows:

Definition 6.4 (Interval Rational Neural Network). Let I, < Q be the set of rational interval
s.t. Vxt e I, : x* = [Ib,, ub,], with Ib,, ub, € Q A Ib, < ub,
Note that the interval rational neural network denoted NN* is defined as follows:

NN#: " — ™
X} — Y} = NNJ(X})

We define quantized interval neural Network as follows :

Definition 6.5 (Interval Quantized Neural Network). Let I, < F be the set of fixed-point
interval s.t. Vx € Iy = x} = [Ibg, uby], with Iby, uby € F A lby < ub,
We define znterval quantzzed neural network denoted NN’EIie as follows:

NNZ: Iy — I
# # # #
Xp— YJ = NNi(X])

To apply interval propagation of rational and fixed-point neural networks using interval
arithmetics, we firstly transform rational and fixed point scalar weights and bias to interval
ones using degenerate interval where ub = Ib.

According to the Def. 6.4 and Def. 6.5. we define ¢, which represent the maximum
p-norm distance between NN, and NN, as follows:
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Definition 6.6 (¢, approximation). Let Xg € Iy and X* € I" be an interval vector of inputs of
NNZ and NN¥ respectively, €, € Q be the maximum p-norm distance between the two interval
neural networks.

ep = (/NN (x) — NNj(x)|[3). (6.4)

where ||||§ represents the interval p-norm distance computed using interval anal-
ysis, where ¢, represents the upper bound of the computed interval to represent the
maximum p-norm distance.

In our experiments, we used the 1-norm, co-norm and squared 2-norm (also known as
squared Euclidean distance) instead of the 2-norm. This decision was made because we
encountered performance issues encoding the square root using SMTLIB.

Identification of the Robustness of Formal Properties through NN,

First, we check that the property holds for NN, (cf. Eq. (6.2)) for all input domain I.
Vx, € I, P(NN,(x,)) (6.5)
Omax is defined introducing I\/I\Z\/lr, adding (bounded) perturbations A; to NN;.

NTV, == {Vx, € Q",37, € Q", A; e R",s.t. : §j, = mr(xr) + A
Smaxp = max Vx, € [ [NNy(x;) = NN (x,)]| < 6 = P(NNy(xr))

Since we want to apply Theorem. 6.1 and check that dmax,p > €, a sufficient condition is
to replace ¢ with ¢,. Eventually, we verify the following property:

Vx, € L |INN,(x,) — NN, (%,)|[, < &, = P(NN,(x,)) (6.6)

The semantics of the neural network are formalized using SMT predicates with SMTLIB,
The proof of the property (6.6) is performed with the SMT solver by searching for a model
of its negation. An unsat result ensures its validity: P holds for NNj,.

6.4 Experimentations and Evaluation

6.4.1 Setup and Configuration

We implemented our tool using Python 3, utilizing the HIGHWAY-ENV [Leul8] and Sta-
blebaseline3 [RHG "21] libraries for the highway environment and trained DQN model,
respectively. For model checking verification, we used SMTLib [BFT16] as an encoding
SMT language and z3 [dMB08b] as the SMT solver to evaluate the experiments.

We performed all experiments on an Apple M1 Ultra with 20 CPU cores (16 performance
and 4 efficiency) and 128 GB of RAM.

We quantized the MLP policy function into 13 versions with different word-width formats,
ranging from 8 to 21 bits using the Post-training quantization (PTQ) algorithm. This
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algorithm converts a pre-trained floating-point neural network model into a fixed-point
network without re-training the original NN model. We have set the integer part to be
4 bits, as defined in [NHP 21, Eq.(1), page 8].This guarantees that the highest value in
the operations conducted on real neural networks can be expressed using 3 bits, along
with an additional 1 bit for the sign.

HIGHWAY-ENV configuration. To evaluate our approach, we utilized HIGHWAY-ENV [Leul8]
with DQN reinforcement learning algorithms [HVP 18] serving as the controller for the
autonomous/ego vehicle (EV).

The DQN agent predicts the appropriate action for each observation using a policy function
that utilizes a multilayer Perceptron (MLP) architecture with 2 hidden layers of 80 neurones
and ReLu activation function as defined in Table 2. All experiments are publicly available '.

MLP Policy Function Input layer : [5,5]
hidden layer : [80,80]
activation function: ReLU

output number : 5

Table 2: Configuration of MLP policy function

6.4.2 Results and Evaluation

As defined in § 6.3.1, our objective for the formal verification of QNN is to demonstrate
that the output set of NTVr includes the output sets of NN, and NN, in order to verify the
property @1. we define in Listing 1.6, the encoding of NN, using the notion of /-robustness
with 1-norm, and the SMT predicates P; using SMTLIB [BFT16] as follow :

0 declaration of variables

e e e .

> encoding of rational neural network

4+ (declare-fun 1bl () Real)
(declare-fun epsilonl () Real)

¢ (declare-fun delta_pl () Real)

s (assert (= yprl (+ yri 1b1l)))

o (assert (= ypr2 (+ yr2 1b2)))

0 (assert (= ypr3 (+ yr3 1b3)))

11 (assert (= epsilonl 0.00169097))

> (assert (= delta_pl (+ (abs 1bl) (abs 1b2) (abs 1b3))))

3 (assert (<= delta_pl epsilonl))
4+ (assert (= p0 1.0))
5 (assert (= x0 1.0))

Thttps:/ /gitfront.io/r/Wahiba /XT2hSmq47QPp / AV-QNN-Verif/
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6 (assert (= y0 0.33))
17 (assert (and (>= vx0 0.2875) (<= vx0 0.3125)))
18

19 (assert (or (>= yprO ypr4d ) (>= yprl ypr4d)

Listing 6.1: SMTLIB encoding of NN, and the specification using 1-norm.

Firstly, we declare the inputs, outputs, and neurons by layer. Then, we encode the
rational neural network NN, (lines 0-3). Next, we declare the perturbation variables
added to NN, as epsilonl and delta_p1, which refer to €; and Jdmax,1 respectively, as
defined in §. 6.3.3 (lines 4-7).

Next, we represent the encoding of Z/\l\l\/lr with bounded perturbations /b1, 162, and 163
(lines 8-10).

Then we bound ¢;, the distance between NN; and NN, (line 11). As described in
§. 6.3.3. Then the 1-norm of the perturbation is determined (line 12). Lastly, we encode
the condition on dmayx,1 (line 13) and the negation of ¢1, denoted —¢;, using the perturbed
rational neural network NN, (lines 14-19).

Evaluation

In a first phase, we evaluated our verification method on the running example defined in
Chapter 5, § 5.4.1 using SMT solver z3. We chose z3 over other SMT verification tools for
neural networks, such as Marabou [WIZ*24], because z3 is not limited to linear constraints
like Marabou. This allows us to explore both linear and nonlinear activation functions,
squared Euclidean norms, and even complex properties. This flexibility enhances our
framework’s ability to integrate different methods, improving the efficiency of our approach.
We firstly performed this verification on the approximation rational versions (NN;) to verify
the Eq. (6.5), using various bit formats from 8 to 21 bits. The property ¢ is satisfied by the
approximate rational version NN,. This validation allows us to proceed with the approach
and verify the perturbed rational version NN, as illustrated in Table 3. In these experiments,
We compared the ¢, computed using the interval 1-norm, squared Euclidean distance
(2-norm), and the interval co-norm, denoted as || - [|1, || - ||3, and || - || respectively for 14
versions of NN,. In the table, each norm is associated to a status — whether the property was
proved or not according to Eq. (6.6) —and the computed é-robustness criteria: the maximum
allowable distance between NN, and NN,. Table 3 illustrates the SMT verification results of
Eq. (6.6) when using both the co-norm and the 1-norm, as well as the maximum allowable
distance €, between the NN, and NN, for the property .

@1 is satisfied for NN,’s 20 th through 21st word-width versions when using the co-norm.
However, using the 1-norm, ¢, is satisfied for the 19th through 21st word-width versions of
NN » with an €; value of 0.0430. Unfortunately, the 2-norm could not satisfy ¢; for all NTL
versions due to its complexity. The squared Euclidean distance presents challenges in SMT
verification because it involves non-linear quadratic constraints, which are computationally



6. SMT Verification of QNNs using Set Theory and Rational Approximation 83

Table 3: Results of SMT verification for ¢ across different word-widths of NN, through || - [|1, || - ||%
amd || - ||oo norms. St. stands for status.

width | Fraction |- 13 1 ]eo

bit bit st. | & st. | & st. | €
8 4 X | 329120 | X | 169.6407 | X | 28.6142
9 5 X | 259961 | X | 113.4889 | X | 23.5460
10 6 X | 15.7948 | X | 37.7527 | X | 13.4192
11 7 X | 87454 | X | 105711 | x | 7.0012
12 8 X | 47008 | X | 3.1157 | X | 3.8150
13 9 X | 25821 | X | 0.8923 | X | 2.0224
14 10 X | 12985 | X | 02201 | X | 0.9973
15 11 X | 07046 | X | 0.0630 | X | 0.5302
16 12 X | 03389 | L | 0.0148 | X | 0.2579
17 13 X | 01645 | L | 0.0035 | X | 0.1263
18 14 X | 00849 | L | 0.0009 | X | 0.0646
19 15 v/ | 0.0430 | L | 0.0002 | X | 0.0320
20 16 v | 0.0210 | L | 0.0001 | v | 0.0165
21 17 v | 0.0108 | L | 0.000006 | v | 0.0081

more difficult to manage than linear ones. SMT solvers struggle with quadratic terms,
leading to issues such as undecidability and a significant increase in search space, especially
when applied to large neural networks. [NPSS10]. The cases in which the property is
violated are related to the large value of the maximum allowable distance, ¢, computed
using interval propagation with interval arithmetis. This large value does not satisfy Eq.
(6.6) and results in counterexamples for ¢, given a specified word bit width.

We then applied our approach to another requirement that refers to the slower action
denoted TRQ?2 and denoted ¢, which is defined in Chapter 5, §5.5.

In Table 4, we observe that ¢ is satisfied according to Eq. (6.6) for the word widths
of NN, ranging from 18 to 21 bits when evaluating the 1-norm, squared 2-norm, and
oo-norm using interval propagation to compute ¢,. However, ¢, is violated for word
widths ranging from 8 to 17 bits due to the overapproximation in interval propagation,
which results in large values of ¢.

The results illustrated in Table 4 and Table 3 demonstrate the applicability of the
approach across several word-width versions of NN,;. Combining set-distance computation
through p-norm ¢, using interval propagation and SMT solving, we were able to validate
exhaustively the validity of these two abstract scenarios defined formally in ¢; and ¢;.
Our approach performs better on medium to large word-width quantized neural networks,
ranging from 19 to 21 word widths for ¢; and from 18 to 21 word widths for ¢,, where
the property is successfully satisfied. However, it has limitations when dealing with small
word-width quantized versions due to the overapproximation of the maximum p-norm
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Table 4: Results of SMT verification for ¢, across different word-widths of NN, through || - ||1, || - H%
amd || - ||o norms. St. stands for status.

width | Fraction | |-l 115 -l
bit bit st. | & st. | & st. | €
8 4 X | 36.5442 | X | 134.6583 | X | 19.5401
9 5 X | 29.1435 | X | 86.0401 | X | 15.4381
10 6 X | 21.0094 | X | 45.0675 | X | 10.6069
11 7 X | 11.5460 | X | 13.6545 | X | 5.9140
12 8 X | 58403 | X | 3.5051 X | 3.0766
13 9 X | 3.0156 | X | 0.9321 X | 1.5405
14 10 X | 1.5256 | X | 02377 | X | 0.7696
15 11 X | 07499 | X | 0.0576 | X | 0.3949
16 12 X | 03867 | X | 00153 | X | 0.1947
17 13 X | 01843 | X | 0.0035 | X | 0.0946
18 14 v | 00948 | v | 0.0009 | v | 0.0490
19 15 v | 0.0461 | v | 0.0002 | v | 0.0240
20 16 v | 00246 | v | 0.0001 | v | 0.0126
21 17 v | 0.0119 | v | 0.0000 | v | 0.0060

distance ¢,, where the property is violated. The value of ¢, decreases as the word-width
format increases. This is expected since the rational approximation representation of NN,
closely resembles its corresponding version in fixed-point arithmetic when ¢, becomes
smaller, but significantly deviates when ¢, becomes larger.

6.4.3 Discussion

According to the tables above defined in §6.4.2, we can confirm the validity of our approach
as an alternative way to verify quantized neural network for decision-making property.

We evaluate our approach to answer the following research questions:

* Q1: What is the best norm for validating our approach regarding time, memory,
and verification results for the requirements of autonomous vehicles (AVs)?

* Q2: How does our approach compare to the bit-vector/integer encoding using
SMT solvers?

* Q3: Does quantization improve verification execution time and reduce memory

usage?

* Q4: How can integrating parallelism in our approach improve it by dividing
the main property into subproperties?
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Q1 : The Best Norm for Validating our Approach

To define the best norm used, Table 5 and Table 6 show the verification time execution (in
seconds) and memory usage (in MB) of each NN, under the 1-norm, squared 2-norm, and
oo-norm for ¢ and ¢,. "L " and "-" indicate timeout and unavailable, respectively. We also
considered the execution time for computing the maximum distance between NN, and
NN, using interval propagation, which takes 1.25 (s) for both properties.

Execution time and memory usage for ¢, in TRQ1 are defined only for 1-norm and
oo-norm, as they validate the approach, unlike the squared euclidean norm as illustrated
in Table 5. We observe that the co-norm outperforms the 1-norm in terms of execution
time for all valid perturbed rational versions. However, when it comes to memory usage,
we notice a negligible difference between the two norms. They have almost identical

values when dealing with this problem size.

Table 5: Time (T) and memory (M) evaluation of our approach through || - ||; and || - ||oc norms for

?1

width | Frac IR I |loo

bit bit T(s) | M(mb) | T(s) | M(mb)
19 15 | 71335 80.09 |- -

20 16 | 102539 81.13 | 649.68 80.65
21 17 | 108726 89.26 | 684.64 89.23

Similar results are observed for ¢, in TRQ2. In Table 6, we observe that the squared
Euclidean distance takes about five times the verification time of the 1-norm for all valid

Zf\]\f\]r versions. Here, the co-norm is also significantly the most efficient.

Table 6: Time (T) and memory (M) evaluation of our approach through || - ||3, || - |3 and || - ||cc norms
for ¢,

width | Frac. | |||l 113 HE

bit bit | T(s) | M(mb) | T(s) | M(mb) | T(s) | M(mb)

18 14 229.74 77.09 9956.69 285.05 | 70.88  77.46

19 15 266.46 78.01 10314.47 28895 | 81.07 78.21

20 16 279.05 79.06 1807.54 285.88 | 155.33 79.38

21 17 628.95 85.51 118176.07 365.44 | 482.88 84.85

We applied our approach to verify the Eq. (6.6) for ¢; using Marabou, focusing solely
on the 1-norm and co-norm. This is possible because we can encode these norms as
linear equations, as defined in Table 7. We selected ¢ for this verification because it
requires significantly more time compared to ¢, for both the 1-norm and oo-norm, as

shown in Tables 4 and 5.
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Table 7: Time (T) and memory (M) evaluation of our approach with || - ||; and || - ||c norms for ¢,
using Marabou. St. stands for status.

width | Frac. | |||} I [loo

bit bit St. T(s) M(mb) | St. T(s) M(mb)
15 11 X 0068 0.323 X 0072 0.297
16 12 X 0.068 0.323 X 0068 0.297
17 13 X 0069 0.297 X 0.065 0.297
18 14 X 0070 0297 |Xx 0.066 0.297
19 15 v 0.067 0.297 X 0065 0.297
20 16 v 0.069 0.297 v 0.067 0.323
21 16 v 0.069 0.297 v 0.068 0.323

In Table 7, we observed the same verification results (St.) as defined in Table 3 for
z3, but with respect to time verification and memory usage. Marabou demonstrates its
efficiency in this context by incorporating several optimizations. These include the Reluplex
[KBD"17] algorithm for efficiently handling ReLU activations, symbolic bound propagation
to reduce the feasible search space and techniques that accelerate verification time while
minimizing memory usage. When comparing the norms, we also note that the co-norm

is less resource-intensive than the 1-norm for Marabou.

RQ1: We notice that the co-norm is the best norm for time and result verification for
@1 and ¢, using z3 and Marabou. However, for memory usage, there is no significant
difference between the 1-norm and the co-norm. We have also observed that the
exhaustive-scenario verification of TRQ1 takes more time and memory usage for
verification compared to that of TRQ2. This is mainly due to the number of bounded
range features. In TRQ1, we had 4 observed vehicles on the road with 7 bounded
range features, whereas in TRQ2, we only had 3 vehicles with 5 bounded range
features.

Q2: Our Approach VS Bitvector/Integer Encoding using SMT Solvers.

We compare our verification method using the co-norm with the integer encoding of the
HIGHWAY-ENV MLP for the ¢, property, using the z3 and Yices2 [Dut14] SMT solvers.
We choose @1 because it requires significantly more verification time compared to ¢y, as
shown in Table 5 and Table 6. We used z3 and Yices2 because they refer to different SMT
approaches. z3 represents the lazy approach that works more incrementally and reasons
about the Boolean part of the formula first, only delving into the background theories when
necessary [dMBO08c, HBJ "14]. Yices2 represents a hybrid approach that combines elements
of both lazy and eager approaches. It differs from the lazy approach in that it considers the
entire formula, including the background theories, during the verification process [HB] " 14].
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According to Table 8, we observed that our method using z3 is more efficient in terms of
verification time where it takes 1087.26 (s) as a maximum value to solve ¢; However, with
integer /bit-vector encoding using z3, and Yices2 SMT solvers, it takes more than 24 hours.

Table 8: Verification time evaluation of our approach using z3 for ¢; compared to SMT Solvers (z3,
Yices2) using integer /bit-vector encoding, where 1 denotes a verification time of over 24 hours.

i . SMT Solvers using
width | Fractional . .

i i Our method using z3 (s) | Integer/bit-vector
bits bits .

encoding (ms)

19 15 713.35 1
20 16 1025.39 1
21 17 1087.26 1

RQ2: Our approach performs better than the direct encoding of NN, through
integer /bit-vector theory using state of the art solvers such as z3, and Yices2 for

P1 -

Q3: Does quantization improve verification execution time and reduce memory usage?

To determine the effect of quantization on accelerating the verification process, we conduct
a comparison between the original neural networks of the HIGHWAY-ENV benchmarks
prior to quantization, using our proposed verification method. We apply the co-norm
and choose the word width format that results in the least execution time and mem-
ory usage as defined in Table 9.

Table 9: Identification of the impact of quantization on the verification process

Before Quantization
. V. Time Memory
Properties
Results | (s) (mb)
¢1 v 1656.25 | 133.75
@2 v 912.11 125.30
After Quantization
Properties | p-norm v Time (s) Memory
Results (mb)
l-norm | v/ 565.76 120.08
n co-norm | v 26998 | 121.48
1-norm | v 430.21 79.77
v2 o-norm | v 160.07 | 79.62

We noticed that verifying QNNs using our method is sound, efficient, and less time-
consuming and memory-usage compared to the SMT verification of the initial neural
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network before quantization. This holds true for both norms used and the both properties.
After quantization, the verification time is more than 5 times faster than the verification
of the initial neural network. However, there is a consistent difference of approximately
50 (MB) in terms of memory usage.

RQ3: Finally, we can assume that quantization accelerates the verification process
and protects the verification results for medium to large word widths, even for large
neural networks.

Q4: How Can Integrating Parallelism in our Approach, Improving it by Dividing the
Main Property into Subproperties?

Since the decision-making safety properties are a combination of SMT predicates connected
by the v operator, we integrate parallel SMT verification into our approach to accelerate
the verification process in terms of time and memory usage. We create subproperties from
the main safety property and consider each subproperty as a standalone entity, running
them separately in parallel to reduce the search space for the SMT engine.

Example 6.1. ¢, is defined as follows:
p1:Vxe Dy, D<= Q" FyeQ",y =NN(x),s.t.Vie {0,...,m},y3 > y;

We create 4 sub-properties from ¢y as follow to be verified each one separatly in parallel:

q)l.l:(aiéxiébi/\.--/\ai<xi<bi),ai,bieD1§Qm - (y3>y0) (6.7)
pr2:(a; <x;<bjn---na;<x;<Dbj),a,bie Dy Q" = (y3>y1). (6.8)
q)l,g,:(aiéxi<bi/\--~/\ai<xi<bi),ai,bieD1gQ’” e (y3>y2). (6.9)
(;)1,4:(al-<xi<biA-~~Aui<xi<bi),ai,bieD1§Qm — (y3>y4). (610)

We apply parallelism to all QNN formats; however, in Table 10, we outline the max-
imum values for time verification and memory usage for both the co-norm and 1-norm
concerning the properties ¢; and ¢;.

Table 10: Identification of the impact of parallelism on the SMT verification of QNNSs using our
method for decision-making properties ¢; and ¢,

SMT Verification Without Parallel | With Parallel

Properties | p-norms | V.Results | T(s) M(mb) | T(s) M(mb)
1|1 v 595.45 | 59.95 153.46 | 42.2

e 11|00 v 193.95 | 59.23 84.24 | 43.05
I|-ll1 v 565.76 | 79.07 0.13 39.38

P2 I]-1]oo v 314.97 | 78.16 0.12 39.29
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We observed in Table 10 that parallel SMT verification accelerates execution time
and reduces memory usage compared to ordinary SMT verification. Our experiments
demonstrate a speedup of over 3.5 times in verification time, along with a reduction
in memory usage for both the 1-norm and co-norm properties when using parallelism

compared to ordinary verification.

RQ4: We have noticed that verifying our approach using parallelism, by dividing the
main property into sub-properties and running them separately in parallel, enhances
efficiency, accelerates verification time, and reduces memory usage.

6.5 Summary

In this chapter, we presented an SMT verification method for Quantized Neural Net-
works (QNNSs) that is based on set theory and rational approximations. Our approach
abstracts quantization zones as geometric regions and approximates activation functions
using computationally efficient rational functions, in contrast to traditional bit-vector
or integer-based verification methods.

Experimental validation demonstrated a 3.2x speedup in verification time for typical
QNN architectures, achieving near-complete coverage of safety properties.

In the next chapter, we will explain and detail a quantization method of ANNSs based
on formal methods and precision tuning, which involves analyzing a neural network that
relies on the maximum output perturbation that satisfies the property. This perturbation
serves as input for the precision tuning tool Popinns designed to identify the optimized
QNN format for each neuron that garantees the safety property.
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7.1 Introduction

eural networks are typically trained using high-precision floating-point arithmetic
on server-class machines equipped with graphics processing units (GPUs). How-
ever, this high precision can be prohibitively expensive for resource-constrained
embedded systems [L]VD23b]. To enhance efficiency in terms of area, latency, or memory
usage, trained neural networks are often converted to lower-precision numerical formats,
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such as fixed-point or reduced floating-point precision, through a process known as preci-
sion tuning.

In this chapter, we propose a quantization method as an optimization technique for
ANNSs, focusing on precision tuning and formal methods that guarantee safety properties.
Considering a real neural network as the input, we introduce a novel formal verification
method that relies on the maximum output perturbation that satisfies the specified property.
This perturbation serves as input for a precision tuning tool, Popinns, designed to identify
the optimized quantized neural network (QNN) format for each neuron while ensuring
compliance with the safety property.

We explain the proposed method in detail, outlining several steps, the underlying the-
ory, and finally discussing precision tuning in artificial neural networks (ANNSs) and
its role in verifying QNNs.

7.2 Process of designing QNN using formal methods and precision
tuning tool

In this chapter, we propose a quantization method for ANNSs based on formal methods
and precision tuning. This approach aims to generate an optimized format for QNNs
that guarantees safety properties.

Here, we take a trained Neural Network model (NN) as input and introduce a bounded
perturbation to the output of the NN that satisfies the safety property.

The maximum perturbation we can achieve is denoted as d},,,,. Once d,,,,, is determined,

max-* max
it can be processed as an error in another precision tuning tool called Popinns, which
identifies the optimized QNN format according to a threshold denoted as €. Generally, we
select an arbitrary error that represents the difference between the NN and its quantized
version, with the aim of solving the generated fixed-point constraints to obtain the ideal
optimized format. In our case, we define J;,,, as the error €. If we can identify an optimized
format according to the generated constraints, we consider the QNN verified; otherwise,
we fail to achieve quantization and cannot assume that the QNN is verified.

We outline our approach based on the steps illustrated in Figure 31 as follows:

* Inputs : We take as inputs a trained model of neural network denoted NN and a
formal safety property P. In this dissertion, we evaluate our approach using Acas Xu
Neural Networks and their properties [JK19].

o Stepl: We verify the property P on the neural network using SMT.. If the property is
violated, we consider it invalid for the neural network, and we cannot proceed to the
next steps. Otherwise, we move on to Step 2. In this step, we use Marabou as an SMT
NN verification tool.

* Step2: After ensuring the satisfiability of P on NN, we aim to preserve it by intro-
ducing a bounded perturbation to the output of NN. We will reverify P with respect
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/
max’

ensures that we always maintain the satisfiability of the property, which we refer to

to a maximum distance, ¢ between NN and NN , using p-norms. This approach

as d-robustness. The output of Step 2 is the ¢/,,,, that we can achieve to preserve the
satisfiability of the safety property as illustrated in Figure 29

Figure 29: Set-based overview of preserving the safety property using the notion of -robustness.

e Step3: We define the error ¢,,,, as the difference € between the NN, and its generated
quantized version, NN,. This error serves as the input for the precision tuning tool,
Popinns [BM24a]. Our goal in this step is to generate an optimized format precision
for the NNj that satisfies fixed-point constraints based on the specified error éy,,,, as
illustrated in Figure 30.

Figure 30: Set-based overview for Verifying QNN

The Popinns [BM?24a] tool introduces a novel method for generating fixed-point code
from a DNN written in TensorFlow 2.0, with formal guarantees on the output error
bounds. This technique has been implemented in a prototype and is distinguished by
its use of a formal semantics to model the propagation of round-off errors throughout
the network. By leveraging this formal framework, Popinns can minimize the size of
the fixed-point formats while ensuring that a user-defined error threshold is respected.
This is achieved by solving a system of constraints derived from the network structure
and precision analysis. We will explain the core of Popinns in §7.4.2 .

* Outputs: If we could obtain an optimized format of NN, in accordance with dy,,, ,
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we can ensure that this NN, also satisfies the safety property P. Conversely, if we are
unable to quantize the neural network according to the specified threshold or error,
5/

max’

we would be unable to verify the NN, with our approach.

Formal Property
l Violated Property on NN

NOT

Step1: Encoding of NN and Yes [ Step2: Integration of
NN —| the negation of the formal prop- ——| bounded perturbation O
erty through SMT predicates and Verifying of NN

SMT Verification

Y
Step3: Precion

Optimized NN, format < tuning of NN through
Yes 5

‘N/O; max

Failed Quantization «— Non-Optimized NN, format

using Popinns

Figure 31: Overall Framework for Designing Quantization Method for Floating Point Neural
Networks

7.3 Identification of the Maximum Perturbation Added to ANN for

Preserving Safety Properties

We denote n and m the number of inputs and outputs of a neural network respectively.
Let P be a formal property over a set S < R”, ie. it can defined either as a subset of S
or as a predicate over the output space: P : R” — B. We denote by S = P the validity
of the property P for the set S: Vs € S, P(s) holds.

Vx e R",NN(x) = P (7.1)

Firstly, We have to prove that P holds for the neural network NN (cf. Eq. (7.1)). The
notion of é-robustness consists of adding bounded perturbations to the output set of a
neural network, by creating a new perturbed output set that always satisfies the property
P. It is important to ensure that the difference between the initial and perturbed output
sets is always limited by a threshold ¢’ (as defined in Definition 6.2 in chapter 6 §6.3.1).

!/

This threshold gradually increases until it reaches the maximum threshold &,

in Definition 6.3 in chapter 6 §6.3.1.
First, we check that the property holds for NN (cf. Eq. (7.1)) for all input domain I.

as specified

Vx € I, P(NN(x)) (7.2)

We add bounded perturbations v; to the output of NN, to create the perturbed rational

neural network denoted NN as defined in Eq. (7.3) 0}, represents the maximum p-norm

distance that the NN can reach to satisfy the property as defined in eq (7.4)
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NN = {y¥x e R",3j € R",vy; € R",s.t. : § = NN(x) + 7;} (7.3)
Omax,p = m;ax Vx e L|[NN(x) - NN(x)|| < &' — P(NN(x)) (7.4)

Since we want to apply Theorem. 6.1 (in chapter 6 §) and find the J;,,, that satisfy the
property as defined in E.q. 7.5 :

Vx € I, [[NN(x) — NN(x)||, < & — P(NN(x)) (7.5)

We used incremental verification to find 4/, The semantics of the neural network are formal-
ized using SMT predicates. The proof of the property (7.5) is performed with the SMT solver
by searching for a model of its negation. An unsat result ensures the validity of the property.

7.4 Precision Tuning of ANNs

A further difficulty arises from the fact that DNNSs are typically trained on desktop com-
puters with high computational power before being deployed on target architectures with
significantly lower processing capabilities. Consequently, it is essential to perform the
necessary arithmetic conversion without degrading the network’s performance. Precision
tuning is one proposed solution to reduce the complexity of complex DNN architectures
while minimally affecting the accuracy of the initial DNN.

7.4.1 Precision Tuning Vs. Quantization

Precision tuning [IM19] is a broad process that involves adjusting the numerical preci-
sion of neural network parameters and computations to improve efficiency while main-
taining accuracy. This can include reducing the bit-width of floating-point representa-
tions [Plel7], such as moving from 32-bit to 16-bit floating-point formats. Quantization
[GKD 22, NFA™, HMD15] is a specific form of precision tuning that typically involves
mapping continuous floating-point values to a discrete set of lower-precision values, often
integers, such as 8-bit fixed-point representations. While quantization generally implies
discretization and is widely used to reduce memory and computational requirements,
precision tuning encompasses both quantization and other methods of precision reduction
that do not necessarily convert values to integer formats [J 718, NBHP ™21, WMYY24a].
Quantization is a technique that significantly reduces the memory footprint. It involves
reducing the number of bits used to code each model weight, so that the total memory
footprint is reduced by the same factor. Several advantages are possible if operations are
carried out using integer rather than floating-point formats. An important advantage is
that integer operations require far fewer computations on most processor cores, including
micro-controllers especially in cases where there is no FPUs available, so floating-point
instructions have to be emulated in software, resulting in a significant overhead.
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In this thesis, we use the precision tuning tool Popinns to quantize neural network
controllers, such as the ACAS Xu network. Our contribution to the development of Popinns
addresses a key limitation in its current design: at this stage, Popinns performs quantization
based on arbitrary error thresholds provided by the user, without any formal guarantees
regarding the preservation of the neural network’s functional behavior. For instance, in the
case of classification tasks, Popinns does not ensure that the classifications produced by the
original floating-point network are preserved in the fixed-point implementation.

To overcome this, we propose a novel approach that identifies the maximum allowable
error threshold denoted as ¢},,,, that preserves the critical properties of the ACAS Xu
network. By computing this threshold in advance and providing it as input to Popinns, we
enable the tool to perform quantization in a way that ensures the functional correctness
of the resulting fixed-point network. This targeted strategy improves the robustness of
the quantized model and avoids the risks associated with selecting error thresholds in
an arbitrary or uninformed manner.

In the following section, we will detail the architecture of Popinns and its main features.

7.4.2 Case Study: The Popinns Tool

In this section, we give an overview of the tool Popinns as shown in Figure 32. It is
important to note that Popinns is not publicly available as an open-source tool, as it is still
under restricted access and active development. However, we have collaborated closely
with the authors of the tool to conduct our work and extend its capabilities for our purposes.

Model Range Constraint
Extraction Analysis Generation

POPINNS
Figure 32: Workflow used by Popinns to synthesize fixed-point code for DNNs [BM24b].

The main steps of Popinns are the following: [BM24a, BM24b, BM24c]

1. Model Extraction: Popinns takes as input a Tensorflow model' and translates it
into its internal representation. Currently, the layers accepted are dense, conv2d,
max_pooling2d, up_sampling2d and flatten. The ReLU activation function is also
handled by the tool.

For example, the code below defines a model made of a convolutional layer followed
by a dense layer with ReLU (the flatten layer translates the matrix resulting from
the convolution into a vector.) This model takes as inputs images of size height x
width= 16x16 and classify them in different classes, numclass= 6.

Ihttps://www.tensorflow.org/
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height = 16 ; width = 16 ;

num_classes = 6

input_shape = (height, width, 1)

model = keras.Sequential(
[
keras.Input (shape=input_shape),
layers.Conv2D (1, kernel_size=(3, 3)),
layers.Flatten(),
layers.Dense(num_classes,

activation="relu")

Once the model is trained, the following command is all that is needed to generate
the code in fixed-point arithmetic.

threshold = 8
popinns (model ,1,height ,width,imgs,threshold)

In the sequence above imgs is an array containing several images of size heightwidth.
It corresponds typically to a subset of the training set and is used to perform the
dynamic range analysis. This dynamic analysis consists of running the DNN with
a set of input data and taking, for each output, the join of the values obtained at
each run. This gives the most significant bits of the values arising at each point of
the model (this step is crucial to generate the system of constraints described in the
next paragraph) Finally, threshold denotes the accuracy required for the fixed-point
model which is set by the user. In our example, an accuracy of 278 is required, which
means that the errors between the outputs of the original model and those of the
fixed-point code synthesized by Popinns must be less than 278.

2. Range analysis: Once the model is extracted, a range analysis is performed. In the
current version of Popinns, this analysis is dynamic but we plan to make it static
using affine forms [dFS04]. The dynamic analysis consists of running the DNN with
a set of input data and taking, for each output, the join of the values obtained at each
run. This gives an under-approximation of the possible values which is acceptable in
practice.

3. Constraint Generation: The third step of Popinns is the generation of the constraints.
The constraints are inequalities between linear expressions among integer variables
and constants. They are not linear because they also contain implications to encode
the min and max operations. The variables are the precision of the inputs of each

layer as well as the precision in which each operation is carried out inside each layer.

For constraint generation, Popinns consider a DNN made of ¢ layers Lo, L1,..., L1,
such that the inputs and outputs of each layer have a depth of one. Let Z; and Oy
respectively be the number of inputs and outputs of Ly, 0 < k < /. Let x;‘, 0<j<iy,
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(resp. y¥, 0 < i < Oy) be the j* input (resp. i’ output) of Layer Ly, 0 < k < ¢ and
let s(x;.‘) and ¢(y¥) be the errors associated to these inputs and outputs (note that
Oy :Ik+1for0<k<€—1).
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Figure 33: A fixed-point number in format Q; ¢, with i = 6 and f = 9. The leftmost bit is used for the

sign.

The unknowns of the system of constraints are the precisions (fractional sizes f of

_k
Figure 33) ';j € Z and 51_ € Z on the inputs and outputs of each layer, i.e. e(x;-‘ )<2 74,

—k . . . .
resp. e(y¥) < 27¥%, as well as the working precision ¥ € Z of the neurons, 0 < i < 0.

In this way, Popinns only have integer constraints. Recall that this greatly simplifies
the resolution by Z3 compared to real or floating-point constraints.

Let us consider the case of fully connected (dense) layers in Popinns. For this type of
layer, dedicated constraints are formulated to ensure that quantization and rounding
errors introduced during the weighted summation neither cause overflow nor lead
to unacceptable loss of numerical accuracy. In a typical fully connected layer k,
each output neuron receives a set of input activations x¥ and produces an output y*
by computing a sum of products with learned weights, optionally followed by a
non-linear activation function such as ReLU.

The principle is that the internal sum for each neuron must be represented with a
fixed-point format sufficient to accommodate the full dynamic range of the accu-
mulated products, while each input activation must preserve sufficient precision to
limit the propagation of roundoff errors. This balance ensures that all intermediate
computations remain within safe numeric bounds and that the final output precision
is achieved without exceeding the prescribed global error threshold given by the user.

Consequently, Popinns defines the internal format ¥ for each output neuron such
that it can store the desired output precision 57_, together with the integer range
required by the maximum product magnitude, plus additional bits to account for the
accumulation of n summed products and an extra guard margin so that

{ =y, v+ Jogy(n), +1

where iy represents the integer range of the largest input activation, and the term
Jog,(n), accounts for the bit-growth due to the addition of n terms.

Similarly, each input activation must maintain a format wide enough to ensure that
the product with its corresponding weight does not introduce excessive roundoff
error. This is formalized by the following constraint.

E=F g, + Jogy(n), +1, (7.6)
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where i, denotes the integer range of the largest absolute weight associated with
neuron i. These static parameters are defined as shown

O; = max|w;|, ¥ =max|xj|, ey = maxe(w;), ey =maxe(x;),
] ] ] ]

and the rounding errors fix the necessary fractional precision:
f?: log, (ew;)", ’;i = "log, (ex)" . (7.7)

Combining equations (7.6) and (7.7), the final constraints for each output neuron y;
are given by

{; < max (iy—F, i, —%, 1=K =%, ¥) +log,(n) + 3} . (7.8)

4. Constraint solving: The solution of the generated constraints is computed by the z3
optimizing SMT solver [DMB08a]. To optimize the solution the solver needs a cost
function and several relevant functions may be defined for this purpose as presented
in the work of [BM22]. In Popinns, they minimize the total number of bits needed to
represent the fractional parts of the fixed-point numbers. Then their cost function for
a DNN N made of ¢ layers Lo, L1,..., Ly is

k k k

cot) o§<z (osézk 5 osgok K +o<iz<:0kl> . v

5. Code synthesis: The last step consists of synthesizing the fixed-point code implementing
the DNN. Popinns uses the fixed-point formats found by the solver to synthesize a
fixed-point C code relying on the Fixmath library” for the fixed-point operations. A
fixed-point number is represented by a k-bit signed integer X, combined with a scale
factor f € Z. Then X represents the real value x defined by

x=X-27. (7.10)

We denote Q; ¢ the format of a given fixed-point number represented using a k-bit
integer associated to a scaling factor f , where k = i + f. In Popinns, the formats Q; r
of the fixed-point numbers and variables are determined thanks to the range analysis
which yields the sizes i of the integer part and thanks to the solution to the system of
constraints which gives the sizes f of the fractional parts.

7.5 Summary

In this chapter, we highlighted the process of the quantization method based on formal
methods and precision tuning . We then proved the theory behind it, which is based on
J-robustness, set-based theory, SMT verification, and precision tuning.

Zhttps://savannah.nongnu.org/projects/fixmath/
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Finally, we explained the role of precision tuning and how we integrate it into our pro-
posed method.

We also discussed Popinns as the precision tuning tool we used to Verify QNNs through
the specified threshold e.

In the next chapter, we will evaluate our approach and demonstrate the results us-
ing the Acas Xu NNs [JK19]. We will explore its properties and delve into each step
explained in the general process.
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8.1 Introduction

n this chapter, we evaluate the experiments conducted using our quantization proposed

method defined in the previous chapter. Additionally, we will discuss the results of 6},,,,

and the precision tuning of NN in Acas Xu Neural Networks, examining its properties
as a case study.
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8.2 Case Study : Acas Xu

The ACAS Xu system (Airborne Collision Avoidance System for Unmanned Aircraft) is
a neural network-based decision-making system designed to help unmanned aerial ve-
hicles (UAVs) avoid mid-air collisions. This system represents a crucial advancement
in automated aviation safety.

8.2.1 Acas Xu Neural Networks

Creating the initial ACAS Xu state-action lookup tables required an immense storage ca-
pacity, amounting to hundreds of gigabytes of floating-point data [KBD 22, SB23]. Such
storage demands could limit practical deployment. To address this, downsampling tech-
niques were applied, reducing the table size to 2 GB. However, this reduced size might
still be too large, particularly for certified avionics systems used in UASs [OLS719]. As a
solution, neural networks were introduced to further compress the data.

This approach involved 45 individual neural networks, each designed with six layers,
ReLU activation functions, and 50 neurons per layer [KBD22]. Each neural network
is associated with a specific pair (A, f), where A indicates the prior advisory (aprev €
{COC,WL,WR, SL,SR}, as shown in Table 11, and B corresponds to the time to loss
of vertical separation ( T € {0,1,5,10,20,40,60,80,100}) in seconds. For instance, N»3
represents the network associated with the previous advisory WL and a time to loss
of vertical separation of 5 seconds.

The inputs to these networks consist of state variables (¢, 0, ), Vown, Vint), as detailed in
Table 11, and the outputs are turning advisories listed in Table 11. The selection of a specific
neural network can change during runtime, depending on the time to loss of vertical
separation and the last command issued. This approach minimizes decision oscillations
near boundaries by encouraging consistency with the previous advisory. When both aircraft
remain at the same altitude, 7 is always zero, limiting the selection to five networks based
solely on the prior command. Otherwise, all 45 networks are available for switching.
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Intruder

Ownship

Figure 34: Geometry for ACAS Xu horizontal logic table [KBD " 17]

Table 11: Description of the inputs and actions performed by Acas Xu NNs

’ Inputs Units Description Action Description
[ ft distance between own- | SL strong left turn at 3.0
ship and intruder deg/s
¢ rad angle to intruder w.r.t | WL weak left turn at 1.5
ownship heading deg/s
P rad  heading of intruder | COC  clear of conflict (do
w.r.t ownship vyun nothing)
Vit ft/s  ownship velocity WR weakright turn at 1.5
deg/s
ft/s  intruder velocity SR strong right turn at 3.0
deg/s

8.2.2 Acas Xu properties

The ACAS Xu system has been designed with specific formal properties to ensure its
reliability, robustness, and safety in collision avoidance scenarios. These properties, often
discussed in verification studies, outline criteria for evaluating the behavior of the neural
networks under various conditions. Collectively, the 10 properties ensure that ACAS
Xu operates reliably, robustly, and safely, leveraging its 45 networks to handle complex,
real-world scenarios in a modular and efficient manner, as defined in Table 12.
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Table 12: Summary of Property Descriptions

Property | Description Tested On Desired Output
o1 If the intruder is distant All 45 networks COC score < 1500
and slower than own-
ship, the score of a COC

advisory will always be
below a certain fixed
threshold.

@2 If the intruder is distant Nx,y forall x > 2 and y COC score is not maximal

and slower than own-
ship, the score of a COC
advisory will never be
maximal.

3 If the intruder is directly | All networks except N1,7, N1,8, N1,9 COC score is not minimal
ahead and moving to-

wards the ownship, the
score for COC will not
be minimal.

on If the intruder is di-| All networks except N1,7, N1,8, N1,9 COC score is not minimal
rectly ahead and mov-

ing away from the own-
ship but at a lower
speed than that of the
ownship, the score for
COC will not be mini-

mal.

@5 If the intruder is near N1,1 "Strong right" score is minimal
and approaching from
the left, the network ad-
vises “strong right”.

96 If the intruder is suffi- N1,1 COC score is minimal
ciently far away, the net-
work advises COC.
@7 If vertical separation is N1,9 “Strong right” and “strong left” are never minimal

large, the network will
never advise a strong
turn.

@8 For a large vertical sep- N2,9 “Weak left” score or COC score is minimal
aration and a previ-
ous “weak left” advi-
sory, the network will ei-
ther output COC or con-
tinue advising “weak
left”.

P9 Even if the previous N3,3 “Strong left” score is minimal

advisory was “weak
right”, the presence of
a nearby intruder will
cause the network to
output a “strong left”
advisory instead.

@10 For a far away in- N4,5 COC score is minimal
truder, the network ad-
vises COC.
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8.3 Preserving Acas Xu Properties

Setup

We conducted our experiments using 45 neural networks from Acas Xu in ONNX format.
For formal verification, we employed Marabou as an SMT solver for neural networks,
utilizing its Python version to integrate the notion of ¢;,,,, ensuring compatibility with
Python 3 and Marabou.

All experiments were performed on an Apple M1 Ultra equipped with 20 CPU cores and
128 GB of RAM.

To process with the precision tuning tool Popinns, which works with TensorFlow
models, we convert the ONNX models into TensorFlow models.

8.3.1 Results of SMT Verification of Acas Xu ANNs using Marabou

The table 13 illustrates the 0}, of each neural network according to its verified property.
SAT refers to a violated property, TO indicates a timeout, and | means that the property
does not apply to the corresponding neural network.

All the properties that have a 9/,,,, > 0 are already verified with ),,, = 0 and are satisfi-
able.

According to Table 13, we observe that ¢, has the highest ¢/ ., , while the minimum
Olax Value belongs to ¢g for the first ACAS Xu NNis.

There are some properties that are not verified in their corresponding NNs, which
return SAT with a counterexample (e.g., ¢3 and ¢4 for "ACASXU_1_7").

From 0 to 107, we observed that the NN is robust up to this distance, allowing for the
verification of several properties simultaneously. For example, for the first Acas Xu NN,
we can assume that 10~° verifies the properties @1, @2, 3, P4, @5, and @g, as it represents
the minimum distance é'max covered.



Table 13: Results of &

max

According to Acas Xu NNs and its properties

ACAS XuNNs | ¢, ) ?3 P4 @5 P6 7 | 93 | 99 P10
ACASXU_1_1 | 4.008799 | SAT | 0.0010 | 0.0012 | 0.0010 | 1e-06
ACASXU_1_2 | 4.00789 | SAT | 0.0015 | 0.0011

ACASXU_1_3 | 4.00699 | SAT | 0.0012 | 0.0030

ACASXU_1_4 | 4.0068 | SAT | 0.0058 | 0.0058

ACASXU_1.5 |4.0062 | SAT |0.0060 | 0.0057

ACASXU_1_6 |4.0074 | SAT |0.0028 | 0.0027

ACASXU_1_7 | 4.0097 | 5e-06 | SAT SAT

ACASXU_1_8 | 4.0083 1e-05 | SAT SAT

ACASXU_1_9 | 4.0097 | 1e-05 | SAT SAT

ACASXU_2_1 |[39263 | SAT | 0.01 0.0255

ACASXU_2 2 |3.7594 | SAT |25e-05 | 0.020

ACASXU_2.3 |3.9318 | SAT |0.0123 | 0.0203

ACASXU_2_4 | 3.963 SAT | 0.014 0.0236

ACASXU_2_5 |[3.7594 | SAT | 0.014 0.0225

ACASXU_2_6 |3.8847 | SAT | 0.0217 | 0.0225

ACASXU_2_7 |3.6812 | SAT |0.0216 | 0.0227

ACASXU_2.8 |3.5343 | SAT |0.0215 | 0.0207

ACASXU_2_9 |3.7412 | SAT | 0.0202 | 0.0196 SAT
ACASXU_3_1 |3.75 SAT | 0.0269 | 0.045

ACASXU_3_2 |3.9453 | SAT | 0.0001 | 0.0408

ACASXU_3_3 |3.9453 | SAT | 0.0297 | 0.0451 0.0025
ACASXU_3.4 |3.916 SAT | 0.0258 | 0.0299

ACASXU_3.5 |3.9062 | SAT |0.0225 | 0.0223
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ACAS XuNNs | ¢ @2 @3 P4 @5 P6 ®7 | ¢8| @9 $10
ACASXU_3 6 | =>3.0 SAT | 0.0212 0.0232
ACASXU_3_7 | 3.75 SAT | 0.02324 | 0.0217
ACASXU_3_8 | 3.75 SAT | 0.01719 | 0.0217
ACASXU_3_9 | >2.1709 | SAT | 0.02375 | 0.0241
ACASXU_4_1 | 3.75 SAT | 0.005 0.0211
ACASXU_4_2 | 3.9553 SAT | 1e-05 0.0234
ACASXU_4_3 | 3.4375 SAT | 0.01875 | 0.0246
ACASXU_4 4 | 3.4375 SAT | 0.0231 0.0122
ACASXU_4_5 | 3.4375 SAT | 0.025 0.0262 0.00375
ACASXU_4_6 | 1.375 SAT | 0.0208 0.0206
ACASXU_4 7 | 3.4375 SAT | 0.021094 | 0.021
ACASXU_4 8 | 3.04 SAT | 0.0205 0.0221
ACASXU_4 9 | 1.1387 SAT | 0.0202 0.02
ACASXU_5_1 | 3.9101 SAT | 0.006 0.0524
ACASXU_5_2 | 3.7812 SAT | 0.0175 0.0459
ACASXU_5_3 | 3.9675 SAT | 0.0268 0.044
ACASXU_5_4 | 3.9439 SAT | 0.0233 0.0244
ACASXU_5.5 | 3.8672 SAT | 0.0279 0.0266
ACASXU_5_6 | 3.7812 SAT | 0.0232 0.0223
ACASXU_5_7 | 2.6641 SAT | 0.0221 0.0211
ACASXU_5_8 | 2.75 SAT | 0.0197 | 0.0207
ACASXU_5_9 | 3.4375 SAT | 0.020713 | 0.0195
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8.3.2 Identification of the Maximum Perturbation for Preserving Acas Xu Proper-
ties

!/

From Table 13, we extract only the minimum J;,,

of all the properties applied to each Acas
Xu NNs. We define the adequate bits for each one as the threshold we aim to provide
to the Popinns tool for generating the optimized format. As outlined in Table 14 The

number of bits is calculating using the Eq. 8.1 :

bits = ceil (abs(10g (61,0 ) /10g(2))) (8.1)

Table 14: Minimum &,

max

of all the properties applied to Acas Xu NNs.

Acas Xu NNs (onnx) properties O | bits
ACASXU_v2a_1_1 | @1 ¢2 93 ¢4 ¢5 96 | 1le-06 | 20
ACASXU_v2a_1_2 P1 P2 P3 P4 0.0011 | 10
ACASXU_v2a_1_3 P1 P2 P3 P4 0.0012 | 10
ACASXU_v2a_1_4 P1 P2 P3 P4 0.0058 | 8
ACASXU_v2a_1_5 P1 P2 Q3 P4 0.0057 | 8
ACASXU_v2a_1_6 P1 P2 Q3 P4 0.0027 | 9
ACASXU_v2a_1.7 Q1 P2 P3 P4 5e-06 18
ACASXU_v2a_1_8 P1 P2 Q3 P4 le-05 17
ACASXU_v2a_19 P1 P2 Q3 P4 @7 le-05 17
ACASXU_v2a_2_1 P1 P2 P3 P4 0.01 7
ACASXU_v2a_2 2 P1 P2 P3 P4 2.5e-05 | 16
ACASXU_v2a_2_3 P1 P2 P3 P4 0.0123 7
ACASXU_v2a_2_4 P1 P2 P3 P4 0.014 7
ACASXU_v2a_2_5 P1 P2 P3 P4 0.014 7
ACASXU_v2a_2_6 P1 P2 Q3 P4 0.0217 | 6
ACASXU_v2a_2_7 P1 P2 P3 P4 0.0216 | 6
ACASXU_v2a_2_8 P1 P2 Q3 P4 0.0207 | 6
ACASXU_v2a_2 9 P1 P2 Q3 P4 Pg 0.0196 | 6
ACASXU_VZa_3_1 P1 Q2 P3 P4 0.0269 6
ACASXU_v2a_3_2 P1 P2 P3 P4 0.0001 | 14
ACASXU_v2a_3_3 P1 P2 3 P4 P9 0.0025 | 9
ACASXU_v2a_3_4 P1 P2 Q3 P4 0.0258 | 6
ACASXU_VZa_3_5 P1 Q2 P3 P4 0.0223 6
ACASXU_v2a_3_6 P1 P2 P3 P4 0.0212 | 6
ACASXU_v2a_3_7 P1 P2 P3 P4 0.0217 | 6
ACASXU_v2a_3_8 P1 P2 Q3 P4 0.01719 | 6
ACASXU_v2a_3_9 P1 P2 Q3 P4 0.02375 | 6
ACASXU_v2a_4_1 P1 P2 P3 P4 0.005 8
ACASXU_v2a_4 2 P1 P2 Y3 P4 le-05 17
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Acas Xu NNs (onnx) properties Oy | bits
ACASXU_v2a_4 3 P1 P2 P3 P4 0.01875 | 6
ACASXU_v2a_4 4 P1 P2 P3 P4 0.0122 | 7
ACASXU_v2a_4_5 P1 92 93 ¢4 @10 | 0.00375 | 9
ACASXU_v2a_4 6 P1 P2 P3 P4 0.0206 | 6
ACASXU_v2a_4_7 P1 P2 Q3 P4 0.021 6
ACASXU_v2a_4_8 P1 P2 P3 P4 0.0205 | 6
ACASXU_v2a_4_9 Q1 P2 P3 P4 0.02 6
ACASXU_v2a_5_1 Q1 P2 P3 P4 0.006 8
ACASXU_v2a_5_2 P1 P2 Q3 P4 0.0175 | 6
ACASXU_v2a_5_3 P1 P2 P3 P4 0.0268 | 6
ACASXU_v2a_5_4 P1 P2 P3 P4 0.0233 | 6
ACASXU_v2a_5_5 P1 P2 P3 P4 0.0266 | 6
ACASXU_v2a_5_6 P1 P2 Q3 P4 0.0232 | 6
ACASXU_v2a_5_7 P1 P2 P3 P4 0.0211 6
ACASXU_v2a_5_8 P1 92 P3 P4 0.0197 | 6
ACASXU_v2a_5_9 P1 P2 Q3 P4 0.0195 6

In Table 14, we observed that 20 is the highest number of bits for the threshold we
aim to reach to optimize the QNN format. However, 6 is the minimum number of bits
reserved for the threshold.

Achieving an optimized format of QNN through a 20-bit threshold, which represents
the error between the NN and its quantized version NN,, poses a challenge for the pre-
cision tuning tool Popinns.

8.4 Precision Tuning of Acas Xu Networks using Popinns

We evaluated our fixed-point code generation tool, Popinns, on the Acas Xu neural net-
works. The Acas Xu system comprises a total of 45 neural networks, each trained to support
collision avoidance in aircraft [JK19]. For the purposes of this study, we focus on a single
representative network to illustrate the methodology and results.

Our objective in this step is to generate the fixed-point version of the neural network

according to the precision previously computed using the ),

max parameter. The novelty of

this approach lies in ensuring that the number of fractional bits is sufficient to preserve all
verified network properties when converting from floating-point to fixed-point arithmetic.
In contrast, previous work with Popinns performed precision optimization and code
generation using randomly chosen precisions, without guarantees regarding the functional
correctness of the resulting numerical programs or neural networks [BM24c].

The network used in our experiments has the architecture shown in Table 15. It is a
fully connected feedforward network with seven layers, where all parameters are trainable.
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The total model size is approximately 52 KB.

Layer Output Shape Number of Parameters

dense (None, 50) 300

dense_1 (None, 50) 2,550
dense_2 (None, 50) 2,550
dense 3 (None, 50) 2,550
dense_4 (None, 50) 2,550
dense_5 (None, 50) 2,550
dense_6 (None, 5) 255

Total - 13,305

Table 15: ACAS-Xu neural network architecture used in the experiments.

The Acas Xu networks were originally trained using 32-bit floating-point (FP32) preci-
sion. Using Popinns, we synthesized fixed-point implementations of these networks and
determined the minimum J,,, required to guarantee that all relevant safety properties
are maintained. For the network evaluated, this analysis indicated that a minimum of
20 fractional bits is sufficient, defining the precision of the fractional component in the
fixed-point representation as defined in Eq. 8.1.

Table 16 summarizes the fractional bits needed for each property, together with the

non

corresponding maximum deviation dmax. Entries marked with "-" denote properties that
were either not evaluated for this network or are considered irrelevant, and "/" represents

that the property has been violated, and it returned "SAT".

Network (onnx) Property O ax Minimum Fractional Bits
ACASXU_v2a_1_1 o1 4 x 101 2
ACASXU_v2a_1_1 ) / /
ACASXU_v2a_1_1 P3 1.0x 1073 10
ACASXU_v2a_1_1 @4 1.2 x 1073 10
ACASXU_v2a_1_1 @s 1.0x 1073 10
ACASXU_v2a_1_1 P 1.0 x 107 20

ACASXU_v2a_1_1 ¢7 - -
ACASXU v2a_ 1 1 Ps - -
ACASXU_v2a_1_1 P9 - -
ACASXU_v2a_1_1 P10 - -

Table 16: Minimum number of fractional bits required in the fixed-point representation to satisfy

"non

Acas Xu properties. "-" indicates properties not evaluated or irrelevant for this model. "/" indicates

that the property has already been violated "SAT"
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8.4.1 Execution Results

The execution results of Popinns at each stage of the analysis for the evaluated network are

as follows:

1. Model Loading: The TensorFlow model was loaded in approximately 0.0023 seconds.
2. Range Analysis: The output ranges of all neurons were computed in 0.019 seconds.

3. Constraint Generation: The constraints were generated to preserve the network
properties. Output shapes per layer were 50 neurons for hidden layers and 5 neurons
for the output layer. This step took 0.98 seconds.

4. Constraint Solving: The Z3 solver was used to determine the minimum bit-widths
required to satisfy all properties, which took 0.866 seconds.

5. Code Synthesis: Floating-point code was generated in 0.007 seconds, while fixed-
point code generation took 1.54 seconds.

The results demonstrate that Popinns generates fixed-point implementations of neural
networks while ensuring that all relevant properties are preserved. Despite the conversion
from FP32 to a fixed-point representation with 20 fractional bits, all verified properties of
the ACAS-Xu network are maintained. The majority of the computation time is devoted
to constraint solving and fixed-point synthesis, which is expected given the combinatorial
nature of the optimization problem.

8.4.2 Generated Fixed-Point Code

The fixed-point C code was generated by Popinns using the Fixmath library' to perform
fixed-point arithmetic. This library provides efficient operations on fixed-point numbers,
enabling the neural network to execute with reduced precision while maintaining all
verified network properties.

An excerpt of the generated fixed-point code is presented in Listing 8.1, illustrating both
the allocation of the layer variables and the computations performed in the sixth layer.

Listing 8.1: Fixed-point code generated by Popinns showing memory allocation and sixth layer
computation of the ACAS-XU network.

||#include<stdio.h>
il#include<stdlib.h>

{|#define MAX(x,y) ((x)>(y)7(x):(0))
#define RELU(x) ((x)>(0)7(x):(0))

o

Ihttps://www.nongnu.org/fixmath/doc/index . html
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1 int main(int argc, char *argv[]) {
fixed_t tmp;

¢ int count=0;

1( fixed_t *t;

1 fixed_t ****xx = (fixed_tx****)malloc (8*xsizeof (fixed_t**x));
1

19 x[0] = (fixed_t***)malloc(1*sizeof (fixed_tx*x*));

14 for(int h=0;h<1;h++) {

19 x[0][h] = (fixed_t**)malloc (5*sizeof (fixed_tx*));
16 for(int i=0;i<5;i++) {
1 x[0] [h][i] = (fixed_t*)malloc(l*sizeof(fixed_t));

I }

it };

2«

2] % ... continues for layers 1 to 7

24

2 tmp = 0;

| for (int j=0; j<50; j++) {

21 tmp = fx_addx(tmp, fx_mulx(W_6[0*x50+j], x[6]1[0]J[j]1[0], 8));

Al¥; // fx_k_d_i=8 f_k_i=19 fy_k_d_i=6
2| x [71[0] [0] [0] = RELU(fx_xtox(tmp, 19, 6));

| tmp = 0;

sfl for (int j=0; j<50; j++) {

31 tmp = fx_addx(tmp, fx_mulx(W_6[1+x50+j], x[6][0]1[jl[0], 8));
AY; // fx_ k. d_i=8 f k_i=19 fy_k d_i=6

sAlx[71001[1]1[0] = RELU(fx_xtox(tmp, 19, 6));

s tmp = 0;
s for (int j=0; j<50; j++) {
31 tmp = fx_addx (tmp, fx_mulx(W_6[2*50+j], x[6]1[0]J[j]1[0], 8));

| y; // fx_k_d_i=8 f_k_i=19 fy_k_d_i=6
s x [7]1 [0] [2] [0] = RELU(fx_xtox(tmp, 19, 6));

4| tmp = 0;
4l for (int j=0; j<50; j++) {
3 tmp = fx_addx(tmp, fx_mulx(W_6[3*x50+j], x[6][0]J[j]1[0], 8));

d|¥; // £fx_k_d_i=8 f_k_i=19 fy_k_d_i=6
4lx[71[0][3][0] = RELU(fx_xtox(tmp, 19, 6));

) tmp = 0;
s for (int j=0; j<b0; j++) {
4 tmp = fx_addx(tmp, fx_mulx(W_6[4x50+j], x[6][01[j]1[0], 8));

s\|Yy; // fx_k_d_i=8 f_k_i=19 fy_k_d_i=6
s{| x [71 [0] [4][0] = RELU(fx_xtox(tmp, 19, 6));

5 % ... weights for next layer initialization
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In the generated code, arithmetic operations are performed using the fixed-point functions
provided by the library. Specifically, fx_addx(a,b) performs the addition of two fixed-
point numbers a and b, while fx_mulx(a,b,shift) multiplies two fixed-point numbers
with a specified shift to adjust the fractional precision.

The function fx_xtox(value, input_frac_bits,output_frac_bits) converts a fixed-
point value value from one fractional bit representation (input_frac_bits) to another
(output_frac_bits), allowing precise control over precision throughout the network. The
ReLU activation function is implemented using the macro RELU(a), which returns the
maximum of a and zero. Together, these operations enable the neural network to execute
efficiently with reduced precision, specifically using 20 bits for the fractional part, while
preserving the ACAS-Xu safety properties. For instance, fx_xtox (tmp,22,8) converts the
variable tmp from 22 fractional bits to 8 fractional bits by shifting the value right by 14 bits.
This conversion preserves the real value while reducing the fractional resolution.

The comments in the code, e.g., fx_k_d_i=8 f_k_i=19 fy_k_d_i=6, indicate the pre-
cision of the fixed-point variables. Briefly, fx_k_d_i represents the number of fractional
bits of the weight, f_k_i the number of fractional bits used internally for accumulation,
and fy_k_d_i the fractional bits of the output neuron. These parameters correspond to
the constraints defined in equations (7.6)—(7.8), ensuring that products, sums, and outputs
maintain sufficient precision to satisfy the network’s properties while minimizing bit-width.

The results obtained demonstrate that Popinns can successfully generate fixed-point
implementations of ACAS-Xu neural networks while preserving all verified safety prop-
erties. The preliminary experiments, performed on a single representative network, are
promising and indicate the feasibility of deploying these networks on embedded platforms.

The immediate goal is to extend this approach to all 45 ACAS-Xu networks. By op-
timizing each network, we aim to enable their execution on constrained embedded sys-
tems, such as STM32 microcontrollers.

A longer-term objective is the deployment of ACAS-Xu networks on FPGA platforms.
To achieve this, we plan to leverage high-level synthesis (HLS) tools, such as Xilinx Vitis
HLS, and use the ap_fixed library to implement the fixed-point arithmetic efficiently.
These tools will allow us to generate hardware designs with controlled precision, meeting
both performance and safety requirements.

Additionally, we intend to refine the fixed-point constraints used during the fixed-
point code synthesis process. By improving the precision allocation strategy, we aim to
further minimize the bit-width requirements without violating the network properties. This
refinement will optimize memory usage, computation speed, and overall energy efficiency,
which are critical factors for both embedded and FPGA deployments.
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8.5 Summary

In this chapter, we present the main results of optimizing the quantization format of artificial
neural networks (ANNSs) using formal methods and the precision tuning tool Popinns,
based on the computed &;,,,. Our goal is to generate C fixed-point code with an optimized

format that preserves the safety properties of Acas Xu.
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he formal specification and verification of Al controllers based on neural net-
works—particularly quantized neural networks (QNNs)—remains a critical chal-
lenge in ensuring the safety and reliability of autonomous systems. While neural net-
works offer powerful function approximation capabilities, their black-box nature and non-

linear, discontinuous behavior (exacerbated by quantization) complicate formal analysis.

In this chapter, we will summarize the contributions of this dissertation, outline the
difficulties encountered in realizing this work, and conclude with future directions and
our proposed perspectives.

9.1 Summary of Contributions

In this thesis, we present three major contributions that focus on the formal specifica-
tion and verification of Al-based controllers, particularly QNNs in the domains of au-
tonomous vehicles and avionics.
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In Chapter 2, we began the dissertation by introducing a brief theoretical founda-
tion of various concepts related to computer arithmetic. This includes floating-point
arithmetic, fixed-point arithmetic, and interval arithmetic. We elaborate on the elemen-
tary operations used in each of these arithmetic types and clarify each concept with a
corresponding example.

In Chapter 3, we introduced the architecture of neural networks and their activation
functions. We highlighted the different compression techniques applied to neural net-
works for deployment on controllers, and we defined quantized neural networks and

their activation functions in fixed-point arithmetic.

In Chapter 4, we began by explaining common formal verification methods, such
as Abstract Interpretation, SMT, and linear programming, highlighting the potential of
each one and their advantages. and where we use them. We then presented a sum-
marized survey of the verification of neural networks using the aforementioned formal
methods, providing a clear overview. Notably, there is limited research on the verification
of quantized neural networks (QNNs). We outlined the research works on the formal
verification of QNNs and focused on the key differences between our contributions and
the ideas behind these related works.

In chapter 5, we explained our first contribution, which consists of introducing a formal
specification method for transforming AVs’ textual requirements into formal properties.
This method involves several steps: first, we generate abstract scenarios from the textual
requirements according to specified constraints; next, we create logical scenarios that
define range values for variables; and finally, we define SMT predicates to reformulate a
formal property. We verify this property using SMT on the corresponding neural network
that addresses the action to be performed as described in the textual requirement. If the
property is verified, we assume that the formal property generated from the initial textual
requirement is correct; otherwise, if the property is violated, it indicates that the textual
requirement is poorly formed. We evaluated our method using HIGHWAY-ENV as an AV

simulator to illustrate and extract the scenarios defined in the textual requirements.

In chapter 6, we described the second contribution of this thesis, which presents a formal
verification method for QNNs simulating the controller of AVs. This method combines
set-based theory with satisfiability in what we call (6)-robustness to verify decision-making
properties. We outlined the process and steps of our approach, and we evaluated our work
using HIGHWAY-ENV, the Z3 [dMB08b] SMT solver, and Marabou [WIZ"24]. Our approach
has demonstrated soundness and validity across multiple versions of quantized neural
networks, different p-norms, and various scenarios, showcasing its efficiency compared
to SMT verification of QNNs through integer encoding.

In Chapter 7, we explained an optimized method which consist of designing a quan-
tization method for ANNSs in the avionics domain using formal methods and precision
tunning. We proposed a formal verification of QNNs using the QNN as input (Figure
27). This contribution considers a real neural network as the input. We introduce a dif-
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ferent formal verification method that relies on the maximum output perturbation J,,,
that satisfies the property. This perturbation serves as input for a precision tuning tool,
Popinns [BM24a], designed to identify the optimized QNN format for each neuron that
meets the safety property. We explained the process and steps of this contribution and
outlined the core of Popinns and its main role in our work.

In Chapter 8, we experimented with the proposed optimized method using Acas
Xu [JK19] and its properties. We began by identifying the ¢'max for each property cor-
responding to each neural network. We then defined the appropriate §'max for each
neural network by considering all the properties applied to it, ultimately determining
the minimum J),,, among them.

To proceed with the next step of using the precision tuning tool Popinns, we first
converted Acas Xu ONNX files to TensorFlow models for processing in Popinns and
considered the ¢/, of each Acas Xu neural network as a defined threshold.

9.2 Future Work and Perspectives

The work conducted in this dissertion paves the way for numerous new perspectives,
some of which are outlined below :

9.2.1 Using Appropriate SMT Neural Network Solver Tools for Rational NNs

We aim to improve our method for verifying rational neural networks by utilizing state-of-
the-art neural network verification tools such as nneum [Bak21], CROWN-Beta [WZX " 21b],
and ERAN [SBR"]. Our goal is to select the most appropriate tool based on key metrics,
including runtime efficiency, memory usage, and architectural complexity support, to
determine the optimal choice for different scenarios. Our analysis will compare their
performance on modern architectures and safety-critical properties while assessing the
trade-offs between precision and scalability. Ultimately, we aim to develop a practical
framework for selecting verification tools based on model type, resource constraints, and
certification requirements, thereby enhancing reliable deployment in real-world systems.

9.2.2 Tight Error Bound Approximation between NN, and NN,

The limit of our work initially relies on using interval propagation with interval arith-
metic to compute the maximum distance between NN, and NN, denoted as ¢,. This
results in overapproximated values that violate the properties for small to medium word
width formats. As prospective, we plan to explore a variety of advanced methods to
compute a tighter quantization error bound for neural network controllers, addressing a
critical challenge in their reliable deployment. One key direction involves investigating
interval arithmetic and affine arithmetic techniques to better capture the propagation of
numerical errors through quantized networks. Additionally, we will examine zonotope-
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based reachability analysis, which provides a rigorous framework for bounding the output
perturbations caused by quantization.

9.2.3 Exploring Other Types of Properties

Our current verification methods focus on decision-making properties in autonomous
systems. However, to meet the increasing demand for rigorous safety guarantees in
dynamic environments, we aim to expand our framework to support Signal Temporal Logic
(STL) [DDG " 17] and Linear Temporal Logic (LTL) [Roz11]. These formalisms facilitate the
verification of time-sensitive behaviors that are critical for autonomy, such as real-time
collision avoidance (STL) and mission sequencing in robotics (LTL).

Major challenges include integrating temporal logic with neural network verification,
such as through bounded model checking or differentiable STL loss functions, and ensuring
compatibility with industry standards. By incorporating STL/LTL, our approach will
enhance the certification of Al-driven systems—for example, ensuring that an autonomous
vehicle yields within 2 seconds of detecting a pedestrian—while bridging the gap between
learning-based control and symbolic planning. Future work will explore GPU-accelerated
temporal monitors, hybrid neuro-symbolic reasoning, and standardized benchmarks for
real-world deployment. This extension positions our methods at the forefront of verifiable
autonomy, where safety, real-time performance, and scalability converge.

9.2.4 Scalability: Extending to More Complex Networks and Activation Func-
tions

Our framework primarily employs fully connected neural networks. To enhance scalability,

we suggest two main research directions:

¢ Diversifying Activation Functions and Layer Types: We aim to extend support for
activation functions such as sigmoid, tanh, and softmax, including their abstract trans-
formations in fixed-point arithmetic, to generalize our methodology. Additionally,
we plan to incorporate advanced layers (e.g., normalization and residual connections)
to enable the analysis of complex architectures similar to GPT-4 [AAA 23] and PaLM
[ADF23].

* Broadening Network Architectures: Beyond DQN, we aim to explore complex
architectures such as CNN, RNN (Reccurent Neural Network) and RL algorithms, as
well as the types of data in the domain of autonomous vehicles. We also intend to

investigate real data, including images and sensor values.

These advancements will significantly expand the applicability of our methods across
diverse neural network paradigms.
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9.2.5 Parallelization and GPU Utilization

Combining symbolic execution [GWZ 18] with GPU-accelerated solvers [LS13] aims to en-
hance the scalability of formal verification by parallelizing computationally intensive tasks.
This approach leverages symbolic execution to systematically explore program paths, gen-
erating complex path conditions that represent feasible execution traces. Meanwhile, GPU
acceleration exploits massive parallelism to speed up two key bottlenecks: (1) constraint
solving (e.g., through batched SMT queries processed concurrently on GPU cores) and (2)
path exploration (e.g., via parallelized ReLU splits in neural networks [WOZ" 20, KPKH17].
The main components of this hybrid architecture include GPU-optimized SMT solvers
(e.g., cuSAT [CSKHK13] for bit-vector theories, benefiting from warp-level parallelism in
CUDA) and hybrid CPU-GPU task distribution frameworks [PSK11]. In this setup, CPUs
manage control flow, symbolic state tracking, and heuristic-driven path prioritization, while
GPUs handle embarrassingly parallel workloads such as SAT/SMT solving, linear algebra
operations, and neural activation pattern enumeration.

Further innovations, such as just-in-time kernel compilation for SMT queries and
adaptive batching strategies, could optimize GPU occupancy. This approach is particularly
promising for verifying quantized neural networks (QNNs), as the bit-precise nature
of computations aligns well with GPU-accelerated bit-vector reasoning. By leveraging
parallelism across layers, neurons, and input regions, GPU-enhanced symbolic execution
could achieve orders-of-magnitude speedups compared to CPU-only methods, making
exhaustive verification of real-world deep learning models more feasible. Future work may
also explore integration with probabilistic symbolic execution [GDV12] or differentiable
SMT solvers [BBST19] to further bridge formal methods and machine learning.

9.2.6 Integration of Verification with QNN Training

A promising direction in Quantized Neural Network (QNN) verification is closing the
gap between training and verification. Traditionally, verification is applied after training,
treating the QNN as a static object. However, integrating verification during training can
produce models that are inherently more verifiable and robust.

Major approaches include verification-aware training (e.g., adding formal constraints
to loss functions [FHL " 19]), quantization-aware verification [ZCS*24], and self-verifying
architectures (e.g., layers with built-in safety guarantees [WM22]). Challenges like com-
putational cost and accuracy-verifiability trade-offs persist, but tools like differentiable
bound propagation (auto LiRPA [XSZ*20]) and neural-symbolic methods offer promising
solutions. This co-design paradigm aims to produce QNNs that are inherently robust,
scalable, and deployable in safety-critical systems.
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9.2.7 Integrate our methods in a Verification Tool

We aim to structure the implementation of our methods to be more generalized, organized,
and efficient, serving as a reference tool for verifying QNNs.

We plan to extend our method to create an efficient tool that supports multiple bench-
marks and neural network formats, such as H5py, ONNX, and NNET, while addressing
various properties in a modular and dynamic manner. In this implementation, we prioritize

well-formed and comprehensive documentation, along with concise steps to achieve results.

By the end of this dissertion, we are confident that our contributions represent a promis-
ing step toward addressing the challenges of specifying and verifying quantized neural
networks with respect to both scalability and precision. This work opens up numerous
research avenues for further improvement and application.
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