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هد   إءإ 
 ن(والمؤمنو)قل اعملوا فسيرى الله عملكم ورسوله  تعالى:قال 

 عتكطاطيب النهار الا ليرك ولا كلا يطيب الليل إلا بشإلهي 

 كرة الا بعفوخك ولا تطيب الآذكرإلا ب اللحظاتولا تطيب 

 ولا تطيب الجنة إلا برؤيتك.

 الله 

 أهدي هذه المذكرة

 فءعلى الرغم من أنني لم أعرف د الله،رحمها دة شييان رزبن إلى أمي 

 نتفأربي دير نذكراك ت نمساتك الحنونة إلا أهت عانك، ولا سمحضأ

 بتسامة أبتسمها فإن ذكراك تشعإل في كطوها وخوة أخطتعيشين في كل 

 .ة هذا المكانئيضم

 من كانت سندي في السراء ،، موطن الحنان والحبان عماريةزيبن إلى أمي 

 ،وبها أرتكزمن بها أعلو  ،لى نشأتي وتربيتيع اجتهدتمن  والضراء،

 .روحيضمأ أنت الملاذ الآمن والسند والينبوع الذي يروي 

 دانعموا المانت ،وي عبد العزيزاللّ  عبدو مالج ىدر إلى والدي  

 تغلب عليهأقه وفي كل تحدي قفي كل نجاح أح عليهما،اللذان أستند 

 يلهمني.بكما حأرى بريق 

 أنت الجبل الذي أسند عليهف ،د اللوي محمد نجيببعي إلى أخي وحبيب قلب

 نفسي عند الشدائد، أنت الشريان الذي يوصل الدم إلى القلب فقد قال تعالى:

 (.دك بأخيكضع نشدس(

 تي في الفرحكشري ،اميهلإفأنت قوتي و ،جازيةة رسا يوعبد الل تيإلى أخ

 .على روح حرو اتكاءلا إالأخت  والحزن فما 

 ي وضوئي وكأنك خلقتحفأنت أنيسة رو ،نمايالإ وي نورلال بدع تيإلى أخ

 .لبي ورضا لأوقاتيقملاكا ل لتكوني

 .فأنت أجمل ميراث من أمي وأبي ،لخضرمحمد  یدرإلى أخي 

 .د القوةجفي نصائحهم أ الحكمة ومن كلماتهم تمنحني ، بن زيان مليحةو  بن زيان خيرةخالاتي  إلى

 .نزيهة بكاي و  آدمرى د أخيو درى دعاءتي إلى أخ

 أصدقائيمعهم،  شاركت الضحك والأحلام والمخاوف من إلى

 من كان له الفضل في تعليمي منذ بداية مسيرتي إلى نهايتها إلى
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General Introduction 

 

The primary objective of this master thesis is to explore the potential of harnessing quantum 

communication in multiple access networks, coupled with quantum error correction techniques, 

to address the growing demand for secure and efficient data transmission in the era of 

burgeoning digital connectivity. This research aims to elucidate the feasibility and performance 

implications of deploying quantum technologies in real-world communication infrastructures. 

Additionally, the thesis seeks to delve into the intricacies of quantum error correction, a pivotal 

aspect of quantum communication systems that mitigates the adverse effects of noise and 

decoherence, thereby preserving the integrity of transmitted quantum information. Through a 

comprehensive analysis of existing quantum error correction codes and their applicability to 

multiple access scenarios. This research endeavors to pave the way for the development of 

robust, high-performance communication technologies capable of meeting the evolving 

demands of modern society. 

The thesis plan consists of Four chapters, each focusing on a distinct aspect of communication 

and error correction. Chapter One provides an extensive overview of quantum communication, 

tracing its evolution from classical systems and highlighting its emergence as a solution to the 

limitations of classical communication. It explores fundamental concepts such as qubits, 

superposition, and entanglement, elucidating their significance in quantum information 

processing. Additionally, it delves into various applications of quantum communication, 

including cryptography, error correction, and computing, underscoring its transformative 

potential in information technology. Chapter Two shifts focus to classical error correction 

codes, offering a detailed examination of their methods and significance in ensuring reliable 

data transfer. It covers block codes like Hamming and Low-Density Parity Check codes, cyclic 

codes such as BCH codes, and convolutional codes with decoding methods like the Viterbi 

algorithm. Chapter Three delves into the intricate realm of quantum error code correction, 

emphasizing its critical role in maintaining the integrity of quantum information amidst noise 

and decoherence. It explores various types of quantum error codes, their unique qualities, and 

practical implementation challenges. A comparative analysis reveals their relative strengths and 

limitations, highlighting the importance of ongoing research in improving quantum computing 
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and information processing paradigms. Finally, Chapter Four concludes with a discussion on 

performance criteria and practical insights gained from Python simulations. 
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Chapter 1  

 

Introduction to Quantum Communication 

 

he evolution of communications is a multidimensional journey that spans millennia 

of human history, from basic early communication modes to sophisticated digital 

networks. In the early stages, human communication was based on basic pictograms, 

spoken language, and gestures, which served as the foundation for idea sharing throughout 

ancient groups. The emergence of writing systems, such as cuneiform and hieroglyphics, was 

a watershed moment, allowing knowledge to be recorded and passed down through generations. 

With the invention of the telegraph in the nineteenth century, communication crossed 

geographical boundaries for the first time, transforming long-distance correspondence and 

spurring the globalization of information networks. This era saw great developments in 

electrical and mechanical engineering, as well as the establishment. The emergence of telegraph 

businesses and worldwide cable networks laid the framework for today's interconnected globe. 

Mass media technologies, such as radio and television, proliferated in the twentieth century, 

revolutionizing information dissemination while also shaping worldwide public opinion and 

cultural standards. The internet's development in the late twentieth century represented a 

paradigm shift in communication, democratizing access to information and enabling 

unprecedented levels of connectivity around the world. This digital revolution has resulted in 

the rise of new communication platforms and social networks, profoundly changing how people 

connect, consume media, and participate in civic debate.  

Furthermore, recent advances in quantum communication technology promise even faster, 

more secure communication networks, with applications ranging from cryptography to 

distributed computing. Part of this thesis seeks to elucidate the complex interplay between 

communication technologies, societal dynamics, and cultural evolution by delving deeply into 

these historical and technological developments, shedding light on the transformative power of 

human connectivity in shaping the world we live in today. 

 

T 
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1.1 Limitations of Classical Communication Systems 

Despite the fundamental use of classical communications nowadays, it faces many challenges 

and limitations in terms of performance and efficiency. These restrictions and limitations have 

emerged due to several characteristics and constraints. 

1.1.1 Limited Range  

One of the most well-known restrictions of classical communication is its limited range. 

The data can become inaccurate and faulty due to traveling over long distances [1][3][4][5]., 

and it is caused by:  

Attenuation: As the data or information is transmitted over the transmission channel, the signal 

loses strength, which can be affected by the physical deformation of the transmission medium 

that increases with distance[3][5]. 

Noise: Because the signal travels over long distances, it becomes more and more exposed to 

noise whether it is Thermal, Shot noise or interference which will cause signal to noise ration 

degrade[3][4]. 

Dispersion: Intersymbol interference can be caused during transmission in some particular 

medium, such as optical fibers, which can contain several different frequencies that cause the 

signal to spread[3]. 

Nonlinear Affects: The signal can be distorted by several nonlinear effects, for instance, self-

phase modulation, four-wave mixing, and stimulated Raman scattering[3]. 

1.1.2 Bandwidth Constraints  

In classical communications, the bandwidth is most important due to its control over the 

quantity and rapidity of the data transmitted.  

Data Transmission Rate: The bandwidth determines how much data can be transmitted, which 

affects the data transmission rate. The higher the bandwidth, the faster the transmission 

rates[7][8]. 
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Data Bottlenecks: Another constraint is when the amount of data transferred is unable to be 

processed by the transmission medium’s capacity, which is called “data bottlenecks." [7].  

Signal Quality: The limitations of the bandwidth can also result in the limitation of the 

frequency range, which causes interference, signal distortion, and reduced SNR [8]. 

1.1.3 Susceptibility to interference  

The vulnerability of classical systems to interference has caused a real challenge in this 

field, and that is due to various sources: 

Electromagnetic Interference (EMI): The signal quality can be affected by additive noise, 

which is conducted by unwanted voltages or currents[9][10] 

Frequency mixing: The signals transmitted at several different frequencies can be 

distorted[11] 

Crosstalk: When signals from nearby channels interfere with one another, it can result in signal 

overlap, which is known as “crosstalk.”. This interference is common in high-density 

communication systems.[11][12][13] 

Wireless Interference: Multipath interference and signal deterioration can be the result of 

external sources of interference, such as rival networks and environmental conditions, which 

can affect wireless communication systems.[14] 

1.1.4 Security Vulnerabilities 

The classical communication systems contain many loopholes when it comes to system 

security, which can compromise sensitive data. 

Zero-day vulnerability: This invokes serious threats because it is instant and attackers can 

exploit it before a security measure is put in place[15]. 

Remote Code Execution: This vulnerability allows for the change or execution of malicious 

code directly into the system[15][16]. 
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Weak Authentication: Weak authentication can create opportunities for unauthorized access, 

all through a weak password[16]. 

Insecure Data Storage: Lack of encryption can result in stolen data, which can be 

sensitive[15][16]. 

1.1.5 Scalability  

Classical communication systems are limited by the number of users; the higher the 

number, the lower the performance and reliability of the transmissions. 

Network Congestion: Increased traffic from additional users or devices on the network can 

result in congestion, which can cause delays, packet loss, and decreased throughput. 

To address these limitations, a new technology has emerged called quantum communication. 

which aims to overcome these challenges by utilizing quantum mechanics principals. 

1.2 Emergence of Quantum Communication 

Quantum communication, driven by the revolutionary concepts of quantum physics, has 

emerged as a significant development in the world of telecommunications [17]. Traditional 

communication systems face issues with scalability, bandwidth, and interference, making 

quantum communication a promising alternative [17][18]. 

The unique properties of quantum physics, such as superposition, entanglement, and 

quantum indeterminacy, enable quantum communication to achieve unprecedented levels of 

efficiency and security [17]. Quantum teleportation allows the transfer of quantum states over 

vast distances, while quantum key distribution (QKD) utilizes quantum entanglement to create 

secure cryptographic keys [17]. 

The need for secure communication channels and the rise in cyber security threats have 

accelerated the development of quantum communication, which holds the promise of safe data 

transmission and unbreakable encryption [18]. Quantum communication protocols are now 

widely used in practice due to advancements in quantum networking, quantum information 

processing, and quantum optics [17][18]. 
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Governments, academic institutions, and business leaders have collaborated to drive 

quantum communication research and development [18]. This collaboration has fostered 

innovation and set the stage for the revolutionary advancement of secure communication, 

quantum computing, and quantum internet infrastructure in the future [18]. However, 

challenges remain in addressing issues such as scalability, affordability, and integrating 

quantum devices into existing networks [18]. 

The application of quantum mechanics to communication in the 1980s and 1990s laid the 

foundation for quantum communication [17][18]. The proposal of the first quantum key 

distribution protocol, BB84, by Charles H. Bennett and Gilles Brassard in 1984 marked a 

significant milestone in secure communication using quantum physics [17]. Subsequent 

decades witnessed substantial advancements in the theoretical and experimental aspects of 

quantum communication, with successful demonstrations of quantum networking, quantum 

cryptography, and quantum teleportation [1]. 

By 2024, quantum communication has evolved from a theoretical concept to a practical 

technology with various real-world applications [1]. Recognizing the transformative potential 

of quantum communication for secure data transmission, governments and business 

organizations have made substantial investments in its research and development [1]. While 

challenges persist, the progress in quantum communication has created new opportunities for 

an increasingly secure and efficient communication environment in the future [1]. 

1.3 Fundamentals of Quantum Communication 

1.3.1  Qubits: 

      A qubit, or quantum bit, is the basic unit of quantum information, which is fundamental in 

the field of quantum computing [19]. The qubit is the quantum analog of the bit, which is the 

basic unit of classical information. In classical computing, a bit can take on one of two values, 

0 or 1. Similarly, a qubit has two orthogonal basic states, denoted as |0⟩ and |1⟩ [20]. When a 

qubit is in a superposition state of |0⟩ and |1⟩, the qubit is written as |ψ⟩ = α|0⟩ + β|1⟩; where α 

and β are complex numbers, and |α|2 + |β|2 = 1. Measured a qubit in state |ψ⟩, the qubit has a 

probability of |α|2to collapse to state |0⟩, and of |𝛽|2 to collapse to state |1|. Six or seven 

quantum circuits are needed to prepare the initial state of α|0⟩ + β|1⟩.c 

The collapse is an operation in the quantum theory, turning the quantum states from |ψ⟩ to |0⟩ 

or |1⟩. When |ψ⟩ collapses, nature actually generates a new universe. 
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Figure 1.1: A Qubit the basic unit of quantum information. 

 

1.3.1.1 Importance of Qubits in Quantum Computing 

Combining two qubits makes a four-dimensional space, with four so-called 

computational basis states. They are |00⟩, |01⟩, |10⟩, and |11⟩, where the first digit refers to the 

status of the first qubit, and the second digit refers to the status of the second qubit. Extending 

this to n qubits, requires 2𝑛 dimensions, which grows very, very quickly as n increases [4]. 

Quantities you may wish to store in a quantum computer scale exponentially in n. Quantum 

circuits can operate on qubits to perform a variety of tasks, including computer simulations, 

factoring, database search, cryptography, and machine learning. Quantum algorithms are highly 

parallel, meaning they use a lot of qubits at once and therefore will need algorithms to be much 

faster in order to gain a quantum advantage.  

Quantum computers rely on a physical analog to bits which is qubits [20]. In classical 

information theory, information is stored in bits that are either 0 or 1. In quantum information 

theory, qubits can take advantage of the superposition principle and exist, not just in the 0 state 

or the 1 state, or as a random blend of them, but as 0’s,1’s, and simultaneous combinations of 

the two in various proportions. Superposition means that quantum states add linearly rather than 

add as probabilities do. There is a one to one correspondence between complex numbers and 

qubit states, meaning that qubits can be represented as a vector of complex numbers in a two-

dimensional complex Hilbert space, which is frequently written as 𝐶2. Measuring a qubit 

destroys superposition by forcing it to take one single value. Measurement yields a result of 0 

with probability |α|2and a result of 1 with probability|β|2. Superposition is the keystone to 
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quantum information processing and distinguishes quantum from classical computers 

[19][20][21][22]. 

1.3.1.2 Physical Realizations of Qubits 

Physical realizations of qubits, the building blocks of quantum computers, include a variety 

of experimental platforms, each with unique strengths and limitations. Here are some typical 

physical realizations: 

 Photon Qubits: Photon qubits use the polarization or other degrees of freedom of 

individual photons as qubits. Photons are manipulated with optical components such as 

beam splitters and phase shifters. Photon qubits enable long-distance communication 

over optical fibers and are ideal for quantum communication protocols such as quantum 

key distribution[23]. 

 Trapped Ions: Trapped ions use ions contained in an electromagnetic trap as qubits. 

Laser pulses are utilized to control the ions' intrinsic states and induce entanglement 

between them. Trapped ions have extremely long coherence times and high-fidelity 

operations, making them ideal for constructing error-corrected qubits. [23][24] 

 Neutral Atoms: Qubit arrays are created by cooling and trapping neutral atoms with 

electromagnetic fields. Laser beams are used to modify atoms' internal states, resulting 

in entanglement. Neutral atoms provide extended coherence periods and high-fidelity 

operations, with the possibility for scalability via optical lattices [24]. 

 

1.3.2 Superposition: 

             Quantum superposition is a two-particle or many-particle state that is represented as a 

linear combination. This is another way of saying that it is a way to be in two places at the same 

time. One of the most famous arguments against the interpretation of superposition as a 

macroscopic phenomenon was the one you suppose you put a single atom in the box. When its 

state is described by a superposition, whether the state of the atom can be inferred before the 

box is opened. 

Quantum superposition arises when a quantum particle arrives in an environment and 

the system plus environment are initially uncorrelated. This also happens when a system 

interacts with an environment in a way that is not quite, but almost, perfectly reversible. The 

superposition can be seen in a superposition of two distributions having distinct properties. 
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Think of an electron passing through a scattering potential and then arriving on an image plane 

where a measurement is performed. The electron goes into a superposition of wavefront on the 

image plane. The integral above runs over all possible pairs of points in the image plane that 

are related by a Fourier pair. The classical distributions are the ones that arise from using the 

quantum superposition to calculate the intensity as an average of either the position or 

momentum distribution[25][26]. 

 

Figure 1.2: Comparison between classical bit and a quantum bit (qubit) showcasing the states 

|0⟩ , |1⟩ and the superposition |ψ⟩ . 

1.3.2.1 Applications of Superposition 

        The technical importance of the concept is as striking as its breadth. At the lowest level, 

superposition can help us make more exacting measurements of a quantity that is to be 

quantized. Higher measurement accuracy may involve a beam splitter or similar device and 

subsequent recombination of the fragments. Using photon superposition, we have been able to 

develop essentially all of nuclear magnetic resonance. The use of a coherent state or its 

superposition is at the heart of quantum key cryptography, another recent important application. 

If we can also control individual photons, we can store short elementary logical steps of 

information in quantum memory, with potential speed-ups of computations that depend on the 

notorious difficulty of relative searches. These also require controlled photons[26][27]. 

1.3.2.2 Limitations and Challenges 

         In the following, we discuss several important issues that illustrate the limitations and 

challenges of the superposition system. When multiple sources are considered, the 

superposition principle does not completely constrain the response of the receiver [27]. 
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A) Measurement and Observation 

When an unobserved quantum system evolves unitarily, it usually does not remain in a definite 

state of position or momentum observable. Instead, measurements of position and momentum 

find random results, consistent with position and momentum probability distributions that are 

constant in time or, for bound states that change only by phase terms. In either case, the position 

and momentum probability distributions will describe spread. There are some exceptions — for 

instance, position measurements find location-organized probability distributions for energy 

Eigen functions of a system with attractive forces in just one degree of freedom — but those 

exceptions are rare. For quantum systems to match typical classical systems, quantum states 

must superpose states that are unequal in position and momentum. A quantum system generally 

has no deterministic trajectory between measurements[28]. 

B) Practical Implementations 

The main difficulty in implementing photonic superpositions derives from the difficulty to get 

photon sources in a coherent state without the assistance of a good mean ancilla verification to 

operate as an ancilla for the unitary system. However, to experimentally incoherent to 

uncorrelated photons for spectrometric detection and uncorrelated proposals, when 

superposition states are defined as a single spontaneous process, several optical elements could 

have specific coherence requirement[27][28]. 

1.3.3 Entanglement:  

 

Quantum entanglement refers to the collection of correlations between the quantum 

observables of distinct subsystems. It provides complete information about the overall state of 

the system, but does not reveal any information about the individual states of the subsystems, 

regardless of their separation distance. When the first measurement is made on any subsystem, 

all subsystems will collapse into their entanglement-induced states, and the overall state of the 

system will thereafter behave in a classical manner. 

1.3.3.1 Schrödinger Cat:  

In 1935, a well-known physicist, Erwin Schrodinger, thought of a theory to enhance the 

answer given by Copenhagen, which states that there is no definitive reality before 

measurements in quantum theory, which will help later on explain the term “Particle 
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Entanglement”. This theory was proven by an experiment called “Schrodinger’s Cat,"  where a 

cat was put in a box with a radioactive element, a hammer attached to the radioactive element, 

and a flask full of poison. 

This box is only observed from the outside; what happens on the inside is unknown. In 

this box, if the radioactive element emits a radioactive particle, then the hammer automatically 

breaks the poison flask, and the cat dies. On the contrary, the radioactive element does not emit, 

and therefore the cat does not die. This concludes that the fate of the cat is connected to time 

radioactive elements, and this particular experiment explains fundamentally the idea of 

entanglement, where it is merely a connection or correlation between two particles or more, so 

that if a measurement is performed on only one particle, the other one will automatically 

collapse. 

 

 

 

 

 

 

 

1.3.3.2 Bell Inequalities  

 

In 1964, the physicist John Bell formulated Bell inequalities as part of his study on 

quantum mechanics, Bell inequalities are mathematical constraints that challenges local hidden 

variable theories, which explains probabilistic nature of quantum mechanics by adding 

unnoticed variables that detects entanglement. Where if a system violets the Bell inequalities 

then the system is in an entangled state [29][30]. 

The most common Bell inequalities are Bell-CHSH [30] [31] given by: 

𝑡𝑟 (𝜌Β)  ≤ 2                                                              (1.1) 

Figure 1.3: Representational figure of the Schrodinger’s Cat experiment. 
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Where:  

𝜌: the qubit state 

Β: Bell operator  

𝚩 = 𝒂⃗⃗ ⋅ 𝝈⃗⃗  ⊗ (𝒃⃗⃗ + 𝒃′⃗⃗  ⃗ ) ⋅ 𝝈⃗⃗  +  𝒂′⃗⃗  ⃗ . 𝝈⃗⃗  ⊗ (𝒃⃗⃗ − 𝒃′⃗⃗  ⃗) ⋅ 𝝈⃗⃗                          (1.2) 

1.3.3.3 Generation of the entangled state 

 

Researchers have demonstrated various complicated methods to generate entangled 

photons. These methods are advanced techniques such as nonlinear metasurfaces, which 

enables the full control over the direction and entanglement of the photons [32]. The techniques 

used generally in creating the entangled state are Atomic Sources and Parametric down-

conversion.[4] 

A) Atomic Source 

Photon qubits, namely polarization qubits and time-slot qubits, are essential for 

researching different entangled states, including the analysis of Bell's inequality. These qubits 

are mostly used in quantum communication technologies, such as quantum cryptography, 

because they are compatible with transmission by fiber optics[32][33]. The conventional 

approach to generate entangled photons employs the atomic cascade process in calcium, 

resulting in the emission of a pair of intertwined photons, as described by the equation: 

|𝜓 >=  
1

√2
 ∗  (|𝐿𝐿 > + |𝑅𝑅 >)                                           (1.3) 

This equation represents the entangled state of two photons, with L and R denoting the 

left and right circular polarization conditions, respectively. The entangled state can be expressed 

in terms of a linear polarization basis as follows: 

|𝜓 >=  
1

√2
 ∗  (|𝐻𝐻 > + |𝑉𝑉 >)                                         (1.4) 

In this context, the symbols H and V denote the states of horizontal and vertical linear 

polarization, respectively[32][33]. While this approach of producing entangled photons is 

innovative, it is difficult to successfully capture the emitted pairs due to the random discharge 

of photons at a complete three-dimensional angle. Furthermore, the manipulation of individual 

atoms is not feasible for extensive speculative inquiries. Therefore, although atomic cascade is 
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the first source of entangled photons, it has not been widely exploited in quantum information 

communication practices[33]. 

 

 

Figure 1.4: Representational design of the knotted photon set discharge via atomic cascade in 

calcium 

B) Parametric down-conversion 

The principal technique for producing entangled photons is the nonlinear optical process 

known as Spontaneous Parametric Down-Conversion (SPDC). 

In SPDC, a pump photon splits into two lower-energy photons, referred to as the signal 

and idler photons, when a high-intensity laser beam travels through a nonlinear crystal. The 

conservation of energy and momentum governs this process, guaranteeing that the idler photons 

and the signal have linked features, such as their polarization states [34]. The following equation 

may be used to characterize the entangled photons generated by SPDC:  

|𝜓 >=  
1

√2
 ∗  (|𝐻𝑉 > + |𝑉𝐻 >)                                             (1.5) 

The entangled state of the state is represented by this equation. the two photons' 

entangled state, where H and V stand for the corresponding horizontal and vertical polarization 

states. A crucial component of the formation of entangled photons is the photons polarization 

state, and depending on the phase matching method employed, SPDC can yield photons with 

correlated polarization states[33][34].  

In SPDC, there are two kinds of phase matching conditions that lead to various 

polarization correlations between idler photons and the signal. Photons with parallel 

polarization are produced by Type I phase matching, whereas photons with orthogonal 
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polarization are produced by Type II phase matching. Phase matching conditions are selected 

based on the intended characteristics of the entangled photons and the particular application 

[34]. 

To sum up, SPDC is a dependable technique for producing entangled photons, which 

are necessary for a number of applications of quantum information processing. A crucial 

component of the formation of entangled photons is the photons' polarization state, and 

depending on the phase matching method employed, SPDC can yield photons with correlated 

polarization states [34]. 

1.3.4 Quantum Gates:  

 

Similar to how classical logic gates work on bits in traditional digital computers, 

quantum gates are the essential building blocks of quantum computing. They act on qubits, 

which are the fundamental units of quantum information[35][36]. Contrary to many 

conventional logic gates, quantum gates have the special quality of reversibility[35]. These 

gates are essential to quantum circuits because they allow the manipulation and processing of 

quantum information[36]. They are represented by unitary matrices.  

The Hadamard gate, a single-qubit gate represented by a certain matrix, is one prominent 

example[36][37]. A different kind is the phase shifter gate, which modifies the quantum state 

of a qubit by adding a phase shift[37][38]. Two qubits are used in controlled gates, such the 

controlled-U gate, where the first qubit acts as a control for the operation regarding the second 

qubit[37][38].  

Figure 1.5 : Three different types of parametric down-conversion schemes: (a) type-I 

phasematching ; (b) collinear degenerate type-II phase-matching, with two cones overlapping 

along the pump direction; (c) non-collinear degenerate type-II phase-matching—the cones 

intersect along two symmetric directions 
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Implementing quantum algorithms and carrying out quantum calculations require 

quantum gates [38]. Complex quantum operations and calculations are made possible by their 

ability to precisely and reversibly manipulate qubits [39][40] which makes them fundamental 

components of quantum computing that allow for the remarkably efficient and secure 

implementation of quantum protocols and the realization of quantum algorithms[39]. 

1.3.4.1 Single Qubit Gates 

Fundamental elements of quantum computing are single qubit gates, which alter the 

quantum states of individual qubits. 

A) The Pauli X gate:  

 

It switches the qubit's state from |0⟩ to |1⟩ or vice versa, much like the NOT gate in classical 

computing [38]. 

𝑋(𝛼|0⟩  + 𝛽|1⟩ ) = 𝛽|0⟩  +  𝛼|1⟩                                             (1.6) 

𝑋 = [
0 1
1 0

] 

Figure 1.6 :The Pauli X Gate Matrix 

B) The Pauli Z gate: 

Changes the phase of the |1⟩ state without altering the |0⟩ state [38]. 

 

𝑍(𝛼|0⟩  + 𝛽|1⟩ ) =  𝛼|1⟩ − 𝛽|0⟩                                             (1.7) 

𝑍 = [
1 0
0 −1

] 

Figure 1.7: The Pauli Z Gate Matrix 

C) The Pauli Y gate:  

Equivalent to applying both X and Z gates along with a global phase [38]. 

𝑌(𝛼|0⟩  + 𝛽|1⟩ ) = −𝑖𝛽|0⟩ + 𝑖𝛼|1⟩                                                (1.8) 

𝑌 = [
𝑖 0
0 −𝑖

] 

Figure 1.8: The Pauli Y Gate Matrix 
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D) The Hadamard gate:  

Converts the |0⟩ state into an equal superposition of the |0⟩ and |1⟩ states, resulting in a 

superposition state and vice versa [40]. 

𝐻|0⟩ = |+⟩ =
1

√2
(|0⟩ + |1⟩)                                                 (1.9) 

 

𝐻|1⟩ = |−⟩ =
1

√2
(|0⟩ − |1⟩)                                              (1.10) 

𝐻 =
1

√2
[
1 1
1 −1

] 

Figure 1.9: The Hadamard Gate Matrix 

1.3.4.2 Multiple Qubit Gates 

Quantum gates that operate on two or more qubits at the same time are known as multi-

qubit gates. These gates make it possible to create and work with entangled states, which are 

necessary for carrying out intricate quantum computations. 

 

A) The Controlled Not gate:  

A gate consisting of two qubits that operates on the target qubit by performing a NOT 

operation only while the control qubit is in the state|1⟩ [40]. 

𝐶𝑁𝑂𝑇 = [

1 0 0 0
0 1 0 0
0 0 0 1
0 0 1 0

] 

Figure 1.10 : CNOT Gate Matrix 

B) The Swap gate:  

A two-qubit gate that switches their states [40]. 

𝑆𝑊𝐴𝑃 = [

1 0 0 0
0 0 1 0
0 1 0 0
0 0 0 1

] 

 

Figure 1.11: Swap Gate Matrix 
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C) The Toffoli gate:  

A three-qubit gate that, only when both control qubits are in state|1⟩ , operates on the 

target qubit as a NOT operation. It is also called as CCNOT gate (Controlled-Controlled Not) 

[40].  

 

𝑇𝑜𝑓𝑓𝑜𝑙𝑖 =

[
 
 
 
 
 
 
 
1 0 0 0 0 0 0 0
0 1 0 0 0 0 0 0
0 0 1 0 0 0 0 0
0 0 0 1 0 0 0 0
0 0 0 0 1 0 0 0
0 0 0 0 0 1 0 0
0 0 0 0 0 0 0 1
0 0 0 0 0 0 1 0]

 
 
 
 
 
 
 

 

Figure 1.12: Toffoli Gate Matrix 

D) The Fredkin gate:  

A three-qubit gate that, only when the control qubit is in state|1⟩, switches the states of 

two target qubits [41]. 

 

𝐹𝑟𝑒𝑑𝑘𝑖𝑛 =

[
 
 
 
 
 
 
 
1 0 0 0 0 0 0 0
0 1 0 0 0 0 0 0
0 0 1 0 0 0 0 0
0 0 0 1 0 0 0 0
0 0 0 0 1 0 0 0
0 0 0 0 0 0 1 0
0 0 0 0 0 1 0 0
0 0 0 0 0 0 0 1]

 
 
 
 
 
 
 

 

Figure 1.13: Fredkin Gate Matrix 

1.4 Applications of Quantum Communication 

Applications for quantum communication are plentiful and use the unique features of quantum 

technology to improve efficiency, accuracy, and security in a variety of fields. Here are some 

key applications of quantum communication with more details. 

 

1.4.1 Quantum Cryptography 

Quantum cryptographic systems offer unparalleled security by leveraging the principles of 

quantum mechanics, specifically the non-locality and randomness inherent in quantum 

entanglement. These systems can generate secret keys securely even if an attacker fully controls 
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the transmission line and knows the protocol. This security is due to the non-simultaneity in the 

revelation of classical and quantum information, as illustrated by the EPR paradox. Unlike 

classical cryptographic systems threatened by quantum computers, quantum cryptography 

ensures long-term data secrecy through quantum key distribution (QKD), which is based on 

fundamental laws of nature. This not only guarantees secure communication but also sets limits 

on an eavesdropper's knowledge and certifies the randomness of the key, making QKD a critical 

link for secure quantum communication [42][43][44]. 

1.4.1.1 Quantum Key Distribution 

Quantum Key Distribution (QKD) is a leading quantum communication technology that 

enables two parties, Alice and Bob, to create a shared, secret cryptographic key using a public 

channel, a quantum channel, and some initial shared secret information, or seed. Alice sends a 

sequence of quantum particles to Bob, who measures their states. They then perform a 

Measurements Coincidence Test by publicly announcing some measurement bases. If the 

coincidences exceed a threshold, they assign the quantum particles as keys, ensuring their data 

are identical barring system imperfections. While QKD schemes offer unconditional security 

against passive attacks, active attacks require Alice and Bob to verify key security through 

classical communication. Physical implementations often only approximate ideal quantum 

channels, allowing for potential deviations that must be accounted for to ensure security 

[45][46][47]. 
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Figure 1.14: The Quantum Key Distribution System using BB84 Protocol 

1.4.1.2 E91 Protocol 

The E91 protocol, proposed by Artur Ekert in 1991, is a quantum key distribution (QKD) 

method that uses entangled quantum particles to establish a secure cryptographic key between 

two parties, typically called Alice and Bob. In this protocol, a source generates pairs of 

entangled particles, with one particle sent to Alice and the other to Bob. Both parties randomly 

choose measurement bases to measure their particles' states. After measurement, they publicly 

compare a subset of their results to check for correlations indicative of entanglement. If these 

correlations exceed a certain threshold, they confirm the presence of entanglement, ensuring 

the security of the remaining measurement outcomes, which are used to form the secret key. 

The security of the E91 protocol relies on the fundamental principles of quantum mechanics, 

making it robust against eavesdropping [47][48][49]. 
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Figure 1.15: The Quantum Key Distribution System using E91 Protocol 

1.4.2 Quantum error correction  

 

A key idea in quantum computing is quantum error correction, which deals with the 

intrinsic susceptibility of quantum information to mistakes brought on by noise, decoherence, 

and other external circumstances. Quantum error correction codes use the ideas of quantum 

physics to safeguard quantum states against mistakes without actually measuring them, as 

measurement might upset the fragile quantum superposition. This is in contrast to classical error 

correction, which depends on redundancy and majority voting.  

The Shor Code, which uses nine qubits to encode a single logical qubit and correct errors 

using a mix of entanglement and quantum gates, is one of the first quantum error correction 

codes. Quantum error correction codes find and fix faults without erasing the quantum 

information by redundantly spreading information across many qubits .  

Through the use of syndrome measurements and subsequent error correction procedures 

based on the identified syndromes, this redundancy makes it possible to identify mistakes.  

To achieve fault-tolerant quantum computation—where quantum algorithms may be 

successfully implemented even in the face of errors—quantum error correction is necessary. 

Developing effective error-correcting codes, creating error detection systems, and refining error 

correction protocols are all necessary to implement quantum error correction, which is a 

challenging endeavor that reduces the impact of mistakes on quantum operations. Current 
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efforts in quantum error correction research are focused on enhancing the scalability and 

efficiency of error correcting methods to facilitate the real-world deployment of massive 

quantum computing systems. 

 

Figure 1.16: An example code of the error correction codes (Shor's nine-qubit error-correction 

code) 

 

1.4.3 Quantum internet 

 

The goal of the ground-breaking idea known as the "quantum internet" is to establish a 

network of connected quantum computers that can send, process, and receive data that is 

encoded in quantum states. The quantum internet, in contrast to the standard internet, will offer 

new features like quantum cloud computing and cryptography while leaving existing 

infrastructure in place [50].  

The quantum internet's capacity to use quantum technology to provide safe and effective 

communication exchanges is one of its primary characteristics. One important use of the 

quantum internet is quantum key distribution, which offers an extremely safe way to send 

cryptographic keys [50]. It is now in use. 

Researchers predict that interstate quantum networks will be formed inside the quantum 

internet in the future, while the full ramifications of this technology are still being investigated 

the next ten to fifteen years in the United States. With the use of quantum technology, the 

quantum internet has the potential to facilitate safe and quick communication exchanges, 

opening the door for more sophisticated uses of quantum computing and communication. 

[50][51].  
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All things considered, the quantum internet is essentially a paradigm leap in 

communication technology, with the potential to create safe, effective, and unbreakable 

channels of communication that use the laws of quantum physics to transform information 

exchange and data transfer [51]. 

 

 

Figure 1.17: The architecture and the materials of a quantum internet link 

 

1.4.4 Quantum Computing 

Quantum computing, proposed by Richard Feynman in 1981, leverages principles of quantum 

theory, such as superposition and entanglement, to perform computations. Unlike classical 

computers, which process bits in a binary state, quantum computers use qubits that can exist in 

multiple states simultaneously, enabling parallel calculations and exponential increases in 

computational speed. Quantum computing shows promise for solving complex problems like 

integer factorization, breaking RSA encryption, simulating quantum physics, modeling 

chemical reactions, and optimizing routes, which are challenging for classical computers. 

Despite being in early development stages, quantum computing research is advancing rapidly, 

with significant progress in quantum hardware, algorithms, and our understanding of quantum 

mechanics, heralding potential speed advantages over classical systems for certain tasks 

[52][53][55]. 
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1.4.4.1 Quantum Computing Principle 

Quantum bits, or qubits, are the basic unit of quantum computing being in the state of 

superposition allows quantum computers to do tasks in simultaneously, significantly improving 

their computing capacity when compared to classical computers. 

Furthermore, qubits show entanglement, a fundamental quantum feature. This effect allows 

quantum computers to do certain sorts of calculations far more efficiently than traditional 

computers [53][56]. 

In practice, qubits can be implemented utilizing a variety of physical systems, including trapped 

ions, photons, among others. Each of these systems has distinct advantages and challenges in 

terms of qubit coherence (the length of time a qubit remains in its quantum state), scalability 

(the ability to reliably manage and control large numbers of qubits), and error correction. 

Quantum computing researchers are continuously investigating various qubit implementations 

and creating novel strategies for qubit manipulation, coherence maintenance, and error 

correction. As the field advances, realizing the full potential of qubits offers the possibility of 

transforming computers in a variety of fields, including encryption, optimization, materials 

research, and drug development [54][57].  

 

1.5 Conclusion 

Information exchange undergoes a radical alteration as it moves from the limitations of 

classical communication to the domain of quantum communication. The complex ideas of 

superposition, entanglement, qubits, and quantum gates serve as the foundation for quantum 

communication, which ushers in a new age of dependable, secure, and efficient data transfer. 

Information security is being revolutionized by quantum communication, which enables 

unmatched levels of confidentiality and anonymity by utilizing the quantum phenomena of 

entanglement and superposition. Applications of quantum communication cover many 

industries, from the internet of things to quantum key distribution, and they promise increased 

accuracy and robustness. 

The next chapters will investigate the similarities and differences between classical and 

quantum error-correcting codes, illuminating the critical role these codes play in guaranteeing 
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the security and correctness of data transfer in both the classical and quantum computing 

domains. 

The foundation of error-correcting methods is a strong and elegant theory, which has been 

the distinctive feature of classical error-correction codes for more than 75 years. These codes, 

among which binary linear codes are a fundamental component of classical coding theory, 

encode data to guard against mistakes and noise. However, as quantum error-correcting codes 

were created less than 30 years ago, they constitute a very recent development. In order to 

ensure the dependability and integrity of quantum communication systems, which make use of 

the concepts of quantum physics to shield quantum information from mistakes and flaws. 
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Chapter 2   

 

Classical Error correction codes 

 

ince the invention of Information theory, the quality of the received data has 

transmitted data always been prioritized. This data often gets jeopardized while being 

transmitted over noisy channel which causes errors in the original messages. Therefore, 

in order to detect these errors and correct them, several methods were invented called error 

correcting codes. These error correcting codes are a fundamental concept in digital 

communication which play an indispensable role in ensuring the Correct to and reliable 

transmission of the data. And to do so, the process of interleaving is applied to these codes 

where the data bits are rearranged before sending. They add bits of redundancy that will give 

the original message an assertion when received at the end of the transmission channel and 

allowing the recovery of the initial data even with interference. There are various types of Error 

correcting codes such as:  Hamming Codes, Trellis diagrams, Low density parity check… 

which will be the topic of this chapter.  

2.1 Channel Coding  

Channel coding is a technique used in data transmission to ensure the reliability of the 

communication link, more efficient and error free transmission. “Claude Shannon” first 

introduced it in 1948 in his article “The Mathematical Theory of Information”, where it was 

defined that diagram of a general communication system contains five elements:  

An Information Source: this is the step where a message or a sequence is generated to be 

transmitted (data) to the receiving terminal [58].  

The Transmitter : typically generates signals that are sent through a noisy channels , where 

the message is imprinted into the signal (Information Carrier) [58].  

The Channel: It is the pathway where the data is being transmitted through from the source to 

the destination. It can be either physical (Fiber Optics cables, coaxial cables …) or wireless 

(Electromagnetic waves …) [58]. 

S 



 

40 
 

The Receiver: a receiver inverses the work of the transmitter, as a result, we retrieve the 

original message that was generated by the source [58]. 

The Destination: which is the person or the object that the message was intended to [58].  

When the signals goes through a noisy channel errors occur all over the signals and the 

problem caused was that because the signals are put in numerical data (0s and 1s) , we won’t 

be able to know exactly where did the errors happen hence the creation of “Shannon Limit” or 

“Channel Capacity “  [58] which it states that if the coding rate is lower than the given equation  

𝐶 = 𝐵 log2(1 +
𝑆

𝑁
)                                              (2.1) 

C: Channel Capacity, B : Bandwidth, 
𝑆

𝑁
∶ Signal to Noise Ratio  

Then it is possible that the information transmitted contains very low error rate. 

Therefore, to correct and detect these errors, a few methods were invented for this specific 

problem and it is called “Error Correction Codes” such as: Block codes, Cyclic codes, 

Convolutional codes, etc… 

2.2 Classification of error correcting codes:  

The classification of error-correcting codes is critical in digital communication systems 

for maintaining data integrity during transmission and storage. Block codes divide data into 

different blocks and encode each one individually with predetermined block lengths, making 

them suitable for error detection and repair. Convolutional codes, on the other hand, treat data 

as a continuous stream, using sliding windows to operate on bit streams of different length. 

These codes, which are usually decoded with algorithms such as the Viterbi algorithm, are 

Figure 2.1: Schematic diagram of a general communication system 
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widely used in communication systems such as CDMA, GSM, satellite communications, and 

wireless LANs to improve data transfer reliability and efficiency.  

2.2.1 Block codes: 

In coding theory, error correcting codes contain large families and one of those is Block 

codes. Block codes encode and decode data in fixed-length blocks, with each block being 

considered as a whole entity during the encoding and decoding procedures. They are intended 

to offer redundancy to sent data, allowing for the identification and correction of errors caused 

by noise or interference on the communication channel [59].  

Block length N: The number of bits in each block.  

Block Rate R: The ratio of the information bits to the total bits in each block. 

The Message length k: The number of bits in the original message before encoding. 

These Block codes error correction codes are obtained by a process of encoding, decoding and 

error detection. 

A. Encoding process:  

In this particular step, the encoding process means the creation of the codeword that is to be 

transmitted later. 

1. Message Victor:  

The initial message is altered to a binary  vector with ‘’0s ‘’ and ‘’1s’’ of a ‘’k’’ length where 

each element represents either 0 or 1 [59][60]. 

𝒏 =  (𝒏𝟏, 𝒏𝟐, 𝒏𝟑, … , 𝒏𝒌)                              (2.2) 

Figure 2.2: Functional diagram of block coder 
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2. Generator Matrix G :  

In this matrix, every row embody a codeword. A generator matrix G is calculated using the 

concatenation of two matrices “𝑰𝒌” and “𝑷” horizontally to form it [59][60]. 

𝑮 = [𝑰𝒌 𝑷]                                                         (2.3) 

𝑰𝒌: Is the identity matrix of size  𝒌 × 𝒌 

𝑷: Is a binary matrix of size 𝒌 × (𝑵 − 𝒌)  

 

Figure 2.3: Generation of G using the identity matrix and the binary matrix in which k=4 and 

N=8 

Therefore, the encoded codeword is obtained by the multiplication of the matrix G with 

the initial message n 

 𝐶 =  𝑮 × 𝒏                                                      (2.4) 

B. Decoding process: 

After the encoded message passes through to transportation channel, the process of 

decoding starts by: 

1. Received Vector:  

At the reception, the message may be flawed and inaccurate due to the channel noise where: 

𝒓 = (𝒓𝟏, 𝒓𝟐,… , 𝒓𝒌)                                                    (2.5) 
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2. Syndrome Calculation:  

This step is the most important in the data transmission because this syndrome works as the 

detector and the corrector of errors occurred in the previous step and it is calculated from the 

received vector and generator Matrix. If the block code is linear, the syndrome is calculated by 

multiplying the received vector and the transpose of the parity matrix check [60][61]. 

𝑆 =  𝒓 × 𝐻𝑇                                                    (2.6) 

𝑆: The Syndrome, 𝒓: The message received, 𝐻: Parity Matrix check , 𝐻𝑇: The transpose of H 

3. Error Detection:  

Once the syndrome is calculated, if the result is zero, no error is detected. If it is different than 

zero, there are errors received in the codeword [60]. 

4. Error Correction:  

The syndrome determines the exact pattern of errors in the codeword if the codes supports [60]. 

2.2.1.1 Hamming codes:  

The Hamming code is a linear error-correcting code that can detect and fix single-bit 

faults in transmitted or stored data, as well as detect (but not correct) double-bit errors. This 

code, invented by Richard W. Hamming in 1950, is regarded a perfect code since it achieves 

the greatest achievable rate for codes with its block length and minimum distance of three. 

Hamming codes add redundant parity bits to the original data bits, the amount of which is 

determined by precise calculations based on the number of data bits [62]. 

In order to understand how Hamming codes work, a few notions are crucial to explain : 

Redundant bits: these are extra binary bits that will be added to the original message to results 

in the codeword that is sent through the channel [62]. 

Parity bits: This method defines if the original (initial) data has an odd or even count of ones 

[62]. 

Moreover, there are two types of parity bits: 

Even parity bits: if the count of 1’s is even, then the parity bits is ‘’0’’ 
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Odd parity bits: if the count of 1’s is odd, then the parity bit is ‘’1’’ 

 

Therefore, to create a hamming code, we use this process: 

A) Encoding process: 

1. Identify the number of parity bits: 

Firstly, a number of parity bits have to be determined by the following equation [63]: 

2𝑟 ≥ 𝑛 + 𝑟 + 1                                                        (2.7) 

𝑟 : redundant bits, 𝑛 : number of data bits 

2. Assign each data bit to a position in the codeword : 

The parity bits are placed in positions that are power of 2 “ (𝟐𝒏 ) “while the data bits 

are placed in the remaining positions [63]. 

3. Calculate the value of each parity bit: 

If the number of ‘’1’’ is even, then the parity bit is ‘’0’’  

If the number of ‘’1’’ is odd then the parity bit is ‘’1’’ 

B) Decoding process: 

After the transmission through the noisy cannel, some errors are found in the data 

codeword and that problem is resolved by decoding Hamming codes using syndrome 

calculations. 

1. Recalculated the expected parity bits for the received data:  

Using the same formula : 

2𝑟 ≥ 𝑛 + 𝑟 + 1 

Figure 2.4: Hamming code parity checking 
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We recalculated the parity bits of the received data and compared them with the parity bits 

calculated of the encoding process. If they are equal, it’s a “0” and if they are not equal, it’s 

‘’1’’. A binary number is formed with these ‘’0’’ and ‘’1’’ then convert it to a decimal number 

and that is the incorrect bit [63][64][65]. 

Position= ‘’0’’                   No errors occurred 

Position=’’1 ‘’                   Errors occurred  

To correct the error, we flip the value of the incorrect and the parity bits are removed to obtain 

the initial message (the original). 

2.2.1.2 Cyclic Codes: 

Cyclic codes are a sub family of block codes known by their linearity and their shifting 

cycles. So a linear code is called cyclic if the cyclic shift of a codeword is also a codeword [66] 

(𝑥0, 𝑥1, … , 𝑥𝑛−1)ϵ 𝐶                      (𝑥𝑛−1, 𝑥𝑛, … , 𝑥𝑛−2) ϵ 𝐶                     (2.8) 

These cyclic codes are characterized by several properties : 

 Unvariate polynomial ring:  

Which is an algebric structure that consists of polynomials with a single variable defined by 

R(x) where R is a ring and x is the indeterminate or variable [66]. 

𝑷 = (𝑝0, … , 𝑝𝑛−1)                         𝑝0 + 𝑝1𝑥 + 𝑝2𝑥
2 + ⋯+ 𝑝𝑛−1𝑥

𝑛−1               (2.9) 

 An ideal: 

An ideal in abstract algebra is a fundamental concept representing a subset of a ring that is 

closed under addition and multiplication by elements of the ring. In the context of cyclic codes, 

an ideal plays a crucial role as cyclic codes correspond bijectively to ideals in the quotient ring  

𝐹𝑞[𝑥]/(𝑥𝑛 − 1) 𝐹𝑞[𝑥]/(𝑥𝑛 − 1), where 𝐹𝑞 is a finite field, 𝑛 is the length of the cyclic code, 

and 𝑥 is a polynomial variable [67]. 

 Generator polynomial: 

It exists as unparalleled polynomial 𝑔 that generates the cyclic code. 

Even so, 𝑔 has to divide 𝑥𝑛 − 1 and a degree of 𝑛 − 𝑘 with 𝑘 being the dimension of the code 

𝐶 [66][67]. 
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A) Encoding process: 

The encoding process of a cyclic code is very simple and straight forward, if we consider a 

cyclic code C with its generator polynomial, then it is capable of encoding k-length messages 

with 𝑛 − 𝑘 bits [66]. 

1. Unsystematic encoding:  

Assuming our message is of  𝑫 = (𝑫𝟎, 𝑫𝟏, … , 𝑫𝒌−𝟏), then in order to gain a codeword, all that 

is to be done is multiply 𝐷(𝑥) with the generator polynomial 𝑔(𝑥) [66].  

𝐶(𝑥) = 𝐷(𝑥) × 𝑔(𝑥)𝜖 𝐶                                          (2.10) 

2. Systematic encoding 

There exists a more efficient and simpler method to encode a cyclic code and it’s called 

systematic encoding, where if a message is taken into consideration 𝐷(𝑥), it will be encoded 

by multiplying it with  𝑥𝑛−𝑘  [66]. 

Then the result is divided by the polynomial 𝑔(𝑥) 

The remainder 𝑟(𝑥) is added to the message to obtain the encoded message: 

𝐶(𝑥) = 𝐷(𝑥)𝑥𝑛−𝑘 + 𝑟(𝑥)                                          (2.11) 

 

B) Decoding process :  

In order to know if an error was occurred or not, it is sufficient to divide the received word by 

the generator polynomial to obtain a remainder 𝑟(𝑥) [67]. 

If (𝑥) = 0 , there are no error found  

If 𝑟(𝑥) = ‘ 𝑎 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑏𝑖𝑡 ’, there are errors found  

1. Cyclic redundancy check 

Cyclic redundancy check is a systematic cyclic error detecting code technique  

A CRC divides a numerical message by a numerical data generated from the generator 

polynomial [67]. 

 



 

47 
 

 

 

 

 

 

 

 

 

 

Figure 2.5: Error detection using Cyclic Redundancy Check 

𝑔(𝑥) = 𝑥2 + 1 

the numerical data is :  1 × 𝑥2 + 0 × 𝑥1 + 1 × 𝑥0              data= ‘’101’’ 

that it is our divisor ‘’101’’ 

the remainder is the data that shall be added to the initial message 

 

2.2.1.3 LDPC codes (Low Density parity check codes) 

Low-Density Parity-Check (LDPC) codes are a class of linear error-correcting codes known 

for their excellent performance in detecting and correcting errors in digital communication 

systems. 

A) Sparse Parity Check Matrix 

LDPC codes are binary linear block codes distinguished by their Sparse parity check matrices 

which means that the density of the number ‘’1’’ is far less then density of the number ‘’0’’ 

[68]. An LDPC code parity check matrix is represented by two properties: 

𝑤𝑐: which is the number of ‘’1’’ in a column  

𝑤𝑟 : which is the number of ‘’1’’ in a row  

and each 𝑤𝑟 is a codeword sequence  
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𝐻𝑀×𝑁 (𝑤𝑟, 𝑤𝑐)                                                           (2.12) 

 

 

 

 

 

 

 

It exists two types of sparse parity check Matrix 

 Regular Matrix : 

A regular sparse matrix is one in which the majority of the elements are zero and the number 

on non-zeros are uniform in both rows and columns, resulting in a high sparsity level [68] [69]. 

They are easier to encode and decode 

𝑀.𝑤𝑟 = 𝑁.𝑤𝑐                                                        (2.13) 

 

 

 

 

 

 

 Irregular Matrix : 

An irregular Matrix does not contain the same number of ‘’1’’ in each row and column. Where 

the fraction of columns of weight 𝑖 is 𝑣𝑖 and the fraction of rows of weight 𝑖 by ℎ𝑖 [69]. 

𝑀 ∑ ℎ𝑖 × 𝑖 = 𝑁 ∑ 𝑣𝑖 × 𝑖𝑖𝑖                                             (2.14) 

 

 

Figure 2.6: Sparse parity check matrix 

Figure 2.7: Regular sparse parity check matrix 
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If the weight in a row= 2 and ℎ2=0,3, it means that 30% of the rows in the matrix contain 2 

‘’1’’ entries. 

A) Construction of an LDPC code : 

In order to obtain an LDPC code, a degree distribution must be achieved which is the 

distribution of ‘’1’’ across the sparse parity check matrix 

1. Gallagers construction : 

Gallager invented his LDPC construction of regular codes in 1960 which he states that 

the parity check matrix is divided into sets, each set contains 𝑀/𝑤𝑐 rows where each rows has 

𝑤𝑟 consecutive ones from left to right. As for the rest of sets, the row weight is scattered 

randomly through each row [68]. 

 

  

                                                   

 

 

 

 

 

 

 

 

Figure 2.8: Irregular sparse parity check matrix 

Figure 2.9: Representation of Regular Gallagers construction of the sparse parity 

check matrix for 𝑛 =  20, 𝑤𝑟 = 4, 𝑤𝑐 = 3 
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2. Mackay and Neal construction : 

It is a method proven for constructing irregular parity check matrix. The parity matrix 

columns are added one by one from left to right and the weight in columns are chosen to satisfy 

the degree distribution, as for the position of ‘’1’’ in the construction is totally random.  

The degree distribution of rows is not exact. The process is started again until the correct 

row degrees agrees are obtained [68]. 

 

 

 

 

 

 

 

B) Tanner graph :  

A Tanner graph is a bipartite graph used to represent the structure of low-density parity-

check (LDPC) codes, consisting of variable nodes (VN) that represent the code bits, with each 

column of the parity-check matrix H corresponding to one VN, and check nodes (CN) that 

represent the code constraints, with each row of H corresponding to one CN, connected by 

edges based on the positions of 1's in H, where a variable node vi is connected to a check node 

cj if the corresponding element Hij in H is 1, providing a complete graphical representation of 

LDPC codes and helping describe the iterative decoding algorithms used for LDPC codes, such 

as belief propagation, with the structure of the Tanner graph, particularly the presence of cycles, 

affecting the performance of the decoding algorithm [69]. 

Let’s take the following parity check matrix : 

 

Figure 2. 10 Representation of a Regular Mackay and Neal construction of the 

sparse parity check matrix for 𝑛 = 12, 𝑤𝑟 = 4, 𝑤𝑐 = 3 
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𝐻 =

[
 
 
 
 
0 1 0 1 1 0 0 1
1 1 1 0 0 1 0 0
0 0 1 0 0 1 1 1
1 0 0 1 1 0 1 0
𝐶1 𝐶2 𝐶3 𝐶4 𝐶5 𝐶6 𝐶7 𝐶8

   

]
 
 
 
 

 

From the matrix, the equations of the parity are deducted:  

𝑍1 = 𝐶2 ⊕ 𝐶4 ⊕ 𝐶5 ⊕ 𝐶8 

𝑍2 = 𝐶1 ⊕ 𝐶2 ⊕ 𝐶3 ⊕ 𝐶6 

𝑍3 = 𝐶3 ⊕ 𝐶6 ⊕ 𝐶7 ⊕ 𝐶8 

𝑍4 = 𝐶1 ⊕ 𝐶4 ⊕ 𝐶5 ⊕ 𝐶7 

The codewords are represented as the variable nodes and the equations as the check 

nodes. 

C) Encoding Process :  

As mentioned previously, an LDPC code is defined by the sparse parity check matrix H 

that’s has to be constructed either by Gallagher’s method or Mackey and Neal method. The 

main role of this matrix is to designate the structure to the code. Therefore, the generator Matrix 

G is deducted from the parity check matrix. For the LDPC encoding, the same steps of encoding 

Block codes are applied in this code, the major difference between these methods is and then 

the codeword is obtained by multiplying the generator matrix with the original message 

[68][69]. 

 

 

Figure 2.11: Representation of the Tanner graph. 
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C) Decoding of an LDPC code : 

1. Hard Decision Decoding: 

Hard decision decoding is a method for decoding error-correcting codes in which the 

received signal is compared to a predetermined threshold to decide whether the transmitted bit 

is 0 or 1. In hard decision decoding, the received signal is quantized to the nearest valid symbol 

in the code alphabet, which is usually 0 or 1 in binary codes. This method is often used in digital 

communication systems that encounter noise or interference, resulting in a low signal-to-noise 

ratio. The decoder makes a judgment based on the threshold voltage, decoding signals above it 

as 1 and voltages below as 0. Hard decision decoding is simpler and less computationally 

intensive than soft decision decoding, however there may be restrictions in mistake correction 

capability.  

The following are the important steps in hard decision decoding: 

 Receive the encoded codeword r(x), which was sent across the noisy channel.  

 Make hard decisions on each received symbol, quantifying it to the next valid symbol 

in the code alphabet. This generates the hard decision vector ĉ(x).  

 Apply the parity-check matrix H to get the syndrome S(x) from the hard decision vector 

ĉ(x). If S(x) is zero, the codeword is presumed to be error-free.  

 Use algebraic approaches, such as the Berlekamp-Massey or Euclidean algorithms, to 

determine the error locator polynomial Λ(x) from the syndrome .  

 Locate the roots of Λ(x) to identify the error sites. The mistakes are supposed to occur 

at the points corresponding to the roots of Λ(x).  

 Correct errors by flipping bits at recognized points in the hard choice vector ĉ(x).  

 The adjusted vector represents the final hard decision-decoded codeword.  

Hard decision decoding has a limited error correcting capability, as it can only correct up to t 

errors, where t represents the code's designed error correction capabilities.  

 

 

 

 



 

53 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2. 12:An Algorithm representing Hard 

Decision Decoding 
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2. Message Passing Algorithm: 

Message passing decoding is a powerful iterative technique used to decode low-density 

parity-check (LDPC) codes and other error-correcting codes. The decoding process involves 

passing messages between variable nodes (representing code bits) and check nodes 

(representing parity constraints) in the Tanner graph representation of the LDPC code, with the 

messages passed between nodes representing beliefs about the values of the code bits [70]. 

The MPA mainly works on the Marginal probabilities of the codeword and that by updating the 

messages iteratively and contains two types of messages [70] 

For decoding using MPA, a set of steps or rules have to be followed:  

 Graph Setup:  

Define the graphical model, which includes nodes (variables) and edges (dependencies 

between variables). 

Each node represents a variable, and each edge represents a probabilistic dependency 

between the variables. 

 Initialization: 

Initialize the messages. Messages are usually probabilities or likelihoods that are sent 

from one node to another. 

Each message is initialized based on the prior knowledge of the network or set to a neutral 

value (like uniform distribution). 

 Message Computation:  

For each edge in the graph, compute the message to be sent from one node to another. 

This computation involves aggregating information from all other incoming messages to 

the node except from the node to which the message will be sent. 

The formula for message update typically depends on the type of graphical model. For 

instance, in a Bayesian network, the messages are computed based on the product of 

incoming messages and the local likelihood function. 

 Message Passing:  

Pass the computed messages along the edges of the graph. This can be done 

synchronously (all at once) or asynchronously (one at a time). 

Iteratively update the messages until convergence (when messages do not change 

significantly between iterations) or for a fixed number of iterations. 

 Belief Update: 
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After the final iteration, compute the beliefs at each node. Beliefs are the posterior 

probabilities of the variables and are computed by combining all incoming messages to a 

node with the node's initial value (prior). 

This step often involves normalization to ensure that the computed beliefs sum to one 

(probabilistic models). 

 

 Decision Making: 

Use the beliefs to make decisions or predictions. For example, in a classification task, you 

might choose the class with the highest posterior probability. 

 Termination:  

The algorithm terminates either after a fixed number of iterations or when the change in 

message values between consecutive iterations falls below a predetermined threshold. 

2.2.2 Convolutional codes 

 

Convolutional codes were firstly introduced by Peter Elias in 1955. They were 

considered as a great alternative for block codes where unlike them, convolutional codes do not 

have a finite block length and rather have a memory called ‘’shift register’’ due to the data 

sequence being transmitted serially rather in block codes. They are primarily defined by their 

ability to store a memory using ‘’Shift registers’’ which is a type of digital circuits that make 

the data Shift from one position to the next serial inputs and outputs via sliding bit window. 

They are represented by the parameters (n, k, m). 

Convolutional codes are accredited due to their ability to detect and correct random 

errors, burst errors or both. Also they tend to be much easier than block codes to encode and 

decode using polynominal or graphical encoding. During the process, in order to create the 

encoded message, the bits contained into the original message are integrated using the 

mathematical operation Mod-2 addition. The binary imput data is being shifted along the shift 

register k-bit at a time. For every k-bit input, there is an n-bit output. As for the decoding 

process, convolutional codes can be decoding using either ‘’Sequential decoding’’ or ‘’Viterbi 

decoding’’. 

2.2.2.1 Convolutional codes properties   

 

A) Code Rate R :  
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It is a measurement of the efficiency of the code given by the equation below : 

 

𝐶𝑜𝑑𝑒 𝑅𝑎𝑡𝑒 𝑅 =
𝑘

𝑛
=

𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑖𝑚𝑝𝑢𝑡 𝑏𝑖𝑡𝑠

𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑜𝑢𝑡𝑝𝑢𝑡 𝑏𝑖𝑡𝑠
                                           (2.17) 

Which means that for each k-input bits the encoder provides a n-output bits 

B) Constraint length (L): 

The constraint length L is known as the amount of impute bits in the shift register that can affect 

the output bits where:  

𝐿 = 𝑘(𝑚 − 1)                                                       (2.18) 

 

 

 

 

 

 

 

 

 

 

2.2.2.2 Convolutional code structure : 

 

Convolutional codes are very simple to implement once the parameters are known. The 

number of shift registers is the number of the boxes drawn, then n mod-2 adders are added wich 

represent the encoded data [71]. 

 

Figure 2.13: This (3,1,3) convolutional code has 3 memory registers, 1 input bit, 3 output bits 
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After successfully constructing the structure, the output data is selected using generator 

polynomials. These polynomials are and can be selected by the number of the memory registers 

(m) where exists several list by scientist like ‘’Peterson and Weldon’’, ‘’Busgang’’ or it can be 

obtained by computer simulation [71]. 

 

 

 

 

 

 

 

 

 

2.2.2.3 Encoding of convolutional codes 

 

A) Mathematical encoding:  

For a convolutional code, in order to create the encoded message, the initial sequence has 

to be multiplied by the impulse response.  

𝑣 = 𝑢 × 𝑔                                                             (2.19) 

The encoded sequence is created by sliding the generator matrix g across the input message and 

executing matrix multiplication per step. The sliding application of the generator function gives 

rise to the phrase "convolutional coding" [72]. 

The generator matrix g can be represented in numerous ways, including the shift register view 

and the state machine view, which offer alternative viewpoints on the encoding process. For 

the purpose of obtaining a profound understanding [72], we would take an example of a 

sequence D=010011 with the convolutional code of (3, 1,3) 

At state 0, the encoders register contains only ‘’0’’ bits  

Table 2.1: Generator polynomials found by Busgang for 

good rate 1/2 codes. 
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At the state 1, the shift moves by 1 register because it is a -1-input bit register. 

 

 

 

 

 

 

At the state 2,  

 

 

 

 

 

 

 

 

 

 

Figure 2.14: Convolution code of (3,1,3) at state 0 

Figure 2. 15 Convolution code of (3,1,3) at state 1 

Figure 2.16: Convolution code of (3,1,3) at state 2 
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At the state 3,  

 

 

 

 

 

 

 

At the state 4,  

 

 

 

 

 

 

At the state 5,  

 

 

 

 

 

 

At the state 6,  

 

Figure 2.17: Convolution code of (3,1,3) at state 3 

Figure 2.18: Convolution code of (3,1,3) at state 4 

Figure 2.19: Convolution code of (3,1,3) at state 5 
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            In conclusion, an impulse response was created for this encoder: 000 110 111 111 101 

110 111  and then this impulse response is multiplied by the initial sequence  to obtain the 

encoded message. 

B) Graphical Encoding: 

In graphical encoding, the encoder uses a look up table which consists of: 

 Input bits 

 The state of the encoder  

 Output bits 

 Output states 

 

 

 

 

 

 

 

 

 

 

 

Figure 2.20: Convolution code of (3,1,3) at state 6 

Table 2.2: Look up table for the encoder of code (2, 1, 4) 
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1. State Diagram : 

A state diagram for a convolutional code is a graphical representation of the convolutional 

encoder's various states and transitions between those states, providing a compact way to 

visualize the encoding process and determine the encoder's output for any given input sequence. 

Each node in the diagram represents a possible state of the convolutional encoder. The number 

of nodes equals 2(𝐿−1)𝐿 , where L is the constraint length and k is the number of input bits per 

encoder step . Each node has 2𝐿 branches that match to the potential input bits . Each branch is 

labeled with the input bit (0 or 1) and the associated output bits[73].  

Solid lines show transitions for input bit 0, while dashed lines represent transitions for input bit 

“1”, To compute the encoder's output for a particular input sequence using the state diagram, 

begin with the initial all-zero state and follow the branches corresponding to the input bits (solid 

for 0, dotted for 1), with the output bits indicated by the labels on the branches. The state 

diagram, along with the tree diagram and the trellis diagram, is one of the three basic graphical 

representations of convolutional codes. It gives a straightforward way to understand the 

encoding process and may be used to study the distance features of the code. 

Using the look up table in the section above, The state diagram is structured like the image 

below [73]. 

 

 

 

 

 

 

 

 

 

 

 

Therefore, if we deconstruct this diagram, we start by : 

State 000:  

The arrived bit is ‘’1’’ and the output state is ‘’100’’ and ‘’11’’ output bits  

Figure 2.21: State Diagram of (2, 1,4) code 
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State 100: 

The arrived bit is ‘’0’’, the output bits ‘’11’’, the output state is ‘’010’’  

State 010: 

The arrived bit is ‘’1’’, the output bits ‘’01’’, the output state is ‘’101’’ 

State 101:  

The arrived bit is ‘’1’’, the output bits ‘’11’’, the output state is ‘’110’’ 

But in order to create the complete encoded word the state diagram has to be returned to state 

000 

State 110: 

The arrived bit is ‘’0’’, the output bits ‘’01’’, and the output state is ‘’011’’ 

State 011:  

The arrived bit is ‘’0’’, the output bits ‘’01’’ and the output state is ‘’001’’ 

And finally state ‘’000’’ with an output bits of ‘’11 ’’ the encoded message is 11 11 01 11 01  

01 11 

2. Tree diagram : 

The tree diagram representation provides a visual depiction of all possible information 

and encoded sequences for a convolutional encoder, illustrating the encoding process through 

a tree-like structure where each node corresponds to a potential encoder state, and branches 

emerging from each node represent the possible input bits (0 or 1), with the branches labeled 

accordingly with the corresponding output bits or symbols. To encode a message using a tree 

diagram, start at the root node (leftmost node) and follow the higher branch if the input bit is 0 

or the lower branch if the input bit is 1, with the labels on the traveled branches indicating the 

output bits or symbols[72][73]. This graphical representation allows you to easily visualize the 

encoding process and calculate the output sequence for a particular input message[73] 
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If we break down the diagram, we can observe that: 

At state ‘’000’’:  

The arrival bit is ‘’1’’ which means a go downwards on the tree branch with a shaded line. The 

bits between parentheses represent the state ‘’100’’ and the two left bits represents the output 

bits ‘’11’’  

At state ‘’100’’: 

The arrival bit is ‘’0’’ which means we go up the tree branch with a solid line. The output state 

is ‘’011’’, the output bits are ‘’11’’ 

At state ‘’011’’: 

The arrival bit is ‘’1’’, we go downwards. The output state is ‘’101’’ and the output bits are 

‘’01’’ 

At state ‘’101’’: 

The arrival bit is ‘’1’’, we go downwards. The output state is ‘’110’’ and the output bits are 

‘’11’’ 

Figure 2.22: Tree diagram of (2, 1, 4) 
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Regarding tree diagram, flush bits are necessary to be added to the sequence in order to reset 

the internal state of the encoder. 

Therefore, when encoding these flush bits, we return to phase two of the diagram and repeat 

the same process discussed above 

3. Trellis diagram : 

The trellis diagram is a graphical representation of the encoding process of a 

convolutional code, depicting the encoder's different states and transitions between them. It is 

organized into vertical columns that represent multiple time instants, each with nodes 

representing potential encoder states. The branches connecting these nodes illustrate state 

changes, which are labeled with the matching input and output bits or symbols. During the 

encoding process, the encoder starts in an initial state, moves through the permissible states, 

and accepts k input bits that are shifted into the shift register. Based on the current state and 

input bits, the encoder enters a new state and generates n coded bits or modulation symbols, 

with the output dictated by the labels on the branches. This graphic representation helps to 

comprehend the dynamic behavior of the convolutional encoder and the encoding process [73].  

The following trellis diagram encodes the sequence D=1011 using  

 

 

 

 

 

 

 

 

 

 

 

Figure 2.23: Trellis diagram of (2, 1, 4) code 
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2.2.2.4 Decoding Process : 

 

For decoding convolutional codes there exist several methods designed to efficiently 

decode these convolutional codes such as : sequential decoding (Fano Algorithm), Maximum 

likely-hood decoding (Viterbi decoding) and soft/hard decision decoding. 

By far, the best method used in convolutional decoding is the maximum likely-hood 

decoding more specifically the Viterbi decoding. The Viterbi decoding was firstly introduced 

by Andrew Viterbi in 1967 which uses the Trellis structure in order to obtain the correct and 

possible states of the convolutional code while decoding and it works by examining the whole 

sequence. The Viterbi Algorithm has a set of rules or steps that is crucial for obtaining the 

recovered message [73]. 

A) Branch Metric Calculation : 

The decoder starts by calculating a specific Metric for each path which can be either 

Hamming Distance or Euclidean distance but in most cases the most use dis Hamming Distance. 

The path is chosen based on the results of this metric, if it is lower, it is the right path 

and if it is higher, the path is discarded. 

 

For better understanding, we will decode the sequence 01 11 01 11 01 01 11 received using the 

trellis diagram with the Viterbi decoding 

Step 01:  

The received bits are: 01  

According to the trellis diagram made before, at this step exist only 02 paths that can be taken :                                             

At the path:  000                  000 :the output bits are 00 

Table 2.3: Each branch has a Hamming Metric Depending on what was received and the valid 

codewords at the state 
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                                                     the received bits are 01 

the path Metric = 1 

At the path 000                  000: the output bits are 11 

                                                    the received bits are 01  

the path Metric = 1 

 

 

 

 

 

Step 02: 

In step two, the decoder jump from 02 possible states to 04 possible states 

At state 000: Following the Trellis diagram  

00    000 : the output bits are 00 

       the received bits are 11 

the path Metric = 2 

00   100 : the output bits are 11 

       the received bits are 11 

the path Metric = 0 

At the state 100 : following the trellis diagram 

                                           100                   010: the output bits are 11 

                       the received bits are 11 

the path Metric = 0 

                                           100                  110: the output bits are 00 

Figure 2.24: Viterbi decoding, Step 1 
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                                        the received bits are 11 

the path Metric = 2 

 

 

Step 03: 

The decoder jumps from 4 states to 8 states 

At state 000: following Trellis diagram  

000                   000: the output bits are 00 

          the received bits are 01 

the path Metric = 1 

     000                  100: the output bits are 11 

        the received bits are 01  

the path Metric = 1 

At state 010 : 

                                          010                  001: the output bits are 10 

                                                                          the received bits are 01  

the path Metric = 2 

                                           010                  101: the output bits are 01 

    the received bits are 01 

the path Metric = 0 

Figure 2.25: Viterbi decoding step 2 
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At state 100 :  

                                           100                   010: the output bits are 11 

     the received bits are 01 

the path Metric = 1 

 

                                           100                    110: the output bits are 00 

      the received bits are 01 

the path Metric = 1 

At state 110 : 

                                           110                    011: the output bits are 01 

       the received bits are 01 

the path Metric = 0 

 

                                            110                   111: the output bites are 01 

                   the received bits are 01 

the path Metric = 0 

 

As seen in the figure above, all states has at least one path that goes through them which 

means that the trellis is fully populated  
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At the following step, two metric will be calculated for each path with the same method 

used before as it shows in the figure below  

 

 

 

 

 

 

 

 

 

 

Figure 2.26: Viterbi Decoding step 3 

Figure 2.27: Viterbi Decoding step 4 

Figure 2.28: Viterbi Decoding step 4 after discarding 
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Step 05:  

 

 

Step 6:  

 

 

 

 

 

 

 

Step 7:  

 

 

 

 

 

 

Figure 2.29: Viterbi Decoding step 5 

Figure 2.30: Viterbi Decoding step 6 

Figure 2.31: Viterbi Decoding step 7 
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2.3 Error Correcting codes performance Measurement 

The performance of error-correcting codes is critical for determining their usefulness in 

identifying and repairing errors during data transmission and storage. The performance of these 

codes is measured using a variety of criteria, including error detection rates, error correction 

capabilities, and efficiency in maintaining data integrity. Error-correcting codes' performance 

is measured by their capacity to detect and rectify errors accurately and efficiently, hence 

improving the dependability and robustness of digital communication systems. 

2.3.1 Bit Error Rate:  

Bit error rate is one of the many methods used to measure the performance, reliability 

of the channel transmission and the quality of the received data. It is expressed as a ratio or 

percentage, which represents the probability of the BER. 

Once calculated, the lower the BER is, the better the transmission 

 

                                            𝐵𝐸𝑅 =
𝐸𝑟𝑟𝑜𝑟𝑠

𝑇𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑏𝑖𝑡𝑠
                      

 

2.3.2 Coding gain:  

 

Another method of measuring the performance of different coding schemes is the coding 

gain. Coding gain uses the difference between the SNR (Signal to noise ratio) levels between 

the coded and the uncoded messages or signals. It is represented using decibels (dB) in order to 

elevate the reliability of data transmission oven noisy channels. 

It is calculated using the equation below: 

𝐶𝐺 = 𝑆𝑁𝑅𝑐𝑜𝑑𝑒𝑑 − 𝑆𝑁𝑅𝑢𝑛𝑐𝑜𝑑𝑒𝑑                                    (2.20) 

2.3.3 Coding rate:  

 

In order to measure the proportion of the coded and uncoded data is that uses Error 

correction coding the code rate utilized is the coded rate is expressed using the following 

equation. 
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𝑅 =
𝑘

𝑛
                                                         (2.21) 

where for every k information bits, the encoder generates a n coded bits adding an efficient 

coding process results in a lower code rate hence a better error correction. 

2.4 Conclusion  

In conclusion, classical error correction codes include both block codes and 

convolutional codes, each with unique advantages and uses. Block codes, such as Hamming 

and Reed-Solomon codes, offer reliable error correction for fixed-size data blocks, whereas 

convolutional codes, such as Viterbi and Reed-Muller codes, excel when data is delivered as a 

continuous stream. These classical coding techniques have helped to improve the reliability and 

performance of different communication and storage systems.  

As we go toward quantum computing, the emphasis switches to quantum error 

correction codes, which play an important role in minimizing the fragile nature of quantum 

information. The following chapter will look at the various types of quantum error correction 

codes, including stabilizer codes, topological codes, and surface codes, among others. These 

quantum codes use quantum mechanics' unique qualities to detect and fix defects in quantum 

systems, paving the path for the development of fault-tolerant quantum computers.  

The creation of effective and scalable quantum error correcting codes is a significant 

challenge in the realm of quantum computing. Researchers are currently investigating new 

coding schemes, optimization approaches, and hardware-software co-design methodologies to 

improve the reliability and performance of quantum computers. Advances in this sector will 

have far-reaching repercussions, enabling the practical deployment of quantum technologies 

and unleashing the transformational potential of quantum computing across numerous domains, 

from cryptography and simulation to optimization and beyond. 
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Chapter 3  

 

Quantum Error Correction Codes 

 

 

uantum error correction has become one of the most important topics of quantum 

information theory, since any practical quantum information processing is impossible 

without efficient methods for error correction. It is defined that quantum error 

correction certain quantum mechanical operations executed on a physical states can be 

effectively reversed without looking at the state itself. An error correcting code is defined by 

the set of reversible operations on the physical state and the logical subspace on which the 

information is encoded. These codes must be implemented in such a way that the logical 

information can be recovered with high probability using only the results of error syndrome 

measurements followed by a correction procedure carried out on the physical state. Correct 

ability against general (i.e. nonlocal) noise requires that errors occurring in the code space can 

be detected from their results on the code space alone. This subject is interesting as it is 

automatically with a fault tolerant quantum computation, since the ability to efficiently correct 

errors is a necessary and sufficient condition for reliability of a computation. But it will have 

implications for quantum information processing in general, because error correction will 

eventually be necessary in any context where one wishes to preserve quantum information for 

a nontrivial length of time. 

3.1 Definition of Quantum Error Code Correction 

A quantum error-correcting code detects and corrects errors in a quantum state without 

measuring the state itself. Error correction for a general quantum code can be done in two ways. 

The first is by encoding the information qubits into a subsystem of many qubits, a code with 

large distance properties between the code words can then be used to detect and correct errors 

that occur and are limited to affecting only a few of the qubits in each code word. The second 

method is to perform error correction on a noisy quantum channel that is degrading a quantum 

state. This method is more analogous to error correction in classical information theory, it sets 

Q 
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the foundation for the study of fault-tolerance in quantum computation. An important aspect of 

quantum error correction that differentiates it from classical error correction is the no-cloning 

theorem. This theorem states that it is impossible to make an identical copy of an arbitrary 

unknown quantum state. This has implications on the ways in which we can backup quantum 

information to protect against data loss. 

3.1.1   Importance of Error Code Correction:  

 

Quantum error correction (QEC) is vital for the success of both quantum computations 

and quantum cryptographic tasks. Understanding the potential advantages of quantum 

computing necessitates comparing it to the reliability of classical computation methods, which 

benefit from well-established error correction techniques. Without effective QEC, quantum 

computing cannot achieve the reliability of classical systems. As large-scale quantum 

computers become feasible, QEC becomes essential to ensure their reliability, especially in the 

face of errors arising from decoherence and various noise sources. Traditional error correction 

methods are insufficient for quantum errors, making effective QEC crucial for building 

practical quantum computers. QEC detects errors by encoding quantum information and 

comparing it to predefined patterns, allowing for error detection and potential correction while 

preserving the integrity of the quantum state. Although QEC may incur overhead, its benefits 

include increased reliability, improved error detection and correction, and enhanced fault 

tolerance, all essential for advancing quantum computing capabilities. 

3.2 Theoretical Foundations of Quantum Error Code Correction: 

Theoretical foundations of quantum error code correction picks up the story at the point 

where the Dennis and Kitaev conditions, which are necessary and sufficient conditions for 

transversal universality, apply to quantum error correction. Justifying why quantum error 

correction is a topic worthy of independent study rather than a direct analogue of a well 

understood classical theory. By drawing parallels between the classical and quantum theories 

in this way we obtain greater insight into what is uniquely quantum about a given concept and 

learning how it must be used differently in the quantum case. Often found useful to resort to 

the classical case to help understand a concept in quantum error correction. Constructing new 

codes that makes them more or less powerful or more or less like the classical version of the 

theory. This understanding is a necessary preliminary to attempting to generalise the theory or 
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to apply the concepts from quantum error correction to other areas of quantum computation or 

quantum information theory [74][75][76]. 

3.2.1 Overview of Quantum Error Code Correction 

Error correction is an internationally significant area in computing science in both the 

classical and quantum fields. Classical error correction deals with the protection and recovery 

of classical information. This is often done by introducing redundancy and then applying a 

correction algorithm. When considering quantum information, the situation is more 

complicated due to the distillation theorem. This shows us that we cannot make use of simple 

copying and comparison techniques to correct errors in quantum systems. However, we can still 

take classical codes and apply them to protect quantum information. An example of this would 

be encoding a logical qubit into a subsystem of many physical qubits using a classical code and 

then using the syndrome measurements to detect and have some level of correction an error 

event. A quantum error correcting code is a unitary transformation on k qubits, effectively 

entangling them with a subsystem of n-k qubits such that the original information can be 

recovered through measurements on the subsystem without the need for further corrections. 

The code has to be constructed so that the information can be recovered with a threshold level 

of accuracy, i.e. we still have the possibility of success greater than 1/2. Given a quantum error 

correcting code, fault-tolerant quantum computation is possible [74][82][86]. This is a method 

of computation where we apply gates to our encoded logical qubits that are spread across the n 

qubit subsystem. The n qubit gates cause a high probability of error due to noise and faults in 

the quantum computer. Usually, a standard quantum circuit model would apply error correction 

between each gate by measuring the syndrome and then applying corrections. This is not 

efficient because the error correction itself is also susceptible to error and the code must be 

designed so that recovery is still possible at this level. The threshold theorem shows that given 

a set of faulty quantum gates with an error rate below a certain threshold, it is possible to 

perform logical operations arbitrarily accurately, provided the physical error rate can be 

arbitrarily reduced with increasing n [74][82][81]. 

3.2.2 Error Models in Quantum Systems 

 |0⟩and |1⟩ are basis vectors, and the error occurs if the state of any basis vector is changed, 

In the theory of error correction for quantum computers, we recognize three types of errors: 
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3.2.2.1 Depolarizing Errors 

Depolarizing errors are a natural choice for a quantum error model, especially if you are 

interested in considering the effect of noise in a purely classical context (i.e., the noise affects 

the measurement process only). Depolarizing errors affect a quantum bit (qubit) by randomly 

applying one of the three Pauli operators with equal probability. This error model can be 

extended to a channel which acts on an n-qubit state by having the channel act independently 

on each qubit. This formulation is called the independent error model, and when considering 

these errors, it is often assumed that the error rate is small. In this context, the error on an n-

qubit state can be expressed as the simultaneous application of m depolarizing errors, where m 

is the number of qubits, and the total error rate is p = m/N, where N is the total number of 

degrees of freedom in the system. 

3.2.2.2 Bit Flip Errors 

Let us now consider a model for a special type of error: the bit-flip error. This error model 

occurs when a qubit, which can be thought of as a vector in the usual 3-dimensional space 

models, has its basis states |0⟩ and |1⟩ mixed up. Equivalently, if we represent the qubit state by 

a point on the Bloch sphere (e.g. |0⟩ = |up>, |1⟩ = |down>), a bit-flip error would cause the point 

to move in a direction perpendicular to the |0⟩|1⟩-plane. In the absence of other error processes, 

this means that the qubit undergoes a Pauli operation X, causing a change of |0⟩ to |1⟩ and vice 

versa. From this, it is clear that the bit-flip error is a Pauli error. 

3.2.2.3 Phase Flip Errors 

Phase flip errors are sometimes seen as the generalization of bit flip errors. A phase flip 

error occurs whenever a |1⟩ state changes to a -1 state or a |0⟩ state changes to a 0. Pure phase 

errors only occur between states of the same energy, an example of this is the states |0⟩ and |1⟩ 

in a classical bit. If the state has changed energy, then the error can be understood as a 

combination of a bit flip error and a phase error. When a bit is subjected to a higher magnetic 

field, a lower energy state is created and so a bit flip occurring at this state would be a phase 

error on the original bit. Thus a phase error can be seen as a rate of interconversion between bit 

flip and phase flip errors. 
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3.3 Types of Quantum Error Codes 

3.3.1   Classical based quantum Error Codes  

3.3.1.1 Quantum Low Density Parity Check 

The development of quantum low-density parity check (QLDPC) codes stems from the need 

for efficient error correction in quantum information processing. Inspired by classical LDPC 

codes, QLDPC codes offer capacity-achieving performance and low decoding complexity, 

making them appealing for various quantum applications. These codes are essential for 

protecting quantum information against errors induced by decoherence and external noise. By 

encoding information into a quantum state on a block of physical qubits and applying qubit 

operations, QLDPC codes enable reversible error correction without excessive resource 

consumption. This capability is crucial for reliable quantum communication and computation, 

aligning with the goals of quantum error correction theory. QLDPC codes represent a promising 

avenue for extending classical error correction concepts to the quantum domain, ensuring the 

robustness of quantum systems in the face of noise and decoherence [74][75][76].  

A) Importance of Quantum Low Density Parity Check 

LDPC quantum error correction code is the code derived from the classical LDPC code to 

a quantum code. LDPC quantum error correction code is proposed by using graph theory, where 

the qubit is represented by a graph and the check node will be represented by a set of qubits 

connected to it. LDPC quantum error correction code can correct bit and phase flips with a 

probability of error of about 7.5%, and furthermore, this code can be implemented with low 

complexity. LDPC quantum code is expected to achieve error correction performance that 

approaches the Shannon limit, like the classical LDPC code [79]. 
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Figure 3.1: The tanner graph of the QLDPC code 

B) Principles of Quantum Low Density Parity Check 

1. Sparse Parity-Check Matrix: 

 QLDPC codes are defined by a sparse parity-check matrix. This sparsity allows for 

efficient encoding and decoding techniques, as operations requiring sparse matrices are 

computationally simpler and demand less to perform.  

 Because the parity-check matrix is sparse, each qubit is involved in only a few stabilizer 

checks, decreasing resource overhead and making QLDPC codes viable to implement. 

 

2. Quantum Stabilizer Formalism: 

 

 QLDPC codes are defined using the quantum stabilizer formalism, which depicts the 

code's stabilizer generators as tensor products of Pauli operators (X, Y, Z) operating on 

subsets of qubits. 

 

 The stabilizer generators provide the limitations that encoded quantum states must meet, 

establishing a foundation for error detection and correction operations. 

 

 QLDPC codes can effectively encode and decode quantum information while retaining 

its stabilizer features by modifying stabilizer generators. 

 

3. Local Encoding and Decoding: 
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 QLDPC codes frequently use local encoding and decoding methods, which encode and 

decode data in small, local qubit neighborhoods.  

Local encoding and decoding make it easier to develop QLDPC codes by lowering 

operational complexity and communication overhead amongst qubits. 

Local encoding and decoding schemes further improve the scalability of QLDPC codes, 

enabling them to be used on larger quantum devices without dramatically raising 

processing needs. 

 

 

4. Error Correction Capability: 

 

 QLDPC codes are intended to detect and fix faults encountered during quantum data 

processing or communication.  

 

 QLDPC codes repair mistakes resulting from noise, decoherence, and other types of 

quantum errors by encoding quantum data redundantly and performing error correcting 

algorithms depending on the code's stabilizer features. 

 

 QLDPC codes' error correcting capability is determined by their parameters, such as 

code rate, distance, and decoding algorithm, in addition to the quantum system's unique 

noise model.  

 

5. Fault Tolerance: 

 

 Fault tolerance is an important aspect of QLDPC codes, since it allows them to 

effectively rectify errors even in the face of noise and flaws in quantum hardware.  

 

 QLDPC codes can reduce the consequences of mistakes and protect the integrity of 

quantum information throughout computation or transmission by spreading redundancy 

across encoded quantum states and utilizing the code's stabilizer features. 
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 The fault tolerance of QLDPC codes is critical for establishing consistent quantum 

computation and exchange of information in noisy quantum systems. 

6. Scalability: 

 

 QLDPC codes are intended to be scalable, which means they can encode larger quantum 

systems while remaining efficient in encoding and decoding methods.  

 

 Scalability is vital when designing quantum error correction in substantial quantum 

computing architectures, as the number of qubits and the difficulty of quantum 

algorithms continue to rise. 

 

 QLDPC codes provide scalability by using local encoding and decoding techniques, 

minimizing code parameters, and adapting decoding algorithms to higher code sizes. 

3.3.1.2 Stabilizer Codes Explained 

 

The fundamental idea is extremely simple. A stabilizer code is a subspace C of n qubits 

that has been encoded, selected so that the several qubit steps on are in some sense 

'simultaneously' corrected by a solitary action. The standard and easiest case is when the action 

is a Pauli error-correction operation. A Pauli operation is a step on n qubits given by a string of 

Pauli matrices, that is a tensor product of either I, X, Y, or Z. On a solitary qubit, X is the bit-

flip, and Y and Z are distinct phase-flips. Recall that n qubit errors are routinely corrected by a 

chain of n single-qubit error-correction steps. A Pauli error-correcting code is one that corrects 

against every AGEEP of n qubits by a particular Pauli operation on the encoded bit, and an 

error syndrome is given by a sequence of operators that matches the actual error [77][78][79].  

Stabilizer codes were perhaps the first discovered class of quantum error-correcting codes. 

Utilizing sluggish error-correction aspects, they have been exploited practically to put into 

practice error-correction on rudimentary quantum computers and to verify the mechanism of 

quantum error-correction. Due to these and further pragmatic features, an extensive scientific 

idea of stabilizer codes has been supposed for the earlier fourteen years. Nonetheless, a precise 

and general definition has only lately emerged. This classification formalizes numerous notions 

and structures that were implicit in earlier work and provides innovative understanding into the 

character of quantum error-correcting codes in standard [80][81][82].  
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A stabilizer code is a CSS code (Calderbank-Shor-Steane Code). This code can correct 

both bit and phase flips. The CSS code can be obtained from an LDPC (Low Density Parity 

Check) code by splitting the bit flip code and the phase flip code and changing one of them to 

its dual code. The dual code of a linear binary code C is the binary code that is orthogonal to 

the code C'. The notation of C' is the linear binary code where each codeword is perpendicular 

to all codewords of C.  

3.3.2 Quantum based Error-Correcting Codes 

These codes are a family of codes with a restricted set of stabilizer generators. Stabilizer 

codes are central to fault tolerant quantum computation as they can be efficiently decoded. A 

stabilizer is a tensor product of Pauli operators (X, Y, Z tensored over many qubits). These 

codes are believed to be the most practical for near term quantum computing implementations. 

One important code of this type is the [[7,1,3]] Steane code. This code encodes 1 logical qubit 

in 7 physical qubits and can correct any single qubit error model. Topological codes are an 

exciting prospect for fault tolerant quantum computation as they have a high threshold for error 

correction (theoretical evidence suggests greater than 1%). These codes are defined on an 

abstract two dimensional manifold and the code space is a result of many ground states of local 

Hamiltonians. The logical qubit is encoded in nonlocal observables and this allows for error 

correction without a direct measurement of the data qubits [83][84][85][86].  

3.3.2.1 Topological Codes 

Topological codes, like the Surface code, represent a relatively new class of error-correcting 

codes in quantum computing, characterized by their abstract nature compared to stabilizer 

codes. While stabilizer codes can be described using lattices formed by stabilizer generators, 

understanding topological codes requires a deeper exploration due to their more complex 

structure. Typically, topological codes are defined in terms of graphs or lattices that support the 

stabilizer code, although they can also be defined solely in terms of stabilizers and logical 

operators. Unlike stabilizer codes, which rely on a code subspace defined by simultaneous 

eigenvectors of stabilizer generators, topological codes possess a similar code subspace but 

with highly entangled stabilizers and a significant degeneracy in the phase space. This built-in 

redundancy enables topological codes to have substantial error correction potential, leading to 

large error correction thresholds. While topological codes may present a steep learning curve 
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due to their abstract nature, they offer promising prospects for robust error correction in 

quantum computing [87][88].  

A) surface codes 

Surface codes are two-dimensional arrays of qubits arranged on a square lattice, resembling 

the surface of a crystal or lattice. They are topological quantum error-correcting codes, meaning 

they encode quantum information in the non-local properties of the lattice rather than the state 

of individual qubits. Surface codes are defined by a set of stabilizer generators associated with 

plaquettes and vertices of the lattice. These codes have the unique property, amongst all known 

error correction codes to date, that their error threshold can be made arbitrarily low given a 

large enough system (i.e. a quantum computer with many physical qubits). This property, 

combined with the fact that they are only a constant factor overhead in qubit usage, makes 

surface codes the most exciting error correction code known to date for quantum computing 

[87][89]. 

 

Figure 3.2: The smallest possible surface code consisting of 9 data qubits 

B) Color Codes 

Color codes are considered highly efficient quantum error-correcting codes, although their 

full potential is yet to be realized and emphasized in the literature. These codes currently excel 

in detecting and correcting errors at the level of individual qubit dephasing, aligning well with 

the capabilities of current experimental technology. Their efficiency stems from the ability to 

perform error correction using only qubit measurements and single-qubit gate operations, which 

are more feasible than two-qubit gates with low error rates [90][91]. The local nature of these 

operations simplifies error correction algorithms, as they involve encoding, error correction, 

and decoding using a small number of qubits repeatedly. An efficient quantum error-correcting 
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code encodes k logical qubits into a larger n physical qubit code, where n is not significantly 

larger than k, and can correct errors on the qubits with high success probability using only local 

operations [92][93]. In the case of color codes, where k equals n due to the formation of a Planar 

grid, the focus is on correcting dephasing errors. Despite their efficiency, the significance of 

color codes in quantum computation warrants further attention and recognition in research 

literature [94][95][96]. 

 

Figure 3.3: Graphical representation of the color code 

 

3.3.3 Encoding and Decoding Quantum Error Codes 

In order to use the error correcting properties of a quantum error code, one must first 

translate the information into a code which has stabilizer generators. This process is known as 

encoding and must be done carefully, keeping track of the type of quantum error as it will 

determine how the errors manifest on the encoded data and how they are corrected. This leads 

to the concept of a transversal error where a single error on a physical qubit gives rise to an 

error on the corresponding encoded qubit, i.e. a logical error. The conditions for correcting and 

detecting errors are faults in the measurement of the syndrome and logical errors must be 

correctable if the code is to be useful.  

Encoding can be divided into two methods. The most commonly used is to run the 

syndrome measurement circuit (detection of errors) and then compute the result as this often 

requires much less computational effort. An error can then be corrected by running a correction 

circuit whose output is determined by the error. Since the error will usually only affect a few 

qubits, it will be most efficient to run the correction circuit only on the data qubits with non-

trivial errors. This is known as a non-fault-tolerant (NFT) method as the error correction 

operations are not themselves protected by the code. The alternative is the fault tolerant method 
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which incorporates error correction into the original encoding process in a method known as 

encoding by a logical gate. This will give better error correction as the code can detect and 

correct more errors, but the process is more complex and is yet to be demonstrated that it can 

outperform the NFT method.  

 

Figure 3.4: Showcasing the process of encoding and decoding quantum information 

3.3.3.1 Quantum Low-Density Parity-Check (QLDPC) codes 

A) Encoding using Quantum Low-Density Parity-Check (QLDPC) codes: 

Encoding with Quantum Low-Density Parity-Check (QLDPC) codes entails creating a 

quantum state in a precise manner that embeds the information to be secured against errors. 

Here's a general process for encoding with QLDPC codes. 

 

1. Select a QLDPC Code: Select a QLDPC code depending on required attributes such as code 

rate, distance, and decoding complexity. The code used is determined by the application needs 

as well as the quantum system's properties. 

A quantum LDPC code with the parameters [[n,k,d]]q is defined by a pair of classical LDPC 

codes 𝐶𝑥, 𝐶𝑧 ⊆ 𝐹𝑞
𝑛

 parity-check matrices Hx ,Hz such as 𝐻𝑥𝐻𝑧
∗ ⊆ 𝐹𝑞

𝑛
 and d=min(dx,dz),  

𝑑𝑥 = 𝑚𝑖𝑛
𝑐∈

𝐶𝑥

𝐶𝑧
⊥
 |𝐶|                                                        (3.1) 

𝑑𝑧 = 𝑚𝑖𝑛
𝑐∈

𝐶𝑧

𝐶𝑥
⊥
 |𝐶|.                                                     (3.2) 
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𝐹𝑞
𝑛 ∶ This denotes the 𝑛-dimensional vector space over the finite field 𝐹𝑞. This means it consists 

of all possible 𝑛-tuples (vectors) where each entry is an element of 𝐹𝑞 a finite field with 𝑞 

elements, where 𝑞 is typically a prime power. A finite field is a field with a finite number of 

elements, and 𝐹𝑞 is often referred to as GF(𝑞), standing for Galois Field. 

2. Define the Parity Check Matrix: Create the parity-check matrix for the chosen QLDPC 

code. The parity-check matrix defines the links between physical qubits and stabilizer checks 

in the code. It is often sparse, which means that the majority of its entries are zero. 

 An [[n,k]] stabilizer code can be derived from additive code GF(4) with check matrix 

𝑆 ∈ 𝐺𝐹(4)𝑚×𝑛 , where 𝑚 = 𝑛 − 𝑘. 

 Checks are the rows 𝑆𝑖of S. 

 Correspond to the m stabilizer generators 𝑆𝑖  , with 0 → 𝐼, 1 → 𝑋,𝜔 → 𝑍,𝜔 → 𝑌. 

 S is self-orthagonal w.r.t trace inner product (commutativity of the stabilizer group S).  

〈𝑆, 𝑆〉 = 0 ⇔ 〈𝑆𝑖, 𝑆𝑗〉 = ∑ 〈𝑆𝑖𝑥, 𝑆𝑗𝑥〉
𝑛
𝑥=1 = 0                                     (3.3) 

∀𝑖, 𝑗 ∈ {1,2, … ,𝑚}. 

3. Prepare the Initial Quantum State: Starting with a set of physical qubits initialized in a 

known state, such as |0⟩. The amount of physical qubits required is determined by the size of 

the QLDPC code and the number of logical qubits to encode. 

 

4. Encoding Gates: Apply a set of quantum gates to the physical qubits in accordance with the 

QLDPC code's encoding protocol. This process usually entails entangling the qubits in certain 

patterns determined by the parity-check matrix. 

 

5. Introduce Redundancy: The encoding gates add redundancy to the quantum state, allowing 

for mistake detection and repair during future decoding. The exact patterns of entanglement 

produced by the encoding gates dictate how errors are discovered and fixed. 

 

6. Final Encoded State: The physical qubits' final state represents the quantum information 

encoded and safeguarded by the QLDPC code. This encoded state is prepared for subsequent 

quantum operations or transmission over a quantum channel. 

7. Verify the Encoding: Optionally, check to ensure that the encoded state meets the stabilizer 

conditions given by the QLDPC code. These tests guarantee that the encoding process was 

completed correctly and that the encoded state is valid for error repair. 
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8. Store or Transmit: Once encoded, quantum information can be stored in a quantum memory 

or sent over a quantum communication channel. The QLDPC code's redundancy enables for 

error correction during storage or transmission, ensuring that the encoded information remains 

intact. 

Overall, encoding using QLDPC codes entails establishing a quantum state in a precise manner 

that takes advantage of the code's features to prevent errors. The encoding technique and 

QLDPC code used are determined by the quantum application's specific requirements as well 

as the quantum hardware's characteristics. 

B) Decoding Quantum Low-Density Parity-Check (QLDPC) codes: 

The Quantum Belief Propagation (BP) decoder is a decoding technique used in quantum error 

correction to decode particular kinds of quantum error-correcting codes, such as Quantum Low-

Density Parity-Check (QLDPC). It is modeled after usual belief propagation algorithms used 

in error correction and inference applications. Here's an explanation of how the Quantum BP 

decoder operates: 

1. Message Passing: The Quantum BP decoder runs by passing messages between the quantum 

error-correcting code's qubits. These messages indicate the probabilities or likelihoods 

associated with various error patterns on qubits. 

 

2. Graph Representation: Quantum error-correcting codes, such as QLDPC codes, can be 

seen as graphs with qubits as nodes and stabilizer checks as edges. The Quantum BP decoder 

works with this graphical representation of the code. 

3. Initialization: The decoding procedure starts with initializing the messages that are sent 

between qubits and stabilizers. These initial messages usually represent uniform distributions 

or prior probability for various error patterns. 

4.Message Update: The decoder iteratively adapts the messages sent between qubits and 

stabilizers based on the incoming messages and code structure. Each iteration entails modifying 

the messages based on specific rules or algorithms. 

5. Belief Update: As messages are updated, the decoder calculates the beliefs or probabilities 

associated with various error patterns on the qubits. These beliefs are used to determine the 

most likely error configuration during quantum computation or communication. 

6. Convergence: The decoding process continues for a set number of repetitions, or until a 

convergence condition is reached. Convergence usually happens when the messages steady, 

indicating that the decoder has obtained a reliable estimate of the error pattern. 
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7. Error Correction: After the decoding process is finished, the decoder uses the estimated 

error pattern to apply error correction operations to the encoded quantum state. These operations 

seek to erase the impact of errors while recovering the original quantum information. 

The Quantum BP decoder is notable for its scalability and efficiency, especially when decoding 

large-scale quantum error-correcting codes. However, it does not always guarantee optimal or 

near-optimal performance, and its effectiveness is determined by the quantum error-correcting 

code's unique properties and the quantum system's noise model. Researchers are still 

investigating and developing superior decoding algorithms for quantum error correction in 

order to address these problems and increase the reliability of quantum computing. 

3.3.3.2 CSS codes: 

A) Encoding using CSS codes: 

CSS (Calderbank-Shor-Steane) encoding is creating a quantum state in such a way that the 

information is redundantly encoded to prevent errors. CSS codes are a sort of stabilizer code 

that originated from classical linear codes and is commonly utilized in quantum error correction. 

Here's a general approach for encoding with CSS codes. 

 

1. Select a CSS Code: Choose a CSS code based on the desired parameters, such as code rate, 

distance, and decoding complexity. CSS codes consist of two traditional linear codes: one for 

X-errors and one for Z-errors. The codes used are determined by the application needs as well 

as the quantum system's features. Let C1 = [n, k1] and C2 = [n, k2] be two linear codes in a way 

that C2 ⊂ C1 and C1 and 𝐶2
⊥both correct t errors. 

 

2. Prepare the Initial Quantum State: Begin with a set of physical qubits started in a known 

state, such as |0⟩. The amount of physical qubits required is determined by the size of the CSS 

code as well as the number of logical qubits to encode. To generate a [[n, k1 − k2]] CSS code of 

C1 over C2, which can correct t qubits, use the encoding method below. Let x represent any 

codeword that belongs to C1, x ∈ C1. So the quantum state |x + C2⟩ equals to: 

|𝑥 + 𝐶2 >≡
1

√|𝐶2|
, ∑ |𝑥 + 𝑦⟩𝑦∈𝐶2

    (3.4) 

If |x + C2⟩ in Equation (3.4) represents the initial encoded state, the erroneous state is: 
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1

√|𝐶2|
∑ (−1)(𝑥+𝑦).𝑒2  

𝑦∈𝐶2
|𝑥 + 𝑦 + 𝑒1⟩                                      (3.5) 

 

e1: bit flip error. 

e2: phase flip error. 

3. Use X-Encoding Gates: Apply a series of quantum gates to the physical qubits based on the 

X-error correcting code. These gates entangle the qubits in patterns similar to the classical X-

error correcting code. To detect bit flips, an ancilla state initialized at |0⟩ can be used to hold 

the error syndrome. Using the parity-check matrix H1 for code C1 allows us to effectively 

determine the state. |x + y + e1⟩a|0⟩ to |x + y + e1⟩|H1(x + y + e1) ⟩a 

1

√|𝐶2|
∑ (−1)(𝑥+𝑦).𝑒2  

𝑦∈𝐶2
|𝑥 + 𝑦 + 𝑒1⟩|𝐻1𝑒1⟩                                       (3.6) 

Since x + y ∈ C1, the ancilla state |𝐻1𝑒1⟩ only contains the error syndrome e1. After measuring 

the ancilla state, the error e1 can be estimated using the error syndrome |𝐻1𝑒1⟩ The recovery 

process is carried solely by using Pauli X-gates to the qubits at any place in the error e1 where 

a bit flip happened.  

Following the removal of all bit flip errors, the recovered state is: 

 

1

√|𝐶2|
∑ (−1)(𝑥+𝑦).𝑒2  

𝑦∈𝐶2
|𝑥 + 𝑦⟩    (3.7) 

 

4. Use Z-Encoding Gates: Apply another set of quantum gates to the physical qubits based on 

the Z-error correcting code. These gates entangle the qubits in ways similar to the classical Z-

error correcting code. To identify a phase error, each qubit in the state (3.7) is converted using 

Hadamard gates and transferred to the state: 

1

√|𝐶2|2𝑛
∑ ∑ (−1)(𝑥+𝑦).(z+𝑒2) 

𝑦∈𝐶2
𝑧 |𝑧⟩                                             (3.8) 

where the sum represents all possible values for N bits z. If 𝑧′ = z + e2, the state is corresponds 

to:  

1

√|𝐶2|2𝑛
∑ ∑ (−1)(𝑥+𝑦).z′ 

𝑦∈𝐶2
𝑧 |𝑧′ + 𝑒2⟩                                           (3.9) 
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If  𝑧′ ∈ 𝐶2
⊥then 

∑ (−1)y.z′ 𝑦∈𝐶2
= |𝐶2|                                                  (3.10) 

Whereas 𝑧′ ∉ 𝐶2
⊥, implies 

∑ (−1)y.z′ 𝑦∈𝐶2
= 0                                                 (3.11) 

Which means that the transformed state in Equation (3.9) can take the form  

1

√
2𝑛

|𝐶2|

∑ (−1)(𝑥).z′ 
 z′∈𝐶2

⊥ |𝑧′ + 𝑒1⟩                                                 (3.12) 

This is comparable to the detection of a bit flip error. Using ancilla states and the parity-check 

matrix H2 for code C2
⊥, error syndrome H2e2 can be identified and correcte the phase flip error 

by using Pauli Z-gates. The regained states are  

 

1

√
2𝑛

|𝐶2|

∑ (−1)(𝑥).z′ 
 z′∈𝐶2

⊥ |𝑧′⟩                                                     (3.13) 

To complete error correction, each qubit undergoes another Hadamard transformation again. 

 

5. Introduce Redundancy: The X- and Z-encoding gates add redundancy to the quantum state, 

allowing for mistake detection and correction during future decoding. The exact patterns of 

entanglement produced by these gates dictate how faults are discovered and repaired. 

 

6. Final Encoded State: The final state of the physical qubits corresponds to the encoded 

quantum information that is secured by CSS code. This encoded state is prepared for subsequent 

quantum operations or communication over a quantum channel. 

 

7. Verify Encoding: Optionally, execute checks to ensure that the encoded state meets the 

stabilizing requirements provided in the CSS code. These tests guarantee that the encoding 

process was completed correctly and that the encoded state is valid for error repair. 

 

8. Store or Communicate: Once encoded, quantum information can be stored in a quantum 

memory or sent over a quantum communication channel. The CSS code's redundancy enables 
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error correction during storage or transmission, protecting the integrity of the encoded 

information. 

Encoding with CSS codes entails constructing a quantum state in a certain manner that takes 

advantage of the capabilities of classical error correcting codes to protect against errors. The 

encoding process and CSS code used are determined by the quantum application's specific 

requirements as well as the quantum hardware's peculiarities. 

B) decoding stabilizer CSS codes: 

The pseudo-inverse is important in decoding quantum error-correcting codes, particularly 

those based on stabilizer formalisms such as CSS (Calderbank-Shor-Steane) . 

The pseudo-inverse is a mathematical process used in decoding algorithms to efficiently 

retrieve quantum information from noisy syndromes obtained by erroneous measurements. In 

the stabilizer formalism, a syndrome is a collection of measurement results that indicate the 

presence of mistakes in the encoded quantum states. 

Here's how the pseudo-inverse works in decoding: 

1. Syndrome Measurement: After completing error syndrome measurements on the encoded 

quantum state, the resulting syndrome is determined. This syndrome describes the faults that 

happened during quantum computation or transmission. 

2. Error Correction: The purpose of decoding is to use syndrome information to identify and 

repair the most likely error that occurred. The pseudo-inverse operation is employed on the 

syndrome to return it to the most likely error operator(s) that created it. 

3. Error Recovery: After identifying the error operator(s) corresponding to the syndrome using 

the pseudo-inverse, error recovery operations are performed on the encoded quantum state to 

fix the mistakes. These operations usually involve applying Pauli operators or other unitary 

transformations on the quantum state in order to reverse the impact of the errors. 

4. Information Extraction: Following error correction, quantum information can be extracted 

from the corrected state and used for additional processing or measurements. The decoded state 

should correspond to return to the original quantum state before mistakes were introduced. 

The pseudo-inverse operation is especially valuable because it enables efficient decoding of 

quantum error-correcting codes by mapping syndromes back to error operators without 

requiring exhaustive search or sophisticated optimization procedures. It allows for quick error 

correction and recovery, making it an essential component of many decoding algorithms used 

in quantum error correction. 

It is important to note that the implementation and application of the pseudo-inverse may differ 
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depending on the decoding method and quantum error-correcting code employed. Furthermore, 

pseudo-inverse operations can be tailored and optimized for specific code families or error 

models in order to increase decoding performance in practical quantum computing systems. 

 

3.3.3.3 Surface codes : 

A) Encoding information using the surface codes: 

Surface code encoding entails constructing a bigger 2D grid of physical qubits in a specified 

manner that embeds the error-protected information. Surface codes are a sort of topological 

quantum error-correcting code noted for their fault tolerance. The following are the general 

steps for encoding quantum information using surface codes [97]. 

 

Figure 3.5: Surface code defined on a grid of size 4x4 qubit 

 

1. Select a Surface Code: Select a suitable surface code for encoding. Surface codes are 

distinguished by their lattice structure, which typically comprises of a 2D grid of physical qubits 

organized in a square or hexagonal arrangement. The choice of surface code is determined by 

code distance, computational overhead, and implementation complexity [97]. 

2. Set up the Qubit Grid: Create a 2D grid of physical qubits to mimic the surface code lattice. 

Each qubit in the grid represents a physical qubit in the quantum hardware. the vertex 

stabilizers defined on every vertex of the lattice as a cross of four Z operators and the plaquette 

stabilizers, defined on every face as a square of four X Operators Examples of vertex and 

plaquette stabilizers are shown below, where red means X and blue mean Z [97][98]. 

3. Apply Initialization: Set all physical qubits in the grid to a known state, typically |0⟩. This 

guarantees that the encoded quantum information begins in a well-defined starting state. 

4. Use Hadamard Gates: Apply Hadamard gates to specified qubits in the grid using the 
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surface code's encoding technique. Hadamard gates are placed according to the surface code's 

lattice structure and encoding rules [98]. 

5. Measure Ancilla Qubits (Optional): Surface codes frequently employ ancilla qubits for 

syndrome assessments. If ancilla qubits are present, measure them using the surface code's 

measurement procedure. The results of these measurements will be used to identify errors in 

the encoded quantum information [98]. 

6. Perform Error Detection: Use the results of ancilla qubit measurements to identify errors 

in the encoded quantum information. Errors are manifested as differences between expected 

and measured syndrome values [98]. 

                  

                                                  

 

 

 

 

 

 

 

 

 

 

 

7. Correct Errors (Optional): If errors are discovered during error detection, do the necessary 

rectification operations on the qubits in the grid. Correction operations often entail applying 

Pauli operators (X, Y, and Z) to specific qubits based on the identified syndrome [98]. 

 

8. Finalize encoding: After error detection and correction, the encoded quantum data is 

Figure 3.6: showcasing Z 

errors 
Figure 3.7: Showcasing X 

errors 

Figure 3.8: Showcasing 

X and Z errors. 
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available for further processing or transmission. The surface code protects against errors and 

ensures the integrity of the encoded quantum information [98].  

 

Figure 3.9: Surface code implementation and error detection quantum circuit 

3.3.3.4 Color Codes: 

Color codes are another type of topological quantum error-correcting code, like the Surface 

Code, that encode quantum information in two-dimensional lattice structures. The encoding 

method for color codes entails building a lattice of physical qubits and performing certain 

operations to create the encoded state of the logical qubits. 

A) Encoding and decoding information using color codes : 

• To encode information using quantum color codes, the first step is to define a lattice of 

qubits on a two-dimensional surface, such as a square or hexagonal grid. The qubits are 

then arranged in a specific pattern, with some qubits serving as data qubits and others 

serving as ancilla qubits. The data qubits are used to store the quantum information, 

while the ancilla qubits are used to detect and correct errors. 

• Next, a set of stabilizer measurements is defined for the lattice of qubits. These stabilizer 

measurements are used to detect errors in the quantum state of the qubits. The stabilizer 

measurements are chosen such that they commute with each other, meaning that they 

can be measured simultaneously without disturbing the quantum state of the system. 

• Once the stabilizer measurements are defined, the quantum information is encoded into 

the lattice of qubits by initializing the data qubits in a specific quantum state. The state 

of the data qubits is then manipulated using quantum gates, which are applied in a way 

that preserves the stabilizer measurements. 

• Finally, the quantum information is decoded by measuring the stabilizer measurements 

and using the results to correct any errors that have occurred. The decoding process 
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involves identifying the most likely error pattern based on the measurement results and 

applying a correction operation to the quantum state of the data qubits. 

3.4 Characteristics of Quantum Error Codes 

3.4.1 Code Distance  

A means to measure the "goodness" of a code is the code distance. The code distance is 

simply the minimum length of the error vector required to turn one code word into another. A 

code is said to detect t errors and correct up to t errors if and only if for every code word the 

ball of radius t about that code word (i.e. the set of all words within distance t of that code word) 

contains no other code word. This concept is easy to visualize when considering classical codes. 

For example, the repetition code 0 → 000 1 → 111 has code distance 3. It can then detect any 

single error and correct any single error since there is only one code word within distance 1 of 

each code word. A code is said to t-detect and t-correct if the minimum Hamming distance 

between the code word and all other code words is at least 2t+1. Code distance has a direct 

effect on the noise threshold for fault-tolerant quantum computation.  

3.4.2 Code Rate 

Code rate and code distance are the two primary parameters of error-correcting codes. The code 

rate is defined as the ratio k/n of the number of input symbols k to the code word length n. A 

quantum error-correcting code encodes k qubits in a block of n qubits. The ratio k/n is the 

information-theoretic rate of the code. The code rate is a good measure of the efficiency of the 

code. An error-correcting code allows one to transmit information in a noisy environment with 

an arbitrarily low probability of error at a rate which is the capacity of the channel for that noise 

level. If the noise level is small, it may not be efficient to use an error-correcting code if the rate 

is significantly less than the capacity of the channel, since a higher rate code can be used with 

a higher code distance at the cost of only slightly higher probability of error.  

3.4.3 Fault-Tolerance Threshold 

A code can be used to transmit and store information, so there is an energy cost in either 

encoding or decoding a qubit, and that energy cost may depend on the type of error that occurs. 

The fault-tolerance threshold for a code is the highest error rate per physical qubit for the 

depolarizing (i.e., when any error is equally likely) noise model at which the logical qubits 
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encoded are protected from errors, provided that the energy cost of implementing the error 

correction code is less than the cost of using the same qubits to simulate the code again and 

correct the errors. This can be taken as a definition for fault-tolerant quantum computation, and 

it follows closely the threshold theorem for fault-tolerant classical computation under a certain 

noise model. If we fix the error rate at a value below the fault-tolerance threshold, and a code 

has a lower energy cost for implementing the error correction, then it is a better code in the 

sense that it consumes fewer physical qubits to achieve the same level of reliability for the 

logical information against errors. It is conjectured that a large-scale quantum computer can be 

built using a lattice of physical qubits with nearest-neighbor interactions. For this physical 

system, we have a specific error model, and a code is better if it has a higher fault-tolerance 

threshold against the specific error model [99][100][101].  

3.5 Practical Implementation of Quantum Error Codes 

The intrinsic fragility of quantum information presents a daunting obstacle to academics 

and technologists seeking to exploit the capabilities of quantum computing. Unlike classical 

bits, which are resilient and stable, quantum bits, or qubits, are extremely vulnerable to errors 

induced by environmental noise, hardware flaws, and fundamental quantum physics principles. 

As quantum systems grow to accommodate more qubits and more complicated computations, 

the requirement for error correction becomes more pressing. 

3.5.1 Development of Quantum Error Codes  

Quantum error correction is a dynamic and rapidly changing field. Researchers are still looking 

into new architectures, such as quantum low-density parity-check (QLDPC) codes and surface 

codes, to reach higher error thresholds and more efficient correction processes. These 

advancements are critical for moving quantum technology toward fault-tolerant quantum 

computing, in which systems may work reliably over long periods of time, paving the way for 

practical quantum applications in areas such as cryptography, optimization, and large-scale 

simulations. The ongoing research in QEC focuses not only on error correction but also on 

integrating these codes with future quantum hardware, matching error correction capability with 

quantum systems' technological limits [102][103]. 
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3.5.2 Limitations and Challenges in Practical Implementation 

3.5.2.1 Challenges in Practical Implementation 

Decoherence is the most pressing obstacle faced when developing a quantum computer or 

when it comes to quantum communication, and correspondingly correcting errors is most 

difficult when information is most fragile.  

A) Decoherence and Quantum Noise 

     When a quantum information is encoded on a quantum memory, it will suffer decoherence 

through its interaction with the environment. This interaction will introduce errors into the 

information. Environment-induced errors can be caused by a number of effects. If the error rates 

in the underlying physical information storage are too high, fault-tolerant error correction 

procedures will not be possible unless an unrealistically high degree of redundancy is used. For 

a physical system to be reliably correctable with only a modest degree of redundancy, the error 

rates must be several orders of magnitude lower than the threshold for the code being used. 

High threshold error correction codes exist, for example, the Surface Code introduced. In 

general, environment-induced errors will be a complex mix of error types both within and 

between different physical systems. This will mean that characterization and correction of 

errors in a quantum information processing device will be an extremely challenging task 

[102][103][106]. 

 

B) Complexity of Error Correction Algorithms 

The construction needs to be fault tolerant before any logical information is encoded and 

that the error correction capability should not be reliant on the perfect nature of the code. Also, 

the error correction must be able to disentangle from the environment to a sufficient degree. 

This is important because while the quantum system is being protected from errors due to 

unwanted interactions with its surroundings, it is likely that the error correction itself will 

become corrupted. When this happens, we would like to apply error correction to the error 

correction. These properties are what it means to be self-correcting, and they characterize the 

failure of classical codes. Unfortunately, except in some cases of very small degeneracy, not 

much is known about creating self-correcting quantum codes. The CSS codes are not all self-

correcting .  



 

97 
 

1. Fault-Tolerant Architectures 

Designing fault-tolerant quantum computing architectures that smoothly integrate error 

correction is critical for creating scalable and dependable quantum computing systems. Creating 

fault-tolerant systems that can efficiently handle faults while preserving computational 

performance is a continuous research challenge [99][100]. 

2. Hardware Constraints 

Quantum error correction protocols often require a large number of qubits for encoding 

quantum information redundantly, increasing the hardware resources needed. However, current 

quantum hardware technologies face limitations in qubit coherence times, gate fidelities, and 

qubit connectivity, making it challenging to implement error correction codes efficiently [101]. 

 Qubit Coherence Times: 

  Qubits are the fundamental building pieces of quantum computing, much like classical 

bits in classical computing. One important metric influencing qubit performance is coherence 

time, which determines how long a qubit can hold its quantum state before decohering. Longer 

coherence periods are preferable for errors correction because they provide a wider window of 

opportunity to detect and rectify problems. However, coherence times are constrained by a 

variety of variables, including external noise, interactions with surrounding qubits, and flaws 

in control algorithms [105][106]. 

 Gate Fidelities:  

Quantum gates are operations used on qubits to execute quantum calculations. High gate 

fidelities are required for successfully implementing quantum error correcting codes because 

faults in gate operations might propagate and accumulate throughout the calculation. Gate 

fidelities refer to the precision with which quantum gates carry out their intended functions 

[104][107]. Imperfections in gate processes, such as gate faults and leakage, can drastically 

reduce the performance of error correction methods. 

 Qubit Connectivity: 

The connection of qubits in a quantum processor is critical for efficiently implementing 

error correcting codes. To successfully detect and fix errors, many error correction systems 

require precise qubit connection topologies. However, contemporary quantum hardware 

technologies frequently have limits in qubit connectivity due to physical constraints such as 

qubit layout on a chip and the quantum processor's networking architecture. Limited qubit 

connection may limit the sorts of error correction codes that may be implemented, necessitating 

the use of extra qubits for routing and communication purposes [106][107]. 
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 Resource Overhead: 

Implementing error correction codes generally results in a large resource overhead, such 

as additional qubits, gates, and computational resources. The overhead involved with error 

correction might worsen current hardware limits, limiting quantum computing systems' 

scalability. Balancing the trade-offs between error correction performance and resource 

utilization is critical for practical implementation, particularly on resource-limited quantum 

computing platforms. 

3.6 Conclusion  

As we go toward more powerful quantum computing systems, effective quantum error 

correction becomes increasingly important. Throughout this chapter, we've looked at why 

quantum error correction is important, emphasizing its role in preserving the integrity of 

quantum information in the face of noise, decoherence, and other types of operational errors. 

We have explored the theoretical foundations that drive quantum error-correcting codes, as well 

as how these codes are designed to retain quantum superposition and entanglement while 

reducing the effects of errors. 

The study of many types of quantum error codes, ranging from classical error codes to complex 

quantum error-correcting codes, reveals a wide range of techniques to solve the quantum error 

problem. The comparison of different codes revealed their individual strengths and weaknesses, 

allowing us to better grasp the landscape of error correction in quantum computing. 

Practical implementation constitutes its own set of obstacles, as research in this area moves 

quickly. While quantum error correction codes provide potential answers, implementing them 

in real-world quantum systems necessitates overcoming technical challenges such as 

scalability, resource needs, and the quantum no-cloning theorem. Addressing these restrictions 

is critical to creating fault-tolerant quantum computing. 

In final analysis, this chapter emphasizes the continuous importance of quantum error 

correction in the quest for dependable quantum systems. It is a dynamic discipline that requires 

ongoing innovation to overcome theoretical and practical issues. The findings presented here 

establish the framework for future research into enhanced quantum error-correcting codes and 

the creation of scalable, robust quantum structures. Finally, these initiatives will be critical in 

enabling the widespread adoption of quantum technology and their use to solve complicated 

issues. 
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Chapter 4 

 

Simulation of Low Density Parity Check Codes and 

Steane Codes 

 

his chapter delves into the world of Python coding, examining the unique 

characteristics of Steane codes and low-density parity check (LDPC) codes. LDPC 

codes have excellent error-correction capabilities that are essential for current 

communication systems. They are renowned for their sparse parity-check matrices. In the 

meanwhile, a key component of quantum computing is the seven-qubit quantum error-

correcting code known as the Steane code. We address the encoding, decoding, and 

performance analysis of these codes using Python implementations, providing readers with a 

thorough grasp of the importance of LDPC and Steane codes in the fields of classical and 

quantum information processing. 

 

4.1 Simulation tools 

4.1.1 Visual Studio Code:  

Visual Studio, a powerful integrated development environment (IDE) developed by 

Microsoft, provides a wide range of features and tools to improve the coding experience for 

developers across multiple areas. It has powerful code visualization capabilities, allowing users 

to generate dynamic diagrams that depict the calling structure of source code in a class diagram-

like form while supporting numerous programming languages. Visual Studio also includes 

powerful debugging tools, such as a visual watch window, which allows users to examine data 

structures throughout the debugging process and provides detailed visualizations of monitored 

variables. Furthermore, Visual Studio's modeling capabilities assist users in understanding 

existing code, describing their applications, and validating high-level system designs using 

dependency diagrams.  

T 
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The IDE also supports data science work, with tools such as Jupyter Notebooks and the 

Interactive Window for data analysis and visualization, IntelliSense support, machine learning 

model construction and deployment, and a variety of Python data science extensions. Visual 

Studio's broad range of features and tools enables developers and data scientists to work more 

efficiently, analyze data effectively, and visualize code structures with ease. supports a wide 

range of programming languages, including C, C++, C#, F#, Visual Basic, JavaScript, 

TypeScript, Python, Ruby, and many more, and provides language-specific services that allow 

the code editor and debugger to interact seamlessly with these languages. The IDE also includes 

powerful debugging and diagnostics capabilities, such as IntelliTrace, which records program 

state to aid in issue detection, and Code Map Debugger Integration, which displays the call 

stack during debugging. Visual Studio also includes a suite of built-in testing tools, such as Live 

Unit Testing for continuous testing, IntelliTest for generating unit tests, Code Coverage for 

measuring test coverage, and the Microsoft Fakes framework for enabling unit test isolation, 

providing developers with a comprehensive set of tools to ensure code quality and reliability.  

 

 

Figure 4.1: Visual Studio Code Interface 
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4.1.2 Used Language: Python 

High-level and general-purpose, Python is renowned for its ease of use, readability, and 

adaptability. Python is a programming language that was created by Guido van Rossum in the 

late 1980s as an alternative to ABC. It places a strong emphasis on code readability through 

extensive indentation. It is a versatile language suitable for a wide range of applications since 

it supports several programming paradigms, such as object-oriented, structured, and functional 

programming. Python's large standard library, dynamic typing, and dynamic binding make it a 

popular choice for scripting and fast application development. The language's straightforward 

syntax, modules, and packages encourage code reuse and software modularity, which boosts 

output and lowers maintenance expenses. For all major platforms, Python's standard library and 

interpreter are freely available, which makes distribution easier and fosters a vibrant 

development community. The quick edit-test-debug cycle of the language, Because of the 

language's quick edit-test-debug cycle, debugging easiness, and introspective power, 

programmers who want to be efficient and productive in software development often choose it. 

4.1.2.1 NumPy Library  

Large, multi-dimensional arrays and matrices are supported by NumPy, the core 

package for scientific computing in Python. It is a robust library that offers a wide range of 

high-level mathematical functions to effectively work with big arrays. It allows users to 

accomplish things like import data from different file formats, generate random numbers, apply 

sophisticated mathematical and logical operations, create and manipulate arrays, and integrate 

C/C++ and Fortran code. NumPy is a vital tool for Python scientific computing, data analysis, 

and machine learning due to its effective implementation of multidimensional arrays and 

vectorized operations and it contains the following classes: 

 

 numpy.ndarray: a multidimensional, homogeneous array represented by NumPy's 

fundamental data structure. 

 Numeric types: NumPy provides a wide range of numeric data types, including `int8`, 

`int16`, `int32`, `int64`, `uint8`, `uint16`, `uint32`, `uint64`, `float16`, `float32`, 

`float64`, `complex64`, and `complex128`. 

 numpy.generic: The foundational class of all scalar NumPy types. 

 numpy.number: The foundation class for all scalar numerical data types, 

encompassing both floating-point and integer values. 

 numpy.integer: The foundational class of all scalar integer types.  
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 numpy.signedinteger: The base class of all scalar types that are signed integers.  

 numpy.unsignedinteger: The root class of all scalar types that are unsigned integers. 

 numpy.floating: The foundational class of all scalar floating-point types. 

 numpy.complexfloating: The fundamental class of all scalar types with complex 

floating points.  

 numpy.flexible: The base class of all other scalar types, including void, object, bytes, 

and str. 

4.1.2.2 Matplotlib Library 

Matplotlib is a popular Python library that may be used to produce interactive, animated, 

and static visualizations. Matplotlib, created by John D. Hunter, provides an extensive 

collection of tools for creating figures suitable for publication in a range of settings and formats. 

Matplotlib is primarily focused on graph plotting, and it connects with NumPy in a smooth 

manner to make it easy for users to plot data arrays. Because of its adaptability, which enables 

modification and plot aesthetic refinement, it is a preferred option among scientific and 

technical communities looking for superior visual data displays. Matplotlib is a popular library 

for Python data visualization jobs because of its vast ecosystem of add-on toolkits and platform 

freedom, despite its verbose syntax and initial learning curve. 

Compared to NumPy, Matplotlib does not have the same understanding of classes. 

Rather, Matplotlib is arranged around these essential elements: 

 Figure: The top-level plot element container. Subplots, axes, titles, legends, and other 

creative components are all held together by it.  

 Axes: The most fundamental and adaptable subplot creation unit. Plots can be placed 

anywhere in the figure using axes. There might be more than one axis in a given 

figure[5]. Ticks and labels for a single coordinate system are managed by the axis. The 

x- and y-axes are represented by the two Axis objects that are commonly found on 

axes[5].  

 Artist: The base class of every element in a figure that is visible. The Artist class is the 

root of several other classes, including axes, text, lines, and figures.  

 Pyplot: A state-based Matplotlib interface that offers a plotting interface akin to 

MATLAB. It upholds a set of active axes and the global state.  

 Widgets: To create interactive applications, Matplotlib offers a collection of GUI-

neutral widgets such as text boxes, sliders, and buttons. 
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4.1.2.3 Networkx Library 

A flexible Python program called NetworkX is made for building, examining, and 

displaying intricate networks. NetworkX, which focuses on graph theory, provides an extensive 

collection of network analysis methods as well as a rich set of data structures for expressing 

different kinds of networks, such as graphs, digraphs, and multigraphs. Because of its 

adaptability, nodes can be represented by any hashable object, opening up a wide range of 

applications, including the modeling of biological networks and social network analysis. 

NetworkX is an important tool for academics, data scientists, and network analysts since it 

allows the creation, reading, and writing of graphs in many formats. With its wide library of 

graph algorithms and ability to manage big-scale networks, NetworkX is a well-liked option 

for delving into and comprehending the complicated dynamics and structures of complex 

networks in python. This library offers a number of classes for displaying various graph kinds. 

Among these classes are:  

 Graph: The fundamental class for undirected graphs; it supports key-value attribute 

pairs for each undirected edge and accepts any hashable object as a node. 

 DiGraph: A directed graph's base class; think of it as Graph with directed edges 

instead.  

 MultiGraph: A class of undirected graphs that permits more than one edge—

possibly with distinct attributes—to connect any two nodes.  

 MultiDiGraph: A kind of directed graphs that permits more than one edge—

possibly with distinct attributes—to exist between any two nodes.  

4.1.2.4 Pyldpc Library 

The 'pyldpc' library is a Python package that works with Low-Density Parity-Check (LDPC) 

codes. The library offers a number of methods for encoding messages, simulating noisy 

channels, creating LDPC codes with parameter customization, and decoding received messages 

via iterative belief propagation techniques. `pyldpc is a useful tool for researchers, engineers, 

and developers working on improving data transmission reliability in various domains, such as 

satellite communications, wireless networks, and storage systems. It provides a minimal 

example implementation that makes it easy for users to incorporate LDPC coding and decoding 

into their Python applications. This library offers a number of features for interacting with codes 

that are Low-Density Parity-Checked (LDPC). Among the principal functions of Pyldpc are:  
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 make_ldpc: The LDPC coding and decoding matrices H and G are created by this 

function. To generate the matrices, it requires parameters like n, d_v, d_c, systematic, 

sparse, and seed. 

 encode: This method uses the LDPC code that has been created to encode a message. 

 decode: Using the LDPC code and a number of decoding techniques, including the 

belief propagation method, this function decodes a message that has been received.  

 get_message: After decoding with the LDPC code, this function is used to get the 

original message from the received and decoded message. By reversing the encoding 

process, it improves in recovering the original data conveyed across the noisy channel. 

4.1.2.5 Qiskit Library:  

Qiskit is an open-source software development kit (SDK) for interacting with quantum 

computers at the circuit, pulse, and algorithm levels. It includes tools for developing and 

manipulating quantum programs, as well as running them on prototype quantum devices on the 

IBM Quantum Platform or local computer simulators.  

Qiskit's primary version is composed in Python. It is based on the circuit model for universal 

quantum computation and may be utilized with any quantum hardware that adheres to this 

paradigm (currently superconducting qubits and trapped ions).It consists of various components 

that work together to enable quantum computing.  

 Qiskit Terra: Qiskit's foundation, which provides tools for creating quantum circuits 

at or near the level of quantum machine code.  

 Qiskit Aer: A high-performance simulator for quantum circuits with noise models.  

 Qiskit Ignis: offers tools for calibrating and characterizing quantum devices.  

 Qiskit Aqua: provides algorithms and applications for quantum computing.  

 Qiskit Nature: provides tools for employing quantum simulations to solve problems in 

physics, chemistry, material science, and biology.  

 Qiskit Machine Learning:  provides tools for developing quantum machine learning 

algorithms. 

4.2 Analyzing the performance of LDPC codes 

The provided code exemplifies the utilization of the pyldpc library to implement an efficient 

Low-Density Parity-Check (LDPC) code system. With parameters set at n = 15 for the 

codeword length, d_v = 4 for the variable node degree, and d_c = 5 for the check node degree, 
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a systematic and sparse parity-check matrix H is constructed using make_ldpc. By generating 

a random message v of length k and calculating the code rate CR, the code proceeds to encode 

the message with encode and introduces Additive White Gaussian Noise (AWGN) to the 

codeword based on specified SNR levels. The decoding process involves utilizing both hard 

decision decoding and the Message Passing Algorithm (MPA) decode function to recover the 

original message v from the noisy codeword y_noisy. Visualizations include comparisons of 

original and recovered messages for various SNR values, the Tanner graph representation of 

the parity-check matrix H using networkx, and plots illustrating BER, coding gain, and code 

rate variations across the SNR range. This comprehensive analysis showcases the robustness 

and effectiveness of the LDPC code system under different decoding methodologies, providing 

insights into its performance and reliability in noisy communication environments. 

 

4.2.1 Hard Decision Decoding 

The main focus of this code is the hard decision decoding technique, which is 

implemented with the decode function from pyldpc and the default method='hard' parameter. 

Hard decision decoding compares the received signal to a specified threshold to decide whether 

the sent bit is 0 or 1. The decoder then chooses the codeword with the shortest Hamming 

distance among all possible codewords, attempting to identify the most likely transmitted 

message.  

The recovered message d is received using the hard decision decoding process, while the 

original message v is recovered via the get_message function. The bit error rate (BER) is 

calculated using the bit_error_rate function, and the coding gain is derived by comparing the 

BER of the coded system to the uncoded.  

 

 

4.2.1.1 Result interpretation:  

A) Original Message VS Recovered Message:  

Regarding the input and the output data, it is observable that at lower SNR values, such 

as 5.0 and 10.0, the recovered messages differ significantly from the original message's 

triangular shape. At an SNR of 3.0, severe distortions are observed, suggesting a high level of 

Figure 4.2: LDPC codes transmission chain 
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noise interference, but at an SNR of 10.0, the recovered message improves. At higher SNR 

values, such as 20.0 and 30.0, the recovered messages virtually exactly mimic the original 

triangular shape. At an SNR of 20.0, the recovered message is highly accurate, with little to no 

departure from the original, and at an SNR of 30.0, the recovery is practically faultless, with 

the restored message indistinguishable from the original. 

  

 

 

B) Code Rate:  

This conservative strategy offers reliable communication under a variety of situations while 

sacrificing efficiency when SNR is high. In bad channel circumstances (low SNR), a low code 

rate (high redundancy) is required to guarantee data integrity. However, if the code rate remains 

constant at 0.2 even when SNR improves, it means that the system is not dynamically altering 

the code rate based on SNR. This problem could be caused by algorithmic or system 

configuration issues that prohibit the code rate from adjusting as anticipated. Possible causes 

include design limits, software problems, and hardware limitations. 

Figure 4.4: The recovered message VS the 

original message at SNR=0 
Figure 4.3: The recovered message VS the 

original message at SNR=10 

Figure 4.6: The recovered message VS the 

original message at SNR=20 
Figure 4.5: The recovered message VS the 

original message at SNR=30 
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C) Coding gain:  

Observing the figure below, it is noticeable that with an SNR of -30 dB, the signal 

strength is 30 decibels lower than the noise level. This describes a situation in which noise 

overwhelms the signal, making it difficult for error-correcting codes to efficiently distinguish 

between the transmitted signal and the noise. As a result, the coding gain at such low SNR 

levels may be small. As the SNR approaches 0 dB, the signal becomes stronger in relation to 

the noise. This means that the transmitted signal stands out more against the noise, allowing 

error-correcting codes to more effectively rectify faults introduced during transmission. As the 

SNR rises, the coding gain increases, resulting in improved error detection and correction 

performance. 

The decrease in coding gain from -30 dB to 0 dB represents a major increase in the 

communication system's reliability and accuracy. With increased SNR, the frequency of 

mistakes in the received signal lowers, resulting in a higher probability of correct decoding by 

the receiver. This improvement in performance can lead to greater service quality, higher data 

rates, better coverage, and a more enjoyable user experience in communication systems. 

 

 

 

Figure 4.7: The variation of the code rate in function of SNR 
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D) Tanner graph  

Interpreting a Tanner graph offers information on an LDPC code's error-correcting 

capabilities and structural properties, which are critical for assessing its performance in real-

world communication systems. The Tanner graph visually depicts the relationships between 

variable nodes (representing bits) and check nodes (representing parity-check equations), as 

well as how these equations connect the bits. Analyzing the graph reveals the code's sparsity, 

which indicates the level of redundancy and the possibilities for mistake correction. The graph 

also exposes the code's interconnection, demonstrating how each bit contributes to several 

parity-check equations, and vice versa. Understanding these structural qualities aids in 

determining the code's ability to detect and rectify problems effectively.  

Furthermore, the Tanner graph helps to optimize LDPC codes by providing insights into 

their design and decoding algorithms, allowing communication engineers to adjust the codes to 

specific channel conditions and performance needs. Finally, this understanding contributes to 

the construction of strong and dependable communication systems capable of effectively 

conveying data over noisy channels. 

 

                  The check nodes 

                   The variable nodes 

                    

Figure 4.8: The variation of the coding gain in function of the SNR. 
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E) Bit Error Rate:  

The graph shows the link between Bit Error Rate (BER) and Signal-to-Noise Ratio 

(SNR) in a digital communication system. Initially, in the high noise zone on the left side of the 

graph, the system operates in a noisy environment with poor SNR, resulting in a high BER of 

0.85 and unstable data transfer. This describes instances in which the received signal is weak 

in comparison to the background noise. As SNR grows from left to right, the system reaches a 

transition phase in which the BER considerably decreases, indicating enhanced data reliability. 

Engineers optimize system parameters to achieve this balance of SNR and BER.  

Beyond the transition region, the curve flattens out, indicating that increasing SNR has a 

diminishing effect on lowering the BER. At this point, the system is already functioning well, 

and further SNR gains may not be cost-effective due to practical constraints such as cost and 

power usage. 

 

 

 

 

 

 

 

 

 

Figure 4.9: Representational Tanner graph of LDPC code. 

Figure 4.10: The variation of BER in function of SNR when using 

Hard Decision Decoding 
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4.2.2 Message Passing Decoding 

The primary focus of this code rotates to message passing decoding, which is a basic 

approach in decoding LDPC codes. This is accomplished by the message passing technique, 

notably the belief propagation method, which iteratively exchanges messages between variable 

nodes and check nodes until convergence. Unlike hard decision decoding, message passing 

decoding is based on probabilities rather than hard decisions, allowing for a more nuanced 

assessment of the transmitted message. 

 

4.2.2.1 Result Interpretation: 

A) Recovered Message VS Original Message  

When the Signal-to-Noise Ratio (SNR) is low, the received signal is dominated by noise, 

making decoding and recovery of the original message a challenging task. This scenario is akin 

to trying to hear a faint voice in a noisy room - the noise overwhelms the signal, making it 

difficult to discern the intended message. 

As the SNR increases, the likelihood of correctly recovering the original message improves 

significantly. With a higher SNR, the signal stands out more clearly against the noise, allowing 

the decoding algorithm to become more effective in extracting the intended information. This 

is similar to turning up the volume on a radio to hear a distant station more clearly - the increased 

signal strength relative to the noise makes the desired transmission more intelligible. 

 

 

 

Figure 4.11: The recovered message VS the 

original message using message passing 

decoding at SNR=0. 

Figure 4.12: The recovered message VS the 

original message using message passing 

decoding at SNR=10. 
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B) Code Rate:  

The graph shows a horizontal line that follows a constant trajectory across the whole 

range of Signal-to-Noise Ratio (SNR) values. This observation implies that SNR fluctuations 

have little effect on the coding rate. The coding rate looks to be around 0.20, or 20%, over the 

SNR range shown. This fixed code rate, which is unaffected by SNR fluctuations, simplifies 

overall system design and maintains a consistent degree of data transmission efficiency. By 

keeping a steady code rate, the system may run effectively without requiring dynamic 

modifications in response to changing SNR conditions. This feature is important because it 

delivers predictable and consistent data throughput, allowing for optimal system planning and 

resource utilization. 

 

 

 

 

 

 

 

 

 

Figure 4.13: The recovered message VS the 

original message using message passing 

decoding at SNR=20. 

Figure 4.14: The recovered message VS the 

original message using message passing 

decoding at SNR=30. 

Figure 4.15: The variation of code rate in function of SNR 

when using Message Passing decoding 
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C) Coding Gain: 

The graph shows a noticeable trend in coding gain in terms of signal-to-noise ratio (SNR). 

Initially, as SNR increases from 0 dB, the coding gain decreases dramatically. Around an SNR 

of 5 dB, the coding gain drops to around -25 dB. As SNR increases, the coding gain rises 

rapidly. As SNR approaches 30 dB, the coding gain gradually levels off around 10 dB. This 

pattern indicates that at low SNR levels, where noise is dominant, the coding gain is modest 

due to considerable noise interference. However, as SNR rises, the coding gain increases, 

showing that the system is more resilient to noise. Beyond a certain SNR threshold additional 

coding improvements become minimal, implying declining returns as SNR increases 

.  

 

 

 

 

 

 

 

D) Bit Error Rate: 

The graph illustrates the behavior of Bit Error Rate (BER) as Signal-to-Noise Ratio 

(SNR) varies. Initially, as SNR increases from left to right on the graph, the BER experiences 

a rapid decline, indicating improved data reliability with higher SNR levels. However, as SNR 

continues to increase, the curve flattens out, signifying diminishing returns where additional 

SNR increments have a reduced impact on reducing the BER. The optimal operating point is 

where the curve starts to flatten, representing a balance between achieving a low BER and 

maintaining a reasonable SNR level. In the low SNR region on the left side of the graph, the 

system faces challenges due to high noise levels, resulting in a high BER and unreliable data 

transmission. In the transition region, as SNR rises, the system becomes more resilient against 

noise, leading to a significant drop in BER. Beyond this transition, in the high SNR region, 

Figure 4.16: The variation of the coding gain in function of SNR when 

using Message Passing decoding. 
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further SNR enhancements result in marginal BER reductions. Engineers strive to operate near 

the optimal point to strike a balance between SNR and BER, considering practical constraints 

such as cost and power limitations that may restrict operating at very high SNR levels. 

 

 

 

 

 

 

 

 

 

 

 

4.2.3 Comparison between Hard Decision Decoding and Message Passing 

Decoding 

According to the data gathered from the previous section, a comparison of hard decision 

decoding versus message passing decoding of LDPC codes indicates considerable variations in 

error correcting capabilities and dependability. Hard decision decoding, as shown in the results, 

has a higher Bit Error Rate (BER) than message forwarding decoding. Hard choice decoding 

requires making binary decisions on received bits, which increases error rates, especially in 

noisy situations with low signal-to-noise ratios (SNR). In contrast, Message Passing decoding, 

which is based on belief propagation and uses soft information such as probabilities or log-

likelihood ratios, provides higher decoding performance with lower error rates, particularly in 

noisy environments. Message passing decoding, achieved through methods like the Sum-

Product Algorithm (SPA), shows improved BER performance and reliability in data transfer. 

 

Figure 4.17: The variation of BER in function of SNR when using 

Message Passing decoding 
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4.3 Analyzing the performance of Steane codes 

In this section, we explore the implementation and simulation of the Steane code using 

Python. The Steane code is a type of quantum error-correcting code that is particularly well-

suited for correcting single-qubit errors. By simulating the Steane code, we can gain insights 

into its error-correcting capabilities and performance in quantum computation. 

The Steane code is a [[7,1,3]] code, meaning it encodes one logical qubit into seven physical 

qubits and can correct arbitrary single-qubit errors. A popular quantum error-correcting code 

that belongs to the Calderbank-Shor-Steane (CSS) family of codes which there exists a 

subfamily of CSS codes that are also QLDPC codes. The Steane Code It is constructed using 

classical binary codes that are derived from the classical [7,4,3] Hamming code. 

4.3.1 Simulation Part 1: 

In this section, the simulation is performed using Python, leveraging libraries such as 

Qiskit for quantum computing and NumPy for numerical computations. 

The implementation of the Steane code simulation is broken down into several key components: 

the definition of stabilizer generators, encoding circuits, error application, and error correction. 

4.3.1.1 Stabilizer Formalism: 

The Steane code utilizes the stabilizer formalism, where the code space is defined as a set of 

commuting stabilizer generators. These generators are typically expressed in terms of Pauli 

matrices: S0, S1, and 𝑆2 represent the stabilizer generators of a quantum error-correcting code. 

Each stabilizer generator 𝑆𝑖 is associated with a set of qubits on which it acts. 

S0 = [3, 4, 5, 6]: This means that the first stabilizer generator S0 acts on qubits 3, 4, 5, and 6. 

S1 = [1, 2, 5, 6]: This means that the second stabilizer generator S1 acts on qubits 1, 2, 5, and 

6. 

S2 = [0, 2, 4, 6]: This means that the third stabilizer generator S2 acts on qubits 0, 2, 4, and 6. 

In practice, the stabilizer generators are represented by specific Pauli operators (X, Y, Z, or 

combinations thereof) acting on the qubits listed. For example, if S0 were a generator of the 

form 𝑍3𝑍4𝑍5𝑍6, it would mean that S0 applies a Z (Pauli-Z) operation on qubits 3, 4, 5, and 6. 
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4.3.1.2 Encoding Process: 

Encoding a qubit using the Steane code involves applying a series of quantum gates to transform 

the state of the logical qubit into the state of seven physical qubits. The encoding process 

ensures that any single-qubit error can be detected and corrected. We construct the encoding 

circuit for the Steane code by applying the necessary quantum gates to transform the logical 

qubit into the encoded state, in this case using the Hadamard gate alongside with the CNOT 

gate. 

 

Figure 4.18: Showcasing the steane code encoding process. 

A) Error Application 

To simulate the error correction capabilities of the Steane code, we apply random single-qubit 

errors to the encoded state. In this case to qubit 7. 

 

Figure 4.19: Applying random single-qubit errors to the encoded state 

B) Error Correction 

The error correction procedure involves measuring the syndromes and applying the appropriate 

corrections based on the measurement outcomes, by adding three X (measuring the bit flip 

errors) ancillas and three Z ancillas (measuring the phase flip errors). 
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Figure 4.20: Adding six ancillas for the syndromes measurement and error correction 

4.3.1.3 Simulation Results 

We evaluate the performance of the Steane code by running the simulation for various error 

rates and measuring the fidelity of the recovered logical qubit. 

A) Error Rate Analysis 

 

Figure 4.21: Physical error vs Logical error rate for different error levels for the Steane code 
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1. Analysis of the Graph: 

 Axes: 

- X-axis (p): The physical error probability, which is the probability that a physical qubit 

undergoes an error. 

- Y-axis (Logical p): The logical error probability, which is the probability that the logical 

qubit (after error correction) undergoes an error. 

 Lines and Legend: 

- Level 1, Level 2, Level 3, Level 4, Level 5: These lines represent the error 

probabilities for different levels of error correction. 

- p: This line (brown) shows the physical error probability as a reference where 

logical error probability equals the physical error probability without any error 

correction. 

2. Key Observations 

 Performance of Error Correction Levels: 

- Level 1 shows the lowest logical error rate, indicating the most effective error correction 

at lower physical error probabilities. 

- Level 5 shows the highest logical error rate, indicating the least effective error correction 

at higher physical error probabilities. 

Figure 4.22: Physical error vs Logical error rate for different error levels 

for the Steane code using ‘p’ as reference 
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- For lower physical error probabilities, all levels perform better than the reference line 

p, but as physical error probability increases, higher levels (Level 5) show an increasing 

logical error rate more sharply compared to lower levels (Level 1). 

 Threshold Behavior: 

- At lower physical error probabilities, all levels are effective in reducing logical error 

rates. 

- At higher physical error probabilities, the logical error rate for higher levels increases 

faster than for lower levels. This indicates that higher levels are less robust to increasing 

physical error rates. 

This demonstrates that simpler error correction schemes (Level 1) might be more robust against 

higher physical error rates compared to more complex schemes (Level 5). 

4.3.2 Simulation Part 2: 

In this section we test another Steane Code by changing the placement of the H (Hadamard 

gate) and the CNOT gate in order to see the impact of the placement of quantum gates on the 

encoding process and therefor the error correction process and keeping everything else the same 

as in stabilizer generators, error application, and error correction. 

4.3.2.1 Encoding Process: 

We construct the encoding circuit for this second Steane code by applying the necessary 

changes to the placement of quantum gates (H and CNOT) to transform the logical qubit into 

the encoded state. As following: 
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Figure 4.23: The encoding circuit using the second Steane Code 

4.3.2.2 Simulation Results 

As seen before we evaluate the performance of the code by running the simulation for various 

error rates of the recovered logical qubit. 

A) Error Rate Analysis 

 

 

 

Figure 4.24: Physical error vs Logical error rate for different error levels for the 

second Strane code 
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1. Analysis of the Graph: 

This graph represents the relationship between the physical error rate and the logical error rate 

for different error correction levels in a quantum error correction (QEC) code. Here’s a detailed 

breakdown of what the graph means: 

 Axes: 

- X-axis (Physical Error Rate): This is the rate of errors occurring at the physical qubit 

level. It ranges from 0 to 0.5, representing the probability of an error occurring on a 

physical qubit during computation. 

- Y-axis (Logical Error Rate): This is the rate of errors occurring at the logical qubit level 

after error correction has been applied. It also ranges from 0 to 1, representing the 

probability of an error occurring on the logical qubit. 

 Lines: 

- Each line represents the logical error rate for a specific error correction level (labeled 

Error Level 0 through Error Level 7) as the physical error rate varies. 

- Error Level 0 (Blue Line): Represents the baseline logical error rate without any error 

correction applied. As expected, this line shows a linear relationship, indicating a one-

to-one correspondence between physical and logical errors. 

- Higher Error Levels (Other Colors): Represent the performance of different levels of 

error correction. 

 Interpretation: 

- Error Correction Performance: Generally, in an effective QEC scheme, higher levels 

should show better error correction (i.e., lower logical error rates for a given physical 

error rate). 

- Erratic Behavior: The erratic or fluctuating lines for the higher error levels indicate 

instability in error correction performance. 

2. Key Observations 

 Performance of Error Correction Levels: 

- Low Physical Error Rates: For very low physical error rates (near 0), all levels should 

ideally show a low logical error rate. However, fluctuations indicate some instability 

even at low error rates. 

- High Physical Error Rates: As the physical error rate increases, the logical error rates 

for higher levels increase more rapidly and erratically, indicating that the QEC is 

becoming less effective or even counterproductive. 
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4.3.3 Steane Code and Quantum Circuits: 

The encoding process involves a specific sequence and placement of quantum gates, including 

Hadamard (H) and CNOT gates. Explaining the radical shift of logical and physical error rate 

between figure (4.7) and figure (4.9) to explore more this section we also compare between the 

corrected state that the correct encoding should produce and the measured ones. 

4.3.3.1 For the first Steane code figure (4.18): 

Correct: | Measured: 

0000000  |  0000000  ===  True 

0111100  |  0111100  ===  True 

1011010  |  1011010  ===  True 

1100110  |  1100110  ===  True 

1101001  |  1101001  ===  True 

1010101  |  1010101  ===  True 

0110011  |  0110011  ===  True 

0001111  |  0001111  ===  True 

Measured State == Logical |0> State? : True 

In this case, the "Measured" states match the "Correct" states exactly. This indicates that the 

encoding circuit correctly prepared the logical |0⟩ state using the Steane code. The logical |0⟩ 

state in the Steane code is a specific superposition of the 7-qubit states, and the measurements 

should reflect this superposition. 

 

4.3.3.2 For the second Steane code figure (4.23): 

Correct: | Measured: 

0000000  |  0000000  ===  True 

0111100  |  1111000  ===  False 

1011010  |  1100110  ===  False 

1100110  |  0011110  ===  False 



 

122 
 

1101001  |  1010101  ===  False 

1010101  |  0101101  ===  False 

0110011  |  0110011  ===  True 

0001111  |  1001011  ===  False 

Measured State == Logical |0> State?: [True, False, False, False, False, False, True, False] 

Here, the "Measured" states does not match every "Correct" state. This indicates that the circuit 

did not correctly prepare the logical |0⟩ state. 

Which lead us to conclude that changing the placement of H and CNOT gates, the structure of 

the encoded state changes. The Steane code relies on specific gate sequences to create the 

necessary entanglement and superposition. If you place the H and CNOT gates incorrectly, the 

resulting state may not represent the correct logical |0⟩ state. The "Correct" states list all the 

states that the correct encoding should produce, which are derived from the logical |0⟩ state. If 

the circuit is incorrect, it may produce a different set of states, or it may not produce the 

expected superposition and entanglement.  

4.4 Conclusion: 

In this chapter, we conducted simulations of both Low-Density Parity-Check (LDPC) 

codes and Steane codes using Python, with a focus on evaluating their efficiency and error rate 

performance. LDPC codes, known for their sparse parity-check matrices, exhibited notable 

efficiency in resource utilization and decoding processes, particularly in scenarios involving 

larger block sizes and complex error patterns. On the other hand, Steane codes, characterized 

by their structured [[7,1,3]] framework, demonstrated effective error correction capabilities, 

especially against single-qubit errors. Despite their differences, both LDPC and Steane codes 

showcased promising error rate reduction capabilities under varying noise levels, highlighting 

their significance in quantum error correction research and potential applications in quantum 

computing. 
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General Conclusion  

 

In conclusion, this master thesis has shed light on the potential of quantum 

communication and error correction techniques in addressing the contemporary challenges of 

secure and efficient data transmission. By exploring the feasibility and performance 

implications of deploying quantum technologies, this research has demonstrated the promise of 

quantum communication in meeting the growing demands of digital connectivity. Furthermore, 

the analysis of quantum error correction codes has underscored their crucial role in preserving 

the integrity of transmitted quantum information, despite the challenges posed by noise and 

decoherence. It is evident that both classical and quantum error correction techniques have their 

own strengths and limitations, and their effectiveness varies depending on the specific 

application and environmental factors. While classical error correction may excel in certain 

scenarios, quantum error correction offers unique advantages in others. Therefore, a nuanced 

understanding of both classical and quantum error correction is essential for designing robust 

and high-performance communication systems capable of meeting the diverse needs of modern 

society. This research sets the stage for further exploration and development in the field of 

quantum communication, paving the way for innovative solutions to address the evolving 

communication challenges of the future. 
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Abstract 

The evolution of communication systems has been a transformative journey, with error 

correction playing a crucial role in ensuring reliable data transmission and storage. Classical 

error correction techniques have been developed to mitigate the effects of noise and errors in 

digital communication systems. As quantum computing advances, error correction becomes 

even more critical, with quantum computers being susceptible to higher error rates compared 

to classical computers. Quantum errors can manifest as bit flips, phase flips, or a combination 

of both, making them more challenging to correct. Quantum error correction (QEC) is essential 

for performing error-free quantum algorithms and scaling quantum computers beyond the 

current limitations. Despite the differences between classical and quantum error correction, it 

is still possible to develop quantum error-correcting codes based on classical error-correcting 

structures. As communication systems continue to evolve, incorporating both classical and 

quantum error correction techniques will be crucial for ensuring reliable data transmission and 

storage in the face of increasingly complex noise and error patterns.  

 ملخص

كان تطور أنظمة الاتصالات رحلة تحويلية، حيث لعب تصحيح الأخطاء دورًا حاسمًا في ضمان نقل البيانات وتخزينها بشكل 

الرقمية.  ي أنظمة الاتصالاتموثوق. تم تطوير تقنيات تصحيح الأخطاء الكلاسيكية للتخفيف من آثار الضوضاء والأخطاء ف

مع تقدم الحوسبة الكمومية، يصبح تصحيح الأخطاء أكثر أهمية، حيث تكون أجهزة الكمبيوتر الكمومية عرضة لمعدلات 

أخطاء أعلى مقارنة بأجهزة الكمبيوتر الكلاسيكية. يمكن أن تظهر الأخطاء الكمومية مع انقلاب البت أو انقلاب الطور أو 

( ضروريًا لإجراء خوارزميات QEC، مما يجعلها أكثر صعوبة في التصحيح. يعد تصحيح الخطأ الكمي )مزيج من كليهما

كمومية خالية من الأخطاء وتوسيع نطاق أجهزة الكمبيوتر الكمومية بما يتجاوز القيود الحالية. على الرغم من الاختلافات بين 

ير رموز تصحيح الأخطاء الكمومية بناءً على الهياكل الكلاسيكية تصحيح الخطأ الكلاسيكي والكمي، لا يزال من الممكن تطو

لتصحيح الأخطاء. مع استمرار تطور أنظمة الاتصالات، سيكون دمج تقنيات تصحيح الأخطاء الكمية والكلاسيكية أمرًا بالغ 

 بشكل متزايد.الأهمية لضمان نقل البيانات وتخزينها بشكل موثوق في مواجهة أنماط الضوضاء والخطأ المعقدة 

Résumé 

L’évolution des systèmes de communication a été un parcours transformateur, la correction des 

erreurs jouant un rôle crucial pour assurer la transmission et le stockage fiables des données. 

Des techniques classiques de correction des erreurs ont été développées pour atténuer les effets 

du bruit et des erreurs dans les systèmes de communication numériques. À mesure que 

l’informatique quantique progresse, la correction des erreurs devient encore plus critique, les 

ordinateurs quantiques étant sensibles à des taux d’erreur plus élevés que les ordinateurs 
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classiques. Les erreurs quantiques peuvent se manifester sous forme de retournements de bits, 

de phases ou d’une combinaison des deux, ce qui les rend plus difficiles à corriger. La correction 

d’erreur quantique (QEC) est essentielle pour exécuter des algorithmes quantiques sans erreur 

et faire évoluer les ordinateurs quantiques au-delà des limites actuelles. Malgré les différences 

entre la correction d’erreur classique et quantique, il est encore possible de développer des 

codes de correction d’erreur quantique basés sur des structures de correction d’erreur 

classiques. À mesure que les systèmes de communication continuent d’évoluer, l’intégration de 

techniques classiques et de correction d’erreurs quantiques sera cruciale pour assurer la 

transmission et le stockage fiables des données face à des modèles de bruit et d’erreurs de plus 

en plus complexes. 
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