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“Everything has a reality, and the servant will not
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Abstract

This thesis deals with the problem of identity and location privacy in the

context of Internet of Vehicles (IoV) while making road-safety into consideration.

This problematic emerged with the advent of different safety-achieving

techniques provided by IoV applications. There exist many techniques that

cope with the identity and location privacy problem but while sacrificing safety.

In our thesis, we focus on the solutions that are based on the pseudonymity

concept and many techniques related to this category were proposed. With this

said, we provide a comprehensive survey that deals with the aforementioned

problem. then, we propose three techniques that ensure high level of location

privacy while considering road-safety as an objective. The obtained results

show that road-safety can still be achieved in conjunction with location privacy

while using our techniques.

keywords: IoV, VANET, identity and location privacy, road-safety, location

tracking, pseudonym changing, silent period, transmission range changing

techniques.
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Résumé

Cette thèse traite le problème de la préservation de la vie privée de l’identité

et de l’emplacement dans le contexte de l’Internet des véhicules (IoV) tout en

prenant en compte la sécurité routière. Cette problématique est apparue avec

l’avènement de différentes techniques de sécurité fournies par les applications

IoV. Il existe de nombreuses techniques qui permettent de résoudre le problème

de la confidentialité de l’identité et de l’emplacement, mais tout en sacrifiant la

sécurité. Dans notre thèse, nous nous concentrons sur les solutions basées sur

le concept de pseudonymat et de nombreuses techniques liées à cette catégorie

ont été proposées. Cela dit, nous fournissons un état de l’art complet qui

traite du problème susmentionné. Ensuite, nous proposons trois techniques

qui garantissent un haut niveau de confidentialité de l’emplacement tout en

considérant la sécurité routière comme un objectif. Les résultats obtenus

montrent que la sécurité routière peut encore être obtenue en conjonction avec

la confidentialité de l’emplacement tout en utilisant nos techniques.

mots-clés: IoV, VANET, confidentialité de l’identité et de l’emplacement,

sécurité routière, suivi de l’emplacement, changement de pseudonyme, période

de silence, techniques de changement de portée de transmission.
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Preamble

1 General Introduction

As the world is proceeding faster towards the adoption of new technologies

and innovations, we get the birth of different protocols, communication means,

transport ways and even new learning methods. These are just few examples of

what humanity, in this current era, is exploiting and focusing at. To this end, all

of the governments, manufacturers and research communities are -intensively-

doing the efforts of accelerating the development progress and the proposition

of new solutions to nowadays challenges. Despite the promising solutions, many

gaps are still open because not all of the provided solutions are holistic. This is

in a part, in the other part some of these solutions do introduce other side-issues

and side-challenges which lead to emerging vulnerabilities and, depending on

the context, can put the whole technology domain into use-preservation, i.e.,

threatening the use of the technology itself. Among nowadays technologies, the

domain of transportation systems is, undoubtedly, putting itself on top of the

delicately-considered challenges. Noting that, most of the life-issues that are

targeted for an enhancement do focus on safety (the absence of unreasonable

risk of harm) as a primary goal.
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2 Motivation

With the exponential growth of urbanism in one hand and the population

explosion in the other hand, different scientific and governmental bodies are

seeking for providing dependable means of transportation that are safe, smooth

and entertaining (that considers the road-dangers, congestion and entertaining

driving experience respectively). In light of this, many automobile projects

were put into development where they focus on smart vehicles that are able to

sense their environment (safety), minimize trips time and energy consumption

(congestion-avoiding) and fulfill the comfort of the driver and his passengers

(entertainment). To this extent, two categories are on the rollout phase:

autonomous and semi-autonomous driving. The autonomous (like WAYMO 1)

category is based on giving the vehicle the full control on how to handle the given

tasks such as driving from two points, taking a decision on a specific scenario, etc.

This category is still under reservations due to events like: "Self-driving Uber kills

Arizona woman in first fatal crash involving pedestrian" 2. The semi-autonomous

category, at the contrary, is getting much attention in where the main aim

is to support the driver with wider vision, notification and mechanisms to

enhance his driving experience. Some companies are already applying this

category (Mercedes, Audi, Tesla, Hyundai, etc.). Safety of drivers are achieved

with different means like using computer vision and letting vehicles be able to

communicate between themselves. This later requires the vehicle to be equipped

with embedded sensors and devices to both sense the external environment and

exchange such information (like their exact locations) with the neighbor vehicles

and that what boosted the safety efficiency of such a technology. The use of

this technology opens new and different challenges related to the identity and
1https://waymo.com/
2https://www.theguardian.com/technology/2018/mar/19/uber-self-driving-car-kills-woman-arizona-tempe
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location privacy and are giving in more details in the next section.

3 Problematic in a nutshell overall

The integration of semi-autonomous vehicles with its wide range of

applications had drastically mitigated the number of road-crashes and fatalities;

thanks to the safety applications provided by this technology. Yet, the use

of safety applications involves sending some sensitive data: the fine-grained

location of the sending car is a good example. Additionally, the special

characteristics of the sent data let the use of data-protective techniques be

non-applicable, as an example: the use of encryption during sending this data

to ensure that the neighbor vehicles are the only receivers is not recommended

in the standardization efforts of the research community which lets this data be

receivable by anyone who has the necessary receiving devises that work in the

same WIFI frequency band as the other vehicles.

With this said, the willingness of adopting the technology by automobile

consumers is at stake. Now to have a pretty good idea on what exploits can an

unauthorized person do are represented in: knowing the succession of locations

of the sending car, keeping the history of the one’s trips, knowing whether he

is at home or not, knowing his political and religious directions, being able to

track him in real time which can result in a crime. These are just for example

but not limited, thus, many other critical exploits can be executed. Obviously,

privacy advocates are opposing the integration of such a double edged sword

technology as long as privacy is not ensured with dependable means.
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4 Objectives & Contributions

While all of the industry, governments and research bodies are seeking for

robust mechanisms to deal with the identity and location privacy resulted from

the integration of such intelligent vehicles, a holistic privacy-solution is still not

provided. To reiterate, despite the large body of the proposed schemes that aim

at solving the identity and location privacy, no holistic solutions are provided.

This kept the work be ongoing to reach a certain level of privacy (maximizing

the privacy) while still providing safety.

As a result, the main contributions of this thesis are stated as follows (and

explained in the next "Thesis outline" section):

1- Location-privacy evaluation within the extreme points privacy (epp) scheme

for vanet users: gives the first contribution in kind of a privacy scheme

that takes a district in Tlemcen, Algeria as an environment for evaluating

this privacy scheme. The chapter does also provide a conceptual framework

study to demonstrate and describe the location privacy in two perspectives:

the defender and the attacker.

2- Transmission range changing effects on location privacy-preserving schemes

in the internet of vehicles: suggests and evaluates the transmission range

changing technique on two of the already proposed privacy schemes by the

literature. The motivation behind this study is that the transmission range

changing technique was not exploited before in the context of identity and

location privacy of vehicle users.

3- Whisper: A location privacy-preserving scheme using transmission range

changing for internet of vehicles: proposes a novel identity and location

privacy scheme that is built upon the technique of transmission range

4
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changing that is tackled in its preceding chapter but this time: the

novel scheme’s protocols synchronize at the aim of exploiting the

transmission range changing technique while doing the pseudonym changes

to remarkably-rise the privacy level of vehicle users.

With this said, and as stated earlier in the examples of privacy-exploitation,

we are aiming for evaluating, studying the characteristics and providing novel

solutions to the identity and location privacy in the domain of automobile but,

concurrently, taking road-safety as a main objective (without its sacrificing).

5 Thesis Outline

This thesis deals with the identity and location privacy problem and is

composed of two main parts: (a) LITERATURE REVIEW in where we give

an introduction to the stated problem accompanied with an exhausted related

work study and this is done in two chapters. While in the second part (b)

SCIENTIFIC CONTRIBUTIONS, we start by proposing solutions and giving

contributions on the same research field and this is done in three chapters. Thus,

a composition of five chapters per thesis.

The thesis begins with the LITERATURE REVIEW and is outlined as

follows:

• Chapter 1 starts by giving basic notions on vehicular networks, their

security, the privacy issues in general and the pseudonymity in particular;

that is a preface to the whole thesis.

• Chapter 2 dives into the identity and location privacy problematic where a

detailed state of the art is given with a large body of related work followed

by a novel taxonomy for the pseudonym change schemes and a comparative

table for some recent pseudonym change schemes. At the end, the chapter

5
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gives important concepts and conclusions at the aim to provide directions

for the future privacy-preserving schemes.

Right after that preliminary entry, the thesis continues with a SCIENTIFIC

CONTRIBUTIONS part which is outlined as follows:

• Chapter 3: Location Privacy Evaluation for Trips and Home identification

in VANET (contribution 1).

• Chapter 4 Transmission Range Changing Effects on IoV Users’ Location

Privacy (contribution 2).

• Chapter 5 WHISPER: a Safety-Aware and Location Privacy Scheme for

IoV (contribution 3).

Each chapter, is based on at least one scientific publication and the last

three chapters (i.e., of the SCIENTIFIC CONTRIBUTIONS part) are devoted

to bring forth identity and location privacy schemes and solutions. In light of

this, we mention at each chapter’s end the scientific publication(s) and/or the

communication paper(s) from where the chapter is built upon.

In the final stage, we give a general conclusion to the thesis as whole, a

discussion to the identity and privacy problematic and future work that this

thesis had given as insights.

In the followings, we give, in more or less, the different work phases of this

thesis in addition to its chronology: we target the privacy problematic (Identity

and Location privacy "evaluation" and "schemes") and dived -slightly- in treating

a specific security issue that is related to location data falsification (Location

abusing "detection"). An illustration in form of a diagram is shown in Figure 1

and a brief description is given below:

Noting that (a) "Ext" refers to "an extended version", (b) "Chx" to "Chapter

6
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x", (c) "/" not included in the thesis due to the work’s irrelevance to this thesis’

exact topic or for lower importance and (d) "*" for an ongoing work(s).

Identity and Location privacy schemes

• EPP: Extreme Points Privacy for Trips and Home Identification in

Vehicular Social Networks.

• Location-privacy evaluation within the extreme points privacy (epp) scheme

for vanet users. [Ext, Ch3]

• Transmission range adjustment influence on location privacy-preserving

schemes in vanets.

• Transmission range changing effects on location privacy-preserving schemes

in the internet of vehicles. [Ext, Ch4]

• Preserving the Location Privacy of Drivers Using Transmission Range

Changing Techniques in Internet of Vehicles.

• WHISPER: A Location Privacy-Preserving Scheme Using Transmission

Range Changing for Internet of Vehicles. [Ext, Ch5]

Identity and Location privacy evaluation

• Pseudonym change-based privacy-preserving schemes in vehicular ad-hoc

networks: A survey. [Ch1, Ch2]

• The Impact of the Adversary’s Eavesdropping Stations on the Location

Privacy Level in Internet of Vehicles. [/]

• Between Location protection and Overthrowing: A Contrariness

Framework Study for Smart Vehicles. [Ch3]

Location abusing detection
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Figure 1: The diagram of this thesis’ phases and chronology

• Security-Aware Monitoring Approach for Location Abusing and Suspicious

Behavior in Internet of Vehicles. [/]

• SAMA: Security-Aware Monitoring Approach for Location Abusing and

UAV GPS-Spoofing attacks on Internet of Vehicles. [Ext, /]

Post-thesis work(s)

• A Safety-Friendly and Road-Congestion Monitoring Location

Privacy-Preserving Scheme For IoV. [*]
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PART ONE: LITERATURE
REVIEW

Chapter I: Vehicular Networks and their
Security: A Background

Chapter II: Pseudonymity: A State of
Art and Taxonomic Study
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Chapter I:
Vehicular Networks and their Security:
A Background

“The way to get started is to quit talking and begin
doing.”

– Walt Disney
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Vehicular Networks and their Security:A Background

1 Preface

This preliminary chapter aims at giving a start-up setup to both: the LITERATURE
REVIEW part and the thesis as whole. Starting with basic notions, we provide
an introduction to the vehicular networks technology where we spot light on two
categories: Vehicular Ad-hoc Network (VANET) and Internet of Vehicle (IoV)
with their applications and communication models. Additionally, we highlight the
implications of the technology on road-safety. Next, The chapter details the security
issues that are emerging as challenges against a successful IoV deployment. Later
on, the chapter dives deeply on the privacy issues in IoV and sheds light on the
pseudonymity solution. We give a summary on the current chapter at the last stage,
that is the summary section.

2 Initiation to Vehicular Networks

Over the past few decades, the world had witnessed a huge evolution in different
sides (e.g., the wireless communication technologies area and automobile industry), this
had let all of the government, industry and the research community to start thinking
on how to get benefit from this evolution to overcome the current world challenges
[1]. The augmentation of the vehicles number and the implications (road safety,
traffic efficiency, congestion problems, etc.) are good examples for such challenges
[2]. In addition to these problems, there are also comfort-related problems that aim at
providing entertainment for both the driver and his passengers like connection to the
internet, sharing files, real-time conversation between drivers, etc.

2.1 Wireless Technology: in a Glance

Wireless communications are in no more or less a new technology. Its first
appearance was in 1897 with the wireless telegraphy demonstrations done by Marconi
which was followed by a radio reception across the Atlantic Ocean in 1901 and that
was a big step towards nowadays advancement [3].

In these passed hundred years, a bunch of Wireless systems had emerged and
vanished at the same time. The television transmission, previously, was broadcasted
wirelessly using radio transmitters but was replaced with cable transmission afterwards.
In the same way, the point-to-point microwave circuits that was forming telephone
network backbone are currently replaced by optical fiber.
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In both previous examples, the appearance of new wired technologies (like optical
fiber) had contributed in the transition into wired options. Yet, today has an
opposite effect: wireless technologies like cellular technologies are overwriting the
wired telephony networks especially in the case where these wired networks are not
well-developed. Also, it is crystal clear that the world is rushing towards wireless
technologies like 5G and 6G. [4]

2.2 VANET Network

2.2.1 Overview

The yearly damages caused by vehicular accidents (which is 1.3 million deaths with
$518 billion costs in the globe [5]) let the emerging of VANET to exploit the advances in
the field of wireless communications. Its main creation purpose is to reduce the overall
costs in terms of lives and in economy [6]. Moreover, the unique nature of ad-hoc
networks which allows the fast spread of information let VANET, that is extended
from MANET [7], be considered as an appropriate wireless network that is used to
solve the previous problems [8]. Figure 2 gives the position of VANET according to
some other networks like MANET which is, by itself, a subclass of Wireless Ad hoc
Network (WANET) [9]. With this in mind, VANET inherits most of the characteristics
of WANET where the shared wireless medium present a lot of issues and vulnerabilities
as will be shown next.

Figure 2: VANET and its relation with other networks

2.2.2 Architecture

Communications inside VANET need a predefined architecture. The vehicle, which
is the essential element in this network, must be equipped with an On-Board-Unit
(OBU) that allows it to transmit over the wireless medium, namely the Wireless
Access in Vehicular Environment (WAVE) [10]. OBUs are used to exchange data
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between VANET components. Another equipment which may be used in coordination
with the OBU is the Application Unit (AU), the role of this device is to connect and
communicate with other services in the network [11]. In the components other than
vehicles we may find:

B) Cell phones (sometimes referred to pedestrians)

C) Unmanned Air Vehicle (UAV) [12, 13], a drone/Flying Ad-Hoc Network (FANET)
system that may assiste the VANET system

D) Roadside Units (RSUs), which are devices fixed right in the roadside

F) Cell towers (3/4/5/6G [4, 14] technologies provided to VANETs)

G) Different kinds of servers (location, authentication, application servers) [15]

Figure 3 shows the previous VANET components and the various modes of
exchanges between them.

Figure 3: VANET architecture and its main components

2.2.3 Features

VANET is a subclass of MANET, this results in an inheritance of most of MANET
characteristics. However, due to the characteristics of VANETs [16, 17], there exists
the following special features:
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1. No energy constraints: the big amount of battery energy with the on-the-driving
recharge ability remove the energy constraint that is not existing in most of the
other wireless networks.

2. Fast topology change: since the speeds of vehicles are remarkably high,
the frequency of topology changes resulting in influencing some fundamental
functionalities such as routing algorithms and congestion applications.

3. High Computational ability: strong and modern CPUs are used which result in
efficient and non time-consuming calculations [18].

4. A non-static network density: because the topology is changing so fast as stated
before, this results in the variation of network density spatial and/or temporal.

5. A known mobility pattern: since the movement is restricted by roads and
highways, it is likely to be easily predictable.

6. Safer and comfortable driving: because of the communication ability between
vehicles, ensuring an environment awareness between them for the safety sake
becomes possible [19].

7. A non-secure communication medium: because of the wireless medium’s nature,
the security of the wirelessly exchanged information is going to be challenging.

2.3 IoV: A Novel Paradigm

2.3.1 Overview

IoV is emerging as a promising paradigm in Intelligent Transportation Systems
(ITS) to enhance and exploit the existing VANETs by entailing the Internet of Things
(IoT) [20, 21]. IoV is a vehicular network model which consists of vehicles, users
and other smart devices connected to the network and aims to provide various safety,
road-management as well as comfort applications and services [22]. By doing this,
they are able to exchange information and to fulfill both network efficiency and road
safety requirements. The exploiting of infrastructures can also be used to enhance the
communications between the vehicles especially in sparse scenarios. There exist two
types of communications over the Dedicated Short-Range Communication (DSRC)
protocol are enabled: Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure (V2I)
[23]. Figure 4 shows the Vehicle to Everything (V2X) external communications
and internal equipments. A vehicle using V2X is able to enhance the road-safety
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by broadcasting, through its OBU, a status-form beacon message named the Basic
Safety Message (BSM) with a 300m range with a frequency of 1 to 10 BSMs per
second according to the standardization [24]. The data included in BSMs are
illustrated in Figure 5. This lets vehicles be aware of the potential dangers coming
from the nearby vehicles in addition of giving the option to manage road-congestion
through the implemented RSUs. Noting that the BSM concept is considered in the
U.S. standard while for the European standard, we find both (a) the Decentralized
Environmental Notification Message (DENM) for event triggered messages and (b)
Cooperative Awareness Message (CAM) for periodically exchanged messages [25].

Figure 4: V2X technology illustration

Figure 5: BSM beacon format

2.3.2 Environment Awareness

IoV comes to assist the design of Vehicular Ad-hoc Networks (VANETs) that focus
on reducing the number of fatalities by enabling V2V and V2I communications over
the DSRC protocol [26] in addition to the various Vehicle-to-Everything (V2X)
communications [27]. Thus, fast reactions may be taken by drivers during the
dangerous situations. To achieve this goal, each vehicle has to periodically broadcast
its status in terms of location, speed, velocity, time, etc. placed in a beacon message.
This kind of beacon is called BSM [28]. Despite the interesting V2X applications like
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vehicle platooning, incorporated sensors and automated driving, vehicles suffer from
some serious security and privacy vulnerabilities and issues.

2.3.3 Implications on Road-Safety

Despite being the privacy mechanisms, especially those basing on the pseudonym
change, beneficial to the user’s privacy to some extent, they also open safety issues since
being in silent periods, which will be discussed later in more details, lets the vehicle
be invisible not just from the tracker but also from nearby legitimate vehicles and this
leads to both fooling the tracker and those nearby vehicles. Also, exchanging the used
pseudonyms between vehicles has the same effect which will endanger the users’ safety
as stated by the European Telecommunications Standards Institute (ETSI) in "ETSI
TR 103 415" standard [29] that also discusses the current existing project working on
the aspect of pseudonym change (for a more details, we redirect the reader to the "ETSI
TR 103 415" standard); that is the "trade-off" between privacy and safety.

2.4 The Technology in Practice

2.4.1 Potential Applications

The different types of sensors and the Global Positioning System (GPS) device give
the vehicle the ability to know its environment through collecting and processing the
gathered information. Then, spreading it to other vehicles that are in the vicinity [30].
Thus, other potential IoV applications are suggested by the researchers under a bunch
of IoV projects and they are up to be implemented. We can distinguish two main
application categories:

- Safety related applications: their main objective is to make decisions, warn
the driver about the situation [31], improve road safety and to avoid as much
accidents and fatalities as possible. There are lots of safety related applications
including: emergency electronic brake light, traffic signal violation warning,
pre-crash sensing, lane-change warning and others. [30]

- Entertainment/infotainment (or non-safety) related applications: In some works,
they are splitted into (1) Entertainment and (2) Traffic Efficiency Applications.
This category of applications aims at achieving a good level of traffic management
and infotainment for both the driver and his passengers [32]. A set of non-safety
applications can be: co-operative navigation, global internet service, speed
management, etc. [33]
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2.4.2 Communication Model & Standards

As mentioned in the VANETs architecture section, the protocol suite used by
vehicles to communicate is WAVE. The protocol layers of WAVE are well-stated in
the conducted work done in [33] by Karagiannis et al. IoV exploits VANETs, these
later consist of different communication types, V2V and V2I are the most used.
Therefore, the DSRC emerged and went through several standardization phases to
well-fit the vehicular wireless nature; coming with promising features (3 to 27 Mbps
as a transfer rates, a low latency to operate in a range up to 1 Km, etc.). The
DSRC was accompanied by the 1609 (described in Table 1) standards family to solve
some issues like establishing communications in various channels. There is a variety of
vehicular communications other than V2V and V2I, the general term to describe such
communications is Vehicle to everything (V2X), where it creates a vast research area
(V2P for Vehicle to Pedestrian, V2N for Vehicle to Network, etc.)

Table 1: A set of standards that support the ITS applications

Standard Description
IEEE 1609.1 Provide OBUs with the ability to use external resources

to enhance their calculation potentials
IEEE 1609.2 Secure message formats in WAVE
IEEE 1609.3 The WAVE network layer (routing and addressing tasks)
IEEE 1609.4 Appends the multi-channel operation to the IEEE 802.11p
IEEE 802.2 The Logical Link Control (LLC) in the link layer
IEEE 802.11p Physical and MAC layers management and an improvement

of the IEEE 802.11 standard to permit the WAVE protocol

3 Security Issues in IoV

The main objective of IoV is to ensure both safety and entertainment with
various safety related and non-safety related applications respectively. However, if
the communications used in the IoV is not secured, the results will be disastrous in
terms of fatalities and economically. This is due to the different types of attacks that
may be launched against these networks, and that is why the study of security attacks,
requirements and countermeasures ought not to be neglected [6, 34].

3.1 Security Requirements and Aspects

In VANETs, a set of security requirements must be guaranteed [9, 35, 36]. The most
important requirements are presented in Figure 6 and defined as follows:
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Figure 6: Some of the essential security requirements

Authentication: when a node (vehicle) receives a message, it must be able to know
if the generated message is from a legitimate sender or not. This is mostly done
using the verification of the sender’s signature which may add a certain amount
of latency. Therefore, this process has to be done in as short period as possible
using fast authentication schemes [37].

Availability: Despite the high mobility and the existence of some security attacks
(e.g., Denial of Service attacks that is goint to be shown next), the network must
always be available for receiving/sending messages especially for the safety-related
messages.

Integrity: it means that the delivered message must not be altered by a malicious
node. Integrity is relevant to the authentication, where the verification of the
received message tells if it is correct or corrupted (altered or not respectively).

Non-Repudiation: where the real sender of a message must not be able to deny
the fact that he was the origin of that sent message. The proof would be assured
via cryptographic techniques (base on the private key used for signature).

Confidentiality: during the communication, only the concerned members involved
in this communication have to be able to decrypt the messages; a good example is
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the group members’ broadcasts, no other than this group can read the messages.
Yet, in safety-related messages, the encryption is not recommended due to
the additional latency. So, confidentiality is not considered as an important
characteristic for safety-related applications.

Privacy and Anonymity: the driver’s personal information ought to be kept
private and protected against unauthorized access. Due to the nature of the
wireless medium[38], it becomes hard to achieve a total privacy because the
security related messages are sent in clear due to the latency problem when is
encrypted, that is why there is a big trade-off between privacy and security.
Privacy has strong relations with anonymity, where the anonymity refers to
the ability to prevent the unauthorized entities from physically identifying the
originator of the messages, and by consequence, matching the identifier used in
the message with the person’s real identity. This causes some serious problems
when the attacker tracks his target basing on his car’s broadcasts (the periodic
locations are sent in clear due to the safety-applications requirements). This lets
privacy be considered as one of the essential security requirements.

Traceability: it must be possible to know the origin of the safety message and to
trace it at any given time. However, this ability must be preserved to authorized
entities like the Law Enforcement Authority (glslea). The safety messages are
supposed to be kept in the Event Data Recorder (glsedr) [35].

Revocability: it means the exclusion of a misbehaving node from the network.
Actually, this depends on the responsible decision of the authority. According
to the research work performed in [39] Wasef et al., there are two revocation
mechanisms: centralized and decentralized revocation which means either by a
specific authority or by the node’s neighbors respectively.

3.2 Adversary’s Potentials and Strength

Before we proceed to the real problem, it is important to know the features and
characteristics of the environment that the driver is dealing with. The adversary type
in addition to what kind of attacks he can execute are very important factors to make
better decisions and countermeasures.
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3.2.1 Adversary Types

There are a lot of adversary/attacker types as stated in [9, 40, 41, 42]. They can be
classified, according to the research papers and our observation, based on the following
perspectives:

1- "Actively" (Active or Passive): An active attacker can alter, remove or
generate new messages in order to affect the performance of the network. On the
contrary, a passive attacker does not do more than eavesdropping the exchanged
communications. Thus, he cannot directly harm the network.

2- “Behaviourally” (Malicious or Rational): The primary objective of a
malicious attacker is to execute a destructive attack that damages the network
with various methods. The rational attacker aims to achieve a personal benefit
from his attack. This means his actions are more predictable than those of a
malicious attacker.

3- “Locationally” (Insider or Outsider): The insider attacker is an
authenticated member in the IoV network . He is by then able to perform a
lot of serious attacks on the network [43]. Whereas the outsider attacker does not
have the ability to directly participate in the network. Hence, the insider attacker
is more dangerous than the outsider one.

4- “Proprietarily” (Global or Local): A global adversary controls a large area in
terms of radio stations deployed across the network. Thus, he can easily detect the
mobile entities inside the covered area (also called region of interest). The local
adversary controls less network entities than the global one; hence, he is limited
in terms of the covered area. The utilization of the collected data may vary, we
see some dangerous attacks resulting from the unauthorized data collection in the
next chapters.

5- “Movably” (Static or Dynamic): The adversary’s eavesdropping stations are
either put fixed in some specific spots or moving across the observed map. The
strength of each of these kinds depends on the used mechanisms and algorithms.
The moving ones need a delicate processing (e.g., moving to follow a specific node)
which is hard to be ensured. But, it is useful in the case where the adversary
has few stations. On the other hand, the fixed stations do not need a lot of
management except the synchronization and the sharing resources management.
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This one provides the adversary with a good monitoring ability if he has enough
stations to cover an area. If not so, then he cannot monitor whatever he wants.

6- “Occasionally” (Permanent or Temporal): The adversary could be seen as
a permanent or a temporal observer of the covered area. A permanent observer is
more dangerous due to the fact that he gathers data and eavesdrops the different
communications that occurs all the time. Contrary, a temporal observer would
just eavesdrop at some period of times depending on his interests, intentions and
benefits.

3.2.2 Security Threats

The nature of the shared wireless network grants the attacker the ability to execute
and launch diverse attacks. Each attack has its specific characteristics and benefits.
Many researches done in this scope had highlighted the potential attacks that may
exist in this area [7, 9, 36, 39, 44, 45]. Because our work is dealing more with location
privacy, we recall the attacks that mainly affect the privacy of individuals as follows:

1. Denial of Service: in the Denial of Service (DoS), the attacker focuses on
paralyzing the targeted service [46]. In this scope, it may be the service
responsible of delivering the set of pseudonyms used by vehicles to ensure their
privacy.

2. Eavesdropping attack: in where the attacker eavesdrops (i.e., listens to) the
transmitted packets over the shared wireless medium. This attack can be seen as
a preamble to other critical attacks that are based on the collected data.

3. Identity disclosure: in identity (or ID) disclosure attacks, the malicious node
reveals the location of its neighbor node. In most cases, it does this after being
infected by a virus [9] sent by the attacker at the aim of getting the current
location of a specific node. By this, he targets the node’s neighbor (or neighbors)
where it periodically discloses its neighbor’s location. It is clear that this attack
strongly breaches the privacy of drivers.

4. Location tracking: because of the periodic broadcasts imposed by safety
applications, the attacker can read the location of his target vehicle [47] after
eavesdropping its safety broadcasts (beacons). He can later benefit from a lot
of private data like the real identity of the driver, the frequent visited places
and other sensitive information. We will talk about location tracking and other
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privacy related issues (the pseudonym linking attacks) in the next section.

5. Malware attack: as viruses and malwares infect computers, vehicles are also
susceptible to be infected by malwares. Thus, an anti-malware framework should
be further developed in order to be deployed on the different entities (i.e., OBUs,
RSUs, etc.). The malware can expose the individual’s most critical and secret
data such as his location, heading and so on.

6. Man in the middle attack: in such attacks, the attacker interferes in
the communication between two other nodes; he firstly eavesdrops the
communication, then, he acts as the other part involved in the communication
so that he can intercept and reply to each side with his own created packets (the
original two parts do not know that they are dealing with an attacker) [48]. The
attacker can also extract private data that is related to the individuals’ privacy.

7. Masquerade attack: in order to exploit the network, the attacker impersonates
a legitimate node (faking his authentication by taking a legitimate identity of
another authenticated node) then he executes a lot of attacks, like extracting
privacy related data, that could not be done without being authenticated.

3.2.3 Research Efforts

To provide the right solution against a specific attack, it is recommended and
important to know the characteristics of that attack in its exact context.

In [45], Laurendeau and Barbeau. classified the different attacks according to
the appropriate security requirement. They categorized them into attacks related to
availability (DoS, malware, etc.), authenticity (masquerading, GPS spoofing, etc.) and
confidentiality (eavesdropping, location tracking).

Mokhtar and Azab classified in [36] the attacks according to the targeted network
layer (Application, transport, network, link and physical layer). They mentioned the
most serious attacks with the corresponding solutions basing on the operating layer.

Another interesting research is that of [9], where La and Cavalli made a detailed
survey on the attacks, their characteristics and their convenient countermeasures.
We mention some of them: as in the bogus information attack, they recalled
that the Elliptic Curve Digital Signature Algorithm (ECDSA), which is a message
authentication scheme, is the suitable solution for this kind of attacks. Or, in the DoS
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attack, the solution is to base on a particular processing unit which is a support for
the OBU. This piece indicates to the OBU that it is under a DoS attack resulting in
a necessity to switch the current communication channel for example. Also, for black
hole attack, they pointed out that allowing more than one route for the packet delivery
is an acceptable solution.

Finally, despite the diverse and large number of attacks that are threatening the
security, there are a lot of efforts that were undertaken to intercept these attacks.
The most satisfying and used solution is that of the Public Key Infrastructure (PKI)
schemes [7, 49] where it uses cryptographic techniques based on public and private keys
in order to secure the end-to-end communications [50]. However, PKI itself cannot solve
all security related issues. For example, it cannot protect from the location tracking
(discussed in more details in the next section) because the location of vehicles must
remain revealed for safety-related requirements. It is also important to mention that
cryptographic techniques add a remarkable latency which is not so suitable for safety
applications .

4 Privacy Issues in IoV

Because the employing of IoV comes to provide safety, entertainment and traffic
management efficiency, vehicles need to broadcast their status in terms of identifier,
position, velocity and other useful information. However, from the position information
gotten after an eavesdropping, an adversary can easily track the vehicle and identify
its driver [51]. This can only be a preamble to sensitive information that breaches
the driver’s personal life and his privacy, as an example: from the collected traces,
the attacker will be able to know all the driver’s trips, health condition, political and
religious direction, people who is dealing with, etc. and this is a crucial factor that, if
it is not considered seriously, going to affect the adoption of IoV especially by privacy
advocates.

4.1 Privacy: A Crucial Parameter

There is no doubt that the privacy of the driver must be rigorously maintained. The
common solution to provide an acceptable level of privacy is the use of “pseudonyms”.
Pseudonyms are a replacement of the real identifier that is used in the beacon messages.
They solve the problem of driver identification when dealing with a basic adversary
but when it comes to an advanced adversary, this latter can identify the driver even
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while using pseudonyms by analyzing the trajectory of its vehicle and the history of
its trips and hence, he links his pseudonym with his real identifier [52]. in order to
break the continuous linkage of the vehicle’s locations, the use of pseudonyms change
techniques must be performed and this is considered as an acceptable solution for the
aforementioned privacy issue [53, 54]. To get a good idea about the problem of privacy,
we state the most important characteristics that should be considered. With this said,
the location privacy and pseudonym change techniques are described in the following
subsections.

4.1.1 Privacy Requirements

When we come to the question of how to quantify the achieved location privacy in
the VANET scope, a set of various proposed metrics arises. Among the most relevant
metrics we find the following ones as in the research of Wagner and Eckhoff. [55]:

1. Set of Anonymity Size (SAS) : It refers to the indistinguishability of a target
vehicle in comparing to other vehicles in the same context. This metric is
characterized by its simplicity in terms of calculation and imposition of the privacy
problem. Also, it highly depends on the total number of the existing vehicles. It
is important to mention that this metric does not describe the anonymity level in
all scenarios because the adversary may find out that the tracked vehicle is not
fully undistinguishable by observing the heading direction, velocity, power of the
used signal and other features to determine and identify it successfully.

2. Entropy (Ent): This metric emerged just after finding that the SAS is not a
well-describing metric. Thus, researchers trended towards the entropy metric
which refers to the uncertainty in a random variable [55]. By combining this
concept with the SAS, we find that the entropy is just the measure of a vehicle’s
anonymity inside the set; i.e., not all vehicles are alike in terms of being the target
inside that set [56]. The Entropy’s formula is given in Equation 12.

Hp = −
|AS|∑
i=1

pi log2 pi (1)

Where |AS| refers to the SAS and pi refers to the probability of vehicle i being the
target. The more the vehicles are equally in the probability of being the target,
the more the entropy metric gives its highest value Hmax which is described in
Equation 13.
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∀i : pi = 1
|AS|

, Hpmax = −
|AS|∑
i=1

pi log2 pi = log2 |AS| (2)

3. The degree of anonymity (d): It treats the scenario where the adversary, at
the beginning, has no knowledge about the vehicle’s anonymity set. Here, the
expected value of the measure would not be equal to that of the other scenario
where he already has a certain amount of knowledge. Hence, the degree of
anonymity (d) was proposed in [57] which aims to normalize the evaluated
anonymity. (d) is described in Equation 14.

d = 1− Hmax −H

Hmax

= H

Hmax

(3)

4. Adversary’s Success Rate (ASR): As the adversary’s exact purpose may change
depending on his interests, knowing exactly what he is looking for would be more
significant. Thus, the adversary’s success rate concerns the privacy property
targeted by the adversary against a specific vehicle. Despite the meaningful
results that are revealed after applying this measurement, it also introduces some
challenges. As an example, a significant question emerges: “does the adversary
really target the supposed privacy property?”. In sum, this metric only works in
the case of applying it according to what exactly the adversary is searching for.

5. Maximum Tracking Time (MTT): In most cases, the main goal of an adversary is
to achieve the longest vehicles tracking time as possible. Thus, this measurement
concerns the ability of that adversary to accumulatively tracking the vehicles.
Additionally, it supposes that performing a pseudonym change at a certain
time will make the adversary become confused. Unfortunately, this metric
does not consider the case where the adversary uses additional techniques like
probabilistic conclusions and benefits from an historic paths log of his target that
is recorded/obtained earlier.

6. Statistics on Pseudonym Change (SPC): From its name, statistics on pseudonym
change metric aims to measure anything that has a relation with pseudonym
changes like the total number of successful pseudonym changes; i.e., the
unlinkabikity [58]. This metric had only investigated the unlinkability property
in most researches that used it [55].
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It is extremely important to point out that not every metric is applicable to all
pseudonym change strategies. The nature and the characteristics of the pseudonym
change strategy are the only key that determines the correctness and applicability of
such metrics. Therefore, it does not make sense to compare between a set of strategies
that are not studied using the same metrics, and telling which strategy is the best in
this scenario would not be significant.

4.1.2 Privacy Metrics

Before employing pseudonyms, we need to ensure a set of properties to fulfill the
different IoV requirements and to avoid unwanted abnormalities that may occur and
lead to putting the network functionality down [41]:

1. Distinct identity: Each vehicle must have a unique pseudonym at a given time.
To ensure this property, the use of a strong and coherent cryptographic mechanism
to generate (i.e., not to overlap with other vehicles’ pseudonyms) and maintain
pseudonyms is needed.

2. Ensuring availability of pseudonyms: At a specific time, if a vehicle needs
a new pseudonym that pseudonym must be available. A common way to achieve
this would be by storing a large set of pseudonyms in the OBU.

3. Ensuring limited duration of pseudonyms: The use of a pseudonym must
not be infinite because, if it is so, the location tracking attack will be easily
performed by an adversary. To force the discontinuity of using a pseudonym,
adding a duration time to the signed certificate that accompanies the used
pseudonym would solve the problem.

4. Identity full change: If a vehicle decides to change its pseudonym, it must
change all its other identifiers used recently in its communication layers stack;
because changing one identifier and letting the others would be useless and renders
the breaking of its anonymity an easy job. In this way, the adversary links the
new pseudonym with the old one according to his analysis and matching of the
other communication layers’ identifiers.

5. Pseudonym change block ability: The frequent changes and the overuse of
pseudonyms cause several problems like the Sybil attack and the high overhead
respectively. Thus, stopping pseudonym change must be assessed by the
corresponding authorities or by a strong reputation system that can detect and
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remove any malicious vehicle from the system if it breaches this feature.

4.1.3 Privacy Implications on Safety

Despite being the privacy mechanisms, especially those basing on the pseudonym
change, beneficial to the user’s privacy to some extent, they also open safety issues
since being in silent periods, which will be discussed in details later, lets the vehicle
be invisible not only to the tracker but also to the nearby legitimate vehicles which
leads to both fooling the tracker and those nearby vehicles. Also, exchanging the used
pseudonyms between vehicles has the same effect which endangers the users’ safety as
stated and detailed in "ETSI TR 103 415" standard [29] that also discusses the current
existing project working on the aspect of pseudonym change (we redirect the reader to
the "ETSI TR 103 415" standard for a more details); that is the "trade-off" between
privacy and safety.

4.2 Adversary Identity and Location Privacy

The identity privacy is the act of preventing unauthorized entities from knowing
the real identity of the driver. We mean by unauthorized entities the different entities
other than the trusted authorities [59]. keeping the identity hidden must be conditional
due to the fact that revealing the real identity is mandatory in case of a revocation or
resolution process launched by a law authority after observing a suspicious behavior
of one of the vehicles. The other concept is Location privacy which is defined as the
ability to prevent other entities from knowing the current and/or past location of an
individual [60]. Besides, location services play a vital role nowadays in different areas
(e.g., informing the user about the nearest hotel, a less-congested road suggestion,
etc.) they also cause privacy issues by revealing the user’s location in an appropriate
circumstance.

Individuals do not want their location to be exposed especially in sensitive areas
[61], thus, giving them the option to be invisible is likely to let them feel safer
[62]. The fact of the possibility to know the exact location of an individual at a
specific time will bother him. Moreover, knowing all his exact location during a wide
duration that occurred in the past few days may expand his worries and annoyance
enormously. Thus, location privacy must be maintained carefully by only letting the
allowed parties to have the ability to get the location of the individual and preventing
(or limiting) as maximum as possible the unwanted parties from getting such sensible

27



Vehicular Networks and their Security:A Background

location information. There are other privacy models like interest privacy, backward
privacy, content oriented privacy and other models [63]. We only described the two
models; namely identity and location privacy. Due to their indispensable importance
in VANETs, the majority of drivers want to get a good level of such privacy models.
Among the most interesting solutions to ameliorate both identity and location privacy
we find pseudonym schemes deployment. It is worth mentioning the efforts of the
pseudonym management standardization like that of the "ETSI TR 103 415" standard
[29].

4.3 Pseudonymity

Instead of using one static identifier all the time; which fosters the tracking and the
identification of that vehicle, the use of different identifiers, the so called pseudonyms,
must be employed. Basically, a set of pseudonyms is stored in the OBU. This set plays
the role of useable identifiers that enhances enormously the driver’s privacy. There are a
lot of proposed schemes to achieve high privacy levels basing on the use of pseudonyms.

4.3.1 Pseudonym Schemes

To achieve a robust communication system with a high level of privacy, the need to
implement effective pseudonym schemes arises. The desired schemes should base on
cryptographic techniques that fulfill the privacy requirements. Due to the importance
of such schemes, many works and suggestions were done in this scope. Petit et
al. [41] had mentioned four pseudonym schemes, namely asymmetric cryptography,
symmetric cryptography, group signature and Identity-based cryptography schemes.
These schemes are described as follows:

4.3.1.1 Asymmetric cryptography schemes

Asymmetric cryptography or often called public key cryptography is based on pair
of keys mechanism. One key is public; used to encrypt data or to verify the digital
signature set in the packet. The second key is private; used to decrypt the encrypted
data or to make digital signatures. Moreover, among the main characteristics of
asymmetric cryptography we find the mathematics bind between these two keys [7].
Even though asymmetric cryptography provides high efficiency, it also introduces an
additional overhead and requires big computational processes which do not fit the
real-time applications and constraints of IoV.

28



Vehicular Networks and their Security:A Background

4.3.1.2 Symmetric cryptography schemes

Symmetric cryptography schemes are characterized by their high efficiency in
the authentication phase and do not consume a lot of computational time as
asymmetric cryptography does. The symmetric cryptography uses a Hashed Message
Authentication Code (HMAC) to authenticate messages. This is done by hashing the
message and a secret key. For that, the other nodes, who aim to verify the validity of
the received message, must also have the private key in order to use it for verification
and to send their own messages as well. There is an interesting benefit from this
technique which is the extension of its anonymity set because every node that knows the
private key can generate valid authenticated messages letting it be indistinguishable.
However, this breaches the accountability requirement because this scheme implies the
impossibility of achieving the non-repudiation of the sender [41].

4.3.1.3 Group signature schemes

Because using a set of pseudonyms has a bad impact in terms of generating,
delivering, storing and verifying these pseudonym certificates, the group signature
schemes mainly base on the self-creation of signatures used to sign the message by
a group member. This message can be verified by a common group public key.
It enormously reduces the overhead since the need of other authorities and entities
like the Certificate Authority (CA) or the Pseudonym Provider (PP) becomes mostly
unnecessary. However, the group manager should determine the real identity of the
sender inside that group because he is responsible for providing the group member
secret key used in the communication [64].

4.3.1.4 Identity-based cryptography schemes

Identity-Based Cryptography (IBC) resembles the asymmetric cryptography in
where they both use a key to encrypt the sent data [65] except that the key in IBC is
the identifier itself of the node. In what concerns the private key, it can be generated
(by authorized entities) from the same identifier of that node. By this notion, the
verification of any message only requires the knowledge of the sender’s public identifier
[41]. In this scheme, the need for a centralized trusted authority to manage private keys
is necessary to prevent the unappropriated nodes from deriving and generating private
keys from a specific identifier, thing which breaches the authenticity requirement. By
this way, the node’s authenticity is well-guaranteed due to the fact that the centralized
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trusted authority gives the node its private key that will work with its public identifier.

For a detailed description of the aforementioned schemes, we redirect the reader to
the survey of Petit et al. [41] since authors had focused on the those pseudonymous
schemes in their research work.

4.3.2 Pseudonym Lifecycle and Phases

Despite the large proposed schemes that could be used to achieve pseudonymity,
there are always phases that accompany the use of pseudonyms. To provide vehicles
with pseudonyms, and to ensure an acceptable functionality of the system, the lifecycle
(called abstract pseudonym lifecycle in [41]) shown in Figure 7 must be respected. The
different phases are explained as follows:

Figure 7: Pseudonym life cycle and its different phases

1. Pseudonym issuance: In order to let the vehicle be able to communicate inside
the system, it needs to be authenticated. This is done by authenticating its OBU
using the Vehicle Identifier (VID); a long-term signed certificate and pre-installed
in the vehicles OBU [41]. Using its VID, a vehicle gets the ability to obtain
pseudonyms, if necessary, from the pseudonym issuance authority after contacting
it. Thus, the authentication step is a must before obtaining valid pseudonyms.
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2. Pseudonym use: After acquiring a set of pseudonyms, a vehicle can use one of
those pseudonyms in its ordinary broadcasts and communications. Pseudonyms
are used to (a) sign the outgoing packets; i.e., for authenticating its messages.
And to (b) verify the incoming packets to ensure that the received packet is valid.
This signature and verification are ensured by the cryptographic mechanisms that
respect the general security requirements.

3. Pseudonym change: Because the use of one pseudonym all the time leads to
critical security issues such as location tracking that was described before, the
need for changing pseudonyms is an absolute necessity. However, this change
must respect a set of rules and must be maintained carefully because a pseudonym
change performed in an inappropriate location/moment will just consume the
pseudonyms set and add additional overhead while requesting new pseudonyms
which decreases the performances of the system. We will see pseudonym change
in more details in the next sections.

4. Pseudonym resolution: when the law authority wants to know the identity of
a sent message’s holder, it requests a pseudonym resolution process from the
pseudonym issuing authority. The reasons may vary, so it depends on the case,
but it will not change the result of this request which is the acquisition of the
VID. Therefore, it reduces the individual’s privacy considerably.

5. Pseudonym revocation: Sometimes, a vehicle may not use its authentication
properly; we talk about the case of a malicious node. If the monitoring authority,
like the law authority, detects an illegal behavior from one or more vehicles inside
the system, it may proceed to the pseudonym resolution process [66] in order
to know the exact identity of the sender. Afterwards, it revokes its pseudonym.
The scenario where the vehicle uses its other stored pseudonyms to continue
participating in the system must also be maintained. Thus, a mechanism to find
out all of the vehicle’s pseudonyms and revoking them must be ensured.

4.3.3 Pseudonym Requirements

Before employing pseudonyms in IoV, we need to ensure a set of properties to fulfill
the different requirements and to avoid unwanted abnormalities that may occur and
lead to drop the system functionality down [41]:

1. Distinct identity: Each vehicle must have a unique pseudonym at a given time.
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To ensure this property, the use of a strong and coherent cryptographic mechanism
to generate (i.e., not to overlap with other vehicles’ pseudonyms) and maintain
pseudonyms is needed.

2. Ensuring availability of pseudonyms: At a specific time, if a vehicle needs
a new pseudonym that pseudonym must be available. A common way to achieve
this would be by storing a large set of pseudonyms in the OBU.

3. Ensuring limited duration of pseudonyms: The use of a pseudonym must
not be infinite because, if it is so, the location tracking attack will be easily
performed by an adversary. To force the discontinuity of using a pseudonym,
adding a duration time to the signed certificate that accompanies the used
pseudonym would solve the problem.

4. Identity full change: If a vehicle decides to change its pseudonym, it must
change all its other identifiers used recently in its communication layers stack;
because changing one identifier and letting the others would be useless and renders
the breaking of its anonymity an easy job. In this way, the adversary links the
new pseudonym with the old one according to his analysis and matching of the
other communication layers’ identifiers.

5. Pseudonym change block ability: The frequent changes and the overuse of
pseudonyms cause several problems like the Sybil attack and the high overhead
respectively. Thus, stopping pseudonym change must be assessed by the
corresponding authorities or by a strong reputation system that can detect and
remove any malicious vehicle from the system if it breaches this feature.

4.3.4 Radio-based Location Tracking Techniques

Due to the severity of knowing the one’s location, and what it implies from
threatening his life in some cases, preventing the adversary from getting the exact
location and the trajectory of that individual becomes imperative. The Adversary’s
methodology and tracking techniques may diverse. However, the one that we focus on
in our work is that of the Radio-based Location Tracking Techniques.

Such techniques do benefit from the feature of beaconing used by vehicles [58].
Because the vehicle broadcasts safety messages with a high frequency, an eavesdropper
can easily exploit the broadcasted safety messages and knows a lot of information
that facilitates the process of gathering and storing the vehicles’ success locations and
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the corresponding pseudonyms used during its trip. We give two examples of such
techniques as follows:

A.1) Syntactic linking attack: By continuously hearing the wireless shared medium,
the adversary tends towards monitoring all the vehicles by eavesdropping their
safety messages. More precisely, by focusing on (1) the pseudonym and (2)
the time it was used in. If a pseudonym change happens, the adversary looks
after the recently disappeared pseudonym and matches it with the newly one
resulting in identifying the same vehicle that had changed its pseudonym. This
attack becomes stronger when the vehicles do not perform the pseudonym change
synchronously. In the other case, a synchronized pseudonym change will render
this attack useless. Figure 8 shows how the adversary can link pseudonyms
changed (from 178 to 203) by just one vehicle where Psd means pseudonym, [A,T]
means [Pseudonym value, corresponding time] and ∆t means the time difference
between the two time instants.

Figure 8: Linking the new changed pseudonym (used at t2) with the old one (used at t1)

A.2) Semantic linking attack: It also exploits the information inside the safety
messages. Even if the pseudonym change is done synchronously, the adversary
can still identify and matches each new pseudonym with its corresponding old
one. This is due to the fact that a safety message contains the vehicle’s location
and velocity which gives the adversary the ability to predict the vehicle’s next
position. Moreover, the higher the frequency of beacon messages is, the better
is the achieved precision by the adversary. An illustration of this attack in
Figure 9 shows that even changing pseudonyms simultaneously at an instant t2 the
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adversary can still be able to resolve the matching (using prediction techniques).
Thus, this kind of adversaries is more dangerous than that of the linking attack.

Figure 9: Linking all pseudonyms that are changed simultaneously using prediction techniques

The exploited fields in the beacon messages to predict the next position are
generally: the x & y geographic coordinates, the timestamp and the velocity
of the vehicle. Figure 10 shows that the adversary predicted the next position
of the three vehicles V1,V2 and V3. According to that, he could match each
vehicle’s old and new pseudonyms.

Figure 10: Exploiting beacons’ information to do the semantic linking attack

34



Vehicular Networks and their Security:A Background

5 Summary

In this chapter, we presented the fundamentals about vehicular networks technology:
VANET and IoV with a focus on the modus-operandi of these technologies. Another
aspect was put into light: the security issues that are threatening the successfulness
of the technology where privacy-related attacks and the pseudonymity concept were
given. In the next chapter, we see the privacy in IoV with an extensive and detailed
state of the art.

Journal and Conference Papers Related to the Chapter

Jr) Pseudonym change-based privacy-preserving schemes in vehicular
ad-hoc networks: A survey

Messaoud BABAGHAYOU, Nabila LABRAOUI, Ado Adamou ABBA ARI,
Nasreddine LAGRAA and Mohamed Amine FERRAG. "Pseudonym change-based
privacy-preserving schemes in vehicular ad-hoc networks: A survey". Journal of
Information Security and Applications, 55, (2020), 102618. (A-Rank, IF=2.327)

35



Chapter II:
Pseudonymity: A State of Art and
Taxonomic Study

“Errors, like straws, upon the surface flow; He who
would search for pearls, must dive below.”

– John Dryden
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1 Preface

In this chapter, we -continuously- dive through the privacy in IoV problematic.
Initially, we give an extended and large literature review of the most recent
related work in a chronological way. This study focuses on privacy-preserving and
pseudonymous schemes which emerged during the last two decades. Following that,
the chapter provides a comprehensive comparative table of some of the aforementioned
pseudonymous schemes alongside a novel taxonomy to classify them according to a new
perspective. This chapter also draws important concepts at the aim of making a solid
base for the future pseudonym change schemes that are going to be proposed. Finally,
we give a summary on this current state-of-art-oriented chapter.

2 Extended Related Work

The problems of re-identification and location tracking come generally from the
supplementary information provided either by the car’s transmitted messages under
the corresponding protocol (e.g., the BSMs under WAVE) or by querying the Location
Based Service (LBS) [67]. Stopping the generation of such sensitive information (the
fine-grained locations of the vehicle) is not a suitable solution due to the fact that such
information would enormously serve the individual and the whole system [60], and
that what made a lot of researches and projects arise. Using and keeping one identifier
by a vehicle for its diverse communications inside the system is not acceptable for
sure according to the standardization and as discussed previously. Using pseudonyms
instead and making them temporary changed is fair enough to achieve a better privacy
level. However, a simple change of these pseudonyms is not sufficient because of some
techniques used by the adversary to link pseudonyms and even reveal the real identity
of the driver. We present in the following, an exhaustive and chronological state of the
art of a large body of privacy-preserving and pseudonymous schemes emerged during
the last two decades:

In [68], Sampigethaya et al. propose CARAVAN, a scheme that employs the group
forming technique and the use of silent periods between pseudonym changes. Indeed,
because forming groups not only reduces the amount of redundant transmissions but,
also gives the vehicles other than the leader the ability to stay silent, which for sure,
enormously enhances the privacy of vehicles. However, this technique may only be
employed in a probe vehicle scenario where the vehicles may stay silent for quite
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long periods without beaconing safety-messages. Additionally, the general case and
standardization enforce the safety-message broadcasts in a high frequency so as to
meet the requirements of safety-applications. Also, the leader’s privacy is not fulfilled
since it communicates all the time instead of its members.

Huang et al. [69] explore the silent period concept that can be used either temporally
(at a variable time) or spatially (at a fixed location). After taking the MTT metric in
their study, they showed that using silent periods brings a good enhancement to the
privacy of wireless nodes.

Because the user-centric approach, which mainly bases on the vehicle’s independent
desire, lacks synchronization, Li et al. [70] present the Swing protocol that aims
at increasing the number of vehicles changing their pseudonyms at an appropriate
opportunity. They also present an amelioration of the Swing protocol; the use of
the Swap protocol that enables the exchange of pseudonyms instead of a simple
change. However, as they mentioned it, the exchange process is not suitable due
to the accountability requirements (revocation, resolution of pseudonyms) and the
management of identities. Hence, swap will highly depend on the infrastructure at
any pseudonym exchange action (if we suppose that the exchange feature would be
allowed).

Sampigethaya et al. [71] define the AMOEBA scheme that uses the group navigation
as an advantage by letting vehicles belong to a group and only the group leader is able
to communicate, on behalf of other members, with the LBS. Therefore, vehicles not
only benefit from an extended silent period but also dispense with the redundant data
that may be broadcasted by vehicles in the same vicinity. Authors also introduced
the potential breaches of privacy that may occur while using the AMOEBA scheme
which highly relies on the group concept; that has a set of vulnerabilities caused by
the disclosure of one group member, like giving the group key used in communication
to the adversary. This last one is the worst scenario that introduces a lot of privacy
and security issues.

CMIX [72] is an another pseudonym change strategy that was proposed by Freudiger
et al. that uses the idea of mix-zones, in addition to the encryption feature where
vehicles inside the mix-zone encrypt their safety messages in order to prevent the
adversary from accessing and reading the location information set in the packet. It is
mainly formed by three phases: establishing the symmetric key by an RSU, ensuring

38



Pseudonymity: A State of Art and Taxonomic Study

the forward of this key to coming vehicles before they reach the mix-zone and finally the
key update management where the RSU generates a new key (mostly when the traffic
density reduces) and ensures the deliverance of that key to the CA (in case of a potential
resolution or revocation process). Despite the effectiveness of this strategy against
the unauthorized collection of location traces done by the adversary, the strategy
introduces a set of challenges like the overhead minimization and synchronizing the
key management between RSUs to let only one symmetric key in the system.

Gerlach and Guttler employ the Mix-context strategy [73] that uses an algorithm
which aims at letting vehicles change their pseudonym synchronously when they meet
some specific triggers. By adding a flag (or bit, “called ready to change flag”) in the
normal beacon messages, the vehicle can show its desire and need for a pseudonym
change operation and all other vehicles having the same desire will collaborate to make
a synchronous pseudonym change.

In an earlier time (2003), Beresford et al. adopt the mix-zone concept [60] in
pervasive computing, which is defined as a spatial region where the node would not
provide any location information to other entities (even to location applications). The
key in this technique is to perform the pseudonym change inside that zone so that
the adversary would be confused because of the existing vehicles at the same time
inside the zone. Once the vehicle leaves the zone, the adversary would not be able
to distinguish it from the other vehicles that entered the zone. However, a high scale
zone is not recommended because the adversary would estimate the time needed for
a vehicle to leave that zone. Also, a low density zone helps the adversary to identify
vehicles even after performing the pseudonym change. Basing on the same concept,
Buttyán et al. [74] evaluate the effectiveness of the mix-zone against an adversary that
has already some knowledge about the used technique to face location tracking. They
found after various simulations that the achieved level of privacy highly depends on
the strength of the adversary where the stronger the adversary is, the less privacy level
is achieved. The optimal deployment of the mix-zones is an open issue and has a high
impact on the provided location privacy and it was investigated by other researchers
like Freudiger et al. in [75].

Chaurasia and Verma investigate in [76] the real anonymity of a vehicle inside a set
of vehicles (z zone in their work) and found that before joining the anonymity zone, the
old communications used by a vehicle have a negative impact on the indistinguishability
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of that vehicle from its neighborhood vehicles due to the non-uniform probability
distribution. Thus, not all vehicles inside the zone are really contributing to the
effective privacy level. According to that, they proposed a heuristic pseudonym change
that aims at finding the right time and place when there are a certain number of
neighbors in order to maximize the anonymity with only few (optimal) pseudonym
changes.

Buttyán et al. provide a pseudonym change strategy called SLOW [77] (Silent at
LOW speed). In SLOW, vehicles stop broadcasting safety messages when their speed
drops below a certain threshold. It is true that this strategy not only prevents the
adversary from tracking his target while it is silent, but also gets rid of the verified
beacons amount by each vehicle (especially in high traffic jam where the condition of
the low speed is fulfilled). However, forcing vehicles to stop beaconing safety messages
is not always acceptable even if the accident probability is low in low speeds (a sudden
brake in a low speed is a good example of the utility of safety messages). A better
solution may be reducing beaconing frequency instead of stopping it definitely.

In order to maximize the number of vehicles that simultaneously change their
pseudonyms, Liao and Li suggest a pseudonym change strategy which uses an algorithm
that is called synchronous pseudonym change [78]. This algorithm uses triggers (like
the vehicle’s status) to guarantee a high synchronization between vehicles that have
a similar status. After simulating and comparing their strategy (using traffic density
and penetration rate as parameters) with other basic pseudonym change strategies (like
random and fixed pseudonym change), they found that the level of privacy achieved by
their synchronous pseudonym change algorithm is better than the other ones. However,
the same trigger may differ depending on the chosen accuracy. In one hand, the more
specific the precision of the trigger is, the more the pseudonym change (if performed)
is successful and the less chance to meet it at the same time. In the other hand, the
higher the trigger is global, the less pseudonym change is useless and the more chance
to meet that trigger.

In another context, Lu et al. employ SPRING [79], a protocol dedicated for delay
tolerant networks (DTNs) where they have shown that SPRING is both good for packet
delivery in such sparse networks after holding the packet until a coming opportunity,
and, for packet tracing prevention because the packet is stored for a while before it
is sent. Using RSUs in this protocol is also possible and serves as a mix-zone. They
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tested the effectiveness of the protocol against black-hole (grey-hole implicitly) attacks
using a customized Java simulator, and it was shown up that it can resist against such
attacks.

Song et al. present a density-based location privacy scheme (DLP) [32]. In DLP
each vehicle knows about its vicinity (neighboring vehicle count or density as they
called it). The density of vehicles is the main parameter that is used as a threshold
for pseudonym changes. With the use of density zones of one intersection of four road
sections per zone, they simulated their scheme and showed that the probability of a
success tracking by an adversary relies on both the vehicles’ variation of speeds and
the arrival rates to the density zones. The more these two parameters are high the less
chance there is for an adversary to perform a successful tracking attack.

In [80], Wasef and Shen apply the random encryption periods (REP) scheme. The
main idea of REP is to ensure an effective and hidden (from the adversary) pseudonym
change by letting all legitimate vehicles have a set of symmetric keys that helps them
to provide one shared secret key. When a vehicle wants to change its pseudonym, it
uses the shared secret key to create an encryption zone with the help of its neighbors.
Thus, REP could be seen as a dynamic CMIX-zone since it is created on demand
instead of at fix places like intersections. The strategy seems to be interesting and
promising compared to CMIX since it dispenses with RSUs, however, when there is
a high density, the encryption process may slow down the overall performances and
introduces an additional overhead.

In the same scope, a new metric called time-to-confusion (explained in the metrics
section) and an algorithm called the uncertainty-aware path cloaking algorithm are
given by Hoh et al. in [81] for two main privacy issues; target tracking and home
identification. To test their algorithm, a real world GPS data set was used. Because
GPS location traces (especially in low density areas) lead the adversary to identify,
with a high certainty, his target, the proposed algorithm removes these location traces.
Moreover, the algorithm deals with the case of vehicles that are driving in an opposite
direction from the other ones. Hence, their location traces are removed as well.

The location privacy could be breached by ways other than safety messages. The
investigation done in [82] by Ishtiaq et al. reveals the effect of the wireless tire pressure
monitoring system on the driver’s location privacy. Each vehicle in their model is
wirelessly equipped with four tire pressure sensors (due to the nature of tires, there
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is no wire connections). These sensors have IDs to communicate with and to send
the tires’ status. However, because the design of this interesting technique does not
take privacy risks into consideration (no cryptography means used), an adversary can
easily track the vehicle target by eavesdropping its tire pressure sensors’ messages in
a distance of about 40 meters. Indeed, the work tells that privacy of vehicles must be
treated delicately in order not to let any potential privacy risks that may be used by
adversaries to perform a successful tracking.

In [10], Eckhoff et al. propose Slotswap, a location privacy enhancement approach.
Slotswap uses a set of pseudonyms (time-slotted pseudonym pool). In each time
slot, the vehicle changes its pseudonym, more precisely it will use the current time
slot pseudonym. The benefits of this technique would be the independence of many
authorities like the CA and it prevents them from resolving the vehicle’s real identity.
Yet, the privacy, as it is described, must be conditional. The identity resolution must
be always available for the appropriate (law) authorities. The authors mentioned
the possibility of performing pseudonym exchange between vehicles that desire (have
the trigger) to change their pseudonyms. This last proposition will increase the
effectiveness of the synchronous pseudonym changes. However, pseudonym exchange
is not suitable in IoV systems due to the accountability requirement.

Pan et al. [51] study analytically the effectiveness of Random Pseudonyms Changing
(RPC) scheme. They simulate and compare this scheme using two distributions: the
uniform discrete distribution (taking into consideration the minimum and maximum
use time) and the age-based distribution (refers to the pseudonym use time). They
found that the RPC under the uniform discrete distribution gives better results than
the age-based distribution in terms of location privacy.

Synchronized Pseudonym Changing Protocol (SPCP) [83] is another
privacy-preserving scheme that is proposed by Weerasinghe et al., in where SPCP
mainly bases on the use of groups. Indeed, groups provide high synchronization which
implies high location privacy. The protocol uses six phases that, some of them do,
perform an initial phase (registering and providing vehicles with some parameters),
forming and joining the group to the final phase of changing pseudonyms. They run a
set of simulations and they showed after comparing their protocol with other strategies
like the silent period, AMOEBA and REP that the proposed SPCP is the best among
the other ones while it gives a higher privacy level.
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Another idea in privacy-preserving is that of Lu et al. which is Pseudonym Change
at Social spot (PCS) [84] strategy. The strategy aims at maximizing the number of
simultaneous pseudonym changes and for that, the authors defined the right moment
as the gathering of many vehicles at the same time and place (e.g., road intersections
with a recent turning to red traffic light or parking lots near shopping malls). To show
the effectiveness of their strategy, they developed two analytic models of anonymity
set. They described a mandatory model (called KPSD) used by PCS to securely
generate and provide vehicles with a set of on-demand short-life keys. Indeed, changing
pseudonyms in such a condition ensures a high synchronization. However, there are
other road conditions that let the vehicle stay for a long time without finding the
mentioned opportunities.

By exploited the social feature, Babaghayou et al. [85] highlighted the problem of
identifying the quitting event of a person living in a specific district. They considered
the scenario of an adversary who is monitoring the entrance of the district by a radio
station. By this, they proposed to cease beaconing, in a scheme called EPP, while on
the district (they justified it by the low crashes probabilities in the district). Their
simulation showed that the more the vehicles respect the EPP scheme the longer the
adversary can identify the quitting event of his target.

Pan and Li provide a Cooperative Pseudonym Change scheme [86] that is based
on the vehicle’s neighbors number (CPN). The scheme mainly benefits from the
different triggers and helps the vehicle to choose the right moment for changing the
pseudonym. Indeed, using triggers like the number of neighbors ensures a synchronized
pseudonym change which leads to an effective location privacy enhancement compared
to the individual behavior (the non-CPN). The proposed CPN is interesting because it
achieves better location privacy results. However, it highly depends on the number of
neighbors which is, unfortunately, not suitable in many other road scenarios. We mean
here the dispersed distribution of vehicles (like in DTNs) in where the performances of
CPN will surely decrease.

In the Endpoint Protection Zone (EPZ) [87] scheme, which have addressed the
problem of colluding LBS and RSU operators, lets vehicles use the same login
credentials while in the same zone (devided by the protocol) in order to extend their
anonymity while requesting the LBS frequently. However, in order not to expose their
locations included in the BSMs, vehicles are required to stay silent while in such zones;
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which, as Corser et al. claim, reduces some system functionalities.

Freudiger et al. study the effect of selfish nodes on the achieved location privacy
(i.e., evaluating the achieved location privacy in a selfish environment). Because
changing pseudonyms may be costly in terms of network performances and overhead,
nodes prefer not to participate in the pseudonym change process. The authors use
a game-theoretic model (called pseudonym change game) that has helped them in
modeling and evaluating the location privacy. Using the gathered results, a pseudonym
change protocol (namely PseudoGame [88]) was proposed. The proposed PseudoGame
protocol mainly aims at balancing the privacy and the involved cost of pseudonym
changes. If the selfish nodes find out that the pseudonym change cost is high and
costly but their privacy level is low, they will try to cooperate in order to maximize
their location privacy to a certain level.

Dynamic Mix-zone for Location Privacy strategy (DMLP) [89] is introduced
by Ying et al. for the location privacy problematic. DMLP forms mix-zones
dynamically according to some properties like the vehicle’s predicted location and
privacy requirements and/or road traffic statistics and history. DMLP is also
characterized by the encryption of its messages when the vehicle is inside the Dynamic
mix-zone which makes it impossible for an adversary to find out what messages are
exchanged without the use of encryption keys. Authors tested the DMLP strategy in
various scenarios and they found that it provides a high location privacy level. However,
if the dynamic mix-zone is dense to some extent, the encryption of messages will cause
a huge overhead and it will affect negatively the overall performances.

Boualouache and Moussaoui give the Silent & Swap at Signalized Intersection (S2SI)
[90] scheme. The S2SI scheme uses two protocols: one is responsible for creating safe
silent mix-zones and the other one for exchanging pseudonyms. Just like the swap
protocol used in [70], performing an exchange is not welcomed due to the implicated
accountability issues which is the main obstacle that prevents the use of such a
technique by standardization.

Basing on the same DMLP strategy discussed earlier, Ying et al. employ the
Motivation for Protecting Selfish Vehicles’ Location Privacy (MPSVLP) [91] which
is a strategy that deals with the selfish environment. Indeed, due to the overhead and
bandwidth consuming, vehicles prefer not to participate in the pseudonym change. The
role of MSPVLP is to motivate vehicles to cooperate by adding a reputation system.
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Each time a vehicle needs to update its pseudonym it creates a dynamic mix-zone and
can by then earn reputation credits after performing a pseudonym change.

Inspired by the dynamic mix-zone concept, Ying and Makrakis propose the
Pseudonym Change based on Candidate-location-list (PCC) [92] scheme. PCC forms
mix-zones dynamically by taking the Candidate Location List (CLL) into consideration.
CLL, which contains the vehicle’s status information such as the ID, position,
timestamp, etc., is maintained by each vehicle and it is broadcasted periodically so
that the values inside the CLL will determine when and where should the vehicle
perform a pseudonym change; without requesting the creation of a mix-zone, the CLL
is enough to help it doing the task. The effectiveness of PCC was shown in the different
simulations and it was compared to other strategies like the CPN and DMLP.

Basing on the PCS scheme [84] that exploits the social spots feature of individuals
and basing on their own remark that is "the wasted opportunities between frequently
meeting vehicles in other than social spots; the individual spots", Yu et al. present
MixGroup [93], a scheme that benefits from both the social spots and the individual
spots to enlarge the vehicles’ pseudonym mixture. By letting vehicles join the available
groups after entering their area, vehicles use the same group identifier gotten from the
group leader to stay anonymous with the option of exchanging their own pseudonyms
between themselves and validating the operation once they meet an RSU at the end
of the zone. In spite of its promising simulation results, the scheme introduce high
communication overhead and group leader privacy loss.

In [57], Boualouache et al. suggest the Vehicular Location Privacy Zone (VLPZ)
principle for location privacy. VLPZ is similar to infrastructures like the RSU (e.g.,
gas stations or toll booths). They assume that the map is divided into grid cells,
and that each grid cell contains at least one VLPZ responsible for the pseudonym
management and change. VLPZ is formed by an entry point (they called it the
router) and an exit point (the aggregator) and a limited lanes number starting from
two lanes. Authors evaluated their strategy both analytically and numerically. They
found that the number of vehicles and the capacity of VLPZs have an important role
in enhancement of the location privacy level.

Boualouache and Moussaoui propose a pseudonym changing strategy for urban
environments, the Urban Pseudonym Changing Strategy (UPCS) [94]. By exploiting
the already existing signalized intersections, UPCS benefits from such places to
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construct one Silent Mix-zone (SM) or more. UPCS is able to either use pseudonym
change or pseudonym exchange (that has accountability problems) techniques. Authors
also proposed another strategy: the Traffic-Aware Pseudonym Changing Strategy
(TAPCS) [95] that uses silent periods. In TAPCS, the pseudonym change is performed
according to the road conditions, more precisely, the strategy implements the following
parts: detecting the traffic congestion, electing an initiator (like the leader of the
group that will extend the silent period), creating silent mix-zones, extending the
silent mix-zone (it is performed while the road congestion is still on) and finally the
detection of the traffic congestion’s end. TAPCS was simulated and authors showed
the effectiveness of their strategy after studying the analytic evaluation of its location
privacy level. The strategy was then compared to prior strategies like CARAVAN, PCS
and DMLP.

The location privacy does not always rely on the vehicles’ safety messages and
broadcasts but also on the use of the different available services (mainly LBSs like
map services). Arain et al. suggest the use of a new strategy called the Multiple
Mix-zones with Location Privacy Protection (MMLPP) [96]. Unlike traditional
mix-zone strategies that do not take the map services’ impact into consideration,
MMLPP prevents the leakage of the vehicle’s sensitive location information that may
be exposed after requesting a route query; that contains the start and the end of the
trip. It does so by replacing the end point of the trip by another point that is called
Point Of Interest (POI), more precisely: by another nearest POI to that vehicle. Graph
theory was used in MMLPP to build their multiple mix-zone model and the strategy
was analyzed using real route queries provided by map services.

In [8], Eckhoff and Sommer propose and study the effect of a privacy-preserving
scheme, similar to that of [10], which is safety-preserving solution with the use of
non-Overlapping Time-Slotted Pseudonym Pools (referred as nO-TS-PP in here).
Authors perfectly described the problem of safety-privacy trade-off with a special way;
that is, the claim that defeating safety by rising privacy level is not an acceptable
solution, hence, the pseudonym change strategies that may confuse the adversary may
also confuse safety-critical applications. Against a local passive adversary, authors
investigate their nO-TS-PP performances in various scenarios. The strategy bases
on a circular synchronized time-slotted system that uses pseudonyms in predefined
time-ranges (time-slots) defined by the length of the pseudonym pool in addition to
the validity duration of each pseudonym. Since all vehicles do change their pseudonyms
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synchronously; because of the GPS, the confusion of the local adversary achieves its
high levels (expressed by the tracking fail rate metric in their paper).

Zidani et al. present ENeP-AB [97], an adaptive beaconing approach for
privacy-preservation. Enep-AB allows vehicles to change their pseudonyms when there
is a high probability to confuse the adversary. For this, vehicles set a flag-bit named
Readyflag in their paper to declare the willingness to pseudonym change in the next slot
time. By this, vehicles will be able to synchronize their pseudonym changes. Another
feature is used by Enep-AB is the Adaptive Beaconing Rate Approach, that is E-ABRP,
which lets vehicles change the time, that was constant, between two successive beacons;
resulting in a defending against the temporal correlation attack. However, the strategy
lacks effectiveness in sparse densities especially with the high and precise location
beaconing.

In the context of Vehicular Social Networks (VSNs), Babaghayou et al. [85],
and motivated by the fact that the VSN user’s start point (e.g., home) reveals his
identity, suggested to cease beaconing while leaving the user’s district and only resumes
broadcasting when exiting his district (called gateway in their work). The study is also
accompanied by simulations in where just a percentage of VSN users apply the scheme.
The results show that the more VSN user apply the scheme, the more the adversary is
confused about the one’s leaving probability.

One of the factors that allows an adversary to easily track his targets is the
eavesdropping coverage. Babaghayou and Labraoui, by then, deployed a Transmission
Range Adjustment (TRA) [24] mechanism into two of the well-known privacy schemes;
CAPS [98] and SLOW. TRA aims at reducing the transmission range on-the-fly when
vehicles are driving with low speeds (they mentioned 4 speed levels). With this
technique, the adversary loses much eavesdropping capabilities as the probability of
eavesdropping packets will be diminished compared to when vehicles are broadcasting
with the standardized 300m safety-messages range. The authors used metrics such as
the traceability and found that the traceability was dropped indeed after integrating
TRA on both CAPS and SLOW giving the option to apply such mechanisms in the
upcoming privacy-preserving schemes.

Most privacy-preserving schemes rely on the pseudonymous identities and
certificates but the majority of such works do neglect the pseudonym issuance and
refilling phases. By this motivation, Benarous et al. [99] have developed an on-demand
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pseudonyms and/or certificates refiling scheme. Their scheme bases on (1) anonymous
tickets and (2) challenge-based authentication. The scheme’s performances against the
most prominent security requirements are investigated using a set of methods and tools
such as the BAN logic, SPAN and AVISPA tools that have proved the feasibility and
robustness of the scheme.

Coupling Privacy with Safety (CPS) [100] is another scheme that is given by Wahid
et al. to mitigate the location privacy exposing. CPS uses the principle of "talk
only when necessary" meaning that vehicles, and unlike other silent period schemes as
authors claim, will keep the radio on in order to fast-react when emergent events occur.
The scheme mainly bases on RSU, once vehicles enter to its range, a call to a function
that uses the vehicle’s speed and the RSU’s range to calculate "trip-time" which is an
extendable estimated time for the vehicle to last in the RSU’s range. Vehicles do not
send BSMs while inside the range and while the timer does not expire. In spite of the
less resulting overhead, the scheme is still using the principle of silent period which is
not highly recommended according to the standardization.

WHISPER [101], an identity and location privacy-preserving scheme that uses the
transmission range adjustment techniques is proposed by Babaghayou et al. in the
context of IoV. WHISPER aims mainly at maintaining road-safety by making sure
that the neighbor vehicles are always informed (via safety-beacon messages) which
ensures road-safety and at the same time, reducing the transmission range whenever
the safety is present in order to escape the continuous tracking by the adversary. Their
scheme was evaluated using privacy and QoS metrics and was compared to some other
schemes (SLOW, RSP and CPN) where the scheme showed promising results.

3 Pseudonym Change Taxonomy

In this section, and unlike in the other surveys, we give a novel taxonomy that is
based on the opportunity perspective instead of other considerations like mix-zone vs
mix-context or distributed vs centralized, etc. The reason we make such a classification
is due to the fact that the adversary observes and focuses on the time and/or place (i.e.
opportunity) when/where the pseudonym change takes place. This, in our opinion,
is more meaningful compared to other classifications. Thus, knowing how, when
and where pseudonyms may change is the key towards a better pseudonym change
strategy conception that deals with the adversary’s thinking. We firstly start with
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a comparative table in order to characterize each strategy. Then, we proceed to our
proposed pseudonym change taxonomy. Finally, we mention some very important
concepts that absolutely affect the effectiveness of pseudonym change schemes.

3.1 Comparison of existing strategies

Each proposed pseudonym change strategy has its own features. To better
understand them, a set of metrics has to be used. According to the research done
in [58] and the studies of some other strategies and our own observations, we present
a comparative table (Table 2) of the different strategies that emerged from 2005 until
2019 with different metrics like (a) the synchronization method (namely: Protocol,
Infrastructure or GPS), whether it (2) uses the silent period or not, (3) uses the
encryption or not, (4) the brought amount of overhead, (5) the conducted study’s
evaluation method (by simulation "S" means, analytically "A" or both "B"), (6) if
the accountability mapping is still applicable by the appropriate law authority or not
and (7) if it is LBS resistant or not (whether it deals with and takes the problem of
compromised LBSs into account or not).

3.2 Our proposed taxonomy for pseudonym change strategies

The proposed taxonomy (as presented in Figure 11) uses the opportunity that may
be exploited by the strategy when it decides to perform a pseudonym change. Hence,
we distinguish two main distinct categories: the Trigger-based and the Trigger-Free. In
the Trigger-based category, the pseudonym change action is performed when a specific
event occurs. The event can be:

(1) Entering a fixed zone which is predefined.

(2) When reaching an exact time (or time elapsed since the last pseudonym change).

(3) When one of the following conditions is satisfied:

(*) When the number of neighbors reaches or exceeds a certain threshold number.

(*) When a vehicle finds other vehicles in the vicinity that have its same status
(e.g. same velocity, lane and/or group) / wanting to perform the pseudonym
change, here, the vehicle will cooperatively participate with them in this
action / when there is a specific distance between the two vehicles, one of
the reasons it is important because the adversary will be more confused
when the two vehicles change their pseudonyms at the same time while
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Table 2: Comparison of existing strategies according to a set of metrics
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they are close (i.e., cannot easily make the prediction according to the past
coordinates) / when there are other vehicles conducting the same action
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Figure 11: The novel taxonomy of pseudonym change strategies
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(e.g., changing pseudonyms synchronously while entering an intersection with
another vehicle that is entering or leaving the same intersection, turning to
the same direction, quitting the same parking lot, etc.).

(*) When the vehicle’s speed reaches or exceeds a specific threshold (hard
trajectory and future coordinates prediction) / when the speed drops below
a specific threshold (generally, in low speed environments, the number of
vehicles is sufficient, hence, more cooperating vehicles).

On the other hand, in the Trigger-Free category, the notion of trigger or opportunity
does not exist. As an example, the pseudonym change action, in this class, is
performed according to random moments (after random times) or places (entering
random road segments or zones without specification). This class is characterized by
the randomization and it is better than keeping the same pseudonym along the whole
trip. However, it is not based on logic and best opportunities. Hence, the adversary
can, in majority of cases, predict the pseudonym change action and succeeds in linking
the old and new pseudonyms.

3.3 The changing technique considerations

For a tough and robust privacy mechanism, each pseudonym change strategy must
-delicately- take the following elements into account:

- Silent period: because the pseudonym change may be observable by the adversary
in some, if not most, situations (e.g., non-dense scenarios, low speeds with high
beaconing frequency, etc.), a silent period of time that happens between safety
broadcasts is needed. This aims at confusing the adversary while he is trying
to link the old and the new pseudonym basing on the time/location of the old
disappeared pseudonym. The negative effect caused by the silent period mainly
appears in the safety-related applications due to the exigence of the high safety
beaconing frequency; the less frequency there is, the less achieved safety will be.

- Pseudonym exchange: in the presence of neighbors, the pseudonym change
strategy gives better results because the adversary will be more confused when
the vehicles change their pseudonyms cooperatively. However, the adversary can
still observe and know that the pseudonym change is done. To avoid this scenario,
the exchange of pseudonyms, instead of using new ones, is preferred. By this, the
adversary will not be sure whether the pseudonym change was performed in the
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first place or not. This technique works perfectly against the syntactic linking
attack but it is useless against the semantic linking attack because he still can
find it by calculating the velocity of vehicles (for example) and makes a prediction
of the next coordinates, hence, linking the exchanged pseudonyms. The negative
effect of this technique is represented in the accountability feature (accountability
mapping) loss if no mechanism is deployed, which is an important requirement for
a basic functioning since exchanging pseudonyms implies giving the secrete key
used in signing messages to the exchanging vehicle; giving the latter the option to
read the sent messages that are encrypted (or even impersonating other vehicles).

- Pseudonym encryption: in fact, the main reason for why the pseudonym concept
is created is to send the vehicle’s status in clear (a sender with its visible status).
This is needed because of the IoV unique requirements in where the negative effect
comes from. Because, a heavy computational process of encryption/decryption
implies a low functioning. Thus, if it comes into a high necessity to encrypt the
vehicle’s status, using light encryption algorithms would have a good impact on
preventing the outsider adversaries from performing the data collection properly
and ensures a basic functioning. The encryption by this, introduces a trade-off
between safety and privacy.

- Transmission strength-aware: in the case of advanced adversaries, the
transmission strength of vehicles, while performing their normal communications,
plays a significant role in determining the vehicle’s whereabouts, i.e., its location;
that is, the triangulation technique. Even if it is not evidently apparent, the
transmission strength must be taken into account while designing a pseudonym
change mechanism. Varying the strength (even if it is a hardware-related more
than being software-related solution) must always be an available option.

- All layers Identifier change (cross-layer): when the strategy decides to perform
the pseudonym change, the vehicle’s other identifiers (e.g., the mac and the IP
address identifiers) must also be changed; because changing one identifier and
letting the other one is absolutely useless. The negative effect in this technique
is the heavy overhead caused by the repeated changing of these identifiers. In
other words, affecting the overall performances like routing by retransmitting the
packets when the old identifier is no longer available. Schoch et al. [102] have
studied the impacts of the frequent pseudonym changes on geographic routing
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protocols and have found that it affects negatively the performances of the system.

- Manufacturer’s unique fingerprint identification avoidance: if there are no unified
transmission devices, the distinguishability of each vehicle will be possible by the
adversary. Thus, benefiting from this to enhance his tracking algorithms and
mechanisms. As an example, if two vehicles A and B that are not created (or at
least their communication devices) by the same manufacturer, the possibility of
analyzing the fingerprint resulting by the transmission signals of vehicles will be
feasible; leading to identifying these vehicles. Just like in the case of protocols
(softwares) in any research field, the effort towards applying unified hardwares
that will be used in IoV is still challenging.

- Tamper-Proof Device (TPD) robustness: to ensure that any credentials (like
pseudonyms) are securely stored in the OBU, i.e., it is not possible for an
adversary to read, write or move these credentials, the use of TPDs is needed.
However, using such techniques and embedding them in the OBU does cost
compared to the creation of ordinary OBU devices. Fortunately, and in spite
of the cost, most recent OBUs do integrate TPDs in their design.

- Sensors manipulation resistance: the defense against data manipulation and
forgery is ensured by the different security mechanisms such as the use of
cryptography and authentication means. However, the adversary can still
jeopardize the system by physically affecting the sensors which will cause the
acceptance of false data (semantically) inside the system. Performing GPS
spoofing attack or affecting the thermometer sensor by external heat or freeze
factors is a good example of such a problem. It is true that most drivers are
not interested by these vulnerabilities, but this does not change the fact that we
still may find spoilers who have different reasons beyond performing this kind of
physical attacks.

- Divided and distributed keys to different authorities: the ability to execute
delicate and crucial actions like pseudonym resolution, which leads to reveal
the individual’s identity, must not be entrusted to only one single organization.
Hence, distributing/separating the resolution process and letting it be doable if
and only if all organizations cooperate and agree on the necessity of this process
must be ensured. It is a pretty good solution towards the single probable collusive
(suspicious) organization.
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- Extra and exploitable information avoidance: Some of the data, that is
already standardized, included in frequently sent packets can, if well exploited,
dramatically augment the unlikeability of other vehicles to be the target, resulting
in determining the target with higher probability. As an example of such data
we find the vehicle’s size included in BSM messages [8], the reputation value of
a vehicle in case the system includes reputation and the communication channel
number on which the communication and the packets are sent in.

4 Summary

In this state-of-art-oriented chapter, we saw an exhaustive study on the most recent
related work followed by a comparative study of some of the reviewed pseudonymous
schemes. This chapter did provide a taxonomy to classify the pseudonym change
strategies but from another angle of view which is unlike the other literature review
works. We gave important points and concepts that will, if exploited effectively,
strengthen the future pseudonym change schemes that are going to be proposed. This
chapter’s final lines are not only the closing of both: itself and the LITERATURE
REVIEW part but also the transition to the second part of this thesis, which is: the
SCIENTIFIC CONTRIBUTIONS part in where we see three of our proposed schemes
to deal with the identity and location privacy problem.
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Chapter III:
Location Privacy Evaluation for Trips
and Home identification in VANET

“Inaction breeds doubt and fear. Action breeds
confidence and courage. If you want to conquer fear, do
not sit home and think about it. Go out and get busy.”

– Dale Carnegie
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1 Preface

This chapter is the beginning of our contributions on the field of identity and location
privacy-preservation. Those contributions are gathered in the current part that we call
the SCIENTIFIC CONTRIBUTIONS part. In what follows, we propose Extreme
Points Privacy (EPP) for Trips and Home Identification in VSNs, a privacy scheme
that exploits the nature of the end points that are common between VSN users in
order to create shared zones for anonymization purposes. EPP is evaluated using the
Anonymity Set Size (ASS) metric while we study the scheme in a small district from
Tlemcen town, Algeria. The reason behind this study, despite being the pseudonym
change strategies offering a good level of privacy, is that even by changing pseudonyms,
the vehicle could still be tracked if the adversary has a prior knowledge about the
potential start and end points of a particular driver who has social interactions (e.g.,
with neighbors) which introduces the concept of VSNs.

The remainder of this chapter is organized as follows. In section 2, we introduce the
proposed EPP strategy. In section 3, we give the experimental results in addition to
the details about the evaluation. In section 4, we describe the privacy concept with a
defender and an adversary points of view. Finally, we conclude the chapter by giving
a summary in section 5.

2 Background

The emerging of wireless technologies had big impact on different fields which led to
the birth of VSNs, one of the wireless technology applications in the field of vehicles;
or the so called VANETs. The evolution and enhancement of VANET capabilities has
significant influence on the successfulness of the ITS [84, 103, 104]. In VANETs there
exist two kinds of communications and they are self-describing: V2V and V2I. In order
to be able to communicate, vehicles are equipped with OBUs; specific devices that allow
vehicles to: communicate, process date, receive GPS signal and use variant sensors. For
a better system, vehicles may often communicate with central infrastructures. Such
infrastructures may be RSUs [105]. VANET applications may be diverse; however, the
number one reason for what it was proposed is to reduce the number of crashes and
fatalities [68]. The vehicle will succeed to do so by enabling periodic broadcasts (also
called beacons or heartbeat messages) so that the vehicle includes its status in kind
of location, speed, velocity and other information that can lead the neighborhood for
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better environment knowledge and that is the BSMs. According to the standard “SAE
J2735”, the frequency of BSMs is set to be each 100ms with a 300 meter transmission
range of its radius [87].

The frequent and precise location provided by BSMs helps enormously the
safety-related applications but, at the same time, reduces dramatically the privacy of
VSN users since the BSMs’ location is not encrypted for fast reaction and less delay (it
is the requirements of safety-applications). Thus, any adversary willing to monitor and
track the VSN users can do that in real time with just the possession of eavesdropping
station(s) which does not cost him a lot and is not easily detectable. Among the
solutions to defend against such privacy threats we find the use of pseudo-identifiers
(pseudonyms) instead of the unchangeable real identifiers. This last solution increases
the anonymity of drivers but the adversary can match the real identity with the
pseudonym by observing the trips of the vehicle. Making the pseudonyms changeable
over time can be seen as an acceptable solution since the adversary can no longer see just
one pseudonym. However, even so, if the vehicle changes its identifier in inappropriate
situation (e.g., alone inside a set of vehicles), the adversary here can easily link the
old (vanished) pseudonym with the new (emerging) one. For this last problem, the
cooperation between vehicles by making a synchronous pseudonym change was the
best countermeasure since the adversary will be confused on the new pseudonym of a
vehicle inside the set of potential targets.

Unfortunately, because of the exact and frequent periodic location, the adversary
can predict the moves of the monitored vehicles [106] inside the region of interest
which helps him to link each new pseudonym with the old one for all those vehicles
even though the changes were done simultaneously. For this advanced challenge, the
concept of silent period was proposed in [69] for wireless networks and it is explained
as a transition period of time between the newly changed pseudonym and the old one.
By this definition, the vehicles will keep silent and during this silence time, they do
change their pseudonyms and not sending BSMs until the time is ended. When the
time is ended, the vehicle is allowed to use the new changed pseudonym. This technique
was integrated in the field of VANETs in works done in [68, 77]. Silent periods highly
enhance the privacy of VSN users but with the cost of safety, that is the sacrificing of
privacy or the trade-off between safety and privacy. For this reason, such trade-off was
widely debated.
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3 The Proposed EPP Strategy

In this section we outline the principals of the proposed scheme EPP which is a zone
division-based that exploits the nature of the VSNs and we give the possible behavior
of any VSN user and its implication of the privacy of these users.

3.1 Motivation

Since the pseudonym change strategy, which defends against the location tracking
and re-identification, is not working in all scenarios, new techniques must be deployed
to fill this gap. An example of such scenarios is when vehicles starts/ends from/at
a predefined spot. Here, if the adversary has some knowledge (represented by social
engineering) can match the used pseudonym with the real identity of its driver whatever
the strength of the deployed pseudonym change strategy is. In order not to let the
used strategies and the privacy of VSN users go in vain, we suggest the use of the EPP
scheme which is built basing on the characteristics of the end points (either start or
end) that, in general, do belong to specific zones which have specific nature like: (1) the
speeds of vehicles are low since they are in the starting or stopping status. Also, due
to the capabilities of the new generation of vehicles, (2) they provide high environment
sensing and movement/objects detection by using, for example, the distance sensors,
radars, ultrasonic sensors, high definition cameras, etc. [107] letting the BSMs be an
option instead of a must. By this definition and assumptions, we present the different
zones and techniques used in combination with the pseudonym change strategies used
for the location tracking and re-identification. The next subsection shows the zones
division and elements.

3.2 Deployment of Zones

As shown in Figure 12, the map, according to EPP, is divided into: District zones,
Gateway zones and the Outside Environment and are explained in details in what
follows:

A. District Zones: they contain the start and end points of specific VSN users
who do use these points (spots) more frequently. Such spots may be the home of
a VSN user, a parking spot of his work place or just a frequently visited place.
The nature of such zones, as described before, allows dispensing with BSMs. It
is obviously because of the capabilities of new vehicles and their efficiency in
dealing with the environment and neighborhood vehicles who are not presenting
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Figure 12: An Illustation figure for the proposed EPP Zones division

a big threat with their current speed and situation. The vehicles then will be
authorized to stay silent while they are inside the district zone(s) without safety
dangers and threats.

B. Gateway Zones: according to our model, each district is attached with the
outside environment. The main reason for what gateways (GWs) are parts of
the EPP is to let the outside environment vehicles know about the newly coming
vehicles from the district because outside the district there exist potential dangers
on the vehicles. To deal with these threats, BSMs are become a must (instead
of being an option in district zones) and that is the reason for the gateways
existence; an introducer/rely zone. In addition, a district may have more than
one gateway and for each gateway they may exist one or more headings (HDs).
A heading is a direction that a vehicle can take once it leaves the gateway. It
generally determines the trip of the driver.

C. The outside Environment: it is the remaining part of the network in where
vehicles are between the start and end points. In such zones, a privacy mechanism
like pseudonym change strategy in mix-zones is used. The vehicle protects its
location privacy by changing (or updating) its current pseudonym into a new
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one in specific places. The intersections are claimed to be so efficient since they
gather a lot of vehicles at the same time [91] which will (1) stop beaconing, e.g.,
use silent periods when they enter the mix-zone with a slow speed, (2) change
their pseudonyms then (3) emerge from the outside of this mix-zone with a new
pseudonym letting the tracker be confused in which direction the vehicle target
had gone.

3.3 Behavior of Vehicles in the System

As explained in the previous subsection, a VSN user starts from the district, more
precisely from his appropriate spot inside that district. In our model we assume that
the adversary is advanced, e.g., is considered as Global Passive Adversary (GPA) [105]
with a backward knowledge about all VSN users inside the district acquired from
means like social engineering. The adversary then knows about each vehicle’s potential
spots, exiting/entering gateway and the heading of the trip. With ordinary strategies,
the adversary will know for sure about the events of: (1) quitting the home and the
frequent places and (2) entering them. In EPP, VSN users are supposed to be in
control of enabling and disabling the radio-silence feature which enhances and removes
the inner’s privacy respectively. We define then the next three possible scenarios (or
vehicle classes) that may occur:

- A set of VSN users who are aware of the privacy concept. Thus, the enable the
radio-silence feature to better-protect their privacy. This set is defined as ”X”.

- A set of VSN users who are not aware of their privacy. Thus, they disable the
radio-silence feature. The reason may also be that they need to use some services
which require the vehicle to be connected. This set is defined as ”Y ”.

- A set of VSN users who may not be able or cancel their appointments, works,
visits, etc. for whatever reason. This kind of vehicles surprises the adversary
since they act unexpectedly to his thoughts. This set is defined as ”Z”.

The adversary is also supposed to be aware of the approximate movement time of his
target(s) and it is also due to the social engineering techniques. Figure 13 shows both
of the network model and the threat model in relation to the proposed scheme.
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Figure 13: The abstract network and threat models in EPP

3.4 Definitions and Properties

In this part we explain the entities of the network with their definitions for better
comprehension:
Let the set of VSN users who belong to the district be:

Ssim(i) = {vj ∈ S : Similarity(vi, vj) = 1} (4)

The set of VSN users who are still inside the district:

Sin(i) = {vj ∈ Ssim(i) : State[vj] = ”Inside”} (5)

The set of VSN users who quitted the district:

Sout(i) = Ssim(i) − Sin(i) (6)

The set of VSN users who quitted the district for sure in the thoughts of the adversary
with a 100% of certainty:

SClearly_out(i) = {vj ∈ Sout(i) : Class[vj] = ”Y ”} (7)

by these definitions, we can formulate the adversary‚s probability metric to quantify
the privacy of VSN users. In other words: the exact probability of quitting the district
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by his target which is formulated as follows:
Firstly the probability of being inside the district:

Pinside(vi) =


0 IF (Class[vi] = ”Y ”)AND(State[Vi] = ”Outside”)

|Ssim(i)|−|Sout(i)|
|Ssim(i)|−|SClearly_out(i)| Else

(8)
Finaly the probability of being outside, e.g. had probability of quitting as follows:

Poutside(vi) = 1− Pinside(vi) (9)

4 Simulation Setup and Results

In this section, we evaluate the effectiveness of the proposed EPP scheme. For this
aim, we consider a set of 10 VSN users of a specific district (taken from Tlemcen town,
Algeria) that contains two gateways and two heading per each gateway. Our main task
is to evaluate the adversary’s certainty about the exiting/quitting of a target(s) (Vi)
which is among the 10 vehicles. Each VSN user can belong to either classes (X, Y

or Z). The number of gateways and headings are also manipulated in order to see its
effect on the achieved privacy (and the attacker’s successfulness as well). Additionally,
the anonymity of all VSNs users who quitted the district was evaluated using the
(ASS) after passing by the first mix-zone. In fact, there is other used metrics in the
literature to evaluate the location privacy, we advise the reader to take a look on these
works [108, 109, 110]. Actually, the privacy of VSN users in the outside environment is
not a main evaluation goal for this study. The simulations were done by taking three
scenarios (namely: I, II and III). In I, a real district that contains two gateways and
two heading per each gateway was taken. We modified by then this real map fragment
and transformed it into II then III (see Table 3).

Table 3: The three scenarios used in the evaluation of EPP

Scenario Gateways Number per scenario Headings Per Scenario
I 2 2 * 2
II 1 1 * 2
III 1 1 * 1

We used SUMO to make realistic VSN users traces. For this purpose, we generated
a vehicular road traffic starting from 7 : 40 until 8 : 15. The reason we took this
interval of time is because users often leave their homes in such a period to either:
work, study, etc. we then (via a c++ program) randomly generated our ten district
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vehicles’ departure times, the exiting gateways and the headings (their departure is
between 7 : 45 and 8 : 15) as shown in Table 4.

Table 4: The parameters of the district VSN users’s departure, gateway and heading

Departure Time The trip’s characteristics (GW , HD)
Vi I II III I II III
1 08:07:43 08:11:29 07:54:14 1 , 2 1 , 2 1 , 1
2 08:06:28 07:57:52 07:55:06 2 , 2 1 , 1 1 , 1
3 08:14:38 08:08:17 08:10:11 1 , 1 1 , 2 1 , 1
4 08:07:50 07:57:30 07:49:24 1 , 1 1 , 1 1 , 1
5 08:14:53 08:00:32 07:57:04 2 , 1 1 , 1 1 , 1
6 08:03:28 08:08:01 08:11:13 2 , 2 1 , 1 1 , 1
7 07:49:05 07:53:21 07:59:55 2 , 2 1 , 2 1 , 1
8 07:50:09 07:53:14 07:56:28 1 , 2 1 , 1 1 , 1
9 07:59:31 07:53:00 07:55:05 2 , 1 1 , 2 1 , 1
10 08:04:12 08:03:10 08:01:02 2 , 1 1 , 2 1 , 1

We also made four parameters per each scenario by varying the number of vehicles
in each class (see Table 5).

Table 5: The parameters of each scenario of VSN users’s class

Parameterizing per Scenario
Class 1 2 3 4
X 60% 70% 80% 90%
Y 30% 20% 10% -
Z 10%

Table 6 shows the parameters of the chosen original map. Figure 14 and Figure 15
are also included to show more details about the three scenarios and the chosen map
respectively.

Table 6: The map simulation details

Network Characteristics
Map’s Location District in Tlemcen town, Algeria

Total Lane Length (km) 13,19
Map’s Surface (km*km) ( 1,02 * 0,89)
Mix-Zone Radius (m) 25
Vehicles per District 10

4.1 The simulation runs

As explained before, we choose three scenarios and per each scenario we make four
runs, we then evaluate the probability of identification (knowing whether the target had
quitted or not) acquired by the adversary. The evaluated targets are taken randomly
from each class (i.e. from X, Y and Z which is only one since it is 10% from 10).
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Figure 14: The three scenarios: I, II and III

(a) The general map (b) The original district (c) A mix-zone

Figure 15: Additional illustrations about the map

Additionally, Figure 16 shows the simulated samples and runs with the appropriate
value of the gateways and hidings in a part, and the "X", "Y " and "Z" classes in the
other part.

4.2 Scenario I

We start by the scenario of two gateways with two hidings per each. The taken
Vehicle from each class is mentioned in the graphs. The obtained results are as follows:

The results in Figure 17 shows that the VSN user who does not activate/enable the
privacy mechanism (class "Y ") fail both: (a) easily and (b) faster than other classes.
The next one is the VSN user of the class "X", because he does not expose himself
by staying silent until he quits the district. However, class "Y " VSN users affect him

Figure 16: The simulation runs (scenarios*4)
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as well since, by letting the adversary know about their quitting evenst, they affect
the annonymity of other classes. The last category ("Z") comes with the best privacy
level since it does not quit the the district letting its privacy preserved in addition to
preserving other VSN users who share the same similarity. A similarity in our scheme
reflect the gateway and heading, if a set of vehicles share the same gateway and heading
then they are similar. It is important to mention that class "Z" had never been exposed
with "100%" of quitting certainty in addition to the long privacy duration maintaining
(the opposite of "Y " users).

Two other observations from the four results in Figure 17 show that (1) by reducing
the number of "Y " users and rising the "X" users the overall users will last longer before
the adversary starts identifying their quitting events (probability of quitting). (2) the
change of quitting probability for all VSN users rises rapidly and this is due to that
users do not share the same gateway and heading which means that if a user quits, he
may be the only user in that district who has such gateway heading combination, thus,
he will be rapidly identified and rapidly affect the privacy of his neighborhood.

4.3 Scenario II

In this scenario, the scenario is formed by only one gateway but with two hidings.
The taken Vehicle from each class is mentioned in the graphs (as in scenario I). The
obtained results are the followings:

The results’ interpretation is almost the same as in scenario I where "Y " users are
the first to be exposed followed by the class "X" then lastly class "Z" maintains its
privacy perfectly as in Figure 18. The additional observations are: (1) VSN users in
II stay longer before being exposed and this is because more vehicles have the same
similar since in such a scenario there is only one gateway and (2) despite the higher
identification probability in compared to I, VSN users’s probability does not change
with big amounts thus the probability of knowing the quitting event needs that a lot
of users quit in order to affect the privacy of the target.

4.4 Scenario III

In this last scenario, the scenario is formed by one gateway and only one hiding.
The taken Vehicle from each class is mentioned in the graphs. The obtained results
are represented as follows:

The VSN user in this scenario share the same characteristics as the previous two

68



Location Privacy Evaluation for Trips and Home identification in VANET

(a
)

I
I
.1

(b
)

I
I
.2

(c
)

I
I
.3

(d
)

I
I
.4

Fi
gu

re
18

:
T
he

fo
ur

sim
ul
at
io
ns

of
sc
en

ar
io

I
I

69



Location Privacy Evaluation for Trips and Home identification in VANET

scenarios e.g. class "Z" are the best in privacy preserving followed by class "X" then
class "X" comes in the last place by observing Figure 19. The special characteristic in
such scenario is that all VSN users are similar to be the target because of the unique
gateway and heading and that is translated into the following observations: (1) VSN
users stay longer than both the two scenarios (I and II) before being exposed (2)
the users’ (except "Y " users) probability of quitting is not rising with big amounts
per quitting event thus the adversary needs more users to quit in order to be able to
determine the quitting event of a monitored target.

4.5 Privacy of Vehicles After Leaving the District

We also provide a simple privacy measuring of VSN users who quitted the district.
As said in the related works section, users’ privacy in enhanced perfectly if they use
the mix-zone strategy. By this definition, we evaluated each user’s anonymoty set size
and the results are shown in Figure 20. The obtained results show almost good level
even though the users had met only one mix-zone while in fact they would meet next
other mix-zones hence: better privacy.

Figure 20: The anonymity set size(ASS) off all VSN users in All scenarios
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5 Location Privacy Protection and Overthrowing

In this section, we trend towards giving a holistic view on the location privacy
problem but (basing on the entities that are illustrated in Figure 21) from two
perspectives, namely: the ego-perspective and the adversary-perspective [111]. More
details are given in the followings:

Figure 21: The relationships between the different entities including the adversary

5.1 Protecting Location Privacy, an Ego-Perspective

As the location privacy is a primary goal for the SCs users, and more precisely: the
privacy advocates, the authority and regulation bodies devote their efforts to provide
privacy-preserving solutions for a successful use of the SCs technology and its flourish.

To reiterate, understanding the goals and the trade-offs between the different
privacy-preserving solutions is as crucial as proposing new mechanisms. In fact, it helps
proposing robust and less trade-off implying mechanisms that do not affect drastically
the overall SCs functioning.

In Figure 22, we show the benefits alongside exposing the negative impacts of some of
the well-known mechanisms and modules used to cope with the location privacy issue.
For instance, (1) the pseudonym change (may be accompanied with an exchange) do,
remarkably, enhance the location privacy of the SCs users by thwarting the attacker
when trying to trace and identify his targets based on their broadcasted BSMs. Yet,
this triggers the network and routing applications to reestablish the routing tables as
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the identifier is changed. Thus, confusing the attacker does also confuse the friendly
applications. Some other techniques are used in conjunction with the pseudonym
change, we talk about an efficient pseudonym change that takes into account the context
of the SC in addition to the potential exploits that an attacker can benefit from, that
is, (2) the advanced precaution module. Unfortunately, such a technique hampers a lot
of safety applications, we mention for example the use of the encryption. It implies an
additional decryption delay for those real-time safety applications. Another module,
which is the most influencing as a privacy booster: (3) the silent period which is a
period of time where the SC is not sending the BSMs. This conceals the whereabouts
of the SC user but also affects drastically his safety; that is the privacy-safety trade-off.

Besides the modules, there are some other parameters that influence the application
layers. In this perspective, namely the ego-perspective, all of (a) the use of pseudonyms,
(b) the cooperativeness and (c) the density of SCs have a big impact on the location
privacy as they reduce the precision of the attacker notably. But, and from the same
perspective, the attacker level is seen to be an opposite factor that reduces the location
privacy level of the SC users.
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Figure 22: The location privacy protection from the ego-perspective
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5.2 Overthrowing Location Privacy, an Adversary-Perspective

The attacker in the other hand has, as an objective, to overthrow the efforts of
protecting the location privacy ongoing by the authority-side. With the same reasoning
as the previous perspective, the attacker also possesses a set of modules and parameters
(As shown in Figure 23) that are exploited with the intention of defeating the location
privacy of the SC users. Among his main modules we find (1) the prediction algorithms.
These laters make intelligent mappings between the gathered locations and pseudonyms
since they use mathematical models to calculate the next position and matching
probabilities. (2) The license plate recognition systems had already shown their great
potentials in determining the objects with the computer vision field, thus, a tracker
may combine this module with his ordinary tracking process to achieve higher results.
Additionally, leveraging (3) the historical data and analyzing it using the Artificial
Intelligence (AI) [112] is considered to be a big influence towards very high precision
and decisions that are taken by the attacker. Lastly, (4) the adversary type itself can
influence the obtained results as, for example, a global eavesdropper can achieve better
results than a local one.

A bunch of techniques can be used by the attacker as well and we cite some of
the important ones as follows: (a) The eavesdropping stations’ number, coverage and
strength do all impact the successfulness of the attacker on tracking and identifying
his target(s). Whilst (b) the faced privacy-preserving schemes do thwart him from
achieving high objectives.
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Figure 23: The location privacy Overthrowing from the Adversary-Perspective
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5.3 Summarizing the Impacts, a Descriptive Table

We summarize in this part the aforementioned observations by giving a descriptive
table (Table 7) that states the impact of both the authority’s and the attacker’s
modules and parameters on the different application layers, namely: safety, comfort,
road-congestion and privacy.

Table 7: The authority and the attacker and their influences on the application layers

The Application Layers

Safety
Road Condition

Privacy
Congestion Comfort

M
od

ul
es

Pseudonym exchange &

pseudonym change

A
ut
ho

ri
ty
-s
id
e

↓ ↑
↓ Adversary type

A
ttacker-side

↓ Historical analysis

Advanced precaution ↓ ↓ ↓ ↑ ↓ LP recognition systems

Silent period ↓ ↑ ↓ Prediction algorithms

================ ================== ==================

P
ar
am

et
er
s

Using pseudonyms ↑
↓

Eavesdropping stations’

number, coverage & strengthAdversary level ↓

Cooperativeness & density of SCs ↑ ↑ Faced privacy schemes

6 Summary

In this chapter we investigated the issue of home and work (we named it end points)
location privacy and identification problem. We did at first the introducing of our EPP
scheme. We accompanied this with different simulations under various scenarios after
we varied the number of gateways, headings and VSN users’ different classes (those
who enable, disable or not leave the district) via extensive runs. The acquired results
showed that the more the users follow the EPP scheme the more they are protected
against quitting-event exposition. Additionally, we found out that the class "Y " VSN
users affected negatively the privacy of other users. As a conclusion, we got that in
order to ensure a high privacy levels, VSN users have to avoid being selfish and should
be aware of the privacy terms at the aim of not only protect their own privacy but also
others’. The nature of district and other parameters like the number of gatewats and
heading have a significant impact on the achieved privacy level. Lastly but not least,
EPP should be accompanied with a pseudonym change scheme like mix-zones in order
to maintain the privacy of VSN users when they leave the district and that is to ensure
their privacy in the outside environment.

Finally, we gave a conceptual framework study for the location privacy issues that
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was in a two-fold view: the authority-side (ego-perspective) and the attacker-side
(adversary-perspective). The two perspectives were compared vs the fundamental
application layers that are safety, comfort, road-congestion and privacy. The
conclusions were formulated in a table were the positive and negative effects of each
module and parameters were presented.

In the next chapter, we see another interesting scheme that exploits the transmission
range changing technique to enhance the location privacy of the drivers.
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Chapter IV:
Transmission Range Changing Effects on
IoV Users’ Location Privacy

“It is during our darkest moments that we must focus
to see the light.”

– Aristotle
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1 Preface

In the same flow of proposing new techniques and schemes to cope with the
privacy in IoV issue, this chapter apply the mechanism of transmission range
changing/adjustment (we call it TRA) to enhance the identity and location privacy of
IoV users. From the well-known privacy in IoV issues we state: identity exposing and
location tracking. This is due to allowing vehicles to send their statuses to themselves
via beacon messages (for the good). The changing of the transmission range while
sending beacons to enhance the identity and location privacy was not exploited before
in the literature and that what gets our motivation and attention to investigate this
technique (TRA). In this chapter we see how does the level of location privacy be
affected after we apply TRA on two location privacy schemes: SLOW and CAPS. We
evaluate the two modified techniques against the achieved location privacy using a set
of metrics and (2) the network performances. We also compare the used strategies in
perspective of a set of security attacks.

The remainder of this chapter is organized as follows: In section 2, we give a
background and demonstrate our system model and potential attacks. Then in section
3, we define the detailed functioning of our TRA mechanism, its characteristics and
the complexity of the used algorithm followed by performance evaluation and that is in
section 4. Later in section 5, we discuss the overall results of TRA, provide comparative
table and give open work directions. Finally, we conclude our research in kind of a
summary and that is in section 6.

2 Background

IoV, a special type of IoT [113], is considered as a hot research topic in the last
few years. IoV comes to assist the design of Vehicular Ad-hoc Networks (VANETs)
that focus on reducing the number of fatalities by enabling V2V, V2I communications
over the DSRC protocol [26] in addition to the carious Vehicle-to-Everything (V2X)
communications [27]. Thus, a fast reaction may be taken by drivers during dangerous
situations. To achieve this goal, each vehicle has to periodically broadcast its status
in terms of location, speed, velocity, time, etc. set in a beacon message. This kind
of beacon is called BSM [28]. Despite the interesting V2X applications like vehicle
platooning, incorporated sensors and automated driving, vehicles do suffer from some
serious security and privacy vulnerabilities and issues.
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For fast reaction and less delay, BSM content is not encrypted and sent at least
once per second with a radius of about 300 meters [28]. Thus, any entity having a
dedicated eavesdropping station would have an access to the driver’s location and this
will be exploited next to generate user profiles [114] which has a negative impact on
the IoV users’ location privacy. One of the solutions is to use pseudonyms instead of
real identities while broadcasting these BSMs and furthermore, making them temporal
and changeable over time [115]. Also, a cross-layer identifier (like mac and ip) change
is needed [102]. However, if the pseudonym change was not done in an appropriate
time and/or space, a correlation attack may be performed by the adversary to link the
new and the old pseudonym. The aforementioned issue had motivated the research
community to investigate the problem and develop a lot of robust schemes like [10,
24, 60, 68, 69, 72, 77, 84, 85, 98, 116, 117].

2.1 Network Model

In our network model, which is also represented in Figure 24, we consider the
following entities:

Figure 24: Network model illustration

2.1.1 Vehicles

They are the primary units that construct the IoV system. The set of vehicles is
defined as S = {v1, v2, ...vn} where n is the total number of vehicles.
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2.1.2 Infrastructures

They facilitate the connectivity between the different entities of the network for the
different communication purposes. e.g., the Internet access.

2.1.3 Authorities

Depending on the type of the authority, each one has a specific role like: distributing
the pseudonyms, issuing them, making a pseudonym resolution or revocation process,
etc.

2.1.4 Extension hosts/things

The V2X technology makes it possible to benefit from a lot of connections and
communication types including Vehicle to Cloud (V2C), Vehicle to Home (V2H),
Vehicle to Pedestrian (V2P), Car to Unmanned Aerial Vehicle (Car2UAV), etc.

2.2 Adversary Model

The threat model taken in our study is the GPA model [41] which is considered
as a strong adversary with, almost, a full coverage. For this, the adversary uses
some eavesdropping stations that are fully distributed after studying their necessary
numbers in accordance with the vehicles’ ordinary transmission range. In location
privacy perspective, this attacker seeks, with the use of these eavesdropping stations,
to make spatial and temporal traces of his target(s) at the aim to breach their privacy
by tracking them and making a profile generation. The model is described in Figure 25.
The GPA, in fact, can execute a bunch of attacks as surveyed in [63] and is considered
as the used threat model in most of VANET and IoV privacy schemes.

2.3 Potential Privacy Attacks

The IoV had opened, in addition to its beneficial applications and services, a bunch
of security and privacy threats [7]. We mention in the following some of the attacks
that target the IoV users:

• Eavesdropping: the eavesdropping attacks is defined as collecting the sent data
from the different targets at the aim of getting useful information for divers and
further treatment (a preamble to other attacks).

• Location tracking: is a step after executing a successful eavesdropping attack. The
adversary exploits the collected packets in order to track the target by his position.
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Figure 25: Adversary model illustration

The reasons of course are not predefined, ranging from stalking celebrities to
criminal and assassination operations which makes it a sever attack.

• Bogus information: this attacks bases on altering and/or creating false data and
spread it on the IoV system. Generally, it is for disturbing the overall functioning
for their own benefit.

• Impersonation: getting an authentication to access, use and participate in the
IoV system would be possible by impersonating other legitimate entities. The
grants from such a successful attack not only gives the adversary the option to
insert false data and benefit from the services, but also affects the reputation
of the innocent impersonated vehicles since he participates on-behalf of them in
addition for him being able to receive some sensitive data.

• Denial of Service: the DoS attack is considered as the most powerful attack that
targets the availability requirement. The way this attack is realized may take
different forms like jamming the channel and the resources consumption attacks.
The aim here is to render the target unable to participate and intercept the
communications, i.e., out of order.

3 Transmission-range Control Adaptation
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3.1 Demonstration and Motivation of the Study

Motivated by the fact and the observation that the adversary distributes his
eavesdropping resources basing on the transmission range of vehicles in order to get a
full coverage, we tend to adjust the transmission range of vehicles in order to overcome
this full coverage and to make this full coverage a quasi-full coverage. The simulation
study will show whether this feature’s exploitation will bring forth an addition in
term of location privacy and network performances or not. The principle of the TRA
feature is simple, vehicles on-the-fly adjust their transmission power for the purpose
of occasionally hiding themselves from the full coverage of the pre-installed adversary
eavesdropping stations. The more the speed is high, the more power vehicles will use
in order to impose their presence in the neighborhood. Vice versa, when the speed is
low, they reduce their transmission power while broadcasting BSMs. The motivation
behind this adjustment is because the risk of fatalities will be considerably low when
the speed is low. Hence, informing the very close neighbors is sufficient. The same
reasoning happens with high speeds; they introduce high crashes probabilities. The
TRA does not apply for emergence and high level dangerous situations, e.g., accident
events dissemination.

We used TRA on two already-existing schemes: (1) SLOW [77] that is proposed
by Buttyán et al. and that lets vehicles independently decide the right moment,
according to their own speeds when it drops under a certain threshold, to change their
pseudonyms. Indeed, in low speeds the risk of accidents will be low. Thus, the vehicle
is allowed to use silent periods. The only issue is represented in the standardization
contradiction which oblige a beaconing frequency of at least once per second. We also
used (2) CAPS: Context-Aware Privacy Scheme [98] that is proposed by Emmara et
al. and that lets vehicles choose the appropriate context to enter the silent period and
change their pseudonyms.

In our study, the values of the range-speed settings are taken heuristically. The
TRA is illustrated in Figure 26.

3.2 Choice of Transmission Powers

To well-choose the appropriate transmission power for the corresponding distance,
simulating various transmission powers and varying the distances between vehicles
was necessary. We had chosen speed ranges in where the vehicles will adjust their
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Figure 26: A TRA functioning scenario

transmission powers accordingly. The results are summarized in Table 8.

Table 8: The transmission range, the needed power and the triggering speed values of TRA

Transmission Range
(m) 50 100 200 300

Needed Power
(mw) 0.2 0.8 3.1 7

Triggering Speed
(km/h) [0..30[ [30..50[ [50..70[ [70..+

However, in reality the transmission range is also affected by factors other than the
transmission power like obstacle shadowing, interference, alpha factor, etc. For more
details, we refer the reader to take a look at this paper [118].

3.3 Pseudo-Algorithm of TRA

The principle functioning is also explained, in kind of pseudo-algorithm, in
Algorithm 1:

3.4 Complexity of TRA

The TRA technique’s calculations are just represented in Algorithm 1, thus, the
resulting complexity is that of the algorithm. We state four potential states:

• when speed is below 30km/h as the first possibility.

• when speed is above 30km/h and below 50km/h as the second possibility.
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Algorithm 1 Beacon Transmission Range Adjustment
1: procedure Contextual_Beaconing(beacon* bsm)
2: Prepare_Beacon(BSM);
3: if ((Trn_Rng_Is_Active) and (No_Danger)) then
4: if (Speed < 8.33) then . m/s (30km/h)
5: nic.mac80211p.txPower ← 0.2;
6: else if (Speed < 13.89) then . m/s (50km/h)
7: nic.mac80211p.txPower ← 0.8;
8: else if (Speed < 19.44) then . m/s (70km/h)
9: nic.mac80211p.txPower ← 3.1;

10: else . i.e., more than (70km/h)
11: nic.mac80211p.txPower ← 7;
12: end if
13: else . i.e., using 7mw for the default 300m radius
14: nic.mac80211p.txPower ← Default_V alue;
15: end if
16: Send_Beacon(BSM);
17: end procedure

• when speed is above 50km/h and below 70km/h as the third possibility.

• when speed is above 70km/h as the fourth possibility.

We also recal that the two methods, namely: Prepare_Beacon(BSM) and
Send_Beacon(BSM) are not apart of the additional TRA technique as all schemes
need to employ these two methods, thus, there complexity is aside of TRA.

The four potential states (Ptn_stt), in the worst of cases are evaluated as 4
instructions in each iteration. The number of iterations per second are related
to the frequency of beaconing, i.e., packets number (Pck_nbr). According to the
standardization, the frequency of beaconing ranges from 1 to 10 beacons per second,
hence, the overall complexity is as follows:

O(Pck_nbr ∗ (Ptn_stt)) = O(10 ∗ 4) (10)

Which means that the complexity is just:

O(1) (11)
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3.5 Strong Points of TRA

TRA can be expected to valuably enhance the location privacy of users when
combined with other strategies. This is due to its flexibility in adjusting the
transmission range according to the vehicle’s context which nullifies the full coverage
of the GPA adversary letting it be a quasi-full coverage. The model of GPA itself,
in practice, is hard to be achieved, i.e., somehow needs some national capabilities or
a tremendous collaboration of many individuals and companies. Another important
benefit that may come forth with the TRA is the network performance enhancement
since the transmission range is reduced this will decrease the number of BSM packets
collusion resulting in bandwidth-preserving for safety-related messages. The TRA does
not affect routing and other VANET functionalities since it only operates, conditionally,
for BSMs.

3.6 Probable Drawbacks of TRA

We can expect that TRA has some weak points like when the adversary changes his
pre-installed eavesdropping stations, i.e., its capabilities in order to make sure he always
have a full coverage (or, at least in some regions of interest). However, we believe this
is an extremely hard task if it is not impossible since just the GPA model is considered
expensive. As an example, a region of 3 ∗ 3 km2 will need about 8 ∗ 8 eavesdropping
stations that are well-distributed just to achieve the aforementioned GPA model (i.e.,
of 300m radius coverage). If the adversary wants to overcome the TRA feature, a
lower bound of transmission range (i.e., of 50m radius coverage) must be taken into
consideration by him resulting in about 43∗43 eavesdropping station which is extremely
expensive and hard to be implemented (≈ 29 times more expensive than ordinary GPA
costs in the same 3 ∗ 3 km2 map). TRA may also affect, if coordinated with, other
strategies that benefit from the beacon messages sent by the neighboring vehicles to
achieve a synchronization or beneficial pseudonym change. Thus, TRA introduces a
trade-off between such strategies’ effectiveness and the adversary’s eavesdropping range
limitation.

4 Performance Evaluation

4.1 Simulation Setup

To evaluate the TRA feature and study its effects on the location privacy and the
network performances, we used OpenStreetMap (OSM) [119] database to extract a
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portion of Tlemcen town, Algeria map. With the use of SUMO mobility simulator
[120], we transformed the map taken from OSM into a road network readable file
for SUMO (see Figure 27 for the opened file after using the NETEDIT tool for
visualisation) in where we generated four sets of vehicles using the python script
Randomtrips.py. We used the Arrival rate command by varying the binomial options
like the “-p” that is followed by ((t1 − t0)/n) where t1 and t0 are the end and start
times of vehicle arrivals respectively (for a simulation time of 300s) and n is the desired
number of vehicles. The results are represented as Inter-arrival times as in Table 9.

Figure 27: The taken portion of Tlemcen town, Algeria map

We integrate the TRA on some of the known privacy-preserving strategies in order to
evaluate its impact on both (1) the location privacy and (2) the network performances.

For the network simulator, we use OMNeT++ [121]; the component c++ based
and discrete events simulator. OMNet++ allows the integration of diverse frameworks
depending on the simulation nature like Veins [118]; the vehicular network simulator.
Veins acts as a bridge between the mobility simulator SUMO and the network simulator
OMNet++. We also employ the PREXT extension [122] that is developed by Emmara
et al.; a Veins extension that integrates a set of privacy-preserving strategies and a
set of the well-known metrics to evaluate the achieved privacy like the Anonymity

Table 9: The simulation parameters

Inter-arrival
Times (s/veh) 6 3 2 1.5

Number of Generated
Vehicles by SUMO (veh) 49 99 149 198

Tlemcen Map
Size (km2)

≈ 100
(9.93x9.6)
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Set Size (ASS), Entropy, Traceability, confusions per pseudonym change, confusions
per trace, etc. The way these metrics are developed are well-described in [115].
An illustrative diagram is elaborated in order to facilitate the comprehension of the
interaction between the different simulation tools (shown in Figure 28). We integrate
the TRA on some of the known privacy-preserving strategies in order to evaluate its
impact on both (1) the location privacy and (2) the network performances.

Figure 28: The illustrative diagram of the different used simulation tools

4.2 The impact of TRA on Location Privacy

As explained, TRA is integrated into SLOW and CAPS schemes in order to evaluate
the resulting location privacy level. For this aim, the traceability, the confusions per
pseudonym change and the confusions per trace metrics are used to see how the
privacy level before and after using the TRA feature. As expected, since SLOW
and CAPS themselves choose the perfect opportunity to change their pseudonyms;
i.e., are user-centric approaches, the TRA integration had remarkably enhanced their
performances. Figure 29, Figure 30 and Figure 31 show the achieved location privacy
of SLOW and CAPS with and without the use of the TRA feature. The variation
of vehicles number almost did not affect the achieved location traceability for both
the pure and the enhanced strategies but the position of generation, trips and moving
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Figure 29: SLOW, CAPS, SLOW_TRA and CAPS_TRA traceability measuring

patters used by SUMO were responsible for some remarkable high and low values but
still the overall interpretations is preserved.

4.2.1 The resulting traceability

Figure 29 shows an important enhancement represented as about a +54% (in both
99 and 198 vehicles) and about a +44% (in 198 vehicles) of minimum location privacy
gain for SLOW and CAPS respectively. And most importantly, about a +64% (in
49 vehicles) and about a +62% (in 49 vehicles) of maximum location privacy gain for
SLOW and CAPS respectively.

4.2.2 The resulting confusions per pseudonym change

Figure 30, by the same logic, proves that both SLOW and CAPS in their enhanced
version (TRA) perform well than the normal ones with a variation between 3 to 14
confusions per pseudonym change with a remarkable high value in the 99 vehicles
scenario that is, in our opinion, related to the generated trips resulted from the SUMO
mobility simulator which uses random trips but the overall results still confirm the
superiority of the enhanced schemes over the normal ones in addition of being SLOW
better than CAPS in the same scope.
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Figure 30: SLOW, CAPS, SLOW_TRA and CAPS_TRA confusions per pseudonym change
measuring

4.2.3 The resulting confusions per trace

Figure 31, shows the achieved confusions per trace measure. Similarly to Figure 31’s
interpretation, the enhanced schemes still outperform the normal one (with SLOW
being better than CAPS in the same scope) except for the 99 vehicles scenario which
is also affected by the random generation of vehicles movement and trips. The value
of confusions per trace varies from 0.1 to 1.1 under the four vehicles number scenarios.

4.2.4 The achieved maximum anonymity set size and maximum entropy per
trace

We also aimed at comparing between the normal versions of SLOW and CAPS
in other metrics like the maximum anonymity set size per trace (Figure 32) and the
maximum entropy per trace (Figure 33). The results are as follows:

The results clearly show that SLOW performances exceed that of CAPS. SLOW
varies from 0.4 up to 0.6 meanwhile CAPS varies from 0.2 to about 0.29 in its better
performances (in the 149 vehicles number).

SLOW in here also outperforms CAPS. At the same time, both schemes did not
perform well in low vehicles number scenario which is apparent in the 49 vehicles
scenario. Then, their performances rise up 0.031 for SLOW and 0.013 for CAPS. The
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Figure 31: SLOW, CAPS, SLOW_TRA and CAPS_TRA confusions per trace measuring

convergence of the maximum entropy per trace is visible by augmenting the number of
vehicles.

4.3 The impact of TRA on Verified Beacons

This evaluation aims at study the impact of the proposed TRA feature on the
network performances, more precisely, the verification of received BSMs. It is already
known that the augmenting of vehicles number had a negative impact on the VANET
and IoV systems, like that of the broadcast storming problem. Hence, it makes it not
scalable. Firstly, the effect of pure and enhanced SLOW scheme was investigated in
Figure 34. it is very clear that the augmenting of vehicles number resulted in an almost
exponential number of received beacons in comparing with the number of sent ones.
Indeed, if a vehicle sends a beacon in a crowded area, a lot of vehicles will receive it.
Effectively, after using the enhancement of TRA, the number of received beacons was
dramatically reduced achieving a −55% (in 198 vehicles) of minimum and a −76% (in
49 vehicles) of maximum less broadcasts reception.

The same thing occurs with the CAPS scheme as shown in Figure 35, where an
achievement of a −64% (in 198 vehicles) of minimum and a −81% (in 49 vehicles) of
maximum less broadcasts reception. It is also important to mention that the reason
behind the less sent and received broadcasts in SLOW is because the scheme, by nature,
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Figure 32: SLOW vs. CAPS using the maximum anonymity set size per trace metric

uses the silent period which is translated in no broadcasts while the vehicles are silent.

From the two network performance evaluations, it is clear that TRA, in conjunction
with SLOW and CAPS, has enormously enhanced the network performances and the
number of BSM signatures verification while protecting the safety of drivers (since they
can rise the transmission range when driving with high speeds; where a necessity of
wide line of sight and presence informing to the neighborhood is needed).

5 Discussion, Comparison and Open Work Directions

Generally speaking, from the previous two evaluations namely (1) the location
privacy and (2) the network performances evaluations, it is clear that TRA brings
an enhancement to the system in addition to thwarting the adversary by limiting
his pre-installed stations’ capabilities. However, TRA may not work perfectly with
schemes that use the neighboring vehicles number estimation feature. This is natural,
since these schemes rely on broadcasts coming from the neighborhood despite of the
speed and the safety-situation; despite the transmission range. With this in mind, the
adaptation of TRA, which is beneficial after the reported simulation results, can be
integrated in strategies that use an independent (user-centric) context to enhance their
performances.
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Figure 33: SLOW vs. CAPS using the maximum entropy per trace metric

Figure 34: SLOW and SLOW_TRA network performance evaluation by sent and received
BSM packets

Both bogus information and impersonation attacks are not possible for all
schemes, thanks to the authentication by certificates mechanism used by most of
privacy-preserving schemes; the adversary is only able to be authenticated if he has
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Figure 35: CAPS and CAPS_TRA network performance evaluation by sent and received
BSM packets

a valid signed certificate from the appropriate authorities. By the other hand, the
DoS attack is feasible as most of the techniques of this attack exploits the physical
nature of the wireless shared medium and the known frequency band for the wireless
communications, thus, the four schemes are vulnerable to such an attack. For the
eavesdropping (the preliminary) and the location tracking (the next step) attacks, it is
so obvious that the adversary is dramatically hampered since he is, in some occasions,
unable even to get the broadcasted beacons after the vehicles using the TRA technique
reduce their transmission range.

More importantly, we are now motivated to develop a pseudonym change scheme
that includes and bases on the TRA feature in order to obtain a high level of privacy
since TRA is both location privacy and QoS friendly. Another important evaluation
may also be conducted; the study of the internal adversary(s) effects. i.e., when
other vehicle members act as eavesdropping stations to extend and defeat the TRA
mechanism.

6 Summary

In this chapter, we applied the Transmission Range changing/adjustment (TRA)
which bases on the contextual transmission power control while sending beacon
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messages for the location privacy problem. For the best of our knowledge, the technique
was not exploited before in the field of location privacy in IoV by the other privacy
schemes. As a result, we integrated TRA into two of the privacy schemes: SLOW and
CAPS and that was in order to evaluate their performances. From the simulations, we
showed that TRA not only could bring-forth an additional amount of privacy level; by
decreasing the adversary (1) traceability successfulness, (2) confusions per pseudonym
change and (3) confusions per trace, but also enhanced the network performances; after
it reduced the number of received beacons. All of that is while preserving the safety of
drivers according to the context.

The obtained results of TRA shown in this chapter did motivate us to further-exploit
this promising feature (the change of the transmission range) in new privacy-preserving
schemes but this time the scheme would be mainly based on the transmission range
technique while developing its own protocols and pseudonym change techniques. In
the next chapter we see a new pseudonym change scheme that purely bases on the
transmission range technique in order to provide high privacy level, that is: WHISPER.
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Chapter V:
WHISPER: a Safety-Aware and Location
Privacy Scheme for IoV

“Life is the finest secret. So long as that remains, we
must all whisper.”

– Emily Dickinson
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1 Preface

As a sequel to the previous chapter that proposed TRA as a helping feature
for privacy preserving schemes, in this chapter, we present WHISPER: the novel
location privacy preserving scheme that is built purely basing on the transmission
range adjustment while making the pseudonym changing in order to preserve privacy.
One of the strongest points of WHISPER is providing high levels of privacy while
still maintaining road-safety; without sacrificing safety. Thus, this chapter defines the
techniques and protocols that are used by WHISPER and evaluates the scheme against
some of the well-known privacy-preserving schemes that are: CPN [86], RSP [69]
and SLOW [77]. The evaluation takes place in a manhattan-grid model and uses
various vehicle densities with different location privacy and QoS metrics. Later on,
a comparative table is drawn to summarize characteristics of these schemes including
WHISPER.

With an exact outline, the remainder of this chapter is organized as follows: In
section 2, we give a background on the study in subject. Then, we give our supposed
system model that is assumed in the study in section 3. Next, we present WHISPER
with its techniques and protocols alongside with the obtained results from the different
simulations and that is in section 4. In section 5, we discuss the performances of
WHISPER with regard to the other schemes. Finally, we conclude the study and give
a concluding summary in section 6.

2 Background

IoV is an important sub-domain of IoT as well as a clear example of System of
Systems domain [123]. Figure 36 shows the V2X external inter-vehicles communications
[124] and internal equipments. A vehicle using V2X can enhance road-safety by
broadcasting BSM [125, 126] beacon message with a 300m range and a frequency
of 1 to 10 BSMs per second from its OBU [40, 63, 127]. BSMs include sensitive data as
stated earlier in this thesis which allows receiving vehicles to be aware of the potential
dangers posed by nearby vehicles in addition to managing the road-congestion, that is
considered as one of the high-level challenges [128], through the network of RSUs.

Since BSMs contain fine-grained location data, even though they are useful for
the road safety, they do open privacy-related issue: any entity with eavesdropping
capability can monitor the whereabouts of IoV users. mart cars’ safety and
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Figure 36: V2X technology illustration

infotainment applications may also reveal user private information. Using these
data, a system that is ultimately designed to offer safety and comfort applications
to drivers can be abused by third parties, such as employers, insurance companies
or criminal organizations to track individuals[129]. The introduction of mechanisms
that can preserve location privacy has become a new research trend that has attracted
widespread attention among researchers. Most existing location privacy schemes, e.g.,
mix-zone, synchronized schemes, etc., are ineffective in achieving a high privacy level
because of the very precise locations included in BSMs and because of their resource
and overhead consuming characteristic. The better candidate mechanism used is that
of the silent period schemes by ceasing BSMs broadcasting until emerging from another
location with a new pseudo-identifier. However, the major drawback of such a technique
is the sacrifice of safety for the sake of privacy [8].

As safety is way substantial requirement underpinning the introduction of V2X

Figure 37: BSM beacon format
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communication, silent period schemes have been received with reservations by the
research community. Our motivation is to find a solution to allow the nearby vehicles
to be aware (providing safety) and reduce an adversaries opportunity to employ
eavesdropping attacks. The purpose of protecting user location privacy in the IoV
context is related to the risk of user private information being disclosed. Location
privacy is directly connected to other types of privacy. Location privacy leaks can
reveal the home and work address of the driver, some visits to sensitive places, his
travel habits, times of absence from home, etc. Correlation of this spatio-temporal
information with other data allows an adversary to come to conclusions about health
habits, social contacts, religion beliefs, etc. Protecting user location privacy has many
benefits both to the users and the system. First of all privacy preservation improves
the performance of IoV system and reduces users’ concerns about security and privacy.
Thus IoVs can attract more users to use their functions and applications, especially
those that are related to safety, promoting further innovation and development in the
automobile industry. In this chapter we propose a mechanism that is reducing the
transmission range occasionally to just inform the nearby vehicles and prevent the
adversary from tracking users through BSMs. The design of a pseudonym change
scheme that exploits such a transmission range adjustment feature is inspired from
our previous work [24] where we studied the effect of changing the transmission range
using existing strategies. The novel method that is proposed in the current article,
entitled "WHISPER", maintains road-safety since vehicles are only hidden from the
tracker (occasionally) and not from their close vehicles (always) which makes the use
of WHISPER an advantageous feature that comes in favor of safety and privacy.

3 System Model

In this section, we define and describe the Overall System Model comprised of
network model, the threat/attacker model, a set of assumptions that are taken while
making such a research study in addition to technical details and a mathematical model
that reflects the fundamentals of using certificates under an IoV system.

3.1 Network Model

The network model used in this chapter is illustrated in Figure 38, and contains the
following entities:

• Vehicles: They are the basic units of the VANET paradigm which provides a
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Figure 38: The different entities of the vehicular network

platform to the V2X applications. The communication is done via the 802.11p [27]
standard and can perform V2V and V2I communications. The set of vehicles is
defined as V = {v1, v2, ...vn}.

• System Authorities: They are the the entities related to the law-side (e.g.,
governmental bodies) that have different resources, tasks and roles like:
distributing, issuing, revoking pseudonyms, etc. [130]. It is also important that the
system authorities almost always be able to fulfill the accountability requirement
in order to track down and determine the misbehaving users [131].

• Infrastructure: Composed by different components and stations, its role is to
relay and facilitate the connectivity between the vehicles and any potential
attached network entity. The most interesting feature is the V2I communications.
Additionally, V2X communications may exploit the Infrastructure.
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3.2 Threat Model

The threat model is shown in Figure 39 and is composed from the following elements:

Figure 39: Threat model and its resources, capabilities and coverage

• Tracker: The malicious element in the system, even though it is not active,
it still can execute many influencing attacks such as eavesdropping, tracking,
profile-generation, etc. In most researches, the Global Passive Adversary
(GPA) [63] is considered as the adversary type used while evaluating their own
schemes. The GPA is a strong adversary that covers almost the whole map (or
at least, the region of interest) and can obtain every sent message passively, i.e.,
no data forgery, modification or creation is executed by him.

• Eavesdropping stations: They are stations capable of collecting the transmitted
BSMs where all of the coverage mode, the emplacement and the transmission
range of vehicles do affect the amount of the collected packets.

• Tracker resources: They are the various materials and software used in
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conjunction with the eavesdropping stations. They can be high performance
servers, tracking algorithms and methods, etc.

3.3 Assumptions

We put a set of assumptions for what is included in this research:

- Vehicles are able to adjust their transmission range by changing the used
transmission power.

- The adversary is setting eavesdropping stations in accordance to the
standardization (300m of transmission range for vehicles).

- The distributed eavesdropping stations do overlap in 30m and have a moderate
coverage mode to collect much BSMs by effectively exploiting his resources. This
is illustrated in Figure 40.

- At a given time, the adversary can exclude the remaining of the map and only
focuses on a region of interest. This is done at the aim of targeting only specific
vehicles for better calculations and to well-exploit his resources (it is shown in
Figure 40).

- Vehicles use the Public Key Infrastructure (PKI) certificates mechanism to
communicate, thus, changing the used pseudonym implies using a new certificate.
This later, is assumed to be issued from a trusted authority by doing the
certificates refill request.

Figure 40: The used coverage mode (moderate mode) details
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3.4 Certificates Management

Since the use of pseudonyms implies the use of certificates, a better management is
envisioned in order not to affect the functioning of the whole system. With this said,
having a large set of certificates with less consumption frequency would be preferred
and hence minimizing their refill requests. In order to quantify the used certificates for
each vehicle per unit of time, an estimation is highly needed. For that aim, we provide
the following equations related to the used certificates:

- The estimated number of Certificates per day NbrCertsday without changing the
certificate by a mean other that expiration is calculated as in Equation 12.

NbrCerts_day = NbrCerts_m ∗DrivT ime_day (12)

Where NbrCerts_m is the number of used certificate per minute and
DrivT ime_day is the estimated amount of time (in minutes) that the user is
going to drive per day.

- The number of necessary certificates per year, assuming that a normal refill is
made each year, is like in Equation 13.

NbrCerts_year = NbrCerts_day ∗ 365 (13)

- From here, the estimated remaining certificates after d days since the last yearly
refill (NbrRemainCerts(d)) is calculated as written in Equation 14.

NbrRemainCerts(d) = NbrCerts_year − d ∗NbrCerts_day (14)

- However, certificates may also get invalid due to a certificate change (triggered by
a pseudonym change for example) and thus, the exact remaining certificates after
d days since the last yearly refill (RealNbrRemainCerts(d)) can be calculated as
in Equation 15.

RealNbrRemainCerts(d) = NbrCerts_year−d∗NbrCerts_day−NbrCerts_chngd

(15)
Where NbrCerts_chngd is the number of times the certificate got changed due
to a reason other than a normal expiration.

104



WHISPER: a Safety-Aware and Location Privacy Scheme for IoV

4 The Proposed WHISPER Strategy

WHISPER uses the change of transmission power to preserve or at least augment
the level of location privacy in addition to ensuring road-safety while driving. Vehicles
monitor the neighborhood and their proper speeds on-the-fly in order to adjust their
beacons transmission range. This is because the adversary, in our assumptions,
distributes his eavesdropping stations intelligently and economically according to the
standardization (that vehicles transmit with 300m of range). Thus, when driving in
low speeds the vehicle (i.g., vi) may reduce, according to the value of its speed (and
the surrounding vehicles’ speeds), its own range to ensure that:

• the safety of its neighbor vehicle(s) (e.g., vj) is preserved unlike the case of the
silent period schemes that do not make much safety-considerations when going to
enter silent. This is fulfilled by continuously checking its own speed. Thus, when
in high speeds, the risk of a sudden crash will be high that is why vi ought to be
earlier visible to the surrounding vehicles (vj).

• its own safety. This is fulfilled by the neighbor vehicle(s) vj that are using the
same behavior as vi while driving in different speeds. They aim, as a consequence,
to inform vi earlier when they are driving in high speeds. Once receiving a BSM
with a powerful transmission range, vi takes that as a parameter and adjusts,
in its role, its own transmission range basing on that parameter and on its own
speed. By doing so, vi will be visible to the other neighbors vj as well.

• the two aforementioned points lead to a collective awareness that will ensure the
safety of both vi and its neighbor vj.

• to benefit and exploit the already deployed eavesdropping mode, as these
eavesdropping stations will not be able to collect BSMs all the time even if the
vehicles are inside the area of the eavesdropping station. This is because each
eavesdropping station was placed at the aim of intercepting every sent BSM in
the range of 300m.

4.1 System Initialization

Each vehicle vi is equipped with M certificates and each one of them is defined as
(Certi,j) where j represents the ith certificate of vi. Thus, each vehicle vi has a set of
certificates Ci defined as follows: Ci = {Certi,1, Certi,2, ...Certi,m}. When referring to
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a pseudonym change, this implies the use of another certificate.

Before we dive into the detailed modus-operandi of WHISPER, we define the set of
concepts (find them in Table 10) that are key-parameters used to determine the exact
behavior of WHISPER.

Table 10: WHISPER keywords, concepts and detailed definitions
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Generally speaking, in WHISPER, every vehicle vi can be in one of the following
main states:

• Vehicle ON : is the state when a vehicle is turned on (to be ready for driving).

• Listening: once On, vi keeps monitoring the transmission medium to detect any

106



WHISPER: a Safety-Aware and Location Privacy Scheme for IoV

transmitted BSM. both its neighbor(s) status (found in their transmitted BSMs)
and its own speed.

• Receiving BSMs: When receiving a BSM from vj, vi proceeds into diverse
calculations at the aim of knowing the status of vj.

• Adjusting the transmission power : in this status, vi takes as parameters its own
speed and the neighbors’ speed and may, accordingly, adjust its transmission
range in order to ensure road-safety and preserve location-privacy of the present
vehicles.

• Checking pseudonym change condition: this status comes after the
Beacon_Interval_Time expires. vi will check its eligibility for a pseudonym
(and certificate) change. When favorable, vi moves into the next status.

• Pseudonym change in this status, a pseudonym change takes place and the BSM
will be sent right after.

• Sending a BSM this status happen after the Pseudonym change action.
Sometimes, the pseudonym change trigger will not be satisfied, thus, vi just sends
the BSM. In both scenarios, vi returns to the next status(Listening) afterwards.

• Vehicle OFF the status where a vehicle is turned off and thus the ending status.

A state diagram is presented in Figure 41 which gives a better illustration and
understanding on the aforementioned states and the existing transitions.

Figure 41: The state diagram of WHISPER
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4.2 Receiving Beacon Messages Protocol

Vehicles are always ready to receive BSMs. When receiving a BSM, the receiving
vehicle vi considers the sender’s position and calculates the distance between itself and
the sender. By doing this simple calculation, vi will be able to get a set of useful
information that will determine its behavior. The pseudo-code of receiving a beacon
message in WHISPER is illustrated in Algorithm. 2. The main conclusions that vi is
going to have after parsing the BSM sent by vj, are the followings:

• Knowing the distance between itself and vj.

• Whether to consider vj’s BSM for transmission power adjustment or just ignore
it.

• It considers vj’s BSM for transmission power adjustment if Dist is less than or
equal to GeneralNR (shown in the scenario that is illustrated in Figure 42).

• It considers vj’s BSM for transmission power adjustment if Dist is less than or
equal to RoadNR but also share the same road segment with each other (shown
in the scenario that is illustrated in Figure 43).

• It considers itself eligible for the pseudonym change if Dist is less than or equal
to CloseNR. It does change Close to True as a consequence.

This protocol is called whenever vi receives a BSM generated by vj and with each

Algorithm 2 Receiving Beacon
1: procedure Receiving_Beacon(beacon* bsm)
2: His_Pos← BSM.SenderPos();
3: Dist← Calc_Dist(My_Pos, His_pos);
4: if ((Dist <= GeneralNR) OR ((Dist <= RoadNR) AND (MyRoadID =

HisRoadID)) then
5: His_Speed← BSM.SenderSpeed();
6: Speed←Max(My_Speed, His_Speed);
7: if (Dist <= CloseNR) then
8: Close← TRUE;
9: end if

10: end if
11: Process_Beacon(BSM);
12: end procedure
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Figure 42: WHISPER behavior in the presence and influence of general neighbors on the
transmission range adjustment

Figure 43: WHISPER behavior in the presence and influence of road neighbors on the
transmission range adjustment

call, less than 10 instructions are executed; thus a linear complexity per each call O(10).
With this said, by receiving (R) BSM, the complexity of the whole protocol will be as
in Equation 16:

O(R× 10) = O(n) (16)

This indicates that the ReceivingBeaconMessages Protocol is neither time nor
resources consumer.

4.3 Transmission Range Adjustment Protocol

Each vehicle vi, and after the Beacon_Interval_Time expires, will send a BSM
to inform the nearby vehicles about its location. Particularly, WHISPER adjusts the
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transmission range prior to the final BSM broadcast. The adjustment is done each
time a BSM is received by vi as explained before. When going to broadcast, vi uses the
value of Speed to decide the appropriate transmission range (between all of the four
levels: Low, Medium, beyond-Medium and High). Algorithm. 3 shows the pseudo-code
of sending a BSM after making the transmission range adjustment step. Additionally,
Speed is reinitialized to 0 after that and Checking_Pseudonym_Change_Trigger()
is called during this protocol and that is to see the eligibility of changing vi’s
pseudonym (and certificate respectively). Moreover, Counter is decreased depending
on the value of Speed and this is to trigger the pseudonym change (will be seen in the
next point). However, if Speed is at max level, there will be no meaning for changing
the pseudonym and that is because the attacker is able to collect every sent beacon
(the maximum transmission range is used) and that is why Counter is reinitialized to
its default value Def_V al.
This protocol is called whenever vi Beacon_Interval_Time expires
and thuse, one time per call. However, it calls, in its role, the
Checking_Pseudonym_Change_Trigger() protocol. In total, there are (7)
instructions without counting the called protocol (O(7)). With this said, the complexity
o the TransmissionRangeAdjustment Protocol is defined as in Equation 17:
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Algorithm 3 Sending Beacon
1: procedure Sending_Beacon
2: while (OBU_Is_On) do
3: Wait(Beacon_Interval_Time);
4: Prepare_Beacon(BSM);
5: Speed←Max(My_Speed, Speed);
6: if (Speed < 18) then
7: nic.mac80211p.txPower ← 0.2;
8: Counter ← Counter − 5;
9: else if (Speed < 36) then

10: nic.mac80211p.txPower ← 0.8;
11: Counter ← Counter − 10;
12: else if (Speed < 54) then
13: nic.mac80211p.txPower ← 3.1;
14: else
15: nic.mac80211p.txPower ← 7;
16: Counter ← Def_V al;
17: end if
18: Speed← 0;
19: Checking_Pseudonym_Change_Trigger();
20: Send_Beacon(BSM);
21: end while
22: end procedure

O(1× (7 + O(Checking_Pseudonym_Change_Trigger()))) =

O(Checking_Pseudonym_Change_Trigger())
(17)

This indicates that the TransmissionRangeAdjustment protocol does depend on the
PseudonymChangeTrigger Protocol.

4.4 Pseudonym Change Trigger Protocol

In order to avoid wasting pseudonyms (certificates) in an inappropriate opportunity,
finding an almost good opportunity requires that the pseudonym change trigger must
be implemented delicately. Algorithm. 4 shows, in a pseudo-code, the way vehicles
perform a check to see the eligibility for changing their pseudonyms. When the trigger
Counter reaches or drops below (0) (which is an indicator that vi was sending BSMs
with a short range for some important period of time) vi changes its pseudonym then
initializes the trigger Counter. This whole process provides high confusion chances since
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Figure 44: WHISPER, pseudonym change process triggered by a close neighbor’s status

the pseudonym change is performed not in the favor of the tracker (see the scenario
illustrated in Figure 44). The PseudonymChangeTrigger protocol is used each time
the TransmissionRangeAdjustment is executed. Its complexity depends on a small
and fixed number of instructions (5), thus, can be defined as in Equation 18:

O(5) = O(1) (18)

The PseudonymChangeTrigger protocol has O(1) as a complexity.

Algorithm 4 Checking Pseudonym Change Trigger
1: procedure Checking_Pseudonym_Change_Trigger
2: if ((Counter <= (Def_V al/2)) AND (Close)) then
3: Counter ← Def_V al;
4: Pseudonym_Change();
5: else if (Counter <= 0) then
6: Counter ← Def_V al;
7: Pseudonym_Change();
8: end if
9: Close← FALSE;

10: end procedure

The mobility and environment information used for the simulation are presented
in Table 11. The manhattan grid model consists of 9 intersected roads with attached
segments where each segment has a length of 200m.
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Table 11: Simulation parameters and values

Parameters Value

M
ob

ili
ty

Vehicles Number Simultaneously=50,100,150,200
Total=100,200,300,400

Insertion method Quasi-Instant
(first second insertion)

Mobility Model RandomTrips with minimum
distance=1500(m)

E
nv

ir
on

m
en
t

Used Map Manhattan grid model
9 roads, 200(m) per segment

Map size 2000*2000(m ∗m)
4(km2)

Simulation Time 300(s)

E
va
lu
at
io
n Privacy metrics Traceability

N_Traceability
Pseudonym usage/
consumption

Number of changed-pseudonyms

St
ra
te
gy

SLOW Speed threshold=8(m/s)
Silence threshold=5(s)

RSP Pseudonym duration=60(s)
Silence period=
from 3 to 9(s) randomly

CPN Neighbors radius=100(m)
Neighbors threshold=2

WHISPER Road neighbors radius=100(m)
General neighbors radius=30(m)
Close neighbors radius=30(m)
Counter default value=50

4.5 The Adversary’s Achieved Traceability

Traceability, that is the location privacy metric used in this study, is defined
as the correctness of an adversary to build the target vehicle’s traces using its
eavesdropped beacons [115]. The results, provided in Figure 45 show that WHISPER is
outperforming SLOW, RSP and CPN in the traceability metric with a clear difference
(that is ranging in the interval of 10% to 20%). An important remark is that at dense
situations (e.g., with the density of 200 vehicle), the traceability gets augmented a bit.
The reason behind the decrease in the privacy level is due to the higher density of
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Figure 45: The achieved traceability by SLOW, RSP, CPN and WHISPER within different
densities

vehicles, that can help the attacked collect BSMs from the legitimate cars.

In general, as presented in Figure 45, WHISPER performs better in terms the level
of privacy that it offered since it achieves a traceability ranging in the interval of 10% to
20%. We interpret this as being WHISPER reducing the vehicle’s transmission range
according to its and/or the neighbor vehicles’ speeds (according to the safety situation)
followed by CPN, RSP then SLOW, in addition we observe that the traceability
decreases when augmenting the number of vehicles in SLOW. The reason is that, in
high densities, vehicles would drive with lower speeds, thus, SLOW performs better.

4.6 The Adversary’s Achieved Normalized Traceability

As some vehicles may not perform the pseudonym change, building their traces
becomes easy, thus, excluding them gives more fairness to the real level of privacy [115];
that is the normalized traceability. With this definition, our conducted simulation
under the normalized traceability is aiming to give a more credible and a better
privacy-reflecting metric to quantify the achieved privacy level of WHISPER, SLOW,
RSP and CPN (shown in Figure 46).

As stated above, by taking the case of just the vehicles which did change their
pseudonyms, we get the achieved normalized traceability as shown in Figure 46. The
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Figure 46: The achieved normalized traceability by SLOW, RSP, CPN and WHISPER within
different densities

results always give WHISPER the leading position since it outperforms the other
schemes but this time by achieving even higher privacy level represented in a lower
than 10% of normalized traceability. The same order of performance remains; CPN,
RSP then SLOW. However, SLOW has achieved a better normalized traceability of
about 30% due to removing vehicles which did not change their pseudonyms at all
from the calculation.

4.7 Pseudonym Consumption

Also considered as the QoS metric (as evaluated in Figure 47). The pseudonym
consumption has multiple effects and impacts like the use of different pseudonyms
(thus, certificates), extra-communications with the corresponding authorities to refill
pseudonyms, affecting the routing algorithms [102], etc. For this reason, the pseudonym
consumption metric is crucial. With a clear view, Figure 47 shows that SLOW is the
less pseudonyms consuming scheme followed by RSP and WHISPER respectively, while
CPN had a considerable high pseudonyms consumption level. We argue this by the
scheme’s nature, when the trigger of k neighbors is satisfied, a pseudonym change is
performed and as k was taken as 2 by the default parameters, a lot of pseudonym
changes occurred.
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Figure 47: The pseudonyms consumption of CPN, WHISPER, RSP and SLOWwithin various
densities

5 Discussion and Future Work

For an overall investigation, the performances of CPN, RSP, SLOW and WHISPER
were evaluated in terms of (1) location privacy that gives WHISPER the leading in
both (a) the traceability and (b) the normalized traceability and (2) QoS that comes
in the favor of SLOW. CPN, under the default parameters (i.e., k = 2), has resulted
in a very high pseudonyms consumption, thus, considered as a non-wise choice for a
deployed pseudonym scheme. The results, clearly show that WHISPER has a very
good level of privacy since it achieves a traceability ranging in the interval of 10% to
20%. In terms of normalized traceability WHISPER outperformed the other schemes
achieveing even higher privacy level.

Despite being WHISPER more pseudonym consuming (with a remarkably low
amount in general) than SLOW and RSP, having it a very high location privacy level
represented in the traceability and the normalized traceability gives it the leading
position. Thus, we can say that WHISPER, as also compared and summarized in
Table 12, has outperformed the other schemes especially in both of the safety and the
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Table 12: A brief comparison of SLOW, RSP, CPN and WHISPER strategies according to a
set of metrics

St
ay
in
g

Si
le
nt

M
on

ito
rin

g
N
ei
gh

bo
rs

Ps
eu

do
ny

m
s

C
on

su
m
pt
io
n

Sa
fe
ty

En
su
rin

g

More Efficiency when

SLOW [77] 3 7 Low 7
Driving in low speeds,

hence, keeping silence

RSP [69] 3 7 Low 7
Entering silence and changing

pseudonyms synchronously

CPN [86] 7 3 Very high 3
The set of vehicles

happens to be large

WHISPER [101] 7 3 Medium 3
Low transmission power

condition is satisfied

location privacy that are known to be on the top of the security requirements.

Except from the evaluation comparison, WHISPER is an important solution that
offers privacy preservation while maintaining at the same time road-safety. This
is achieved, since vehicles are only hidden from the tracker (occasionally) and not
from their close vehicles (always) which makes the use of WHISPER an advantageous
method that comes in favor of safety and privacy.

As the technique of changing the transmission range was not exploited in the
privacy field, we intend on making an evaluation for achieved location privacy level
versus an internal attacker; the scenario when neighbor vehicles act as malicious
eavesdropping stations to bypass the reduction of the transmission range and to
increase the coverage of the tracker. Also, some of the values like those existing
in Algorithm. 3 are set heuristically, this means that evaluating the performance by
optimally adjusting the values dynamically will certainly enhance the privacy level of
WHISPER. Also, technologies like blockchain [132, 133], cryptography [134], IDSs[135]
and Edge Computing[136, 137] which are broadly recognized as key components for the
IoV can be integrated and used in parallel with our solution. Finally, using metrics like
the number of sent BSMs or the number of verified messages/signatures and evaluating
the performances of WHISPER under various scenarios like the free-way model are
some of our future plans.
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6 Summary

In this chapter, WHISPER, we presented WHISPER: a novel location
privacy-preserving schemes that exploits the reducing of the transmission range
while sending safety beacon messaged. Further more, we gave WHISPER protocols
techniques and algorithms where we compared it vs. other schemes, namely CPN, RSP
and SLOW using various metrics like (a) the location privacy level (traceability and
normalized traceability) and (b) the QoS (pseudonyms consumption) metrics. It was
clearly shown that WHISPER did outperform the other three schemes in the location
privacy evaluation, which is considered to be an important security requirement, but
consumed -lightly- more pseudonyms compared to SLOW and RSP as shown in the
QoS evaluation. The chapter also confirmed the robustness of WHISPER during
the evaluation and that was apparent in (1) the road-safety that was missed by all
other silent period schemes and (2) the location-privacy of the all evaluated schemes.
The reason behind being WHISPER a road-safety ensurer is that the vehicles are
only hidden from the tracker (occasionally) but not from their close neighbot vehicles
(always). This made the use of WHISPER be an advantageous feature that came in
the favor of both safety and privacy.
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Conclusion

An exceed on the moving towards integrating technology means in different

life-sides is taking place in the last few decades. Without any doubt, the use of

technology had enhanced enormously the lifestyle of individuals by facilitating

much difficulties and solving a bunch of intractable problems. Using the wireless

medium and allowing vehicles to exploit it to solve the already present challenges

brought forth robust transportation systems after giving the vehicle the option

to sense its environment and sharing this vision with its neighbor vehicles mainly

at the aim of achieving dependable road-safety.

Yet, some of the used technologies had introduced other drawbacks, we

talk about the trade-offs. Our subject of interest (i.e., road-safety via data

exchanges) is in no way safe from the equation. The use of safety applications

that bases on exchanging data between the neighbor vehicles had introduced the

safety-privacy trade-off, that is: by informing the nearby vehicles, a better vision

and perception for the environment is fulfilled but in the other hand the identity

and location privacy of vehicle users will get dropped considerably since their

data is being read by unauthorized parties (represented in the attacker/tracker).

With this in mind, in this thesis we were interested on achieving high levels

of identity and location privacy while maintaining the road-safety with a high

degree. We followed a specific chronology while making our research and

contributions that is as follows:
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Conclusion

At first, we introduced the notion of intelligent vehicles that use advanced

technologies like IoV with its characteristics, security challenges, privacy issues

and implications on road-safety.

Later on, we focused on the literature review where we gave an extended

state of the art of the identity and location privacy with more interest on the

pseudonym change-based schemes that emerged in the last two decades. It was

also resulted in a novel taxonomy on pseudonym change schemes alongside a

comparative table of some of the schemes. This had concluded the first part

that we called LITERATURE REVIEW.

With the first stage set (the LITERATURE REVIEW part), we started giving

solutions and evaluating the issue from our side and we did that by introducing

the EPP scheme where we evaluated it in a district in Tlemcen, Algeria. EPP

studied the effects of using the silent period before leaving a district and how

much this behavior can enhance the overall privacy of the users living in that

district. The conclusion drawn by EPP was that the more residents that respect

EPP the higher their privacy will be. Also, the vision of the identity and location

privacy was studied but from two perspectives: from the defender (the authority)

and the attacker (the adversary) and that gave better-understanding on the

problematic as whole.

After that, We proposed the use the transmission range changing technique

to provide higher identity and location privacy in a technique that we called

TRA. TRA was used in conjunction with two privacy schemes that were already

existing in the literature. The obtained results showed clearly that after

integrating TRA on those privacy schemes, we got considerable high levels of

privacy and that conclusion had pushed us to proceed into proposing our own

scheme that exploits this special technique (TRA).
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Conclusion

As a sequel from the previous work (TRA), we presented a novel identity

and location privacy preserving scheme (we called it WHISPER) that adjusts

the transmission range of vehicles, on-the-fly- to break the continuous location

tracking applied by the adversary. WHISPER had its own protocols and

techniques that were developed in order to maintain road-safety in conjunction

with high levels of privacy. Indeed, the simulation runs and results had confirmed

that by using the transmission range technique in a novel scheme, higher levels

of privacy were achieved while always keeping road-safety ensured.

As a consequence, this thesis touched the problematic of preserving the

identity and location privacy of individuals while ensuring a high amount of

road-safety and it was crowned with:

(1) A survey paper for the used pseudonym change techniques in the recent

years, (2) A novel scheme that is EPP which was interested on the achieved

privacy inside a district (Tlemcen, Algeria in the study), (3) A novel technique

that is TRA which was applied in two privacy-preserving schemes and (4) A

novel scheme that is WHISPER which was inspired from TRA but with its own

protocols with more focus on road-safety.

In the future, we intend on exploiting aspects other than those mentioned

in the current thesis. As an example, we are interested in exploiting the social

network concept in order to bring forth the identity and location privacy on the

individuals. In fact, we already started on this step and we got, after developing

our protocols and after we set the simulation environment, promising results.

The work is in its finalization before submitting it for potential acceptance.

Additionally, we are excited on using other technologies (like blockchains, UAV,

5G/6G, etc.) in conjunction with the automobile domain to enhance more the

individuals’ enjoyed level of privacy.
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1) WHISPER: A Location Privacy-Preserving Scheme Using Transmission
Range Changing for Internet of Vehicles
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2) Pseudonym change-based privacy-preserving schemes in vehicular
ad-hoc networks: A survey
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3) Transmission range changing effects on location privacy-preserving
schemes in the internet of vehicles
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4) Location-privacy evaluation within the extreme points privacy (epp)
scheme for vanet users
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1) Between Location protection and Overthrowing: A Contrariness
Framework Study for Smart Vehicles
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3) The Impact of the Adversary’s Eavesdropping Stations on the Location
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Abstract

This thesis deals with the problem of identity and location privacy in the context of Internet
of Vehicles (IoV) while making road-safety into consideration. This problematic emerged
with the advent of different safety-achieving techniques provided by IoV applications. There
exist many techniques that cope with the identity and location privacy problem but while
sacrificing safety. In our thesis, we focus on the solutions that are based on the pseudonymity
concept and many techniques related to this category were proposed. With this said, we
provide a comprehensive survey that deals with the aforementioned problem. then, we propose
three techniques that ensure high level of location privacy while considering road-safety as an
objective. The obtained results show that road-safety can still be achieved in conjunction with
location privacy while using our techniques.
keywords: IoV, VANET, identity and location privacy, road-safety, location tracking,
pseudonym changing, silent period, transmission range changing techniques.

Résumé

Cette thèse traite le problème de la préservation de la vie privée de l’identité et de
l’emplacement dans le contexte de l’Internet des véhicules (IoV) tout en prenant en compte la
sécurité routière. Cette problématique est apparue avec l’avènement de différentes techniques
de sécurité fournies par les applications IoV. Il existe de nombreuses techniques qui permettent
de résoudre le problème de la confidentialité de l’identité et de l’emplacement, mais tout en
sacrifiant la sécurité. Dans notre thèse, nous nous concentrons sur les solutions basées sur le
concept de pseudonymat et de nombreuses techniques liées à cette catégorie ont été proposées.
Cela dit, nous fournissons un état de l’art complet qui traite du problème susmentionné.
Ensuite, nous proposons trois techniques qui garantissent un haut niveau de confidentialité
de l’emplacement tout en considérant la sécurité routière comme un objectif. Les résultats
obtenus montrent que la sécurité routière peut encore être obtenue en conjonction avec la
confidentialité de l’emplacement tout en utilisant nos techniques.
mots-clés: IoV, VANET, confidentialité de l’identité et de l’emplacement, sécurité routière,
suivi de l’emplacement, changement de pseudonyme, période de silence, techniques de
changement de portée de transmission.
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